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    nquic

[image: Hex.pm]
[image: CI]
Pure Erlang QUIC transport for Erlang/OTP 27+.
Getting started
{deps, [{nquic, "1.2.0"}]}.
Client
{ok, Ctx0} = nquic:connect("example.com", 443, #{tls => #{alpn => [<<"h3">>]}}),
{ok, Sid, Ctx1} = nquic_lib:open_stream(Ctx0, #{type => bidi}),
{ok, Ctx2} = nquic_lib:send_fin(Ctx1, Sid, <<"Hello, QUIC!">>),
{ok, Body, true, Ctx3} = nquic_lib:recv(Ctx2, Sid),
{ok, _Ctx4} = nquic_lib:close(Ctx3).
connect/3 and accept/1,2 return an opaque nquic:ctx/0 owned by
the calling process. After the handshake the owner is the connection
and drives it through nquic_lib. There is no message hop to a
connection process: stream operations are pure functions threading the
ctx() through.
Server
{ok, Listener} = nquic:listen(4433, #{
    tls => #{
        certfile => "server.pem",
        keyfile => "server.key",
        alpn => [<<"h3">>]
    }
}),
{ok, Ctx0} = nquic:accept(Listener),
{ok, Ctx1} = nquic_lib:takeover(Ctx0),
owner_loop(Ctx1).
The owner must run a loop that ingests inbound packets and services
timers, or the connection stalls. See the nquic_lib module docs for
the full owner-liveness contract; test/support/nquic_ctx_driver.erl
is the faithful reference loop.
Features
	QUIC transport (RFC 9000) and QUIC v2 (RFC 9369)
	TLS 1.3 handshake via OTP ssl / crypto (RFC 9001)
	Loss detection and congestion control with CUBIC (default) and NewReno (RFC 9002)
	0-RTT with pluggable anti-replay (RFC 9001 §9.2)
	Connection migration with path validation and server preferred-address (RFC 9000 §9)
	Unreliable datagrams (RFC 9221)
	ECN with per-path validation (RFC 9000 §13.4, RFC 9002 §B.4)
	DPLPMTUD packetization-layer PMTU search (RFC 8899)
	Connected UDP kernel-routed server connections, zero-hop dispatch
	SO_REUSEPORT multiple receivers for kernel-level load distribution
	No dependencies only OTP kernel, stdlib, crypto, ssl, public_key

Documentation
nquic on HexDocs
License
Apache License 2.0


  

    Changelog

All notable changes to this project will be documented in this file.
The format is based on Keep a Changelog,
and this project adheres to Semantic Versioning.
[Unreleased]
[1.2.0] - 2026-10-27
Added
	ip and ipv6_v6only listen options: the local address of every receiver socket. An IPv6 address such as {0,0,0,0,0,0,0,0} with ipv6_v6only => false serves IPv6 and IPv4 peers on one port

Changed
	The response packet carries the ACK of a single request packet. A flush with no other frame holds the ACK of one ack-eliciting packet while the endpoint has nothing in flight, until the next frame or the 1 ms ack_delay timer (RFC 9000 §13.2.1). Request/response traffic sends one datagram per request in each direction instead of two

Fixed
	Complete the handshake after the loss of the server Initial or the client Finished. The PTO probes every space with packets in flight, and a lost HANDSHAKE_DONE is sent again (RFC 9001 §4.9.2, RFC 9002 §6.2.4)
	Restart the PTO only when an ack-eliciting packet is sent, and keep the client PTO armed until the handshake is confirmed. A 1-RTT probe carries data when data is available (RFC 9002 §6.2)
	Remove the packets of a discarded Initial or Handshake space from the in-flight counters, and discard 1-RTT packets on the server until the client Finished (RFC 9001 §5.7, RFC 9002 §6.4)
	Declare loss only at or below the largest acknowledged packet, run the time threshold loss timer, and take an RTT sample when the largest acknowledged packet is ACK-only (RFC 9002 §5.1, §6.1)
	Send one ACK frame per flush with the measured ACK Delay, and advertise a max_ack_delay of 10 ms (RFC 9000 §13.2, §18.2)
	Size the congestion window by the datagrams that the sender sends, and start an ECN-CE congestion event at the send time of the largest acknowledged packet (RFC 9002 §7.2, Appendix B.7)
	Conform CUBIC to RFC 9438 §4. The window does not grow while the sender is application limited, the target is at most 1.5 times the window, K comes from the window at the start of congestion avoidance, and a rollback needs all lost bytes acknowledged. A datagram size change no longer crashes the owner with badarith

[1.1.0] - 2026-09-30
Fixed
	Return {error, finished_not_found} for an empty TLS handshake flight instead of a crash reason
	Ignore a path_validation timeout when the connection has no path state, instead of crashing the owner
	Drop Retry packets explicitly after the handshake
	Include flowinfo and scope_id in IPv6 sockaddr maps, as socket:sockaddr_in6() requires
	Correct type specs flagged by set-theoretic type checking, including the missing aes_256_gcm in nquic_crypto

[1.0.3] - 2026-08-12
Added
	Support for OTP 29 by removing deprecated catch expressions.

[1.0.2] - 2026-06-08
Fixed
	Budget CRYPTO handshake fragmentation off the peer's advertised max_udp_payload_size rather than the local 1200-byte floor, so the handshake flight fits the peer's datagram limit (#5)

[1.0.1] - 2026-06-03
Fixed
	Fragment the CRYPTO handshake flight to honor the peer's max_udp_payload_size, avoiding oversized datagrams during the handshake (#2, #3)

[1.0.0] - 2026-05-28
Initial public release candidate.
Added
	QUIC v1 transport (RFC 9000) and QUIC v2 (RFC 9369)
	TLS 1.3 handshake via OTP ssl and crypto (RFC 9001)
	Loss detection and congestion control (RFC 9002): CUBIC (default) and NewReno
	Bidirectional and unidirectional streams with connection- and stream-level flow control
	Unreliable datagrams (RFC 9221)
	0-RTT early data with pluggable anti-replay callback (RFC 9001 §9.2)
	Key update (RFC 9001 §6)
	Connection migration with path validation (RFC 9000 §9)
	Server preferred-address migration (RFC 9000 §9.6)
	Stateless reset with constant-time token compare (RFC 9000 §10.3)
	Retry with HMAC-signed source-address tokens (RFC 9000 §8.1.4)
	Anti-amplification limit, 3x per RFC 9000 §8.1
	ECN with per-path validation (RFC 9000 §13.4, RFC 9002 §B.4)
	DPLPMTUD search and black-hole detection (RFC 8899)
	Library-mode API (nquic_lib): protocol exposed as pure functions over an opaque nquic:ctx()
	Connected UDP sockets for server connections, kernel-routed
	SO_REUSEPORT with multiple receiver processes for kernel-level load distribution
	Striped ETS dispatch tables with atomics-based counters
	Partitioned connection supervisors, one per scheduler
	Session resumption with pluggable session cache backend
	Property-based test suites backed by triq
	Self-interop compliance suite and Docker-based interop runner against aioquic, ngtcp2, picoquic



  

    License


# Apache License
Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

## 1. Definitions.

"License" shall mean the terms and conditions for use, reproduction, and
distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by the copyright
owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all other entities
that control, are controlled by, or are under common control with that entity.
For the purposes of this definition, "control" means (i) the power, direct or
indirect, to cause the direction or management of such entity, whether by
contract or otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity exercising
permissions granted by this License.

"Source" form shall mean the preferred form for making modifications, including
but not limited to software source code, documentation source, and configuration
files.

"Object" form shall mean any form resulting from mechanical transformation or
translation of a Source form, including but not limited to compiled object code,
generated documentation, and conversions to other media types.

"Work" shall mean the work of authorship, whether in Source or Object form, made
available under the License, as indicated by a copyright notice that is included
in or attached to the work (an example is provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object form, that
is based on (or derived from) the Work and for which the editorial revisions,
annotations, elaborations, or other modifications represent, as a whole, an
original work of authorship. For the purposes of this License, Derivative Works
shall not include works that remain separable from, or merely link (or bind by
name) to the interfaces of, the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including the original version
of the Work and any modifications or additions to that Work or Derivative Works
thereof, that is intentionally submitted to Licensor for inclusion in the Work
by the copyright owner or by an individual or Legal Entity authorized to submit
on behalf of the copyright owner. For the purposes of this definition,
"submitted" means any form of electronic, verbal, or written communication sent
to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems, and
issue tracking systems that are managed by, or on behalf of, the Licensor for
the purpose of discussing and improving the Work, but excluding communication
that is conspicuously marked or otherwise designated in writing by the copyright
owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity on behalf
of whom a Contribution has been received by Licensor and subsequently
incorporated within the Work.

## 2. Grant of Copyright License.

Subject to the terms and conditions of this License, each Contributor hereby
grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free,
irrevocable copyright license to reproduce, prepare Derivative Works of,
publicly display, publicly perform, sublicense, and distribute the Work and such
Derivative Works in Source or Object form.

## 3. Grant of Patent License.

Subject to the terms and conditions of this License, each Contributor hereby
grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free,
irrevocable (except as stated in this section) patent license to make, have
made, use, offer to sell, sell, import, and otherwise transfer the Work, where
such license applies only to those patent claims licensable by such Contributor
that are necessarily infringed by their Contribution(s) alone or by combination
of their Contribution(s) with the Work to which such Contribution(s) was
submitted. If You institute patent litigation against any entity (including a
cross-claim or counterclaim in a lawsuit) alleging that the Work or a
Contribution incorporated within the Work constitutes direct or contributory
patent infringement, then any patent licenses granted to You under this License
for that Work shall terminate as of the date such litigation is filed.

## 4. Redistribution.

You may reproduce and distribute copies of the Work or Derivative Works thereof
in any medium, with or without modifications, and in Source or Object form,
provided that You meet the following conditions:

1. You must give any other recipients of the Work or Derivative Works a copy of
   this License; and

2. You must cause any modified files to carry prominent notices stating that
   You changed the files; and

3. You must retain, in the Source form of any Derivative Works that You
   distribute, all copyright, patent, trademark, and attribution notices from
   the Source form of the Work, excluding those notices that do not pertain to
   any part of the Derivative Works; and

4. If the Work includes a "NOTICE" text file as part of its distribution, then
   any Derivative Works that You distribute must include a readable copy of the
   attribution notices contained within such NOTICE file, excluding those
   notices that do not pertain to any part of the Derivative Works, in at least
   one of the following places: within a NOTICE text file distributed as part
   of the Derivative Works; within the Source form or documentation, if
   provided along with the Derivative Works; or, within a display generated by
   the Derivative Works, if and wherever such third-party notices normally
   appear. The contents of the NOTICE file are for informational purposes only
   and do not modify the License. You may add Your own attribution notices
   within Derivative Works that You distribute, alongside or as an addendum to
   the NOTICE text from the Work, provided that such additional attribution
   notices cannot be construed as modifying the License.

You may add Your own copyright statement to Your modifications and may provide
additional or different license terms and conditions for use, reproduction, or
distribution of Your modifications, or for any such Derivative Works as a whole,
provided Your use, reproduction, and distribution of the Work otherwise complies
with the conditions stated in this License.

## 5. Submission of Contributions.

Unless You explicitly state otherwise, any Contribution intentionally submitted
for inclusion in the Work by You to the Licensor shall be under the terms and
conditions of this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify the terms of
any separate license agreement you may have executed with Licensor regarding
such Contributions.

## 6. Trademarks.

This License does not grant permission to use the trade names, trademarks,
service marks, or product names of the Licensor, except as required for
reasonable and customary use in describing the origin of the Work and
reproducing the content of the NOTICE file.

## 7. Disclaimer of Warranty.

Unless required by applicable law or agreed to in writing, Licensor provides the
Work (and each Contributor provides its Contributions) on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied,
including, without limitation, any warranties or conditions of TITLE, NON-
INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A PARTICULAR PURPOSE. You are
solely responsible for determining the appropriateness of using or
redistributing the Work and assume any risks associated with Your exercise of
permissions under this License.

## 8. Limitation of Liability.

In no event and under no legal theory, whether in tort (including negligence),
contract, or otherwise, unless required by applicable law (such as deliberate
and grossly negligent acts) or agreed to in writing, shall any Contributor be
liable to You for damages, including any direct, indirect, special, incidental,
or consequential damages of any character arising as a result of this License or
out of the use or inability to use the Work (including but not limited to
damages for loss of goodwill, work stoppage, computer failure or malfunction, or
any and all other commercial damages or losses), even if such Contributor has
been advised of the possibility of such damages.

## 9. Accepting Warranty or Additional Liability.

While redistributing the Work or Derivative Works thereof, You may choose to
offer, and charge a fee for, acceptance of support, warranty, indemnity, or
other liability obligations and/or rights consistent with this License. However,
in accepting such obligations, You may act only on Your own behalf and on Your
sole responsibility, not on behalf of any other Contributor, and only if You
agree to indemnify, defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason of your
accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

Copyright 2026, Nomasystems S.L.

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.



  

    
nquic_conn_close 
    



      
Connection close and draining state transitions (RFC 9000 §10.2).
Owns the CONNECTION_CLOSE emit path and the bookkeeping that moves a
connection into the draining gen_statem state: cancelling the other
timers, replying to parked waiters, notifying the owner, and arming
the draining-period timeout. Also handles the dispatch / socket
cleanup that runs from terminate/3.

      


      
        Summary


  
    Types
  


    
      
        state_name()

      


    





  
    Functions
  


    
      
        cleanup_dispatch/1

      


        Unregister all CIDs (and the original DCID for servers) from dispatch.



    


    
      
        close_owned_socket/1

      


        Close the UDP socket if this gen_statem owns it.
Clients own the socket (the UDP FD is handed off via
nquic_socket:controlling_process/2 in nquic:connect/3); server
connections borrow the receiver's shared
socket and must not close it. Server connections that have completed
the server-initiated migration (RFC 9000 §9, server_per_conn_fd)
own a dedicated connect(2)-bound ephemeral FD and must close it.
The exported library-mode path is short-circuited at the
terminate/3 entry.



    


    
      
        draining_cancellations()

      


        Cancel every non-draining gen_statem timer.
The draining state must not be woken by spurious idle / PTO /
ack_delay / path_validation fires while it waits for
draining_timeout. RFC 9000 §10.2.2: the only event that drives
the connection during draining is the timeout itself.



    


    
      
        enter_close_draining(From, Data)

      


        Enter draining state after an explicit nquic:close/1,2 call.
CONNECTION_CLOSE has already been flushed via
nquic_protocol + the gen_statem's send path before we get here.



    


    
      
        enter_draining/3

      


        Enter draining state after sending a locally-generated CONNECTION_CLOSE.
Used for transport errors detected by the local stack. StateName is
the gen_statem state that was active when the violation was detected,
so the close frame is emitted at an encryption level the peer can
actually decrypt (RFC 9000 §10.2.3).



    


    
      
        enter_draining_common(Data)

      


        Common draining-state entry: notify the owner, fail parked waiters,
arm the draining_timeout, and cancel the other timers.



    


    
      
        enter_draining_silent(Data)

      


        Enter draining without sending CONNECTION_CLOSE.
Used when the peer initiated the close (we must not respond, RFC 9000
§10.2.2).



    


    
      
        maybe_drain/2

      


        Convert a transport-error stop into a draining transition.
If no keys exist yet (very early failure, peer can't decrypt anything)
we just stop. Otherwise we transition to draining so the close frame
the local stack just emitted reaches the peer.



    


    
      
        send_close_frame(Frame, Data, StateName)

      


        Emit Frame at every encryption level the peer can decrypt for StateName.
RFC 9000 §10.2.3: during the handshake the peer may not yet have
derived Handshake or Application keys, so a CONNECTION_CLOSE must be
sent at a level the peer can decrypt. Until the handshake is confirmed
(gen_statem state = established) the server SHOULD send the close in
both Handshake (when keys exist) and Initial packets so at least one
is processable. Once established, only the 1-RTT copy is needed.



    


    
      
        send_connection_close(Data, Error, StateName)

      


        Build a transport-level CONNECTION_CLOSE for Error and send it at the
appropriate encryption levels.
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          -type state_name() :: nquic_conn_statem:state_name().


      



  


        

      

      
        Functions


        


  
    
      
    
    
      cleanup_dispatch/1



        
          
        

    

  


  

      

          -spec cleanup_dispatch(#conn_state{role :: client | server,
                                   scid :: nquic:connection_id(),
                                   dcid :: nquic:connection_id(),
                                   odcid :: nquic:connection_id() | undefined,
                                   retry_scid :: nquic:connection_id() | undefined,
                                   retry_token :: binary(),
                                   version :: non_neg_integer(),
                                   version_preference :: [non_neg_integer()],
                                   socket :: nquic_socket:t() | undefined,
                                   peer :: nquic_socket:sockaddr() | undefined,
                                   select_info :: nquic_socket:select_info() | undefined,
                                   pn_spaces :: #{nquic_packet:space() => map()},
                                   app_next_pn :: non_neg_integer(),
                                   app_largest_received :: integer(),
                                   app_largest_received_us :: integer() | undefined,
                                   loss_state :: nquic_loss:loss_state() | undefined,
                                   dispatch_table :: nquic_dispatch:t() | undefined,
                                   listener :: pid() | undefined,
                                   connect_waiters :: [gen_server:from()],
                                   local_params ::
                                       #transport_params{original_destination_connection_id ::
                                                             nquic:connection_id() | undefined,
                                                         max_idle_timeout :: non_neg_integer(),
                                                         stateless_reset_token :: binary() | undefined,
                                                         max_udp_payload_size :: pos_integer(),
                                                         initial_max_data :: non_neg_integer(),
                                                         initial_max_stream_data_bidi_local ::
                                                             non_neg_integer(),
                                                         initial_max_stream_data_bidi_remote ::
                                                             non_neg_integer(),
                                                         initial_max_stream_data_uni ::
                                                             non_neg_integer(),
                                                         initial_max_streams_bidi :: non_neg_integer(),
                                                         initial_max_streams_uni :: non_neg_integer(),
                                                         ack_delay_exponent :: 0..20,
                                                         max_ack_delay :: non_neg_integer(),
                                                         disable_active_migration :: boolean(),
                                                         preferred_address ::
                                                             nquic_transport:preferred_address() |
                                                             undefined,
                                                         active_connection_id_limit :: non_neg_integer(),
                                                         initial_source_connection_id ::
                                                             nquic:connection_id() | undefined,
                                                         retry_source_connection_id ::
                                                             nquic:connection_id() | undefined,
                                                         version_information ::
                                                             nquic_transport:version_information() |
                                                             undefined,
                                                         max_datagram_frame_size ::
                                                             non_neg_integer() | undefined},
                                   remote_params ::
                                       #transport_params{original_destination_connection_id ::
                                                             nquic:connection_id() | undefined,
                                                         max_idle_timeout :: non_neg_integer(),
                                                         stateless_reset_token :: binary() | undefined,
                                                         max_udp_payload_size :: pos_integer(),
                                                         initial_max_data :: non_neg_integer(),
                                                         initial_max_stream_data_bidi_local ::
                                                             non_neg_integer(),
                                                         initial_max_stream_data_bidi_remote ::
                                                             non_neg_integer(),
                                                         initial_max_stream_data_uni ::
                                                             non_neg_integer(),
                                                         initial_max_streams_bidi :: non_neg_integer(),
                                                         initial_max_streams_uni :: non_neg_integer(),
                                                         ack_delay_exponent :: 0..20,
                                                         max_ack_delay :: non_neg_integer(),
                                                         disable_active_migration :: boolean(),
                                                         preferred_address ::
                                                             nquic_transport:preferred_address() |
                                                             undefined,
                                                         active_connection_id_limit :: non_neg_integer(),
                                                         initial_source_connection_id ::
                                                             nquic:connection_id() | undefined,
                                                         retry_source_connection_id ::
                                                             nquic:connection_id() | undefined,
                                                         version_information ::
                                                             nquic_transport:version_information() |
                                                             undefined,
                                                         max_datagram_frame_size ::
                                                             non_neg_integer() | undefined} |
                                       undefined,
                                   server_packet_processed :: boolean(),
                                   owner :: pid() | undefined,
                                   owner_mon :: reference() | undefined,
                                   deferred_flush_pending :: boolean(),
                                   pending_ack_count :: non_neg_integer(),
                                   ack_immediate :: boolean(),
                                   last_idle_ms :: non_neg_integer() | infinity | undefined,
                                   last_pto_ms ::
                                       nquic_protocol_timer:loss_detection_timer() | undefined,
                                   recv_ecn :: nquic_socket:ecn_mark(),
                                   pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                   gso_size :: undefined | pos_integer(),
                                   max_payload_size :: pos_integer(),
                                   server_per_conn_fd :: boolean(),
                                   proactive_cids :: boolean(),
                                   socket_connected :: boolean(),
                                   self_migration_pending :: boolean(),
                                   metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                   spin_enabled :: boolean(),
                                   peer_spin :: 0..1,
                                   new_token_enabled :: boolean(),
                                   new_token_lifetime :: pos_integer(),
                                   qlog :: undefined | nquic_qlog:qlog_state(),
                                   close_kind ::
                                       undefined | local | peer | idle_timeout | protocol_error,
                                   crypto ::
                                       #conn_crypto{tls_state :: term(),
                                                    keys :: nquic_keys:key_map(),
                                                    app_send_keys :: map() | undefined,
                                                    app_recv_keys :: map() | undefined,
                                                    crypto_buffer ::
                                                        #{nquic_packet:space() =>
                                                              {non_neg_integer(), binary(), list()}},
                                                    cipher ::
                                                        aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                                    cipher_suites ::
                                                        [aes_128_gcm | aes_256_gcm | chacha20_poly1305] |
                                                        undefined,
                                                    key_phase :: boolean(),
                                                    key_update_pending :: boolean(),
                                                    client_app_secret :: binary() | undefined,
                                                    server_app_secret :: binary() | undefined,
                                                    old_read_keys ::
                                                        #{key := binary(), iv := binary()} | undefined,
                                                    zero_rtt_accepted :: boolean(),
                                                    replay_protection :: module() | undefined,
                                                    session_ticket :: map() | undefined,
                                                    resumption_secret :: binary() | undefined,
                                                    session_cache ::
                                                        atom() | false | {module, module()} | undefined,
                                                    token_cache :: atom() | false | {module, module()},
                                                    alpn :: [binary()] | undefined,
                                                    hostname :: string() | binary() | undefined,
                                                    cert :: binary() | undefined,
                                                    cert_chain :: [binary()],
                                                    key :: any() | undefined,
                                                    verify :: verify_none | verify_peer,
                                                    cacerts :: [binary()],
                                                    peer_cert :: binary() | undefined,
                                                    static_key :: binary() | undefined},
                                   streams_state ::
                                       #conn_streams{streams ::
                                                         #{nquic:stream_id() =>
                                                               #stream_state{stream_id ::
                                                                                 nquic:stream_id(),
                                                                             type :: bidi | uni,
                                                                             send_state ::
                                                                                 ready | send |
                                                                                 data_sent |
                                                                                 data_recvd |
                                                                                 reset_sent |
                                                                                 reset_recvd,
                                                                             send_offset ::
                                                                                 non_neg_integer(),
                                                                             send_max_data ::
                                                                                 non_neg_integer(),
                                                                             last_stream_data_blocked ::
                                                                                 non_neg_integer(),
                                                                             pending_send_data ::
                                                                                 [binary()],
                                                                             pending_send_size ::
                                                                                 non_neg_integer(),
                                                                             pending_send_fin ::
                                                                                 boolean(),
                                                                             recv_state ::
                                                                                 recv | size_known |
                                                                                 data_recvd |
                                                                                 reset_recvd |
                                                                                 data_read | reset_read,
                                                                             recv_offset ::
                                                                                 non_neg_integer(),
                                                                             recv_max_offset ::
                                                                                 non_neg_integer(),
                                                                             recv_window ::
                                                                                 non_neg_integer(),
                                                                             recv_buffer ::
                                                                                 gb_trees:tree(non_neg_integer(),
                                                                                               {binary(),
                                                                                                boolean()}),
                                                                             app_buffer :: iodata(),
                                                                             app_buffer_size ::
                                                                                 non_neg_integer()}},
                                                     next_bidi_stream :: nquic:stream_id() | undefined,
                                                     next_uni_stream :: nquic:stream_id() | undefined,
                                                     peer_max_streams_bidi :: non_neg_integer(),
                                                     peer_max_streams_uni :: non_neg_integer(),
                                                     local_max_streams_bidi :: non_neg_integer(),
                                                     local_max_streams_uni :: non_neg_integer(),
                                                     last_sent_max_streams_bidi :: non_neg_integer(),
                                                     last_sent_max_streams_uni :: non_neg_integer(),
                                                     max_peer_bidi_stream_id ::
                                                         non_neg_integer() | undefined,
                                                     max_peer_uni_stream_id ::
                                                         non_neg_integer() | undefined,
                                                     opened_peer_bidi_count :: non_neg_integer(),
                                                     opened_peer_uni_count :: non_neg_integer(),
                                                     closed_peer_bidi_wm :: integer(),
                                                     closed_peer_uni_wm :: integer(),
                                                     closed_peer_streams :: #{nquic:stream_id() => true},
                                                     recv_waiters ::
                                                         #{nquic:stream_id() => gen_statem:from()},
                                                     accept_stream_waiters ::
                                                         queue:queue(gen_statem:from()),
                                                     pending_streams :: queue:queue(nquic:stream_id()),
                                                     blocked_streams :: #{nquic:stream_id() => true},
                                                     pending_send_streams ::
                                                         #{nquic:stream_id() => true},
                                                     send_buffer_high_water :: pos_integer(),
                                                     send_timeout :: timeout(),
                                                     send_waiters ::
                                                         queue:queue(nquic_conn_send_waiters:t())},
                                   flow ::
                                       #conn_flow{local_max_data :: non_neg_integer(),
                                                  remote_max_data :: non_neg_integer(),
                                                  data_sent :: non_neg_integer(),
                                                  data_received :: non_neg_integer(),
                                                  last_data_blocked :: non_neg_integer(),
                                                  pending_initial_frames :: [nquic_frame:t()],
                                                  pending_handshake_frames :: [nquic_frame:t()],
                                                  pending_app_frames :: [nquic_frame:t()],
                                                  pending_app_pre_encoded ::
                                                      [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                                  queued_app_send_bytes :: non_neg_integer(),
                                                  cwnd_exempt :: boolean()},
                                   path ::
                                       #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                                       peer_cids ::
                                                           #{non_neg_integer() =>
                                                                 #{cid := nquic:connection_id(),
                                                                   token := binary()}},
                                                       local_cids ::
                                                           #{non_neg_integer() => nquic:connection_id()},
                                                       local_cid_seq :: non_neg_integer(),
                                                       peer_retire_prior_to :: non_neg_integer(),
                                                       anti_amp_bytes_received :: non_neg_integer(),
                                                       anti_amp_bytes_sent :: non_neg_integer(),
                                                       address_validated :: boolean()}}) ->
                          ok.


      


Unregister all CIDs (and the original DCID for servers) from dispatch.

  



  
    
      
    
    
      close_owned_socket/1



        
          
        

    

  


  

      

          -spec close_owned_socket(#conn_state{role :: client | server,
                                     scid :: nquic:connection_id(),
                                     dcid :: nquic:connection_id(),
                                     odcid :: nquic:connection_id() | undefined,
                                     retry_scid :: nquic:connection_id() | undefined,
                                     retry_token :: binary(),
                                     version :: non_neg_integer(),
                                     version_preference :: [non_neg_integer()],
                                     socket :: nquic_socket:t() | undefined,
                                     peer :: nquic_socket:sockaddr() | undefined,
                                     select_info :: nquic_socket:select_info() | undefined,
                                     pn_spaces :: #{nquic_packet:space() => map()},
                                     app_next_pn :: non_neg_integer(),
                                     app_largest_received :: integer(),
                                     app_largest_received_us :: integer() | undefined,
                                     loss_state :: nquic_loss:loss_state() | undefined,
                                     dispatch_table :: nquic_dispatch:t() | undefined,
                                     listener :: pid() | undefined,
                                     connect_waiters :: [gen_server:from()],
                                     local_params ::
                                         #transport_params{original_destination_connection_id ::
                                                               nquic:connection_id() | undefined,
                                                           max_idle_timeout :: non_neg_integer(),
                                                           stateless_reset_token :: binary() | undefined,
                                                           max_udp_payload_size :: pos_integer(),
                                                           initial_max_data :: non_neg_integer(),
                                                           initial_max_stream_data_bidi_local ::
                                                               non_neg_integer(),
                                                           initial_max_stream_data_bidi_remote ::
                                                               non_neg_integer(),
                                                           initial_max_stream_data_uni ::
                                                               non_neg_integer(),
                                                           initial_max_streams_bidi :: non_neg_integer(),
                                                           initial_max_streams_uni :: non_neg_integer(),
                                                           ack_delay_exponent :: 0..20,
                                                           max_ack_delay :: non_neg_integer(),
                                                           disable_active_migration :: boolean(),
                                                           preferred_address ::
                                                               nquic_transport:preferred_address() |
                                                               undefined,
                                                           active_connection_id_limit ::
                                                               non_neg_integer(),
                                                           initial_source_connection_id ::
                                                               nquic:connection_id() | undefined,
                                                           retry_source_connection_id ::
                                                               nquic:connection_id() | undefined,
                                                           version_information ::
                                                               nquic_transport:version_information() |
                                                               undefined,
                                                           max_datagram_frame_size ::
                                                               non_neg_integer() | undefined},
                                     remote_params ::
                                         #transport_params{original_destination_connection_id ::
                                                               nquic:connection_id() | undefined,
                                                           max_idle_timeout :: non_neg_integer(),
                                                           stateless_reset_token :: binary() | undefined,
                                                           max_udp_payload_size :: pos_integer(),
                                                           initial_max_data :: non_neg_integer(),
                                                           initial_max_stream_data_bidi_local ::
                                                               non_neg_integer(),
                                                           initial_max_stream_data_bidi_remote ::
                                                               non_neg_integer(),
                                                           initial_max_stream_data_uni ::
                                                               non_neg_integer(),
                                                           initial_max_streams_bidi :: non_neg_integer(),
                                                           initial_max_streams_uni :: non_neg_integer(),
                                                           ack_delay_exponent :: 0..20,
                                                           max_ack_delay :: non_neg_integer(),
                                                           disable_active_migration :: boolean(),
                                                           preferred_address ::
                                                               nquic_transport:preferred_address() |
                                                               undefined,
                                                           active_connection_id_limit ::
                                                               non_neg_integer(),
                                                           initial_source_connection_id ::
                                                               nquic:connection_id() | undefined,
                                                           retry_source_connection_id ::
                                                               nquic:connection_id() | undefined,
                                                           version_information ::
                                                               nquic_transport:version_information() |
                                                               undefined,
                                                           max_datagram_frame_size ::
                                                               non_neg_integer() | undefined} |
                                         undefined,
                                     server_packet_processed :: boolean(),
                                     owner :: pid() | undefined,
                                     owner_mon :: reference() | undefined,
                                     deferred_flush_pending :: boolean(),
                                     pending_ack_count :: non_neg_integer(),
                                     ack_immediate :: boolean(),
                                     last_idle_ms :: non_neg_integer() | infinity | undefined,
                                     last_pto_ms ::
                                         nquic_protocol_timer:loss_detection_timer() | undefined,
                                     recv_ecn :: nquic_socket:ecn_mark(),
                                     pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                     gso_size :: undefined | pos_integer(),
                                     max_payload_size :: pos_integer(),
                                     server_per_conn_fd :: boolean(),
                                     proactive_cids :: boolean(),
                                     socket_connected :: boolean(),
                                     self_migration_pending :: boolean(),
                                     metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                     spin_enabled :: boolean(),
                                     peer_spin :: 0..1,
                                     new_token_enabled :: boolean(),
                                     new_token_lifetime :: pos_integer(),
                                     qlog :: undefined | nquic_qlog:qlog_state(),
                                     close_kind ::
                                         undefined | local | peer | idle_timeout | protocol_error,
                                     crypto ::
                                         #conn_crypto{tls_state :: term(),
                                                      keys :: nquic_keys:key_map(),
                                                      app_send_keys :: map() | undefined,
                                                      app_recv_keys :: map() | undefined,
                                                      crypto_buffer ::
                                                          #{nquic_packet:space() =>
                                                                {non_neg_integer(), binary(), list()}},
                                                      cipher ::
                                                          aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                                      cipher_suites ::
                                                          [aes_128_gcm | aes_256_gcm | chacha20_poly1305] |
                                                          undefined,
                                                      key_phase :: boolean(),
                                                      key_update_pending :: boolean(),
                                                      client_app_secret :: binary() | undefined,
                                                      server_app_secret :: binary() | undefined,
                                                      old_read_keys ::
                                                          #{key := binary(), iv := binary()} | undefined,
                                                      zero_rtt_accepted :: boolean(),
                                                      replay_protection :: module() | undefined,
                                                      session_ticket :: map() | undefined,
                                                      resumption_secret :: binary() | undefined,
                                                      session_cache ::
                                                          atom() |
                                                          false |
                                                          {module, module()} |
                                                          undefined,
                                                      token_cache :: atom() | false | {module, module()},
                                                      alpn :: [binary()] | undefined,
                                                      hostname :: string() | binary() | undefined,
                                                      cert :: binary() | undefined,
                                                      cert_chain :: [binary()],
                                                      key :: any() | undefined,
                                                      verify :: verify_none | verify_peer,
                                                      cacerts :: [binary()],
                                                      peer_cert :: binary() | undefined,
                                                      static_key :: binary() | undefined},
                                     streams_state ::
                                         #conn_streams{streams ::
                                                           #{nquic:stream_id() =>
                                                                 #stream_state{stream_id ::
                                                                                   nquic:stream_id(),
                                                                               type :: bidi | uni,
                                                                               send_state ::
                                                                                   ready | send |
                                                                                   data_sent |
                                                                                   data_recvd |
                                                                                   reset_sent |
                                                                                   reset_recvd,
                                                                               send_offset ::
                                                                                   non_neg_integer(),
                                                                               send_max_data ::
                                                                                   non_neg_integer(),
                                                                               last_stream_data_blocked ::
                                                                                   non_neg_integer(),
                                                                               pending_send_data ::
                                                                                   [binary()],
                                                                               pending_send_size ::
                                                                                   non_neg_integer(),
                                                                               pending_send_fin ::
                                                                                   boolean(),
                                                                               recv_state ::
                                                                                   recv | size_known |
                                                                                   data_recvd |
                                                                                   reset_recvd |
                                                                                   data_read |
                                                                                   reset_read,
                                                                               recv_offset ::
                                                                                   non_neg_integer(),
                                                                               recv_max_offset ::
                                                                                   non_neg_integer(),
                                                                               recv_window ::
                                                                                   non_neg_integer(),
                                                                               recv_buffer ::
                                                                                   gb_trees:tree(non_neg_integer(),
                                                                                                 {binary(),
                                                                                                  boolean()}),
                                                                               app_buffer :: iodata(),
                                                                               app_buffer_size ::
                                                                                   non_neg_integer()}},
                                                       next_bidi_stream :: nquic:stream_id() | undefined,
                                                       next_uni_stream :: nquic:stream_id() | undefined,
                                                       peer_max_streams_bidi :: non_neg_integer(),
                                                       peer_max_streams_uni :: non_neg_integer(),
                                                       local_max_streams_bidi :: non_neg_integer(),
                                                       local_max_streams_uni :: non_neg_integer(),
                                                       last_sent_max_streams_bidi :: non_neg_integer(),
                                                       last_sent_max_streams_uni :: non_neg_integer(),
                                                       max_peer_bidi_stream_id ::
                                                           non_neg_integer() | undefined,
                                                       max_peer_uni_stream_id ::
                                                           non_neg_integer() | undefined,
                                                       opened_peer_bidi_count :: non_neg_integer(),
                                                       opened_peer_uni_count :: non_neg_integer(),
                                                       closed_peer_bidi_wm :: integer(),
                                                       closed_peer_uni_wm :: integer(),
                                                       closed_peer_streams ::
                                                           #{nquic:stream_id() => true},
                                                       recv_waiters ::
                                                           #{nquic:stream_id() => gen_statem:from()},
                                                       accept_stream_waiters ::
                                                           queue:queue(gen_statem:from()),
                                                       pending_streams :: queue:queue(nquic:stream_id()),
                                                       blocked_streams :: #{nquic:stream_id() => true},
                                                       pending_send_streams ::
                                                           #{nquic:stream_id() => true},
                                                       send_buffer_high_water :: pos_integer(),
                                                       send_timeout :: timeout(),
                                                       send_waiters ::
                                                           queue:queue(nquic_conn_send_waiters:t())},
                                     flow ::
                                         #conn_flow{local_max_data :: non_neg_integer(),
                                                    remote_max_data :: non_neg_integer(),
                                                    data_sent :: non_neg_integer(),
                                                    data_received :: non_neg_integer(),
                                                    last_data_blocked :: non_neg_integer(),
                                                    pending_initial_frames :: [nquic_frame:t()],
                                                    pending_handshake_frames :: [nquic_frame:t()],
                                                    pending_app_frames :: [nquic_frame:t()],
                                                    pending_app_pre_encoded ::
                                                        [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                                    queued_app_send_bytes :: non_neg_integer(),
                                                    cwnd_exempt :: boolean()},
                                     path ::
                                         #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                                         peer_cids ::
                                                             #{non_neg_integer() =>
                                                                   #{cid := nquic:connection_id(),
                                                                     token := binary()}},
                                                         local_cids ::
                                                             #{non_neg_integer() =>
                                                                   nquic:connection_id()},
                                                         local_cid_seq :: non_neg_integer(),
                                                         peer_retire_prior_to :: non_neg_integer(),
                                                         anti_amp_bytes_received :: non_neg_integer(),
                                                         anti_amp_bytes_sent :: non_neg_integer(),
                                                         address_validated :: boolean()}}) ->
                            ok.


      


Close the UDP socket if this gen_statem owns it.
Clients own the socket (the UDP FD is handed off via
nquic_socket:controlling_process/2 in nquic:connect/3); server
connections borrow the receiver's shared
socket and must not close it. Server connections that have completed
the server-initiated migration (RFC 9000 §9, server_per_conn_fd)
own a dedicated connect(2)-bound ephemeral FD and must close it.
The exported library-mode path is short-circuited at the
terminate/3 entry.

  



  
    
      
    
    
      draining_cancellations()



        
          
        

    

  


  

      

          -spec draining_cancellations() -> [gen_statem:action()].


      


Cancel every non-draining gen_statem timer.
The draining state must not be woken by spurious idle / PTO /
ack_delay / path_validation fires while it waits for
draining_timeout. RFC 9000 §10.2.2: the only event that drives
the connection during draining is the timeout itself.

  



  
    
      
    
    
      enter_close_draining(From, Data)



        
          
        

    

  


  

      

          -spec enter_close_draining(gen_statem:from(),
                           #conn_state{role :: client | server,
                                       scid :: nquic:connection_id(),
                                       dcid :: nquic:connection_id(),
                                       odcid :: nquic:connection_id() | undefined,
                                       retry_scid :: nquic:connection_id() | undefined,
                                       retry_token :: binary(),
                                       version :: non_neg_integer(),
                                       version_preference :: [non_neg_integer()],
                                       socket :: nquic_socket:t() | undefined,
                                       peer :: nquic_socket:sockaddr() | undefined,
                                       select_info :: nquic_socket:select_info() | undefined,
                                       pn_spaces :: #{nquic_packet:space() => map()},
                                       app_next_pn :: non_neg_integer(),
                                       app_largest_received :: integer(),
                                       app_largest_received_us :: integer() | undefined,
                                       loss_state :: nquic_loss:loss_state() | undefined,
                                       dispatch_table :: nquic_dispatch:t() | undefined,
                                       listener :: pid() | undefined,
                                       connect_waiters :: [gen_server:from()],
                                       local_params ::
                                           #transport_params{original_destination_connection_id ::
                                                                 nquic:connection_id() | undefined,
                                                             max_idle_timeout :: non_neg_integer(),
                                                             stateless_reset_token ::
                                                                 binary() | undefined,
                                                             max_udp_payload_size :: pos_integer(),
                                                             initial_max_data :: non_neg_integer(),
                                                             initial_max_stream_data_bidi_local ::
                                                                 non_neg_integer(),
                                                             initial_max_stream_data_bidi_remote ::
                                                                 non_neg_integer(),
                                                             initial_max_stream_data_uni ::
                                                                 non_neg_integer(),
                                                             initial_max_streams_bidi ::
                                                                 non_neg_integer(),
                                                             initial_max_streams_uni ::
                                                                 non_neg_integer(),
                                                             ack_delay_exponent :: 0..20,
                                                             max_ack_delay :: non_neg_integer(),
                                                             disable_active_migration :: boolean(),
                                                             preferred_address ::
                                                                 nquic_transport:preferred_address() |
                                                                 undefined,
                                                             active_connection_id_limit ::
                                                                 non_neg_integer(),
                                                             initial_source_connection_id ::
                                                                 nquic:connection_id() | undefined,
                                                             retry_source_connection_id ::
                                                                 nquic:connection_id() | undefined,
                                                             version_information ::
                                                                 nquic_transport:version_information() |
                                                                 undefined,
                                                             max_datagram_frame_size ::
                                                                 non_neg_integer() | undefined},
                                       remote_params ::
                                           #transport_params{original_destination_connection_id ::
                                                                 nquic:connection_id() | undefined,
                                                             max_idle_timeout :: non_neg_integer(),
                                                             stateless_reset_token ::
                                                                 binary() | undefined,
                                                             max_udp_payload_size :: pos_integer(),
                                                             initial_max_data :: non_neg_integer(),
                                                             initial_max_stream_data_bidi_local ::
                                                                 non_neg_integer(),
                                                             initial_max_stream_data_bidi_remote ::
                                                                 non_neg_integer(),
                                                             initial_max_stream_data_uni ::
                                                                 non_neg_integer(),
                                                             initial_max_streams_bidi ::
                                                                 non_neg_integer(),
                                                             initial_max_streams_uni ::
                                                                 non_neg_integer(),
                                                             ack_delay_exponent :: 0..20,
                                                             max_ack_delay :: non_neg_integer(),
                                                             disable_active_migration :: boolean(),
                                                             preferred_address ::
                                                                 nquic_transport:preferred_address() |
                                                                 undefined,
                                                             active_connection_id_limit ::
                                                                 non_neg_integer(),
                                                             initial_source_connection_id ::
                                                                 nquic:connection_id() | undefined,
                                                             retry_source_connection_id ::
                                                                 nquic:connection_id() | undefined,
                                                             version_information ::
                                                                 nquic_transport:version_information() |
                                                                 undefined,
                                                             max_datagram_frame_size ::
                                                                 non_neg_integer() | undefined} |
                                           undefined,
                                       server_packet_processed :: boolean(),
                                       owner :: pid() | undefined,
                                       owner_mon :: reference() | undefined,
                                       deferred_flush_pending :: boolean(),
                                       pending_ack_count :: non_neg_integer(),
                                       ack_immediate :: boolean(),
                                       last_idle_ms :: non_neg_integer() | infinity | undefined,
                                       last_pto_ms ::
                                           nquic_protocol_timer:loss_detection_timer() | undefined,
                                       recv_ecn :: nquic_socket:ecn_mark(),
                                       pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                       gso_size :: undefined | pos_integer(),
                                       max_payload_size :: pos_integer(),
                                       server_per_conn_fd :: boolean(),
                                       proactive_cids :: boolean(),
                                       socket_connected :: boolean(),
                                       self_migration_pending :: boolean(),
                                       metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                       spin_enabled :: boolean(),
                                       peer_spin :: 0..1,
                                       new_token_enabled :: boolean(),
                                       new_token_lifetime :: pos_integer(),
                                       qlog :: undefined | nquic_qlog:qlog_state(),
                                       close_kind ::
                                           undefined | local | peer | idle_timeout | protocol_error,
                                       crypto ::
                                           #conn_crypto{tls_state :: term(),
                                                        keys :: nquic_keys:key_map(),
                                                        app_send_keys :: map() | undefined,
                                                        app_recv_keys :: map() | undefined,
                                                        crypto_buffer ::
                                                            #{nquic_packet:space() =>
                                                                  {non_neg_integer(), binary(), list()}},
                                                        cipher ::
                                                            aes_128_gcm | aes_256_gcm |
                                                            chacha20_poly1305,
                                                        cipher_suites ::
                                                            [aes_128_gcm | aes_256_gcm |
                                                             chacha20_poly1305] |
                                                            undefined,
                                                        key_phase :: boolean(),
                                                        key_update_pending :: boolean(),
                                                        client_app_secret :: binary() | undefined,
                                                        server_app_secret :: binary() | undefined,
                                                        old_read_keys ::
                                                            #{key := binary(), iv := binary()} |
                                                            undefined,
                                                        zero_rtt_accepted :: boolean(),
                                                        replay_protection :: module() | undefined,
                                                        session_ticket :: map() | undefined,
                                                        resumption_secret :: binary() | undefined,
                                                        session_cache ::
                                                            atom() |
                                                            false |
                                                            {module, module()} |
                                                            undefined,
                                                        token_cache ::
                                                            atom() | false | {module, module()},
                                                        alpn :: [binary()] | undefined,
                                                        hostname :: string() | binary() | undefined,
                                                        cert :: binary() | undefined,
                                                        cert_chain :: [binary()],
                                                        key :: any() | undefined,
                                                        verify :: verify_none | verify_peer,
                                                        cacerts :: [binary()],
                                                        peer_cert :: binary() | undefined,
                                                        static_key :: binary() | undefined},
                                       streams_state ::
                                           #conn_streams{streams ::
                                                             #{nquic:stream_id() =>
                                                                   #stream_state{stream_id ::
                                                                                     nquic:stream_id(),
                                                                                 type :: bidi | uni,
                                                                                 send_state ::
                                                                                     ready | send |
                                                                                     data_sent |
                                                                                     data_recvd |
                                                                                     reset_sent |
                                                                                     reset_recvd,
                                                                                 send_offset ::
                                                                                     non_neg_integer(),
                                                                                 send_max_data ::
                                                                                     non_neg_integer(),
                                                                                 last_stream_data_blocked ::
                                                                                     non_neg_integer(),
                                                                                 pending_send_data ::
                                                                                     [binary()],
                                                                                 pending_send_size ::
                                                                                     non_neg_integer(),
                                                                                 pending_send_fin ::
                                                                                     boolean(),
                                                                                 recv_state ::
                                                                                     recv | size_known |
                                                                                     data_recvd |
                                                                                     reset_recvd |
                                                                                     data_read |
                                                                                     reset_read,
                                                                                 recv_offset ::
                                                                                     non_neg_integer(),
                                                                                 recv_max_offset ::
                                                                                     non_neg_integer(),
                                                                                 recv_window ::
                                                                                     non_neg_integer(),
                                                                                 recv_buffer ::
                                                                                     gb_trees:tree(non_neg_integer(),
                                                                                                   {binary(),
                                                                                                    boolean()}),
                                                                                 app_buffer :: iodata(),
                                                                                 app_buffer_size ::
                                                                                     non_neg_integer()}},
                                                         next_bidi_stream ::
                                                             nquic:stream_id() | undefined,
                                                         next_uni_stream ::
                                                             nquic:stream_id() | undefined,
                                                         peer_max_streams_bidi :: non_neg_integer(),
                                                         peer_max_streams_uni :: non_neg_integer(),
                                                         local_max_streams_bidi :: non_neg_integer(),
                                                         local_max_streams_uni :: non_neg_integer(),
                                                         last_sent_max_streams_bidi :: non_neg_integer(),
                                                         last_sent_max_streams_uni :: non_neg_integer(),
                                                         max_peer_bidi_stream_id ::
                                                             non_neg_integer() | undefined,
                                                         max_peer_uni_stream_id ::
                                                             non_neg_integer() | undefined,
                                                         opened_peer_bidi_count :: non_neg_integer(),
                                                         opened_peer_uni_count :: non_neg_integer(),
                                                         closed_peer_bidi_wm :: integer(),
                                                         closed_peer_uni_wm :: integer(),
                                                         closed_peer_streams ::
                                                             #{nquic:stream_id() => true},
                                                         recv_waiters ::
                                                             #{nquic:stream_id() => gen_statem:from()},
                                                         accept_stream_waiters ::
                                                             queue:queue(gen_statem:from()),
                                                         pending_streams ::
                                                             queue:queue(nquic:stream_id()),
                                                         blocked_streams :: #{nquic:stream_id() => true},
                                                         pending_send_streams ::
                                                             #{nquic:stream_id() => true},
                                                         send_buffer_high_water :: pos_integer(),
                                                         send_timeout :: timeout(),
                                                         send_waiters ::
                                                             queue:queue(nquic_conn_send_waiters:t())},
                                       flow ::
                                           #conn_flow{local_max_data :: non_neg_integer(),
                                                      remote_max_data :: non_neg_integer(),
                                                      data_sent :: non_neg_integer(),
                                                      data_received :: non_neg_integer(),
                                                      last_data_blocked :: non_neg_integer(),
                                                      pending_initial_frames :: [nquic_frame:t()],
                                                      pending_handshake_frames :: [nquic_frame:t()],
                                                      pending_app_frames :: [nquic_frame:t()],
                                                      pending_app_pre_encoded ::
                                                          [{non_neg_integer(),
                                                            iodata(),
                                                            nquic_frame:t()}],
                                                      queued_app_send_bytes :: non_neg_integer(),
                                                      cwnd_exempt :: boolean()},
                                       path ::
                                           #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                                           peer_cids ::
                                                               #{non_neg_integer() =>
                                                                     #{cid := nquic:connection_id(),
                                                                       token := binary()}},
                                                           local_cids ::
                                                               #{non_neg_integer() =>
                                                                     nquic:connection_id()},
                                                           local_cid_seq :: non_neg_integer(),
                                                           peer_retire_prior_to :: non_neg_integer(),
                                                           anti_amp_bytes_received :: non_neg_integer(),
                                                           anti_amp_bytes_sent :: non_neg_integer(),
                                                           address_validated :: boolean()}}) ->
                              gen_statem:event_handler_result(term()).


      


Enter draining state after an explicit nquic:close/1,2 call.
CONNECTION_CLOSE has already been flushed via
nquic_protocol + the gen_statem's send path before we get here.

  



  
    
      
    
    
      enter_draining/3



        
          
        

    

  


  

      

          -spec enter_draining(state_name(),
                     {transport_error, atom()},
                     #conn_state{role :: client | server,
                                 scid :: nquic:connection_id(),
                                 dcid :: nquic:connection_id(),
                                 odcid :: nquic:connection_id() | undefined,
                                 retry_scid :: nquic:connection_id() | undefined,
                                 retry_token :: binary(),
                                 version :: non_neg_integer(),
                                 version_preference :: [non_neg_integer()],
                                 socket :: nquic_socket:t() | undefined,
                                 peer :: nquic_socket:sockaddr() | undefined,
                                 select_info :: nquic_socket:select_info() | undefined,
                                 pn_spaces :: #{nquic_packet:space() => map()},
                                 app_next_pn :: non_neg_integer(),
                                 app_largest_received :: integer(),
                                 app_largest_received_us :: integer() | undefined,
                                 loss_state :: nquic_loss:loss_state() | undefined,
                                 dispatch_table :: nquic_dispatch:t() | undefined,
                                 listener :: pid() | undefined,
                                 connect_waiters :: [gen_server:from()],
                                 local_params ::
                                     #transport_params{original_destination_connection_id ::
                                                           nquic:connection_id() | undefined,
                                                       max_idle_timeout :: non_neg_integer(),
                                                       stateless_reset_token :: binary() | undefined,
                                                       max_udp_payload_size :: pos_integer(),
                                                       initial_max_data :: non_neg_integer(),
                                                       initial_max_stream_data_bidi_local ::
                                                           non_neg_integer(),
                                                       initial_max_stream_data_bidi_remote ::
                                                           non_neg_integer(),
                                                       initial_max_stream_data_uni :: non_neg_integer(),
                                                       initial_max_streams_bidi :: non_neg_integer(),
                                                       initial_max_streams_uni :: non_neg_integer(),
                                                       ack_delay_exponent :: 0..20,
                                                       max_ack_delay :: non_neg_integer(),
                                                       disable_active_migration :: boolean(),
                                                       preferred_address ::
                                                           nquic_transport:preferred_address() |
                                                           undefined,
                                                       active_connection_id_limit :: non_neg_integer(),
                                                       initial_source_connection_id ::
                                                           nquic:connection_id() | undefined,
                                                       retry_source_connection_id ::
                                                           nquic:connection_id() | undefined,
                                                       version_information ::
                                                           nquic_transport:version_information() |
                                                           undefined,
                                                       max_datagram_frame_size ::
                                                           non_neg_integer() | undefined},
                                 remote_params ::
                                     #transport_params{original_destination_connection_id ::
                                                           nquic:connection_id() | undefined,
                                                       max_idle_timeout :: non_neg_integer(),
                                                       stateless_reset_token :: binary() | undefined,
                                                       max_udp_payload_size :: pos_integer(),
                                                       initial_max_data :: non_neg_integer(),
                                                       initial_max_stream_data_bidi_local ::
                                                           non_neg_integer(),
                                                       initial_max_stream_data_bidi_remote ::
                                                           non_neg_integer(),
                                                       initial_max_stream_data_uni :: non_neg_integer(),
                                                       initial_max_streams_bidi :: non_neg_integer(),
                                                       initial_max_streams_uni :: non_neg_integer(),
                                                       ack_delay_exponent :: 0..20,
                                                       max_ack_delay :: non_neg_integer(),
                                                       disable_active_migration :: boolean(),
                                                       preferred_address ::
                                                           nquic_transport:preferred_address() |
                                                           undefined,
                                                       active_connection_id_limit :: non_neg_integer(),
                                                       initial_source_connection_id ::
                                                           nquic:connection_id() | undefined,
                                                       retry_source_connection_id ::
                                                           nquic:connection_id() | undefined,
                                                       version_information ::
                                                           nquic_transport:version_information() |
                                                           undefined,
                                                       max_datagram_frame_size ::
                                                           non_neg_integer() | undefined} |
                                     undefined,
                                 server_packet_processed :: boolean(),
                                 owner :: pid() | undefined,
                                 owner_mon :: reference() | undefined,
                                 deferred_flush_pending :: boolean(),
                                 pending_ack_count :: non_neg_integer(),
                                 ack_immediate :: boolean(),
                                 last_idle_ms :: non_neg_integer() | infinity | undefined,
                                 last_pto_ms :: nquic_protocol_timer:loss_detection_timer() | undefined,
                                 recv_ecn :: nquic_socket:ecn_mark(),
                                 pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                 gso_size :: undefined | pos_integer(),
                                 max_payload_size :: pos_integer(),
                                 server_per_conn_fd :: boolean(),
                                 proactive_cids :: boolean(),
                                 socket_connected :: boolean(),
                                 self_migration_pending :: boolean(),
                                 metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                 spin_enabled :: boolean(),
                                 peer_spin :: 0..1,
                                 new_token_enabled :: boolean(),
                                 new_token_lifetime :: pos_integer(),
                                 qlog :: undefined | nquic_qlog:qlog_state(),
                                 close_kind :: undefined | local | peer | idle_timeout | protocol_error,
                                 crypto ::
                                     #conn_crypto{tls_state :: term(),
                                                  keys :: nquic_keys:key_map(),
                                                  app_send_keys :: map() | undefined,
                                                  app_recv_keys :: map() | undefined,
                                                  crypto_buffer ::
                                                      #{nquic_packet:space() =>
                                                            {non_neg_integer(), binary(), list()}},
                                                  cipher ::
                                                      aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                                  cipher_suites ::
                                                      [aes_128_gcm | aes_256_gcm | chacha20_poly1305] |
                                                      undefined,
                                                  key_phase :: boolean(),
                                                  key_update_pending :: boolean(),
                                                  client_app_secret :: binary() | undefined,
                                                  server_app_secret :: binary() | undefined,
                                                  old_read_keys ::
                                                      #{key := binary(), iv := binary()} | undefined,
                                                  zero_rtt_accepted :: boolean(),
                                                  replay_protection :: module() | undefined,
                                                  session_ticket :: map() | undefined,
                                                  resumption_secret :: binary() | undefined,
                                                  session_cache ::
                                                      atom() | false | {module, module()} | undefined,
                                                  token_cache :: atom() | false | {module, module()},
                                                  alpn :: [binary()] | undefined,
                                                  hostname :: string() | binary() | undefined,
                                                  cert :: binary() | undefined,
                                                  cert_chain :: [binary()],
                                                  key :: any() | undefined,
                                                  verify :: verify_none | verify_peer,
                                                  cacerts :: [binary()],
                                                  peer_cert :: binary() | undefined,
                                                  static_key :: binary() | undefined},
                                 streams_state ::
                                     #conn_streams{streams ::
                                                       #{nquic:stream_id() =>
                                                             #stream_state{stream_id ::
                                                                               nquic:stream_id(),
                                                                           type :: bidi | uni,
                                                                           send_state ::
                                                                               ready | send |
                                                                               data_sent | data_recvd |
                                                                               reset_sent | reset_recvd,
                                                                           send_offset ::
                                                                               non_neg_integer(),
                                                                           send_max_data ::
                                                                               non_neg_integer(),
                                                                           last_stream_data_blocked ::
                                                                               non_neg_integer(),
                                                                           pending_send_data ::
                                                                               [binary()],
                                                                           pending_send_size ::
                                                                               non_neg_integer(),
                                                                           pending_send_fin :: boolean(),
                                                                           recv_state ::
                                                                               recv | size_known |
                                                                               data_recvd |
                                                                               reset_recvd | data_read |
                                                                               reset_read,
                                                                           recv_offset ::
                                                                               non_neg_integer(),
                                                                           recv_max_offset ::
                                                                               non_neg_integer(),
                                                                           recv_window ::
                                                                               non_neg_integer(),
                                                                           recv_buffer ::
                                                                               gb_trees:tree(non_neg_integer(),
                                                                                             {binary(),
                                                                                              boolean()}),
                                                                           app_buffer :: iodata(),
                                                                           app_buffer_size ::
                                                                               non_neg_integer()}},
                                                   next_bidi_stream :: nquic:stream_id() | undefined,
                                                   next_uni_stream :: nquic:stream_id() | undefined,
                                                   peer_max_streams_bidi :: non_neg_integer(),
                                                   peer_max_streams_uni :: non_neg_integer(),
                                                   local_max_streams_bidi :: non_neg_integer(),
                                                   local_max_streams_uni :: non_neg_integer(),
                                                   last_sent_max_streams_bidi :: non_neg_integer(),
                                                   last_sent_max_streams_uni :: non_neg_integer(),
                                                   max_peer_bidi_stream_id ::
                                                       non_neg_integer() | undefined,
                                                   max_peer_uni_stream_id ::
                                                       non_neg_integer() | undefined,
                                                   opened_peer_bidi_count :: non_neg_integer(),
                                                   opened_peer_uni_count :: non_neg_integer(),
                                                   closed_peer_bidi_wm :: integer(),
                                                   closed_peer_uni_wm :: integer(),
                                                   closed_peer_streams :: #{nquic:stream_id() => true},
                                                   recv_waiters ::
                                                       #{nquic:stream_id() => gen_statem:from()},
                                                   accept_stream_waiters ::
                                                       queue:queue(gen_statem:from()),
                                                   pending_streams :: queue:queue(nquic:stream_id()),
                                                   blocked_streams :: #{nquic:stream_id() => true},
                                                   pending_send_streams :: #{nquic:stream_id() => true},
                                                   send_buffer_high_water :: pos_integer(),
                                                   send_timeout :: timeout(),
                                                   send_waiters ::
                                                       queue:queue(nquic_conn_send_waiters:t())},
                                 flow ::
                                     #conn_flow{local_max_data :: non_neg_integer(),
                                                remote_max_data :: non_neg_integer(),
                                                data_sent :: non_neg_integer(),
                                                data_received :: non_neg_integer(),
                                                last_data_blocked :: non_neg_integer(),
                                                pending_initial_frames :: [nquic_frame:t()],
                                                pending_handshake_frames :: [nquic_frame:t()],
                                                pending_app_frames :: [nquic_frame:t()],
                                                pending_app_pre_encoded ::
                                                    [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                                queued_app_send_bytes :: non_neg_integer(),
                                                cwnd_exempt :: boolean()},
                                 path ::
                                     #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                                     peer_cids ::
                                                         #{non_neg_integer() =>
                                                               #{cid := nquic:connection_id(),
                                                                 token := binary()}},
                                                     local_cids ::
                                                         #{non_neg_integer() => nquic:connection_id()},
                                                     local_cid_seq :: non_neg_integer(),
                                                     peer_retire_prior_to :: non_neg_integer(),
                                                     anti_amp_bytes_received :: non_neg_integer(),
                                                     anti_amp_bytes_sent :: non_neg_integer(),
                                                     address_validated :: boolean()}}) ->
                        gen_statem:event_handler_result(term()).


      


Enter draining state after sending a locally-generated CONNECTION_CLOSE.
Used for transport errors detected by the local stack. StateName is
the gen_statem state that was active when the violation was detected,
so the close frame is emitted at an encryption level the peer can
actually decrypt (RFC 9000 §10.2.3).

  



  
    
      
    
    
      enter_draining_common(Data)



        
          
        

    

  


  

      

          -spec enter_draining_common(#conn_state{role :: client | server,
                                        scid :: nquic:connection_id(),
                                        dcid :: nquic:connection_id(),
                                        odcid :: nquic:connection_id() | undefined,
                                        retry_scid :: nquic:connection_id() | undefined,
                                        retry_token :: binary(),
                                        version :: non_neg_integer(),
                                        version_preference :: [non_neg_integer()],
                                        socket :: nquic_socket:t() | undefined,
                                        peer :: nquic_socket:sockaddr() | undefined,
                                        select_info :: nquic_socket:select_info() | undefined,
                                        pn_spaces :: #{nquic_packet:space() => map()},
                                        app_next_pn :: non_neg_integer(),
                                        app_largest_received :: integer(),
                                        app_largest_received_us :: integer() | undefined,
                                        loss_state :: nquic_loss:loss_state() | undefined,
                                        dispatch_table :: nquic_dispatch:t() | undefined,
                                        listener :: pid() | undefined,
                                        connect_waiters :: [gen_server:from()],
                                        local_params ::
                                            #transport_params{original_destination_connection_id ::
                                                                  nquic:connection_id() | undefined,
                                                              max_idle_timeout :: non_neg_integer(),
                                                              stateless_reset_token ::
                                                                  binary() | undefined,
                                                              max_udp_payload_size :: pos_integer(),
                                                              initial_max_data :: non_neg_integer(),
                                                              initial_max_stream_data_bidi_local ::
                                                                  non_neg_integer(),
                                                              initial_max_stream_data_bidi_remote ::
                                                                  non_neg_integer(),
                                                              initial_max_stream_data_uni ::
                                                                  non_neg_integer(),
                                                              initial_max_streams_bidi ::
                                                                  non_neg_integer(),
                                                              initial_max_streams_uni ::
                                                                  non_neg_integer(),
                                                              ack_delay_exponent :: 0..20,
                                                              max_ack_delay :: non_neg_integer(),
                                                              disable_active_migration :: boolean(),
                                                              preferred_address ::
                                                                  nquic_transport:preferred_address() |
                                                                  undefined,
                                                              active_connection_id_limit ::
                                                                  non_neg_integer(),
                                                              initial_source_connection_id ::
                                                                  nquic:connection_id() | undefined,
                                                              retry_source_connection_id ::
                                                                  nquic:connection_id() | undefined,
                                                              version_information ::
                                                                  nquic_transport:version_information() |
                                                                  undefined,
                                                              max_datagram_frame_size ::
                                                                  non_neg_integer() | undefined},
                                        remote_params ::
                                            #transport_params{original_destination_connection_id ::
                                                                  nquic:connection_id() | undefined,
                                                              max_idle_timeout :: non_neg_integer(),
                                                              stateless_reset_token ::
                                                                  binary() | undefined,
                                                              max_udp_payload_size :: pos_integer(),
                                                              initial_max_data :: non_neg_integer(),
                                                              initial_max_stream_data_bidi_local ::
                                                                  non_neg_integer(),
                                                              initial_max_stream_data_bidi_remote ::
                                                                  non_neg_integer(),
                                                              initial_max_stream_data_uni ::
                                                                  non_neg_integer(),
                                                              initial_max_streams_bidi ::
                                                                  non_neg_integer(),
                                                              initial_max_streams_uni ::
                                                                  non_neg_integer(),
                                                              ack_delay_exponent :: 0..20,
                                                              max_ack_delay :: non_neg_integer(),
                                                              disable_active_migration :: boolean(),
                                                              preferred_address ::
                                                                  nquic_transport:preferred_address() |
                                                                  undefined,
                                                              active_connection_id_limit ::
                                                                  non_neg_integer(),
                                                              initial_source_connection_id ::
                                                                  nquic:connection_id() | undefined,
                                                              retry_source_connection_id ::
                                                                  nquic:connection_id() | undefined,
                                                              version_information ::
                                                                  nquic_transport:version_information() |
                                                                  undefined,
                                                              max_datagram_frame_size ::
                                                                  non_neg_integer() | undefined} |
                                            undefined,
                                        server_packet_processed :: boolean(),
                                        owner :: pid() | undefined,
                                        owner_mon :: reference() | undefined,
                                        deferred_flush_pending :: boolean(),
                                        pending_ack_count :: non_neg_integer(),
                                        ack_immediate :: boolean(),
                                        last_idle_ms :: non_neg_integer() | infinity | undefined,
                                        last_pto_ms ::
                                            nquic_protocol_timer:loss_detection_timer() | undefined,
                                        recv_ecn :: nquic_socket:ecn_mark(),
                                        pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                        gso_size :: undefined | pos_integer(),
                                        max_payload_size :: pos_integer(),
                                        server_per_conn_fd :: boolean(),
                                        proactive_cids :: boolean(),
                                        socket_connected :: boolean(),
                                        self_migration_pending :: boolean(),
                                        metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                        spin_enabled :: boolean(),
                                        peer_spin :: 0..1,
                                        new_token_enabled :: boolean(),
                                        new_token_lifetime :: pos_integer(),
                                        qlog :: undefined | nquic_qlog:qlog_state(),
                                        close_kind ::
                                            undefined | local | peer | idle_timeout | protocol_error,
                                        crypto ::
                                            #conn_crypto{tls_state :: term(),
                                                         keys :: nquic_keys:key_map(),
                                                         app_send_keys :: map() | undefined,
                                                         app_recv_keys :: map() | undefined,
                                                         crypto_buffer ::
                                                             #{nquic_packet:space() =>
                                                                   {non_neg_integer(), binary(), list()}},
                                                         cipher ::
                                                             aes_128_gcm | aes_256_gcm |
                                                             chacha20_poly1305,
                                                         cipher_suites ::
                                                             [aes_128_gcm | aes_256_gcm |
                                                              chacha20_poly1305] |
                                                             undefined,
                                                         key_phase :: boolean(),
                                                         key_update_pending :: boolean(),
                                                         client_app_secret :: binary() | undefined,
                                                         server_app_secret :: binary() | undefined,
                                                         old_read_keys ::
                                                             #{key := binary(), iv := binary()} |
                                                             undefined,
                                                         zero_rtt_accepted :: boolean(),
                                                         replay_protection :: module() | undefined,
                                                         session_ticket :: map() | undefined,
                                                         resumption_secret :: binary() | undefined,
                                                         session_cache ::
                                                             atom() |
                                                             false |
                                                             {module, module()} |
                                                             undefined,
                                                         token_cache ::
                                                             atom() | false | {module, module()},
                                                         alpn :: [binary()] | undefined,
                                                         hostname :: string() | binary() | undefined,
                                                         cert :: binary() | undefined,
                                                         cert_chain :: [binary()],
                                                         key :: any() | undefined,
                                                         verify :: verify_none | verify_peer,
                                                         cacerts :: [binary()],
                                                         peer_cert :: binary() | undefined,
                                                         static_key :: binary() | undefined},
                                        streams_state ::
                                            #conn_streams{streams ::
                                                              #{nquic:stream_id() =>
                                                                    #stream_state{stream_id ::
                                                                                      nquic:stream_id(),
                                                                                  type :: bidi | uni,
                                                                                  send_state ::
                                                                                      ready | send |
                                                                                      data_sent |
                                                                                      data_recvd |
                                                                                      reset_sent |
                                                                                      reset_recvd,
                                                                                  send_offset ::
                                                                                      non_neg_integer(),
                                                                                  send_max_data ::
                                                                                      non_neg_integer(),
                                                                                  last_stream_data_blocked ::
                                                                                      non_neg_integer(),
                                                                                  pending_send_data ::
                                                                                      [binary()],
                                                                                  pending_send_size ::
                                                                                      non_neg_integer(),
                                                                                  pending_send_fin ::
                                                                                      boolean(),
                                                                                  recv_state ::
                                                                                      recv |
                                                                                      size_known |
                                                                                      data_recvd |
                                                                                      reset_recvd |
                                                                                      data_read |
                                                                                      reset_read,
                                                                                  recv_offset ::
                                                                                      non_neg_integer(),
                                                                                  recv_max_offset ::
                                                                                      non_neg_integer(),
                                                                                  recv_window ::
                                                                                      non_neg_integer(),
                                                                                  recv_buffer ::
                                                                                      gb_trees:tree(non_neg_integer(),
                                                                                                    {binary(),
                                                                                                     boolean()}),
                                                                                  app_buffer :: iodata(),
                                                                                  app_buffer_size ::
                                                                                      non_neg_integer()}},
                                                          next_bidi_stream ::
                                                              nquic:stream_id() | undefined,
                                                          next_uni_stream ::
                                                              nquic:stream_id() | undefined,
                                                          peer_max_streams_bidi :: non_neg_integer(),
                                                          peer_max_streams_uni :: non_neg_integer(),
                                                          local_max_streams_bidi :: non_neg_integer(),
                                                          local_max_streams_uni :: non_neg_integer(),
                                                          last_sent_max_streams_bidi ::
                                                              non_neg_integer(),
                                                          last_sent_max_streams_uni :: non_neg_integer(),
                                                          max_peer_bidi_stream_id ::
                                                              non_neg_integer() | undefined,
                                                          max_peer_uni_stream_id ::
                                                              non_neg_integer() | undefined,
                                                          opened_peer_bidi_count :: non_neg_integer(),
                                                          opened_peer_uni_count :: non_neg_integer(),
                                                          closed_peer_bidi_wm :: integer(),
                                                          closed_peer_uni_wm :: integer(),
                                                          closed_peer_streams ::
                                                              #{nquic:stream_id() => true},
                                                          recv_waiters ::
                                                              #{nquic:stream_id() => gen_statem:from()},
                                                          accept_stream_waiters ::
                                                              queue:queue(gen_statem:from()),
                                                          pending_streams ::
                                                              queue:queue(nquic:stream_id()),
                                                          blocked_streams ::
                                                              #{nquic:stream_id() => true},
                                                          pending_send_streams ::
                                                              #{nquic:stream_id() => true},
                                                          send_buffer_high_water :: pos_integer(),
                                                          send_timeout :: timeout(),
                                                          send_waiters ::
                                                              queue:queue(nquic_conn_send_waiters:t())},
                                        flow ::
                                            #conn_flow{local_max_data :: non_neg_integer(),
                                                       remote_max_data :: non_neg_integer(),
                                                       data_sent :: non_neg_integer(),
                                                       data_received :: non_neg_integer(),
                                                       last_data_blocked :: non_neg_integer(),
                                                       pending_initial_frames :: [nquic_frame:t()],
                                                       pending_handshake_frames :: [nquic_frame:t()],
                                                       pending_app_frames :: [nquic_frame:t()],
                                                       pending_app_pre_encoded ::
                                                           [{non_neg_integer(),
                                                             iodata(),
                                                             nquic_frame:t()}],
                                                       queued_app_send_bytes :: non_neg_integer(),
                                                       cwnd_exempt :: boolean()},
                                        path ::
                                            #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                                            peer_cids ::
                                                                #{non_neg_integer() =>
                                                                      #{cid := nquic:connection_id(),
                                                                        token := binary()}},
                                                            local_cids ::
                                                                #{non_neg_integer() =>
                                                                      nquic:connection_id()},
                                                            local_cid_seq :: non_neg_integer(),
                                                            peer_retire_prior_to :: non_neg_integer(),
                                                            anti_amp_bytes_received :: non_neg_integer(),
                                                            anti_amp_bytes_sent :: non_neg_integer(),
                                                            address_validated :: boolean()}}) ->
                               gen_statem:event_handler_result(term()).


      


Common draining-state entry: notify the owner, fail parked waiters,
arm the draining_timeout, and cancel the other timers.

  



  
    
      
    
    
      enter_draining_silent(Data)



        
          
        

    

  


  

      

          -spec enter_draining_silent(#conn_state{role :: client | server,
                                        scid :: nquic:connection_id(),
                                        dcid :: nquic:connection_id(),
                                        odcid :: nquic:connection_id() | undefined,
                                        retry_scid :: nquic:connection_id() | undefined,
                                        retry_token :: binary(),
                                        version :: non_neg_integer(),
                                        version_preference :: [non_neg_integer()],
                                        socket :: nquic_socket:t() | undefined,
                                        peer :: nquic_socket:sockaddr() | undefined,
                                        select_info :: nquic_socket:select_info() | undefined,
                                        pn_spaces :: #{nquic_packet:space() => map()},
                                        app_next_pn :: non_neg_integer(),
                                        app_largest_received :: integer(),
                                        app_largest_received_us :: integer() | undefined,
                                        loss_state :: nquic_loss:loss_state() | undefined,
                                        dispatch_table :: nquic_dispatch:t() | undefined,
                                        listener :: pid() | undefined,
                                        connect_waiters :: [gen_server:from()],
                                        local_params ::
                                            #transport_params{original_destination_connection_id ::
                                                                  nquic:connection_id() | undefined,
                                                              max_idle_timeout :: non_neg_integer(),
                                                              stateless_reset_token ::
                                                                  binary() | undefined,
                                                              max_udp_payload_size :: pos_integer(),
                                                              initial_max_data :: non_neg_integer(),
                                                              initial_max_stream_data_bidi_local ::
                                                                  non_neg_integer(),
                                                              initial_max_stream_data_bidi_remote ::
                                                                  non_neg_integer(),
                                                              initial_max_stream_data_uni ::
                                                                  non_neg_integer(),
                                                              initial_max_streams_bidi ::
                                                                  non_neg_integer(),
                                                              initial_max_streams_uni ::
                                                                  non_neg_integer(),
                                                              ack_delay_exponent :: 0..20,
                                                              max_ack_delay :: non_neg_integer(),
                                                              disable_active_migration :: boolean(),
                                                              preferred_address ::
                                                                  nquic_transport:preferred_address() |
                                                                  undefined,
                                                              active_connection_id_limit ::
                                                                  non_neg_integer(),
                                                              initial_source_connection_id ::
                                                                  nquic:connection_id() | undefined,
                                                              retry_source_connection_id ::
                                                                  nquic:connection_id() | undefined,
                                                              version_information ::
                                                                  nquic_transport:version_information() |
                                                                  undefined,
                                                              max_datagram_frame_size ::
                                                                  non_neg_integer() | undefined},
                                        remote_params ::
                                            #transport_params{original_destination_connection_id ::
                                                                  nquic:connection_id() | undefined,
                                                              max_idle_timeout :: non_neg_integer(),
                                                              stateless_reset_token ::
                                                                  binary() | undefined,
                                                              max_udp_payload_size :: pos_integer(),
                                                              initial_max_data :: non_neg_integer(),
                                                              initial_max_stream_data_bidi_local ::
                                                                  non_neg_integer(),
                                                              initial_max_stream_data_bidi_remote ::
                                                                  non_neg_integer(),
                                                              initial_max_stream_data_uni ::
                                                                  non_neg_integer(),
                                                              initial_max_streams_bidi ::
                                                                  non_neg_integer(),
                                                              initial_max_streams_uni ::
                                                                  non_neg_integer(),
                                                              ack_delay_exponent :: 0..20,
                                                              max_ack_delay :: non_neg_integer(),
                                                              disable_active_migration :: boolean(),
                                                              preferred_address ::
                                                                  nquic_transport:preferred_address() |
                                                                  undefined,
                                                              active_connection_id_limit ::
                                                                  non_neg_integer(),
                                                              initial_source_connection_id ::
                                                                  nquic:connection_id() | undefined,
                                                              retry_source_connection_id ::
                                                                  nquic:connection_id() | undefined,
                                                              version_information ::
                                                                  nquic_transport:version_information() |
                                                                  undefined,
                                                              max_datagram_frame_size ::
                                                                  non_neg_integer() | undefined} |
                                            undefined,
                                        server_packet_processed :: boolean(),
                                        owner :: pid() | undefined,
                                        owner_mon :: reference() | undefined,
                                        deferred_flush_pending :: boolean(),
                                        pending_ack_count :: non_neg_integer(),
                                        ack_immediate :: boolean(),
                                        last_idle_ms :: non_neg_integer() | infinity | undefined,
                                        last_pto_ms ::
                                            nquic_protocol_timer:loss_detection_timer() | undefined,
                                        recv_ecn :: nquic_socket:ecn_mark(),
                                        pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                        gso_size :: undefined | pos_integer(),
                                        max_payload_size :: pos_integer(),
                                        server_per_conn_fd :: boolean(),
                                        proactive_cids :: boolean(),
                                        socket_connected :: boolean(),
                                        self_migration_pending :: boolean(),
                                        metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                        spin_enabled :: boolean(),
                                        peer_spin :: 0..1,
                                        new_token_enabled :: boolean(),
                                        new_token_lifetime :: pos_integer(),
                                        qlog :: undefined | nquic_qlog:qlog_state(),
                                        close_kind ::
                                            undefined | local | peer | idle_timeout | protocol_error,
                                        crypto ::
                                            #conn_crypto{tls_state :: term(),
                                                         keys :: nquic_keys:key_map(),
                                                         app_send_keys :: map() | undefined,
                                                         app_recv_keys :: map() | undefined,
                                                         crypto_buffer ::
                                                             #{nquic_packet:space() =>
                                                                   {non_neg_integer(), binary(), list()}},
                                                         cipher ::
                                                             aes_128_gcm | aes_256_gcm |
                                                             chacha20_poly1305,
                                                         cipher_suites ::
                                                             [aes_128_gcm | aes_256_gcm |
                                                              chacha20_poly1305] |
                                                             undefined,
                                                         key_phase :: boolean(),
                                                         key_update_pending :: boolean(),
                                                         client_app_secret :: binary() | undefined,
                                                         server_app_secret :: binary() | undefined,
                                                         old_read_keys ::
                                                             #{key := binary(), iv := binary()} |
                                                             undefined,
                                                         zero_rtt_accepted :: boolean(),
                                                         replay_protection :: module() | undefined,
                                                         session_ticket :: map() | undefined,
                                                         resumption_secret :: binary() | undefined,
                                                         session_cache ::
                                                             atom() |
                                                             false |
                                                             {module, module()} |
                                                             undefined,
                                                         token_cache ::
                                                             atom() | false | {module, module()},
                                                         alpn :: [binary()] | undefined,
                                                         hostname :: string() | binary() | undefined,
                                                         cert :: binary() | undefined,
                                                         cert_chain :: [binary()],
                                                         key :: any() | undefined,
                                                         verify :: verify_none | verify_peer,
                                                         cacerts :: [binary()],
                                                         peer_cert :: binary() | undefined,
                                                         static_key :: binary() | undefined},
                                        streams_state ::
                                            #conn_streams{streams ::
                                                              #{nquic:stream_id() =>
                                                                    #stream_state{stream_id ::
                                                                                      nquic:stream_id(),
                                                                                  type :: bidi | uni,
                                                                                  send_state ::
                                                                                      ready | send |
                                                                                      data_sent |
                                                                                      data_recvd |
                                                                                      reset_sent |
                                                                                      reset_recvd,
                                                                                  send_offset ::
                                                                                      non_neg_integer(),
                                                                                  send_max_data ::
                                                                                      non_neg_integer(),
                                                                                  last_stream_data_blocked ::
                                                                                      non_neg_integer(),
                                                                                  pending_send_data ::
                                                                                      [binary()],
                                                                                  pending_send_size ::
                                                                                      non_neg_integer(),
                                                                                  pending_send_fin ::
                                                                                      boolean(),
                                                                                  recv_state ::
                                                                                      recv |
                                                                                      size_known |
                                                                                      data_recvd |
                                                                                      reset_recvd |
                                                                                      data_read |
                                                                                      reset_read,
                                                                                  recv_offset ::
                                                                                      non_neg_integer(),
                                                                                  recv_max_offset ::
                                                                                      non_neg_integer(),
                                                                                  recv_window ::
                                                                                      non_neg_integer(),
                                                                                  recv_buffer ::
                                                                                      gb_trees:tree(non_neg_integer(),
                                                                                                    {binary(),
                                                                                                     boolean()}),
                                                                                  app_buffer :: iodata(),
                                                                                  app_buffer_size ::
                                                                                      non_neg_integer()}},
                                                          next_bidi_stream ::
                                                              nquic:stream_id() | undefined,
                                                          next_uni_stream ::
                                                              nquic:stream_id() | undefined,
                                                          peer_max_streams_bidi :: non_neg_integer(),
                                                          peer_max_streams_uni :: non_neg_integer(),
                                                          local_max_streams_bidi :: non_neg_integer(),
                                                          local_max_streams_uni :: non_neg_integer(),
                                                          last_sent_max_streams_bidi ::
                                                              non_neg_integer(),
                                                          last_sent_max_streams_uni :: non_neg_integer(),
                                                          max_peer_bidi_stream_id ::
                                                              non_neg_integer() | undefined,
                                                          max_peer_uni_stream_id ::
                                                              non_neg_integer() | undefined,
                                                          opened_peer_bidi_count :: non_neg_integer(),
                                                          opened_peer_uni_count :: non_neg_integer(),
                                                          closed_peer_bidi_wm :: integer(),
                                                          closed_peer_uni_wm :: integer(),
                                                          closed_peer_streams ::
                                                              #{nquic:stream_id() => true},
                                                          recv_waiters ::
                                                              #{nquic:stream_id() => gen_statem:from()},
                                                          accept_stream_waiters ::
                                                              queue:queue(gen_statem:from()),
                                                          pending_streams ::
                                                              queue:queue(nquic:stream_id()),
                                                          blocked_streams ::
                                                              #{nquic:stream_id() => true},
                                                          pending_send_streams ::
                                                              #{nquic:stream_id() => true},
                                                          send_buffer_high_water :: pos_integer(),
                                                          send_timeout :: timeout(),
                                                          send_waiters ::
                                                              queue:queue(nquic_conn_send_waiters:t())},
                                        flow ::
                                            #conn_flow{local_max_data :: non_neg_integer(),
                                                       remote_max_data :: non_neg_integer(),
                                                       data_sent :: non_neg_integer(),
                                                       data_received :: non_neg_integer(),
                                                       last_data_blocked :: non_neg_integer(),
                                                       pending_initial_frames :: [nquic_frame:t()],
                                                       pending_handshake_frames :: [nquic_frame:t()],
                                                       pending_app_frames :: [nquic_frame:t()],
                                                       pending_app_pre_encoded ::
                                                           [{non_neg_integer(),
                                                             iodata(),
                                                             nquic_frame:t()}],
                                                       queued_app_send_bytes :: non_neg_integer(),
                                                       cwnd_exempt :: boolean()},
                                        path ::
                                            #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                                            peer_cids ::
                                                                #{non_neg_integer() =>
                                                                      #{cid := nquic:connection_id(),
                                                                        token := binary()}},
                                                            local_cids ::
                                                                #{non_neg_integer() =>
                                                                      nquic:connection_id()},
                                                            local_cid_seq :: non_neg_integer(),
                                                            peer_retire_prior_to :: non_neg_integer(),
                                                            anti_amp_bytes_received :: non_neg_integer(),
                                                            anti_amp_bytes_sent :: non_neg_integer(),
                                                            address_validated :: boolean()}}) ->
                               gen_statem:event_handler_result(term()).


      


Enter draining without sending CONNECTION_CLOSE.
Used when the peer initiated the close (we must not respond, RFC 9000
§10.2.2).

  



  
    
      
    
    
      maybe_drain/2



        
          
        

    

  


  

      

          -spec maybe_drain(state_name(), gen_statem:event_handler_result(dynamic())) ->
                     gen_statem:event_handler_result(dynamic()).


      


Convert a transport-error stop into a draining transition.
If no keys exist yet (very early failure, peer can't decrypt anything)
we just stop. Otherwise we transition to draining so the close frame
the local stack just emitted reaches the peer.

  



  
    
      
    
    
      send_close_frame(Frame, Data, StateName)



        
          
        

    

  


  

      

          -spec send_close_frame(#connection_close{error_code :: non_neg_integer(),
                                         frame_type :: non_neg_integer(),
                                         reason_phrase :: binary(),
                                         is_application :: boolean()},
                       #conn_state{role :: client | server,
                                   scid :: nquic:connection_id(),
                                   dcid :: nquic:connection_id(),
                                   odcid :: nquic:connection_id() | undefined,
                                   retry_scid :: nquic:connection_id() | undefined,
                                   retry_token :: binary(),
                                   version :: non_neg_integer(),
                                   version_preference :: [non_neg_integer()],
                                   socket :: nquic_socket:t() | undefined,
                                   peer :: nquic_socket:sockaddr() | undefined,
                                   select_info :: nquic_socket:select_info() | undefined,
                                   pn_spaces :: #{nquic_packet:space() => map()},
                                   app_next_pn :: non_neg_integer(),
                                   app_largest_received :: integer(),
                                   app_largest_received_us :: integer() | undefined,
                                   loss_state :: nquic_loss:loss_state() | undefined,
                                   dispatch_table :: nquic_dispatch:t() | undefined,
                                   listener :: pid() | undefined,
                                   connect_waiters :: [gen_server:from()],
                                   local_params ::
                                       #transport_params{original_destination_connection_id ::
                                                             nquic:connection_id() | undefined,
                                                         max_idle_timeout :: non_neg_integer(),
                                                         stateless_reset_token :: binary() | undefined,
                                                         max_udp_payload_size :: pos_integer(),
                                                         initial_max_data :: non_neg_integer(),
                                                         initial_max_stream_data_bidi_local ::
                                                             non_neg_integer(),
                                                         initial_max_stream_data_bidi_remote ::
                                                             non_neg_integer(),
                                                         initial_max_stream_data_uni ::
                                                             non_neg_integer(),
                                                         initial_max_streams_bidi :: non_neg_integer(),
                                                         initial_max_streams_uni :: non_neg_integer(),
                                                         ack_delay_exponent :: 0..20,
                                                         max_ack_delay :: non_neg_integer(),
                                                         disable_active_migration :: boolean(),
                                                         preferred_address ::
                                                             nquic_transport:preferred_address() |
                                                             undefined,
                                                         active_connection_id_limit :: non_neg_integer(),
                                                         initial_source_connection_id ::
                                                             nquic:connection_id() | undefined,
                                                         retry_source_connection_id ::
                                                             nquic:connection_id() | undefined,
                                                         version_information ::
                                                             nquic_transport:version_information() |
                                                             undefined,
                                                         max_datagram_frame_size ::
                                                             non_neg_integer() | undefined},
                                   remote_params ::
                                       #transport_params{original_destination_connection_id ::
                                                             nquic:connection_id() | undefined,
                                                         max_idle_timeout :: non_neg_integer(),
                                                         stateless_reset_token :: binary() | undefined,
                                                         max_udp_payload_size :: pos_integer(),
                                                         initial_max_data :: non_neg_integer(),
                                                         initial_max_stream_data_bidi_local ::
                                                             non_neg_integer(),
                                                         initial_max_stream_data_bidi_remote ::
                                                             non_neg_integer(),
                                                         initial_max_stream_data_uni ::
                                                             non_neg_integer(),
                                                         initial_max_streams_bidi :: non_neg_integer(),
                                                         initial_max_streams_uni :: non_neg_integer(),
                                                         ack_delay_exponent :: 0..20,
                                                         max_ack_delay :: non_neg_integer(),
                                                         disable_active_migration :: boolean(),
                                                         preferred_address ::
                                                             nquic_transport:preferred_address() |
                                                             undefined,
                                                         active_connection_id_limit :: non_neg_integer(),
                                                         initial_source_connection_id ::
                                                             nquic:connection_id() | undefined,
                                                         retry_source_connection_id ::
                                                             nquic:connection_id() | undefined,
                                                         version_information ::
                                                             nquic_transport:version_information() |
                                                             undefined,
                                                         max_datagram_frame_size ::
                                                             non_neg_integer() | undefined} |
                                       undefined,
                                   server_packet_processed :: boolean(),
                                   owner :: pid() | undefined,
                                   owner_mon :: reference() | undefined,
                                   deferred_flush_pending :: boolean(),
                                   pending_ack_count :: non_neg_integer(),
                                   ack_immediate :: boolean(),
                                   last_idle_ms :: non_neg_integer() | infinity | undefined,
                                   last_pto_ms ::
                                       nquic_protocol_timer:loss_detection_timer() | undefined,
                                   recv_ecn :: nquic_socket:ecn_mark(),
                                   pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                   gso_size :: undefined | pos_integer(),
                                   max_payload_size :: pos_integer(),
                                   server_per_conn_fd :: boolean(),
                                   proactive_cids :: boolean(),
                                   socket_connected :: boolean(),
                                   self_migration_pending :: boolean(),
                                   metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                   spin_enabled :: boolean(),
                                   peer_spin :: 0..1,
                                   new_token_enabled :: boolean(),
                                   new_token_lifetime :: pos_integer(),
                                   qlog :: undefined | nquic_qlog:qlog_state(),
                                   close_kind ::
                                       undefined | local | peer | idle_timeout | protocol_error,
                                   crypto ::
                                       #conn_crypto{tls_state :: term(),
                                                    keys :: nquic_keys:key_map(),
                                                    app_send_keys :: map() | undefined,
                                                    app_recv_keys :: map() | undefined,
                                                    crypto_buffer ::
                                                        #{nquic_packet:space() =>
                                                              {non_neg_integer(), binary(), list()}},
                                                    cipher ::
                                                        aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                                    cipher_suites ::
                                                        [aes_128_gcm | aes_256_gcm | chacha20_poly1305] |
                                                        undefined,
                                                    key_phase :: boolean(),
                                                    key_update_pending :: boolean(),
                                                    client_app_secret :: binary() | undefined,
                                                    server_app_secret :: binary() | undefined,
                                                    old_read_keys ::
                                                        #{key := binary(), iv := binary()} | undefined,
                                                    zero_rtt_accepted :: boolean(),
                                                    replay_protection :: module() | undefined,
                                                    session_ticket :: map() | undefined,
                                                    resumption_secret :: binary() | undefined,
                                                    session_cache ::
                                                        atom() | false | {module, module()} | undefined,
                                                    token_cache :: atom() | false | {module, module()},
                                                    alpn :: [binary()] | undefined,
                                                    hostname :: string() | binary() | undefined,
                                                    cert :: binary() | undefined,
                                                    cert_chain :: [binary()],
                                                    key :: any() | undefined,
                                                    verify :: verify_none | verify_peer,
                                                    cacerts :: [binary()],
                                                    peer_cert :: binary() | undefined,
                                                    static_key :: binary() | undefined},
                                   streams_state ::
                                       #conn_streams{streams ::
                                                         #{nquic:stream_id() =>
                                                               #stream_state{stream_id ::
                                                                                 nquic:stream_id(),
                                                                             type :: bidi | uni,
                                                                             send_state ::
                                                                                 ready | send |
                                                                                 data_sent |
                                                                                 data_recvd |
                                                                                 reset_sent |
                                                                                 reset_recvd,
                                                                             send_offset ::
                                                                                 non_neg_integer(),
                                                                             send_max_data ::
                                                                                 non_neg_integer(),
                                                                             last_stream_data_blocked ::
                                                                                 non_neg_integer(),
                                                                             pending_send_data ::
                                                                                 [binary()],
                                                                             pending_send_size ::
                                                                                 non_neg_integer(),
                                                                             pending_send_fin ::
                                                                                 boolean(),
                                                                             recv_state ::
                                                                                 recv | size_known |
                                                                                 data_recvd |
                                                                                 reset_recvd |
                                                                                 data_read | reset_read,
                                                                             recv_offset ::
                                                                                 non_neg_integer(),
                                                                             recv_max_offset ::
                                                                                 non_neg_integer(),
                                                                             recv_window ::
                                                                                 non_neg_integer(),
                                                                             recv_buffer ::
                                                                                 gb_trees:tree(non_neg_integer(),
                                                                                               {binary(),
                                                                                                boolean()}),
                                                                             app_buffer :: iodata(),
                                                                             app_buffer_size ::
                                                                                 non_neg_integer()}},
                                                     next_bidi_stream :: nquic:stream_id() | undefined,
                                                     next_uni_stream :: nquic:stream_id() | undefined,
                                                     peer_max_streams_bidi :: non_neg_integer(),
                                                     peer_max_streams_uni :: non_neg_integer(),
                                                     local_max_streams_bidi :: non_neg_integer(),
                                                     local_max_streams_uni :: non_neg_integer(),
                                                     last_sent_max_streams_bidi :: non_neg_integer(),
                                                     last_sent_max_streams_uni :: non_neg_integer(),
                                                     max_peer_bidi_stream_id ::
                                                         non_neg_integer() | undefined,
                                                     max_peer_uni_stream_id ::
                                                         non_neg_integer() | undefined,
                                                     opened_peer_bidi_count :: non_neg_integer(),
                                                     opened_peer_uni_count :: non_neg_integer(),
                                                     closed_peer_bidi_wm :: integer(),
                                                     closed_peer_uni_wm :: integer(),
                                                     closed_peer_streams :: #{nquic:stream_id() => true},
                                                     recv_waiters ::
                                                         #{nquic:stream_id() => gen_statem:from()},
                                                     accept_stream_waiters ::
                                                         queue:queue(gen_statem:from()),
                                                     pending_streams :: queue:queue(nquic:stream_id()),
                                                     blocked_streams :: #{nquic:stream_id() => true},
                                                     pending_send_streams ::
                                                         #{nquic:stream_id() => true},
                                                     send_buffer_high_water :: pos_integer(),
                                                     send_timeout :: timeout(),
                                                     send_waiters ::
                                                         queue:queue(nquic_conn_send_waiters:t())},
                                   flow ::
                                       #conn_flow{local_max_data :: non_neg_integer(),
                                                  remote_max_data :: non_neg_integer(),
                                                  data_sent :: non_neg_integer(),
                                                  data_received :: non_neg_integer(),
                                                  last_data_blocked :: non_neg_integer(),
                                                  pending_initial_frames :: [nquic_frame:t()],
                                                  pending_handshake_frames :: [nquic_frame:t()],
                                                  pending_app_frames :: [nquic_frame:t()],
                                                  pending_app_pre_encoded ::
                                                      [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                                  queued_app_send_bytes :: non_neg_integer(),
                                                  cwnd_exempt :: boolean()},
                                   path ::
                                       #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                                       peer_cids ::
                                                           #{non_neg_integer() =>
                                                                 #{cid := nquic:connection_id(),
                                                                   token := binary()}},
                                                       local_cids ::
                                                           #{non_neg_integer() => nquic:connection_id()},
                                                       local_cid_seq :: non_neg_integer(),
                                                       peer_retire_prior_to :: non_neg_integer(),
                                                       anti_amp_bytes_received :: non_neg_integer(),
                                                       anti_amp_bytes_sent :: non_neg_integer(),
                                                       address_validated :: boolean()}},
                       state_name()) ->
                          ok.


      


Emit Frame at every encryption level the peer can decrypt for StateName.
RFC 9000 §10.2.3: during the handshake the peer may not yet have
derived Handshake or Application keys, so a CONNECTION_CLOSE must be
sent at a level the peer can decrypt. Until the handshake is confirmed
(gen_statem state = established) the server SHOULD send the close in
both Handshake (when keys exist) and Initial packets so at least one
is processable. Once established, only the 1-RTT copy is needed.

  



  
    
      
    
    
      send_connection_close(Data, Error, StateName)



        
          
        

    

  


  

      

          -spec send_connection_close(#conn_state{role :: client | server,
                                        scid :: nquic:connection_id(),
                                        dcid :: nquic:connection_id(),
                                        odcid :: nquic:connection_id() | undefined,
                                        retry_scid :: nquic:connection_id() | undefined,
                                        retry_token :: binary(),
                                        version :: non_neg_integer(),
                                        version_preference :: [non_neg_integer()],
                                        socket :: nquic_socket:t() | undefined,
                                        peer :: nquic_socket:sockaddr() | undefined,
                                        select_info :: nquic_socket:select_info() | undefined,
                                        pn_spaces :: #{nquic_packet:space() => map()},
                                        app_next_pn :: non_neg_integer(),
                                        app_largest_received :: integer(),
                                        app_largest_received_us :: integer() | undefined,
                                        loss_state :: nquic_loss:loss_state() | undefined,
                                        dispatch_table :: nquic_dispatch:t() | undefined,
                                        listener :: pid() | undefined,
                                        connect_waiters :: [gen_server:from()],
                                        local_params ::
                                            #transport_params{original_destination_connection_id ::
                                                                  nquic:connection_id() | undefined,
                                                              max_idle_timeout :: non_neg_integer(),
                                                              stateless_reset_token ::
                                                                  binary() | undefined,
                                                              max_udp_payload_size :: pos_integer(),
                                                              initial_max_data :: non_neg_integer(),
                                                              initial_max_stream_data_bidi_local ::
                                                                  non_neg_integer(),
                                                              initial_max_stream_data_bidi_remote ::
                                                                  non_neg_integer(),
                                                              initial_max_stream_data_uni ::
                                                                  non_neg_integer(),
                                                              initial_max_streams_bidi ::
                                                                  non_neg_integer(),
                                                              initial_max_streams_uni ::
                                                                  non_neg_integer(),
                                                              ack_delay_exponent :: 0..20,
                                                              max_ack_delay :: non_neg_integer(),
                                                              disable_active_migration :: boolean(),
                                                              preferred_address ::
                                                                  nquic_transport:preferred_address() |
                                                                  undefined,
                                                              active_connection_id_limit ::
                                                                  non_neg_integer(),
                                                              initial_source_connection_id ::
                                                                  nquic:connection_id() | undefined,
                                                              retry_source_connection_id ::
                                                                  nquic:connection_id() | undefined,
                                                              version_information ::
                                                                  nquic_transport:version_information() |
                                                                  undefined,
                                                              max_datagram_frame_size ::
                                                                  non_neg_integer() | undefined},
                                        remote_params ::
                                            #transport_params{original_destination_connection_id ::
                                                                  nquic:connection_id() | undefined,
                                                              max_idle_timeout :: non_neg_integer(),
                                                              stateless_reset_token ::
                                                                  binary() | undefined,
                                                              max_udp_payload_size :: pos_integer(),
                                                              initial_max_data :: non_neg_integer(),
                                                              initial_max_stream_data_bidi_local ::
                                                                  non_neg_integer(),
                                                              initial_max_stream_data_bidi_remote ::
                                                                  non_neg_integer(),
                                                              initial_max_stream_data_uni ::
                                                                  non_neg_integer(),
                                                              initial_max_streams_bidi ::
                                                                  non_neg_integer(),
                                                              initial_max_streams_uni ::
                                                                  non_neg_integer(),
                                                              ack_delay_exponent :: 0..20,
                                                              max_ack_delay :: non_neg_integer(),
                                                              disable_active_migration :: boolean(),
                                                              preferred_address ::
                                                                  nquic_transport:preferred_address() |
                                                                  undefined,
                                                              active_connection_id_limit ::
                                                                  non_neg_integer(),
                                                              initial_source_connection_id ::
                                                                  nquic:connection_id() | undefined,
                                                              retry_source_connection_id ::
                                                                  nquic:connection_id() | undefined,
                                                              version_information ::
                                                                  nquic_transport:version_information() |
                                                                  undefined,
                                                              max_datagram_frame_size ::
                                                                  non_neg_integer() | undefined} |
                                            undefined,
                                        server_packet_processed :: boolean(),
                                        owner :: pid() | undefined,
                                        owner_mon :: reference() | undefined,
                                        deferred_flush_pending :: boolean(),
                                        pending_ack_count :: non_neg_integer(),
                                        ack_immediate :: boolean(),
                                        last_idle_ms :: non_neg_integer() | infinity | undefined,
                                        last_pto_ms ::
                                            nquic_protocol_timer:loss_detection_timer() | undefined,
                                        recv_ecn :: nquic_socket:ecn_mark(),
                                        pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                        gso_size :: undefined | pos_integer(),
                                        max_payload_size :: pos_integer(),
                                        server_per_conn_fd :: boolean(),
                                        proactive_cids :: boolean(),
                                        socket_connected :: boolean(),
                                        self_migration_pending :: boolean(),
                                        metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                        spin_enabled :: boolean(),
                                        peer_spin :: 0..1,
                                        new_token_enabled :: boolean(),
                                        new_token_lifetime :: pos_integer(),
                                        qlog :: undefined | nquic_qlog:qlog_state(),
                                        close_kind ::
                                            undefined | local | peer | idle_timeout | protocol_error,
                                        crypto ::
                                            #conn_crypto{tls_state :: term(),
                                                         keys :: nquic_keys:key_map(),
                                                         app_send_keys :: map() | undefined,
                                                         app_recv_keys :: map() | undefined,
                                                         crypto_buffer ::
                                                             #{nquic_packet:space() =>
                                                                   {non_neg_integer(), binary(), list()}},
                                                         cipher ::
                                                             aes_128_gcm | aes_256_gcm |
                                                             chacha20_poly1305,
                                                         cipher_suites ::
                                                             [aes_128_gcm | aes_256_gcm |
                                                              chacha20_poly1305] |
                                                             undefined,
                                                         key_phase :: boolean(),
                                                         key_update_pending :: boolean(),
                                                         client_app_secret :: binary() | undefined,
                                                         server_app_secret :: binary() | undefined,
                                                         old_read_keys ::
                                                             #{key := binary(), iv := binary()} |
                                                             undefined,
                                                         zero_rtt_accepted :: boolean(),
                                                         replay_protection :: module() | undefined,
                                                         session_ticket :: map() | undefined,
                                                         resumption_secret :: binary() | undefined,
                                                         session_cache ::
                                                             atom() |
                                                             false |
                                                             {module, module()} |
                                                             undefined,
                                                         token_cache ::
                                                             atom() | false | {module, module()},
                                                         alpn :: [binary()] | undefined,
                                                         hostname :: string() | binary() | undefined,
                                                         cert :: binary() | undefined,
                                                         cert_chain :: [binary()],
                                                         key :: any() | undefined,
                                                         verify :: verify_none | verify_peer,
                                                         cacerts :: [binary()],
                                                         peer_cert :: binary() | undefined,
                                                         static_key :: binary() | undefined},
                                        streams_state ::
                                            #conn_streams{streams ::
                                                              #{nquic:stream_id() =>
                                                                    #stream_state{stream_id ::
                                                                                      nquic:stream_id(),
                                                                                  type :: bidi | uni,
                                                                                  send_state ::
                                                                                      ready | send |
                                                                                      data_sent |
                                                                                      data_recvd |
                                                                                      reset_sent |
                                                                                      reset_recvd,
                                                                                  send_offset ::
                                                                                      non_neg_integer(),
                                                                                  send_max_data ::
                                                                                      non_neg_integer(),
                                                                                  last_stream_data_blocked ::
                                                                                      non_neg_integer(),
                                                                                  pending_send_data ::
                                                                                      [binary()],
                                                                                  pending_send_size ::
                                                                                      non_neg_integer(),
                                                                                  pending_send_fin ::
                                                                                      boolean(),
                                                                                  recv_state ::
                                                                                      recv |
                                                                                      size_known |
                                                                                      data_recvd |
                                                                                      reset_recvd |
                                                                                      data_read |
                                                                                      reset_read,
                                                                                  recv_offset ::
                                                                                      non_neg_integer(),
                                                                                  recv_max_offset ::
                                                                                      non_neg_integer(),
                                                                                  recv_window ::
                                                                                      non_neg_integer(),
                                                                                  recv_buffer ::
                                                                                      gb_trees:tree(non_neg_integer(),
                                                                                                    {binary(),
                                                                                                     boolean()}),
                                                                                  app_buffer :: iodata(),
                                                                                  app_buffer_size ::
                                                                                      non_neg_integer()}},
                                                          next_bidi_stream ::
                                                              nquic:stream_id() | undefined,
                                                          next_uni_stream ::
                                                              nquic:stream_id() | undefined,
                                                          peer_max_streams_bidi :: non_neg_integer(),
                                                          peer_max_streams_uni :: non_neg_integer(),
                                                          local_max_streams_bidi :: non_neg_integer(),
                                                          local_max_streams_uni :: non_neg_integer(),
                                                          last_sent_max_streams_bidi ::
                                                              non_neg_integer(),
                                                          last_sent_max_streams_uni :: non_neg_integer(),
                                                          max_peer_bidi_stream_id ::
                                                              non_neg_integer() | undefined,
                                                          max_peer_uni_stream_id ::
                                                              non_neg_integer() | undefined,
                                                          opened_peer_bidi_count :: non_neg_integer(),
                                                          opened_peer_uni_count :: non_neg_integer(),
                                                          closed_peer_bidi_wm :: integer(),
                                                          closed_peer_uni_wm :: integer(),
                                                          closed_peer_streams ::
                                                              #{nquic:stream_id() => true},
                                                          recv_waiters ::
                                                              #{nquic:stream_id() => gen_statem:from()},
                                                          accept_stream_waiters ::
                                                              queue:queue(gen_statem:from()),
                                                          pending_streams ::
                                                              queue:queue(nquic:stream_id()),
                                                          blocked_streams ::
                                                              #{nquic:stream_id() => true},
                                                          pending_send_streams ::
                                                              #{nquic:stream_id() => true},
                                                          send_buffer_high_water :: pos_integer(),
                                                          send_timeout :: timeout(),
                                                          send_waiters ::
                                                              queue:queue(nquic_conn_send_waiters:t())},
                                        flow ::
                                            #conn_flow{local_max_data :: non_neg_integer(),
                                                       remote_max_data :: non_neg_integer(),
                                                       data_sent :: non_neg_integer(),
                                                       data_received :: non_neg_integer(),
                                                       last_data_blocked :: non_neg_integer(),
                                                       pending_initial_frames :: [nquic_frame:t()],
                                                       pending_handshake_frames :: [nquic_frame:t()],
                                                       pending_app_frames :: [nquic_frame:t()],
                                                       pending_app_pre_encoded ::
                                                           [{non_neg_integer(),
                                                             iodata(),
                                                             nquic_frame:t()}],
                                                       queued_app_send_bytes :: non_neg_integer(),
                                                       cwnd_exempt :: boolean()},
                                        path ::
                                            #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                                            peer_cids ::
                                                                #{non_neg_integer() =>
                                                                      #{cid := nquic:connection_id(),
                                                                        token := binary()}},
                                                            local_cids ::
                                                                #{non_neg_integer() =>
                                                                      nquic:connection_id()},
                                                            local_cid_seq :: non_neg_integer(),
                                                            peer_retire_prior_to :: non_neg_integer(),
                                                            anti_amp_bytes_received :: non_neg_integer(),
                                                            anti_amp_bytes_sent :: non_neg_integer(),
                                                            address_validated :: boolean()}},
                            nquic_error:any_reason(),
                            state_name()) ->
                               ok.


      


Build a transport-level CONNECTION_CLOSE for Error and send it at the
appropriate encryption levels.
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Protocol-event delivery for the handshake state machine.
Folds nquic_protocol events into #conn_state{}: waking parked
waiters, queueing peer-opened streams, caching tokens, finalising
server migration. This is the event-to-state logic only; deciding the
gen_statem transition for state_transition / migrate_to_preferred
events stays in nquic_conn_statem
(translate_protocol_events/2).
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          -spec deliver_protocol_event(nquic_protocol:event(),
                             #conn_state{role :: client | server,
                                         scid :: nquic:connection_id(),
                                         dcid :: nquic:connection_id(),
                                         odcid :: nquic:connection_id() | undefined,
                                         retry_scid :: nquic:connection_id() | undefined,
                                         retry_token :: binary(),
                                         version :: non_neg_integer(),
                                         version_preference :: [non_neg_integer()],
                                         socket :: nquic_socket:t() | undefined,
                                         peer :: nquic_socket:sockaddr() | undefined,
                                         select_info :: nquic_socket:select_info() | undefined,
                                         pn_spaces :: #{nquic_packet:space() => map()},
                                         app_next_pn :: non_neg_integer(),
                                         app_largest_received :: integer(),
                                         app_largest_received_us :: integer() | undefined,
                                         loss_state :: nquic_loss:loss_state() | undefined,
                                         dispatch_table :: nquic_dispatch:t() | undefined,
                                         listener :: pid() | undefined,
                                         connect_waiters :: [gen_server:from()],
                                         local_params ::
                                             #transport_params{original_destination_connection_id ::
                                                                   nquic:connection_id() | undefined,
                                                               max_idle_timeout :: non_neg_integer(),
                                                               stateless_reset_token ::
                                                                   binary() | undefined,
                                                               max_udp_payload_size :: pos_integer(),
                                                               initial_max_data :: non_neg_integer(),
                                                               initial_max_stream_data_bidi_local ::
                                                                   non_neg_integer(),
                                                               initial_max_stream_data_bidi_remote ::
                                                                   non_neg_integer(),
                                                               initial_max_stream_data_uni ::
                                                                   non_neg_integer(),
                                                               initial_max_streams_bidi ::
                                                                   non_neg_integer(),
                                                               initial_max_streams_uni ::
                                                                   non_neg_integer(),
                                                               ack_delay_exponent :: 0..20,
                                                               max_ack_delay :: non_neg_integer(),
                                                               disable_active_migration :: boolean(),
                                                               preferred_address ::
                                                                   nquic_transport:preferred_address() |
                                                                   undefined,
                                                               active_connection_id_limit ::
                                                                   non_neg_integer(),
                                                               initial_source_connection_id ::
                                                                   nquic:connection_id() | undefined,
                                                               retry_source_connection_id ::
                                                                   nquic:connection_id() | undefined,
                                                               version_information ::
                                                                   nquic_transport:version_information() |
                                                                   undefined,
                                                               max_datagram_frame_size ::
                                                                   non_neg_integer() | undefined},
                                         remote_params ::
                                             #transport_params{original_destination_connection_id ::
                                                                   nquic:connection_id() | undefined,
                                                               max_idle_timeout :: non_neg_integer(),
                                                               stateless_reset_token ::
                                                                   binary() | undefined,
                                                               max_udp_payload_size :: pos_integer(),
                                                               initial_max_data :: non_neg_integer(),
                                                               initial_max_stream_data_bidi_local ::
                                                                   non_neg_integer(),
                                                               initial_max_stream_data_bidi_remote ::
                                                                   non_neg_integer(),
                                                               initial_max_stream_data_uni ::
                                                                   non_neg_integer(),
                                                               initial_max_streams_bidi ::
                                                                   non_neg_integer(),
                                                               initial_max_streams_uni ::
                                                                   non_neg_integer(),
                                                               ack_delay_exponent :: 0..20,
                                                               max_ack_delay :: non_neg_integer(),
                                                               disable_active_migration :: boolean(),
                                                               preferred_address ::
                                                                   nquic_transport:preferred_address() |
                                                                   undefined,
                                                               active_connection_id_limit ::
                                                                   non_neg_integer(),
                                                               initial_source_connection_id ::
                                                                   nquic:connection_id() | undefined,
                                                               retry_source_connection_id ::
                                                                   nquic:connection_id() | undefined,
                                                               version_information ::
                                                                   nquic_transport:version_information() |
                                                                   undefined,
                                                               max_datagram_frame_size ::
                                                                   non_neg_integer() | undefined} |
                                             undefined,
                                         server_packet_processed :: boolean(),
                                         owner :: pid() | undefined,
                                         owner_mon :: reference() | undefined,
                                         deferred_flush_pending :: boolean(),
                                         pending_ack_count :: non_neg_integer(),
                                         ack_immediate :: boolean(),
                                         last_idle_ms :: non_neg_integer() | infinity | undefined,
                                         last_pto_ms ::
                                             nquic_protocol_timer:loss_detection_timer() | undefined,
                                         recv_ecn :: nquic_socket:ecn_mark(),
                                         pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                         gso_size :: undefined | pos_integer(),
                                         max_payload_size :: pos_integer(),
                                         server_per_conn_fd :: boolean(),
                                         proactive_cids :: boolean(),
                                         socket_connected :: boolean(),
                                         self_migration_pending :: boolean(),
                                         metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                         spin_enabled :: boolean(),
                                         peer_spin :: 0..1,
                                         new_token_enabled :: boolean(),
                                         new_token_lifetime :: pos_integer(),
                                         qlog :: undefined | nquic_qlog:qlog_state(),
                                         close_kind ::
                                             undefined | local | peer | idle_timeout | protocol_error,
                                         crypto ::
                                             #conn_crypto{tls_state :: term(),
                                                          keys :: nquic_keys:key_map(),
                                                          app_send_keys :: map() | undefined,
                                                          app_recv_keys :: map() | undefined,
                                                          crypto_buffer ::
                                                              #{nquic_packet:space() =>
                                                                    {non_neg_integer(),
                                                                     binary(),
                                                                     list()}},
                                                          cipher ::
                                                              aes_128_gcm | aes_256_gcm |
                                                              chacha20_poly1305,
                                                          cipher_suites ::
                                                              [aes_128_gcm | aes_256_gcm |
                                                               chacha20_poly1305] |
                                                              undefined,
                                                          key_phase :: boolean(),
                                                          key_update_pending :: boolean(),
                                                          client_app_secret :: binary() | undefined,
                                                          server_app_secret :: binary() | undefined,
                                                          old_read_keys ::
                                                              #{key := binary(), iv := binary()} |
                                                              undefined,
                                                          zero_rtt_accepted :: boolean(),
                                                          replay_protection :: module() | undefined,
                                                          session_ticket :: map() | undefined,
                                                          resumption_secret :: binary() | undefined,
                                                          session_cache ::
                                                              atom() |
                                                              false |
                                                              {module, module()} |
                                                              undefined,
                                                          token_cache ::
                                                              atom() | false | {module, module()},
                                                          alpn :: [binary()] | undefined,
                                                          hostname :: string() | binary() | undefined,
                                                          cert :: binary() | undefined,
                                                          cert_chain :: [binary()],
                                                          key :: any() | undefined,
                                                          verify :: verify_none | verify_peer,
                                                          cacerts :: [binary()],
                                                          peer_cert :: binary() | undefined,
                                                          static_key :: binary() | undefined},
                                         streams_state ::
                                             #conn_streams{streams ::
                                                               #{nquic:stream_id() =>
                                                                     #stream_state{stream_id ::
                                                                                       nquic:stream_id(),
                                                                                   type :: bidi | uni,
                                                                                   send_state ::
                                                                                       ready | send |
                                                                                       data_sent |
                                                                                       data_recvd |
                                                                                       reset_sent |
                                                                                       reset_recvd,
                                                                                   send_offset ::
                                                                                       non_neg_integer(),
                                                                                   send_max_data ::
                                                                                       non_neg_integer(),
                                                                                   last_stream_data_blocked ::
                                                                                       non_neg_integer(),
                                                                                   pending_send_data ::
                                                                                       [binary()],
                                                                                   pending_send_size ::
                                                                                       non_neg_integer(),
                                                                                   pending_send_fin ::
                                                                                       boolean(),
                                                                                   recv_state ::
                                                                                       recv |
                                                                                       size_known |
                                                                                       data_recvd |
                                                                                       reset_recvd |
                                                                                       data_read |
                                                                                       reset_read,
                                                                                   recv_offset ::
                                                                                       non_neg_integer(),
                                                                                   recv_max_offset ::
                                                                                       non_neg_integer(),
                                                                                   recv_window ::
                                                                                       non_neg_integer(),
                                                                                   recv_buffer ::
                                                                                       gb_trees:tree(non_neg_integer(),
                                                                                                     {binary(),
                                                                                                      boolean()}),
                                                                                   app_buffer ::
                                                                                       iodata(),
                                                                                   app_buffer_size ::
                                                                                       non_neg_integer()}},
                                                           next_bidi_stream ::
                                                               nquic:stream_id() | undefined,
                                                           next_uni_stream ::
                                                               nquic:stream_id() | undefined,
                                                           peer_max_streams_bidi :: non_neg_integer(),
                                                           peer_max_streams_uni :: non_neg_integer(),
                                                           local_max_streams_bidi :: non_neg_integer(),
                                                           local_max_streams_uni :: non_neg_integer(),
                                                           last_sent_max_streams_bidi ::
                                                               non_neg_integer(),
                                                           last_sent_max_streams_uni ::
                                                               non_neg_integer(),
                                                           max_peer_bidi_stream_id ::
                                                               non_neg_integer() | undefined,
                                                           max_peer_uni_stream_id ::
                                                               non_neg_integer() | undefined,
                                                           opened_peer_bidi_count :: non_neg_integer(),
                                                           opened_peer_uni_count :: non_neg_integer(),
                                                           closed_peer_bidi_wm :: integer(),
                                                           closed_peer_uni_wm :: integer(),
                                                           closed_peer_streams ::
                                                               #{nquic:stream_id() => true},
                                                           recv_waiters ::
                                                               #{nquic:stream_id() => gen_statem:from()},
                                                           accept_stream_waiters ::
                                                               queue:queue(gen_statem:from()),
                                                           pending_streams ::
                                                               queue:queue(nquic:stream_id()),
                                                           blocked_streams ::
                                                               #{nquic:stream_id() => true},
                                                           pending_send_streams ::
                                                               #{nquic:stream_id() => true},
                                                           send_buffer_high_water :: pos_integer(),
                                                           send_timeout :: timeout(),
                                                           send_waiters ::
                                                               queue:queue(nquic_conn_send_waiters:t())},
                                         flow ::
                                             #conn_flow{local_max_data :: non_neg_integer(),
                                                        remote_max_data :: non_neg_integer(),
                                                        data_sent :: non_neg_integer(),
                                                        data_received :: non_neg_integer(),
                                                        last_data_blocked :: non_neg_integer(),
                                                        pending_initial_frames :: [nquic_frame:t()],
                                                        pending_handshake_frames :: [nquic_frame:t()],
                                                        pending_app_frames :: [nquic_frame:t()],
                                                        pending_app_pre_encoded ::
                                                            [{non_neg_integer(),
                                                              iodata(),
                                                              nquic_frame:t()}],
                                                        queued_app_send_bytes :: non_neg_integer(),
                                                        cwnd_exempt :: boolean()},
                                         path ::
                                             #conn_path_mgmt{path_state ::
                                                                 nquic_path:state() | undefined,
                                                             peer_cids ::
                                                                 #{non_neg_integer() =>
                                                                       #{cid := nquic:connection_id(),
                                                                         token := binary()}},
                                                             local_cids ::
                                                                 #{non_neg_integer() =>
                                                                       nquic:connection_id()},
                                                             local_cid_seq :: non_neg_integer(),
                                                             peer_retire_prior_to :: non_neg_integer(),
                                                             anti_amp_bytes_received ::
                                                                 non_neg_integer(),
                                                             anti_amp_bytes_sent :: non_neg_integer(),
                                                             address_validated :: boolean()}}) ->
                                #conn_state{role :: client | server,
                                            scid :: nquic:connection_id(),
                                            dcid :: nquic:connection_id(),
                                            odcid :: nquic:connection_id() | undefined,
                                            retry_scid :: nquic:connection_id() | undefined,
                                            retry_token :: binary(),
                                            version :: non_neg_integer(),
                                            version_preference :: [non_neg_integer()],
                                            socket :: nquic_socket:t() | undefined,
                                            peer :: nquic_socket:sockaddr() | undefined,
                                            select_info :: nquic_socket:select_info() | undefined,
                                            pn_spaces :: #{nquic_packet:space() => map()},
                                            app_next_pn :: non_neg_integer(),
                                            app_largest_received :: integer(),
                                            app_largest_received_us :: integer() | undefined,
                                            loss_state :: nquic_loss:loss_state() | undefined,
                                            dispatch_table :: nquic_dispatch:t() | undefined,
                                            listener :: pid() | undefined,
                                            connect_waiters :: [gen_server:from()],
                                            local_params ::
                                                #transport_params{original_destination_connection_id ::
                                                                      nquic:connection_id() | undefined,
                                                                  max_idle_timeout :: non_neg_integer(),
                                                                  stateless_reset_token ::
                                                                      binary() | undefined,
                                                                  max_udp_payload_size :: pos_integer(),
                                                                  initial_max_data :: non_neg_integer(),
                                                                  initial_max_stream_data_bidi_local ::
                                                                      non_neg_integer(),
                                                                  initial_max_stream_data_bidi_remote ::
                                                                      non_neg_integer(),
                                                                  initial_max_stream_data_uni ::
                                                                      non_neg_integer(),
                                                                  initial_max_streams_bidi ::
                                                                      non_neg_integer(),
                                                                  initial_max_streams_uni ::
                                                                      non_neg_integer(),
                                                                  ack_delay_exponent :: 0..20,
                                                                  max_ack_delay :: non_neg_integer(),
                                                                  disable_active_migration :: boolean(),
                                                                  preferred_address ::
                                                                      nquic_transport:preferred_address() |
                                                                      undefined,
                                                                  active_connection_id_limit ::
                                                                      non_neg_integer(),
                                                                  initial_source_connection_id ::
                                                                      nquic:connection_id() | undefined,
                                                                  retry_source_connection_id ::
                                                                      nquic:connection_id() | undefined,
                                                                  version_information ::
                                                                      nquic_transport:version_information() |
                                                                      undefined,
                                                                  max_datagram_frame_size ::
                                                                      non_neg_integer() | undefined},
                                            remote_params ::
                                                #transport_params{original_destination_connection_id ::
                                                                      nquic:connection_id() | undefined,
                                                                  max_idle_timeout :: non_neg_integer(),
                                                                  stateless_reset_token ::
                                                                      binary() | undefined,
                                                                  max_udp_payload_size :: pos_integer(),
                                                                  initial_max_data :: non_neg_integer(),
                                                                  initial_max_stream_data_bidi_local ::
                                                                      non_neg_integer(),
                                                                  initial_max_stream_data_bidi_remote ::
                                                                      non_neg_integer(),
                                                                  initial_max_stream_data_uni ::
                                                                      non_neg_integer(),
                                                                  initial_max_streams_bidi ::
                                                                      non_neg_integer(),
                                                                  initial_max_streams_uni ::
                                                                      non_neg_integer(),
                                                                  ack_delay_exponent :: 0..20,
                                                                  max_ack_delay :: non_neg_integer(),
                                                                  disable_active_migration :: boolean(),
                                                                  preferred_address ::
                                                                      nquic_transport:preferred_address() |
                                                                      undefined,
                                                                  active_connection_id_limit ::
                                                                      non_neg_integer(),
                                                                  initial_source_connection_id ::
                                                                      nquic:connection_id() | undefined,
                                                                  retry_source_connection_id ::
                                                                      nquic:connection_id() | undefined,
                                                                  version_information ::
                                                                      nquic_transport:version_information() |
                                                                      undefined,
                                                                  max_datagram_frame_size ::
                                                                      non_neg_integer() | undefined} |
                                                undefined,
                                            server_packet_processed :: boolean(),
                                            owner :: pid() | undefined,
                                            owner_mon :: reference() | undefined,
                                            deferred_flush_pending :: boolean(),
                                            pending_ack_count :: non_neg_integer(),
                                            ack_immediate :: boolean(),
                                            last_idle_ms :: non_neg_integer() | infinity | undefined,
                                            last_pto_ms ::
                                                nquic_protocol_timer:loss_detection_timer() | undefined,
                                            recv_ecn :: nquic_socket:ecn_mark(),
                                            pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                            gso_size :: undefined | pos_integer(),
                                            max_payload_size :: pos_integer(),
                                            server_per_conn_fd :: boolean(),
                                            proactive_cids :: boolean(),
                                            socket_connected :: boolean(),
                                            self_migration_pending :: boolean(),
                                            metrics_counters ::
                                                nquic_metrics:conn_counters() | undefined,
                                            spin_enabled :: boolean(),
                                            peer_spin :: 0..1,
                                            new_token_enabled :: boolean(),
                                            new_token_lifetime :: pos_integer(),
                                            qlog :: undefined | nquic_qlog:qlog_state(),
                                            close_kind ::
                                                undefined | local | peer | idle_timeout | protocol_error,
                                            crypto ::
                                                #conn_crypto{tls_state :: term(),
                                                             keys :: nquic_keys:key_map(),
                                                             app_send_keys :: map() | undefined,
                                                             app_recv_keys :: map() | undefined,
                                                             crypto_buffer ::
                                                                 #{nquic_packet:space() =>
                                                                       {non_neg_integer(),
                                                                        binary(),
                                                                        list()}},
                                                             cipher ::
                                                                 aes_128_gcm | aes_256_gcm |
                                                                 chacha20_poly1305,
                                                             cipher_suites ::
                                                                 [aes_128_gcm | aes_256_gcm |
                                                                  chacha20_poly1305] |
                                                                 undefined,
                                                             key_phase :: boolean(),
                                                             key_update_pending :: boolean(),
                                                             client_app_secret :: binary() | undefined,
                                                             server_app_secret :: binary() | undefined,
                                                             old_read_keys ::
                                                                 #{key := binary(), iv := binary()} |
                                                                 undefined,
                                                             zero_rtt_accepted :: boolean(),
                                                             replay_protection :: module() | undefined,
                                                             session_ticket :: map() | undefined,
                                                             resumption_secret :: binary() | undefined,
                                                             session_cache ::
                                                                 atom() |
                                                                 false |
                                                                 {module, module()} |
                                                                 undefined,
                                                             token_cache ::
                                                                 atom() | false | {module, module()},
                                                             alpn :: [binary()] | undefined,
                                                             hostname :: string() | binary() | undefined,
                                                             cert :: binary() | undefined,
                                                             cert_chain :: [binary()],
                                                             key :: any() | undefined,
                                                             verify :: verify_none | verify_peer,
                                                             cacerts :: [binary()],
                                                             peer_cert :: binary() | undefined,
                                                             static_key :: binary() | undefined},
                                            streams_state ::
                                                #conn_streams{streams ::
                                                                  #{nquic:stream_id() =>
                                                                        #stream_state{stream_id ::
                                                                                          nquic:stream_id(),
                                                                                      type :: bidi | uni,
                                                                                      send_state ::
                                                                                          ready | send |
                                                                                          data_sent |
                                                                                          data_recvd |
                                                                                          reset_sent |
                                                                                          reset_recvd,
                                                                                      send_offset ::
                                                                                          non_neg_integer(),
                                                                                      send_max_data ::
                                                                                          non_neg_integer(),
                                                                                      last_stream_data_blocked ::
                                                                                          non_neg_integer(),
                                                                                      pending_send_data ::
                                                                                          [binary()],
                                                                                      pending_send_size ::
                                                                                          non_neg_integer(),
                                                                                      pending_send_fin ::
                                                                                          boolean(),
                                                                                      recv_state ::
                                                                                          recv |
                                                                                          size_known |
                                                                                          data_recvd |
                                                                                          reset_recvd |
                                                                                          data_read |
                                                                                          reset_read,
                                                                                      recv_offset ::
                                                                                          non_neg_integer(),
                                                                                      recv_max_offset ::
                                                                                          non_neg_integer(),
                                                                                      recv_window ::
                                                                                          non_neg_integer(),
                                                                                      recv_buffer ::
                                                                                          gb_trees:tree(non_neg_integer(),
                                                                                                        {binary(),
                                                                                                         boolean()}),
                                                                                      app_buffer ::
                                                                                          iodata(),
                                                                                      app_buffer_size ::
                                                                                          non_neg_integer()}},
                                                              next_bidi_stream ::
                                                                  nquic:stream_id() | undefined,
                                                              next_uni_stream ::
                                                                  nquic:stream_id() | undefined,
                                                              peer_max_streams_bidi :: non_neg_integer(),
                                                              peer_max_streams_uni :: non_neg_integer(),
                                                              local_max_streams_bidi ::
                                                                  non_neg_integer(),
                                                              local_max_streams_uni :: non_neg_integer(),
                                                              last_sent_max_streams_bidi ::
                                                                  non_neg_integer(),
                                                              last_sent_max_streams_uni ::
                                                                  non_neg_integer(),
                                                              max_peer_bidi_stream_id ::
                                                                  non_neg_integer() | undefined,
                                                              max_peer_uni_stream_id ::
                                                                  non_neg_integer() | undefined,
                                                              opened_peer_bidi_count ::
                                                                  non_neg_integer(),
                                                              opened_peer_uni_count :: non_neg_integer(),
                                                              closed_peer_bidi_wm :: integer(),
                                                              closed_peer_uni_wm :: integer(),
                                                              closed_peer_streams ::
                                                                  #{nquic:stream_id() => true},
                                                              recv_waiters ::
                                                                  #{nquic:stream_id() =>
                                                                        gen_statem:from()},
                                                              accept_stream_waiters ::
                                                                  queue:queue(gen_statem:from()),
                                                              pending_streams ::
                                                                  queue:queue(nquic:stream_id()),
                                                              blocked_streams ::
                                                                  #{nquic:stream_id() => true},
                                                              pending_send_streams ::
                                                                  #{nquic:stream_id() => true},
                                                              send_buffer_high_water :: pos_integer(),
                                                              send_timeout :: timeout(),
                                                              send_waiters ::
                                                                  queue:queue(nquic_conn_send_waiters:t())},
                                            flow ::
                                                #conn_flow{local_max_data :: non_neg_integer(),
                                                           remote_max_data :: non_neg_integer(),
                                                           data_sent :: non_neg_integer(),
                                                           data_received :: non_neg_integer(),
                                                           last_data_blocked :: non_neg_integer(),
                                                           pending_initial_frames :: [nquic_frame:t()],
                                                           pending_handshake_frames :: [nquic_frame:t()],
                                                           pending_app_frames :: [nquic_frame:t()],
                                                           pending_app_pre_encoded ::
                                                               [{non_neg_integer(),
                                                                 iodata(),
                                                                 nquic_frame:t()}],
                                                           queued_app_send_bytes :: non_neg_integer(),
                                                           cwnd_exempt :: boolean()},
                                            path ::
                                                #conn_path_mgmt{path_state ::
                                                                    nquic_path:state() | undefined,
                                                                peer_cids ::
                                                                    #{non_neg_integer() =>
                                                                          #{cid := nquic:connection_id(),
                                                                            token := binary()}},
                                                                local_cids ::
                                                                    #{non_neg_integer() =>
                                                                          nquic:connection_id()},
                                                                local_cid_seq :: non_neg_integer(),
                                                                peer_retire_prior_to ::
                                                                    non_neg_integer(),
                                                                anti_amp_bytes_received ::
                                                                    non_neg_integer(),
                                                                anti_amp_bytes_sent :: non_neg_integer(),
                                                                address_validated :: boolean()}}.
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          -spec deliver_protocol_events([nquic_protocol:event()],
                              #conn_state{role :: client | server,
                                          scid :: nquic:connection_id(),
                                          dcid :: nquic:connection_id(),
                                          odcid :: nquic:connection_id() | undefined,
                                          retry_scid :: nquic:connection_id() | undefined,
                                          retry_token :: binary(),
                                          version :: non_neg_integer(),
                                          version_preference :: [non_neg_integer()],
                                          socket :: nquic_socket:t() | undefined,
                                          peer :: nquic_socket:sockaddr() | undefined,
                                          select_info :: nquic_socket:select_info() | undefined,
                                          pn_spaces :: #{nquic_packet:space() => map()},
                                          app_next_pn :: non_neg_integer(),
                                          app_largest_received :: integer(),
                                          app_largest_received_us :: integer() | undefined,
                                          loss_state :: nquic_loss:loss_state() | undefined,
                                          dispatch_table :: nquic_dispatch:t() | undefined,
                                          listener :: pid() | undefined,
                                          connect_waiters :: [gen_server:from()],
                                          local_params ::
                                              #transport_params{original_destination_connection_id ::
                                                                    nquic:connection_id() | undefined,
                                                                max_idle_timeout :: non_neg_integer(),
                                                                stateless_reset_token ::
                                                                    binary() | undefined,
                                                                max_udp_payload_size :: pos_integer(),
                                                                initial_max_data :: non_neg_integer(),
                                                                initial_max_stream_data_bidi_local ::
                                                                    non_neg_integer(),
                                                                initial_max_stream_data_bidi_remote ::
                                                                    non_neg_integer(),
                                                                initial_max_stream_data_uni ::
                                                                    non_neg_integer(),
                                                                initial_max_streams_bidi ::
                                                                    non_neg_integer(),
                                                                initial_max_streams_uni ::
                                                                    non_neg_integer(),
                                                                ack_delay_exponent :: 0..20,
                                                                max_ack_delay :: non_neg_integer(),
                                                                disable_active_migration :: boolean(),
                                                                preferred_address ::
                                                                    nquic_transport:preferred_address() |
                                                                    undefined,
                                                                active_connection_id_limit ::
                                                                    non_neg_integer(),
                                                                initial_source_connection_id ::
                                                                    nquic:connection_id() | undefined,
                                                                retry_source_connection_id ::
                                                                    nquic:connection_id() | undefined,
                                                                version_information ::
                                                                    nquic_transport:version_information() |
                                                                    undefined,
                                                                max_datagram_frame_size ::
                                                                    non_neg_integer() | undefined},
                                          remote_params ::
                                              #transport_params{original_destination_connection_id ::
                                                                    nquic:connection_id() | undefined,
                                                                max_idle_timeout :: non_neg_integer(),
                                                                stateless_reset_token ::
                                                                    binary() | undefined,
                                                                max_udp_payload_size :: pos_integer(),
                                                                initial_max_data :: non_neg_integer(),
                                                                initial_max_stream_data_bidi_local ::
                                                                    non_neg_integer(),
                                                                initial_max_stream_data_bidi_remote ::
                                                                    non_neg_integer(),
                                                                initial_max_stream_data_uni ::
                                                                    non_neg_integer(),
                                                                initial_max_streams_bidi ::
                                                                    non_neg_integer(),
                                                                initial_max_streams_uni ::
                                                                    non_neg_integer(),
                                                                ack_delay_exponent :: 0..20,
                                                                max_ack_delay :: non_neg_integer(),
                                                                disable_active_migration :: boolean(),
                                                                preferred_address ::
                                                                    nquic_transport:preferred_address() |
                                                                    undefined,
                                                                active_connection_id_limit ::
                                                                    non_neg_integer(),
                                                                initial_source_connection_id ::
                                                                    nquic:connection_id() | undefined,
                                                                retry_source_connection_id ::
                                                                    nquic:connection_id() | undefined,
                                                                version_information ::
                                                                    nquic_transport:version_information() |
                                                                    undefined,
                                                                max_datagram_frame_size ::
                                                                    non_neg_integer() | undefined} |
                                              undefined,
                                          server_packet_processed :: boolean(),
                                          owner :: pid() | undefined,
                                          owner_mon :: reference() | undefined,
                                          deferred_flush_pending :: boolean(),
                                          pending_ack_count :: non_neg_integer(),
                                          ack_immediate :: boolean(),
                                          last_idle_ms :: non_neg_integer() | infinity | undefined,
                                          last_pto_ms ::
                                              nquic_protocol_timer:loss_detection_timer() | undefined,
                                          recv_ecn :: nquic_socket:ecn_mark(),
                                          pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                          gso_size :: undefined | pos_integer(),
                                          max_payload_size :: pos_integer(),
                                          server_per_conn_fd :: boolean(),
                                          proactive_cids :: boolean(),
                                          socket_connected :: boolean(),
                                          self_migration_pending :: boolean(),
                                          metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                          spin_enabled :: boolean(),
                                          peer_spin :: 0..1,
                                          new_token_enabled :: boolean(),
                                          new_token_lifetime :: pos_integer(),
                                          qlog :: undefined | nquic_qlog:qlog_state(),
                                          close_kind ::
                                              undefined | local | peer | idle_timeout | protocol_error,
                                          crypto ::
                                              #conn_crypto{tls_state :: term(),
                                                           keys :: nquic_keys:key_map(),
                                                           app_send_keys :: map() | undefined,
                                                           app_recv_keys :: map() | undefined,
                                                           crypto_buffer ::
                                                               #{nquic_packet:space() =>
                                                                     {non_neg_integer(),
                                                                      binary(),
                                                                      list()}},
                                                           cipher ::
                                                               aes_128_gcm | aes_256_gcm |
                                                               chacha20_poly1305,
                                                           cipher_suites ::
                                                               [aes_128_gcm | aes_256_gcm |
                                                                chacha20_poly1305] |
                                                               undefined,
                                                           key_phase :: boolean(),
                                                           key_update_pending :: boolean(),
                                                           client_app_secret :: binary() | undefined,
                                                           server_app_secret :: binary() | undefined,
                                                           old_read_keys ::
                                                               #{key := binary(), iv := binary()} |
                                                               undefined,
                                                           zero_rtt_accepted :: boolean(),
                                                           replay_protection :: module() | undefined,
                                                           session_ticket :: map() | undefined,
                                                           resumption_secret :: binary() | undefined,
                                                           session_cache ::
                                                               atom() |
                                                               false |
                                                               {module, module()} |
                                                               undefined,
                                                           token_cache ::
                                                               atom() | false | {module, module()},
                                                           alpn :: [binary()] | undefined,
                                                           hostname :: string() | binary() | undefined,
                                                           cert :: binary() | undefined,
                                                           cert_chain :: [binary()],
                                                           key :: any() | undefined,
                                                           verify :: verify_none | verify_peer,
                                                           cacerts :: [binary()],
                                                           peer_cert :: binary() | undefined,
                                                           static_key :: binary() | undefined},
                                          streams_state ::
                                              #conn_streams{streams ::
                                                                #{nquic:stream_id() =>
                                                                      #stream_state{stream_id ::
                                                                                        nquic:stream_id(),
                                                                                    type :: bidi | uni,
                                                                                    send_state ::
                                                                                        ready | send |
                                                                                        data_sent |
                                                                                        data_recvd |
                                                                                        reset_sent |
                                                                                        reset_recvd,
                                                                                    send_offset ::
                                                                                        non_neg_integer(),
                                                                                    send_max_data ::
                                                                                        non_neg_integer(),
                                                                                    last_stream_data_blocked ::
                                                                                        non_neg_integer(),
                                                                                    pending_send_data ::
                                                                                        [binary()],
                                                                                    pending_send_size ::
                                                                                        non_neg_integer(),
                                                                                    pending_send_fin ::
                                                                                        boolean(),
                                                                                    recv_state ::
                                                                                        recv |
                                                                                        size_known |
                                                                                        data_recvd |
                                                                                        reset_recvd |
                                                                                        data_read |
                                                                                        reset_read,
                                                                                    recv_offset ::
                                                                                        non_neg_integer(),
                                                                                    recv_max_offset ::
                                                                                        non_neg_integer(),
                                                                                    recv_window ::
                                                                                        non_neg_integer(),
                                                                                    recv_buffer ::
                                                                                        gb_trees:tree(non_neg_integer(),
                                                                                                      {binary(),
                                                                                                       boolean()}),
                                                                                    app_buffer ::
                                                                                        iodata(),
                                                                                    app_buffer_size ::
                                                                                        non_neg_integer()}},
                                                            next_bidi_stream ::
                                                                nquic:stream_id() | undefined,
                                                            next_uni_stream ::
                                                                nquic:stream_id() | undefined,
                                                            peer_max_streams_bidi :: non_neg_integer(),
                                                            peer_max_streams_uni :: non_neg_integer(),
                                                            local_max_streams_bidi :: non_neg_integer(),
                                                            local_max_streams_uni :: non_neg_integer(),
                                                            last_sent_max_streams_bidi ::
                                                                non_neg_integer(),
                                                            last_sent_max_streams_uni ::
                                                                non_neg_integer(),
                                                            max_peer_bidi_stream_id ::
                                                                non_neg_integer() | undefined,
                                                            max_peer_uni_stream_id ::
                                                                non_neg_integer() | undefined,
                                                            opened_peer_bidi_count :: non_neg_integer(),
                                                            opened_peer_uni_count :: non_neg_integer(),
                                                            closed_peer_bidi_wm :: integer(),
                                                            closed_peer_uni_wm :: integer(),
                                                            closed_peer_streams ::
                                                                #{nquic:stream_id() => true},
                                                            recv_waiters ::
                                                                #{nquic:stream_id() => gen_statem:from()},
                                                            accept_stream_waiters ::
                                                                queue:queue(gen_statem:from()),
                                                            pending_streams ::
                                                                queue:queue(nquic:stream_id()),
                                                            blocked_streams ::
                                                                #{nquic:stream_id() => true},
                                                            pending_send_streams ::
                                                                #{nquic:stream_id() => true},
                                                            send_buffer_high_water :: pos_integer(),
                                                            send_timeout :: timeout(),
                                                            send_waiters ::
                                                                queue:queue(nquic_conn_send_waiters:t())},
                                          flow ::
                                              #conn_flow{local_max_data :: non_neg_integer(),
                                                         remote_max_data :: non_neg_integer(),
                                                         data_sent :: non_neg_integer(),
                                                         data_received :: non_neg_integer(),
                                                         last_data_blocked :: non_neg_integer(),
                                                         pending_initial_frames :: [nquic_frame:t()],
                                                         pending_handshake_frames :: [nquic_frame:t()],
                                                         pending_app_frames :: [nquic_frame:t()],
                                                         pending_app_pre_encoded ::
                                                             [{non_neg_integer(),
                                                               iodata(),
                                                               nquic_frame:t()}],
                                                         queued_app_send_bytes :: non_neg_integer(),
                                                         cwnd_exempt :: boolean()},
                                          path ::
                                              #conn_path_mgmt{path_state ::
                                                                  nquic_path:state() | undefined,
                                                              peer_cids ::
                                                                  #{non_neg_integer() =>
                                                                        #{cid := nquic:connection_id(),
                                                                          token := binary()}},
                                                              local_cids ::
                                                                  #{non_neg_integer() =>
                                                                        nquic:connection_id()},
                                                              local_cid_seq :: non_neg_integer(),
                                                              peer_retire_prior_to :: non_neg_integer(),
                                                              anti_amp_bytes_received ::
                                                                  non_neg_integer(),
                                                              anti_amp_bytes_sent :: non_neg_integer(),
                                                              address_validated :: boolean()}}) ->
                                 #conn_state{role :: client | server,
                                             scid :: nquic:connection_id(),
                                             dcid :: nquic:connection_id(),
                                             odcid :: nquic:connection_id() | undefined,
                                             retry_scid :: nquic:connection_id() | undefined,
                                             retry_token :: binary(),
                                             version :: non_neg_integer(),
                                             version_preference :: [non_neg_integer()],
                                             socket :: nquic_socket:t() | undefined,
                                             peer :: nquic_socket:sockaddr() | undefined,
                                             select_info :: nquic_socket:select_info() | undefined,
                                             pn_spaces :: #{nquic_packet:space() => map()},
                                             app_next_pn :: non_neg_integer(),
                                             app_largest_received :: integer(),
                                             app_largest_received_us :: integer() | undefined,
                                             loss_state :: nquic_loss:loss_state() | undefined,
                                             dispatch_table :: nquic_dispatch:t() | undefined,
                                             listener :: pid() | undefined,
                                             connect_waiters :: [gen_server:from()],
                                             local_params ::
                                                 #transport_params{original_destination_connection_id ::
                                                                       nquic:connection_id() | undefined,
                                                                   max_idle_timeout :: non_neg_integer(),
                                                                   stateless_reset_token ::
                                                                       binary() | undefined,
                                                                   max_udp_payload_size :: pos_integer(),
                                                                   initial_max_data :: non_neg_integer(),
                                                                   initial_max_stream_data_bidi_local ::
                                                                       non_neg_integer(),
                                                                   initial_max_stream_data_bidi_remote ::
                                                                       non_neg_integer(),
                                                                   initial_max_stream_data_uni ::
                                                                       non_neg_integer(),
                                                                   initial_max_streams_bidi ::
                                                                       non_neg_integer(),
                                                                   initial_max_streams_uni ::
                                                                       non_neg_integer(),
                                                                   ack_delay_exponent :: 0..20,
                                                                   max_ack_delay :: non_neg_integer(),
                                                                   disable_active_migration :: boolean(),
                                                                   preferred_address ::
                                                                       nquic_transport:preferred_address() |
                                                                       undefined,
                                                                   active_connection_id_limit ::
                                                                       non_neg_integer(),
                                                                   initial_source_connection_id ::
                                                                       nquic:connection_id() | undefined,
                                                                   retry_source_connection_id ::
                                                                       nquic:connection_id() | undefined,
                                                                   version_information ::
                                                                       nquic_transport:version_information() |
                                                                       undefined,
                                                                   max_datagram_frame_size ::
                                                                       non_neg_integer() | undefined},
                                             remote_params ::
                                                 #transport_params{original_destination_connection_id ::
                                                                       nquic:connection_id() | undefined,
                                                                   max_idle_timeout :: non_neg_integer(),
                                                                   stateless_reset_token ::
                                                                       binary() | undefined,
                                                                   max_udp_payload_size :: pos_integer(),
                                                                   initial_max_data :: non_neg_integer(),
                                                                   initial_max_stream_data_bidi_local ::
                                                                       non_neg_integer(),
                                                                   initial_max_stream_data_bidi_remote ::
                                                                       non_neg_integer(),
                                                                   initial_max_stream_data_uni ::
                                                                       non_neg_integer(),
                                                                   initial_max_streams_bidi ::
                                                                       non_neg_integer(),
                                                                   initial_max_streams_uni ::
                                                                       non_neg_integer(),
                                                                   ack_delay_exponent :: 0..20,
                                                                   max_ack_delay :: non_neg_integer(),
                                                                   disable_active_migration :: boolean(),
                                                                   preferred_address ::
                                                                       nquic_transport:preferred_address() |
                                                                       undefined,
                                                                   active_connection_id_limit ::
                                                                       non_neg_integer(),
                                                                   initial_source_connection_id ::
                                                                       nquic:connection_id() | undefined,
                                                                   retry_source_connection_id ::
                                                                       nquic:connection_id() | undefined,
                                                                   version_information ::
                                                                       nquic_transport:version_information() |
                                                                       undefined,
                                                                   max_datagram_frame_size ::
                                                                       non_neg_integer() | undefined} |
                                                 undefined,
                                             server_packet_processed :: boolean(),
                                             owner :: pid() | undefined,
                                             owner_mon :: reference() | undefined,
                                             deferred_flush_pending :: boolean(),
                                             pending_ack_count :: non_neg_integer(),
                                             ack_immediate :: boolean(),
                                             last_idle_ms :: non_neg_integer() | infinity | undefined,
                                             last_pto_ms ::
                                                 nquic_protocol_timer:loss_detection_timer() | undefined,
                                             recv_ecn :: nquic_socket:ecn_mark(),
                                             pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                             gso_size :: undefined | pos_integer(),
                                             max_payload_size :: pos_integer(),
                                             server_per_conn_fd :: boolean(),
                                             proactive_cids :: boolean(),
                                             socket_connected :: boolean(),
                                             self_migration_pending :: boolean(),
                                             metrics_counters ::
                                                 nquic_metrics:conn_counters() | undefined,
                                             spin_enabled :: boolean(),
                                             peer_spin :: 0..1,
                                             new_token_enabled :: boolean(),
                                             new_token_lifetime :: pos_integer(),
                                             qlog :: undefined | nquic_qlog:qlog_state(),
                                             close_kind ::
                                                 undefined | local | peer | idle_timeout |
                                                 protocol_error,
                                             crypto ::
                                                 #conn_crypto{tls_state :: term(),
                                                              keys :: nquic_keys:key_map(),
                                                              app_send_keys :: map() | undefined,
                                                              app_recv_keys :: map() | undefined,
                                                              crypto_buffer ::
                                                                  #{nquic_packet:space() =>
                                                                        {non_neg_integer(),
                                                                         binary(),
                                                                         list()}},
                                                              cipher ::
                                                                  aes_128_gcm | aes_256_gcm |
                                                                  chacha20_poly1305,
                                                              cipher_suites ::
                                                                  [aes_128_gcm | aes_256_gcm |
                                                                   chacha20_poly1305] |
                                                                  undefined,
                                                              key_phase :: boolean(),
                                                              key_update_pending :: boolean(),
                                                              client_app_secret :: binary() | undefined,
                                                              server_app_secret :: binary() | undefined,
                                                              old_read_keys ::
                                                                  #{key := binary(), iv := binary()} |
                                                                  undefined,
                                                              zero_rtt_accepted :: boolean(),
                                                              replay_protection :: module() | undefined,
                                                              session_ticket :: map() | undefined,
                                                              resumption_secret :: binary() | undefined,
                                                              session_cache ::
                                                                  atom() |
                                                                  false |
                                                                  {module, module()} |
                                                                  undefined,
                                                              token_cache ::
                                                                  atom() | false | {module, module()},
                                                              alpn :: [binary()] | undefined,
                                                              hostname ::
                                                                  string() | binary() | undefined,
                                                              cert :: binary() | undefined,
                                                              cert_chain :: [binary()],
                                                              key :: any() | undefined,
                                                              verify :: verify_none | verify_peer,
                                                              cacerts :: [binary()],
                                                              peer_cert :: binary() | undefined,
                                                              static_key :: binary() | undefined},
                                             streams_state ::
                                                 #conn_streams{streams ::
                                                                   #{nquic:stream_id() =>
                                                                         #stream_state{stream_id ::
                                                                                           nquic:stream_id(),
                                                                                       type ::
                                                                                           bidi | uni,
                                                                                       send_state ::
                                                                                           ready |
                                                                                           send |
                                                                                           data_sent |
                                                                                           data_recvd |
                                                                                           reset_sent |
                                                                                           reset_recvd,
                                                                                       send_offset ::
                                                                                           non_neg_integer(),
                                                                                       send_max_data ::
                                                                                           non_neg_integer(),
                                                                                       last_stream_data_blocked ::
                                                                                           non_neg_integer(),
                                                                                       pending_send_data ::
                                                                                           [binary()],
                                                                                       pending_send_size ::
                                                                                           non_neg_integer(),
                                                                                       pending_send_fin ::
                                                                                           boolean(),
                                                                                       recv_state ::
                                                                                           recv |
                                                                                           size_known |
                                                                                           data_recvd |
                                                                                           reset_recvd |
                                                                                           data_read |
                                                                                           reset_read,
                                                                                       recv_offset ::
                                                                                           non_neg_integer(),
                                                                                       recv_max_offset ::
                                                                                           non_neg_integer(),
                                                                                       recv_window ::
                                                                                           non_neg_integer(),
                                                                                       recv_buffer ::
                                                                                           gb_trees:tree(non_neg_integer(),
                                                                                                         {binary(),
                                                                                                          boolean()}),
                                                                                       app_buffer ::
                                                                                           iodata(),
                                                                                       app_buffer_size ::
                                                                                           non_neg_integer()}},
                                                               next_bidi_stream ::
                                                                   nquic:stream_id() | undefined,
                                                               next_uni_stream ::
                                                                   nquic:stream_id() | undefined,
                                                               peer_max_streams_bidi ::
                                                                   non_neg_integer(),
                                                               peer_max_streams_uni :: non_neg_integer(),
                                                               local_max_streams_bidi ::
                                                                   non_neg_integer(),
                                                               local_max_streams_uni ::
                                                                   non_neg_integer(),
                                                               last_sent_max_streams_bidi ::
                                                                   non_neg_integer(),
                                                               last_sent_max_streams_uni ::
                                                                   non_neg_integer(),
                                                               max_peer_bidi_stream_id ::
                                                                   non_neg_integer() | undefined,
                                                               max_peer_uni_stream_id ::
                                                                   non_neg_integer() | undefined,
                                                               opened_peer_bidi_count ::
                                                                   non_neg_integer(),
                                                               opened_peer_uni_count ::
                                                                   non_neg_integer(),
                                                               closed_peer_bidi_wm :: integer(),
                                                               closed_peer_uni_wm :: integer(),
                                                               closed_peer_streams ::
                                                                   #{nquic:stream_id() => true},
                                                               recv_waiters ::
                                                                   #{nquic:stream_id() =>
                                                                         gen_statem:from()},
                                                               accept_stream_waiters ::
                                                                   queue:queue(gen_statem:from()),
                                                               pending_streams ::
                                                                   queue:queue(nquic:stream_id()),
                                                               blocked_streams ::
                                                                   #{nquic:stream_id() => true},
                                                               pending_send_streams ::
                                                                   #{nquic:stream_id() => true},
                                                               send_buffer_high_water :: pos_integer(),
                                                               send_timeout :: timeout(),
                                                               send_waiters ::
                                                                   queue:queue(nquic_conn_send_waiters:t())},
                                             flow ::
                                                 #conn_flow{local_max_data :: non_neg_integer(),
                                                            remote_max_data :: non_neg_integer(),
                                                            data_sent :: non_neg_integer(),
                                                            data_received :: non_neg_integer(),
                                                            last_data_blocked :: non_neg_integer(),
                                                            pending_initial_frames :: [nquic_frame:t()],
                                                            pending_handshake_frames ::
                                                                [nquic_frame:t()],
                                                            pending_app_frames :: [nquic_frame:t()],
                                                            pending_app_pre_encoded ::
                                                                [{non_neg_integer(),
                                                                  iodata(),
                                                                  nquic_frame:t()}],
                                                            queued_app_send_bytes :: non_neg_integer(),
                                                            cwnd_exempt :: boolean()},
                                             path ::
                                                 #conn_path_mgmt{path_state ::
                                                                     nquic_path:state() | undefined,
                                                                 peer_cids ::
                                                                     #{non_neg_integer() =>
                                                                           #{cid :=
                                                                                 nquic:connection_id(),
                                                                             token := binary()}},
                                                                 local_cids ::
                                                                     #{non_neg_integer() =>
                                                                           nquic:connection_id()},
                                                                 local_cid_seq :: non_neg_integer(),
                                                                 peer_retire_prior_to ::
                                                                     non_neg_integer(),
                                                                 anti_amp_bytes_received ::
                                                                     non_neg_integer(),
                                                                 anti_amp_bytes_sent ::
                                                                     non_neg_integer(),
                                                                 address_validated :: boolean()}}.


      



  



  
    
      
    
    
      notify_owner_new_token/2



        
          
        

    

  


  

      

          -spec notify_owner_new_token(binary(),
                             #conn_state{role :: client | server,
                                         scid :: nquic:connection_id(),
                                         dcid :: nquic:connection_id(),
                                         odcid :: nquic:connection_id() | undefined,
                                         retry_scid :: nquic:connection_id() | undefined,
                                         retry_token :: binary(),
                                         version :: non_neg_integer(),
                                         version_preference :: [non_neg_integer()],
                                         socket :: nquic_socket:t() | undefined,
                                         peer :: nquic_socket:sockaddr() | undefined,
                                         select_info :: nquic_socket:select_info() | undefined,
                                         pn_spaces :: #{nquic_packet:space() => map()},
                                         app_next_pn :: non_neg_integer(),
                                         app_largest_received :: integer(),
                                         app_largest_received_us :: integer() | undefined,
                                         loss_state :: nquic_loss:loss_state() | undefined,
                                         dispatch_table :: nquic_dispatch:t() | undefined,
                                         listener :: pid() | undefined,
                                         connect_waiters :: [gen_server:from()],
                                         local_params ::
                                             #transport_params{original_destination_connection_id ::
                                                                   nquic:connection_id() | undefined,
                                                               max_idle_timeout :: non_neg_integer(),
                                                               stateless_reset_token ::
                                                                   binary() | undefined,
                                                               max_udp_payload_size :: pos_integer(),
                                                               initial_max_data :: non_neg_integer(),
                                                               initial_max_stream_data_bidi_local ::
                                                                   non_neg_integer(),
                                                               initial_max_stream_data_bidi_remote ::
                                                                   non_neg_integer(),
                                                               initial_max_stream_data_uni ::
                                                                   non_neg_integer(),
                                                               initial_max_streams_bidi ::
                                                                   non_neg_integer(),
                                                               initial_max_streams_uni ::
                                                                   non_neg_integer(),
                                                               ack_delay_exponent :: 0..20,
                                                               max_ack_delay :: non_neg_integer(),
                                                               disable_active_migration :: boolean(),
                                                               preferred_address ::
                                                                   nquic_transport:preferred_address() |
                                                                   undefined,
                                                               active_connection_id_limit ::
                                                                   non_neg_integer(),
                                                               initial_source_connection_id ::
                                                                   nquic:connection_id() | undefined,
                                                               retry_source_connection_id ::
                                                                   nquic:connection_id() | undefined,
                                                               version_information ::
                                                                   nquic_transport:version_information() |
                                                                   undefined,
                                                               max_datagram_frame_size ::
                                                                   non_neg_integer() | undefined},
                                         remote_params ::
                                             #transport_params{original_destination_connection_id ::
                                                                   nquic:connection_id() | undefined,
                                                               max_idle_timeout :: non_neg_integer(),
                                                               stateless_reset_token ::
                                                                   binary() | undefined,
                                                               max_udp_payload_size :: pos_integer(),
                                                               initial_max_data :: non_neg_integer(),
                                                               initial_max_stream_data_bidi_local ::
                                                                   non_neg_integer(),
                                                               initial_max_stream_data_bidi_remote ::
                                                                   non_neg_integer(),
                                                               initial_max_stream_data_uni ::
                                                                   non_neg_integer(),
                                                               initial_max_streams_bidi ::
                                                                   non_neg_integer(),
                                                               initial_max_streams_uni ::
                                                                   non_neg_integer(),
                                                               ack_delay_exponent :: 0..20,
                                                               max_ack_delay :: non_neg_integer(),
                                                               disable_active_migration :: boolean(),
                                                               preferred_address ::
                                                                   nquic_transport:preferred_address() |
                                                                   undefined,
                                                               active_connection_id_limit ::
                                                                   non_neg_integer(),
                                                               initial_source_connection_id ::
                                                                   nquic:connection_id() | undefined,
                                                               retry_source_connection_id ::
                                                                   nquic:connection_id() | undefined,
                                                               version_information ::
                                                                   nquic_transport:version_information() |
                                                                   undefined,
                                                               max_datagram_frame_size ::
                                                                   non_neg_integer() | undefined} |
                                             undefined,
                                         server_packet_processed :: boolean(),
                                         owner :: pid() | undefined,
                                         owner_mon :: reference() | undefined,
                                         deferred_flush_pending :: boolean(),
                                         pending_ack_count :: non_neg_integer(),
                                         ack_immediate :: boolean(),
                                         last_idle_ms :: non_neg_integer() | infinity | undefined,
                                         last_pto_ms ::
                                             nquic_protocol_timer:loss_detection_timer() | undefined,
                                         recv_ecn :: nquic_socket:ecn_mark(),
                                         pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                         gso_size :: undefined | pos_integer(),
                                         max_payload_size :: pos_integer(),
                                         server_per_conn_fd :: boolean(),
                                         proactive_cids :: boolean(),
                                         socket_connected :: boolean(),
                                         self_migration_pending :: boolean(),
                                         metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                         spin_enabled :: boolean(),
                                         peer_spin :: 0..1,
                                         new_token_enabled :: boolean(),
                                         new_token_lifetime :: pos_integer(),
                                         qlog :: undefined | nquic_qlog:qlog_state(),
                                         close_kind ::
                                             undefined | local | peer | idle_timeout | protocol_error,
                                         crypto ::
                                             #conn_crypto{tls_state :: term(),
                                                          keys :: nquic_keys:key_map(),
                                                          app_send_keys :: map() | undefined,
                                                          app_recv_keys :: map() | undefined,
                                                          crypto_buffer ::
                                                              #{nquic_packet:space() =>
                                                                    {non_neg_integer(),
                                                                     binary(),
                                                                     list()}},
                                                          cipher ::
                                                              aes_128_gcm | aes_256_gcm |
                                                              chacha20_poly1305,
                                                          cipher_suites ::
                                                              [aes_128_gcm | aes_256_gcm |
                                                               chacha20_poly1305] |
                                                              undefined,
                                                          key_phase :: boolean(),
                                                          key_update_pending :: boolean(),
                                                          client_app_secret :: binary() | undefined,
                                                          server_app_secret :: binary() | undefined,
                                                          old_read_keys ::
                                                              #{key := binary(), iv := binary()} |
                                                              undefined,
                                                          zero_rtt_accepted :: boolean(),
                                                          replay_protection :: module() | undefined,
                                                          session_ticket :: map() | undefined,
                                                          resumption_secret :: binary() | undefined,
                                                          session_cache ::
                                                              atom() |
                                                              false |
                                                              {module, module()} |
                                                              undefined,
                                                          token_cache ::
                                                              atom() | false | {module, module()},
                                                          alpn :: [binary()] | undefined,
                                                          hostname :: string() | binary() | undefined,
                                                          cert :: binary() | undefined,
                                                          cert_chain :: [binary()],
                                                          key :: any() | undefined,
                                                          verify :: verify_none | verify_peer,
                                                          cacerts :: [binary()],
                                                          peer_cert :: binary() | undefined,
                                                          static_key :: binary() | undefined},
                                         streams_state ::
                                             #conn_streams{streams ::
                                                               #{nquic:stream_id() =>
                                                                     #stream_state{stream_id ::
                                                                                       nquic:stream_id(),
                                                                                   type :: bidi | uni,
                                                                                   send_state ::
                                                                                       ready | send |
                                                                                       data_sent |
                                                                                       data_recvd |
                                                                                       reset_sent |
                                                                                       reset_recvd,
                                                                                   send_offset ::
                                                                                       non_neg_integer(),
                                                                                   send_max_data ::
                                                                                       non_neg_integer(),
                                                                                   last_stream_data_blocked ::
                                                                                       non_neg_integer(),
                                                                                   pending_send_data ::
                                                                                       [binary()],
                                                                                   pending_send_size ::
                                                                                       non_neg_integer(),
                                                                                   pending_send_fin ::
                                                                                       boolean(),
                                                                                   recv_state ::
                                                                                       recv |
                                                                                       size_known |
                                                                                       data_recvd |
                                                                                       reset_recvd |
                                                                                       data_read |
                                                                                       reset_read,
                                                                                   recv_offset ::
                                                                                       non_neg_integer(),
                                                                                   recv_max_offset ::
                                                                                       non_neg_integer(),
                                                                                   recv_window ::
                                                                                       non_neg_integer(),
                                                                                   recv_buffer ::
                                                                                       gb_trees:tree(non_neg_integer(),
                                                                                                     {binary(),
                                                                                                      boolean()}),
                                                                                   app_buffer ::
                                                                                       iodata(),
                                                                                   app_buffer_size ::
                                                                                       non_neg_integer()}},
                                                           next_bidi_stream ::
                                                               nquic:stream_id() | undefined,
                                                           next_uni_stream ::
                                                               nquic:stream_id() | undefined,
                                                           peer_max_streams_bidi :: non_neg_integer(),
                                                           peer_max_streams_uni :: non_neg_integer(),
                                                           local_max_streams_bidi :: non_neg_integer(),
                                                           local_max_streams_uni :: non_neg_integer(),
                                                           last_sent_max_streams_bidi ::
                                                               non_neg_integer(),
                                                           last_sent_max_streams_uni ::
                                                               non_neg_integer(),
                                                           max_peer_bidi_stream_id ::
                                                               non_neg_integer() | undefined,
                                                           max_peer_uni_stream_id ::
                                                               non_neg_integer() | undefined,
                                                           opened_peer_bidi_count :: non_neg_integer(),
                                                           opened_peer_uni_count :: non_neg_integer(),
                                                           closed_peer_bidi_wm :: integer(),
                                                           closed_peer_uni_wm :: integer(),
                                                           closed_peer_streams ::
                                                               #{nquic:stream_id() => true},
                                                           recv_waiters ::
                                                               #{nquic:stream_id() => gen_statem:from()},
                                                           accept_stream_waiters ::
                                                               queue:queue(gen_statem:from()),
                                                           pending_streams ::
                                                               queue:queue(nquic:stream_id()),
                                                           blocked_streams ::
                                                               #{nquic:stream_id() => true},
                                                           pending_send_streams ::
                                                               #{nquic:stream_id() => true},
                                                           send_buffer_high_water :: pos_integer(),
                                                           send_timeout :: timeout(),
                                                           send_waiters ::
                                                               queue:queue(nquic_conn_send_waiters:t())},
                                         flow ::
                                             #conn_flow{local_max_data :: non_neg_integer(),
                                                        remote_max_data :: non_neg_integer(),
                                                        data_sent :: non_neg_integer(),
                                                        data_received :: non_neg_integer(),
                                                        last_data_blocked :: non_neg_integer(),
                                                        pending_initial_frames :: [nquic_frame:t()],
                                                        pending_handshake_frames :: [nquic_frame:t()],
                                                        pending_app_frames :: [nquic_frame:t()],
                                                        pending_app_pre_encoded ::
                                                            [{non_neg_integer(),
                                                              iodata(),
                                                              nquic_frame:t()}],
                                                        queued_app_send_bytes :: non_neg_integer(),
                                                        cwnd_exempt :: boolean()},
                                         path ::
                                             #conn_path_mgmt{path_state ::
                                                                 nquic_path:state() | undefined,
                                                             peer_cids ::
                                                                 #{non_neg_integer() =>
                                                                       #{cid := nquic:connection_id(),
                                                                         token := binary()}},
                                                             local_cids ::
                                                                 #{non_neg_integer() =>
                                                                       nquic:connection_id()},
                                                             local_cid_seq :: non_neg_integer(),
                                                             peer_retire_prior_to :: non_neg_integer(),
                                                             anti_amp_bytes_received ::
                                                                 non_neg_integer(),
                                                             anti_amp_bytes_sent :: non_neg_integer(),
                                                             address_validated :: boolean()}}) ->
                                ok.


      



  


        

      


  

    
nquic_conn_init 
    



      
Init-time option parsing and state seeding for the QUIC connection
state machine.
Pure helpers called once from nquic_conn_statem:init/1 to derive
loss state, GSO size, qlog attachment, the active-connection-id-limit
bump, and the pacer option map from the user-supplied options map.

      


      
        Summary


  
    Functions
  


    
      
        bump_acid_limit/2

      


    


    
      
        gso_size(Opts)

      


    


    
      
        loss_state(Opts)

      


    


    
      
        new_conn_state(Opts)

      


        Build the initial #conn_state{} from a connection options map.
Role-generic (client or server). Pure: performs no side effects (no
dispatch registration, no metrics, no monitors beyond the owner monitor
the caller asks for via the owner opt). Shared by
nquic_conn_statem:init/1 and the library-mode server handshake entry
nquic_lib:server_accept_init/1, so both seed identical state.
Generates a fresh SCID when one is not supplied; the caller registers
SCID -> owning pid in the dispatch table.



    


    
      
        pacer_opts(Opts)

      


    


    
      
        qlog(CID, Opts)

      


    





      


      
        Functions


        


  
    
      
    
    
      bump_acid_limit/2



        
          
        

    

  


  

      

          -spec bump_acid_limit(non_neg_integer(), boolean()) -> non_neg_integer().


      



  



  
    
      
    
    
      gso_size(Opts)



        
          
        

    

  


  

      

          -spec gso_size(map()) -> undefined | pos_integer().


      



  



  
    
      
    
    
      loss_state(Opts)



        
          
        

    

  


  

      

          -spec loss_state(map()) -> nquic_loss:loss_state().


      



  



  
    
      
    
    
      new_conn_state(Opts)



        
          
        

    

  


  

      

          -spec new_conn_state(map()) ->
                        #conn_state{role :: client | server,
                                    scid :: nquic:connection_id(),
                                    dcid :: nquic:connection_id(),
                                    odcid :: nquic:connection_id() | undefined,
                                    retry_scid :: nquic:connection_id() | undefined,
                                    retry_token :: binary(),
                                    version :: non_neg_integer(),
                                    version_preference :: [non_neg_integer()],
                                    socket :: nquic_socket:t() | undefined,
                                    peer :: nquic_socket:sockaddr() | undefined,
                                    select_info :: nquic_socket:select_info() | undefined,
                                    pn_spaces :: #{nquic_packet:space() => map()},
                                    app_next_pn :: non_neg_integer(),
                                    app_largest_received :: integer(),
                                    app_largest_received_us :: integer() | undefined,
                                    loss_state :: nquic_loss:loss_state() | undefined,
                                    dispatch_table :: nquic_dispatch:t() | undefined,
                                    listener :: pid() | undefined,
                                    connect_waiters :: [gen_server:from()],
                                    local_params ::
                                        #transport_params{original_destination_connection_id ::
                                                              nquic:connection_id() | undefined,
                                                          max_idle_timeout :: non_neg_integer(),
                                                          stateless_reset_token :: binary() | undefined,
                                                          max_udp_payload_size :: pos_integer(),
                                                          initial_max_data :: non_neg_integer(),
                                                          initial_max_stream_data_bidi_local ::
                                                              non_neg_integer(),
                                                          initial_max_stream_data_bidi_remote ::
                                                              non_neg_integer(),
                                                          initial_max_stream_data_uni ::
                                                              non_neg_integer(),
                                                          initial_max_streams_bidi :: non_neg_integer(),
                                                          initial_max_streams_uni :: non_neg_integer(),
                                                          ack_delay_exponent :: 0..20,
                                                          max_ack_delay :: non_neg_integer(),
                                                          disable_active_migration :: boolean(),
                                                          preferred_address ::
                                                              nquic_transport:preferred_address() |
                                                              undefined,
                                                          active_connection_id_limit ::
                                                              non_neg_integer(),
                                                          initial_source_connection_id ::
                                                              nquic:connection_id() | undefined,
                                                          retry_source_connection_id ::
                                                              nquic:connection_id() | undefined,
                                                          version_information ::
                                                              nquic_transport:version_information() |
                                                              undefined,
                                                          max_datagram_frame_size ::
                                                              non_neg_integer() | undefined},
                                    remote_params ::
                                        #transport_params{original_destination_connection_id ::
                                                              nquic:connection_id() | undefined,
                                                          max_idle_timeout :: non_neg_integer(),
                                                          stateless_reset_token :: binary() | undefined,
                                                          max_udp_payload_size :: pos_integer(),
                                                          initial_max_data :: non_neg_integer(),
                                                          initial_max_stream_data_bidi_local ::
                                                              non_neg_integer(),
                                                          initial_max_stream_data_bidi_remote ::
                                                              non_neg_integer(),
                                                          initial_max_stream_data_uni ::
                                                              non_neg_integer(),
                                                          initial_max_streams_bidi :: non_neg_integer(),
                                                          initial_max_streams_uni :: non_neg_integer(),
                                                          ack_delay_exponent :: 0..20,
                                                          max_ack_delay :: non_neg_integer(),
                                                          disable_active_migration :: boolean(),
                                                          preferred_address ::
                                                              nquic_transport:preferred_address() |
                                                              undefined,
                                                          active_connection_id_limit ::
                                                              non_neg_integer(),
                                                          initial_source_connection_id ::
                                                              nquic:connection_id() | undefined,
                                                          retry_source_connection_id ::
                                                              nquic:connection_id() | undefined,
                                                          version_information ::
                                                              nquic_transport:version_information() |
                                                              undefined,
                                                          max_datagram_frame_size ::
                                                              non_neg_integer() | undefined} |
                                        undefined,
                                    server_packet_processed :: boolean(),
                                    owner :: pid() | undefined,
                                    owner_mon :: reference() | undefined,
                                    deferred_flush_pending :: boolean(),
                                    pending_ack_count :: non_neg_integer(),
                                    ack_immediate :: boolean(),
                                    last_idle_ms :: non_neg_integer() | infinity | undefined,
                                    last_pto_ms ::
                                        nquic_protocol_timer:loss_detection_timer() | undefined,
                                    recv_ecn :: nquic_socket:ecn_mark(),
                                    pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                    gso_size :: undefined | pos_integer(),
                                    max_payload_size :: pos_integer(),
                                    server_per_conn_fd :: boolean(),
                                    proactive_cids :: boolean(),
                                    socket_connected :: boolean(),
                                    self_migration_pending :: boolean(),
                                    metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                    spin_enabled :: boolean(),
                                    peer_spin :: 0..1,
                                    new_token_enabled :: boolean(),
                                    new_token_lifetime :: pos_integer(),
                                    qlog :: undefined | nquic_qlog:qlog_state(),
                                    close_kind ::
                                        undefined | local | peer | idle_timeout | protocol_error,
                                    crypto ::
                                        #conn_crypto{tls_state :: term(),
                                                     keys :: nquic_keys:key_map(),
                                                     app_send_keys :: map() | undefined,
                                                     app_recv_keys :: map() | undefined,
                                                     crypto_buffer ::
                                                         #{nquic_packet:space() =>
                                                               {non_neg_integer(), binary(), list()}},
                                                     cipher ::
                                                         aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                                     cipher_suites ::
                                                         [aes_128_gcm | aes_256_gcm | chacha20_poly1305] |
                                                         undefined,
                                                     key_phase :: boolean(),
                                                     key_update_pending :: boolean(),
                                                     client_app_secret :: binary() | undefined,
                                                     server_app_secret :: binary() | undefined,
                                                     old_read_keys ::
                                                         #{key := binary(), iv := binary()} | undefined,
                                                     zero_rtt_accepted :: boolean(),
                                                     replay_protection :: module() | undefined,
                                                     session_ticket :: map() | undefined,
                                                     resumption_secret :: binary() | undefined,
                                                     session_cache ::
                                                         atom() | false | {module, module()} | undefined,
                                                     token_cache :: atom() | false | {module, module()},
                                                     alpn :: [binary()] | undefined,
                                                     hostname :: string() | binary() | undefined,
                                                     cert :: binary() | undefined,
                                                     cert_chain :: [binary()],
                                                     key :: any() | undefined,
                                                     verify :: verify_none | verify_peer,
                                                     cacerts :: [binary()],
                                                     peer_cert :: binary() | undefined,
                                                     static_key :: binary() | undefined},
                                    streams_state ::
                                        #conn_streams{streams ::
                                                          #{nquic:stream_id() =>
                                                                #stream_state{stream_id ::
                                                                                  nquic:stream_id(),
                                                                              type :: bidi | uni,
                                                                              send_state ::
                                                                                  ready | send |
                                                                                  data_sent |
                                                                                  data_recvd |
                                                                                  reset_sent |
                                                                                  reset_recvd,
                                                                              send_offset ::
                                                                                  non_neg_integer(),
                                                                              send_max_data ::
                                                                                  non_neg_integer(),
                                                                              last_stream_data_blocked ::
                                                                                  non_neg_integer(),
                                                                              pending_send_data ::
                                                                                  [binary()],
                                                                              pending_send_size ::
                                                                                  non_neg_integer(),
                                                                              pending_send_fin ::
                                                                                  boolean(),
                                                                              recv_state ::
                                                                                  recv | size_known |
                                                                                  data_recvd |
                                                                                  reset_recvd |
                                                                                  data_read | reset_read,
                                                                              recv_offset ::
                                                                                  non_neg_integer(),
                                                                              recv_max_offset ::
                                                                                  non_neg_integer(),
                                                                              recv_window ::
                                                                                  non_neg_integer(),
                                                                              recv_buffer ::
                                                                                  gb_trees:tree(non_neg_integer(),
                                                                                                {binary(),
                                                                                                 boolean()}),
                                                                              app_buffer :: iodata(),
                                                                              app_buffer_size ::
                                                                                  non_neg_integer()}},
                                                      next_bidi_stream :: nquic:stream_id() | undefined,
                                                      next_uni_stream :: nquic:stream_id() | undefined,
                                                      peer_max_streams_bidi :: non_neg_integer(),
                                                      peer_max_streams_uni :: non_neg_integer(),
                                                      local_max_streams_bidi :: non_neg_integer(),
                                                      local_max_streams_uni :: non_neg_integer(),
                                                      last_sent_max_streams_bidi :: non_neg_integer(),
                                                      last_sent_max_streams_uni :: non_neg_integer(),
                                                      max_peer_bidi_stream_id ::
                                                          non_neg_integer() | undefined,
                                                      max_peer_uni_stream_id ::
                                                          non_neg_integer() | undefined,
                                                      opened_peer_bidi_count :: non_neg_integer(),
                                                      opened_peer_uni_count :: non_neg_integer(),
                                                      closed_peer_bidi_wm :: integer(),
                                                      closed_peer_uni_wm :: integer(),
                                                      closed_peer_streams ::
                                                          #{nquic:stream_id() => true},
                                                      recv_waiters ::
                                                          #{nquic:stream_id() => gen_statem:from()},
                                                      accept_stream_waiters ::
                                                          queue:queue(gen_statem:from()),
                                                      pending_streams :: queue:queue(nquic:stream_id()),
                                                      blocked_streams :: #{nquic:stream_id() => true},
                                                      pending_send_streams ::
                                                          #{nquic:stream_id() => true},
                                                      send_buffer_high_water :: pos_integer(),
                                                      send_timeout :: timeout(),
                                                      send_waiters ::
                                                          queue:queue(nquic_conn_send_waiters:t())},
                                    flow ::
                                        #conn_flow{local_max_data :: non_neg_integer(),
                                                   remote_max_data :: non_neg_integer(),
                                                   data_sent :: non_neg_integer(),
                                                   data_received :: non_neg_integer(),
                                                   last_data_blocked :: non_neg_integer(),
                                                   pending_initial_frames :: [nquic_frame:t()],
                                                   pending_handshake_frames :: [nquic_frame:t()],
                                                   pending_app_frames :: [nquic_frame:t()],
                                                   pending_app_pre_encoded ::
                                                       [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                                   queued_app_send_bytes :: non_neg_integer(),
                                                   cwnd_exempt :: boolean()},
                                    path ::
                                        #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                                        peer_cids ::
                                                            #{non_neg_integer() =>
                                                                  #{cid := nquic:connection_id(),
                                                                    token := binary()}},
                                                        local_cids ::
                                                            #{non_neg_integer() => nquic:connection_id()},
                                                        local_cid_seq :: non_neg_integer(),
                                                        peer_retire_prior_to :: non_neg_integer(),
                                                        anti_amp_bytes_received :: non_neg_integer(),
                                                        anti_amp_bytes_sent :: non_neg_integer(),
                                                        address_validated :: boolean()}}.


      


Build the initial #conn_state{} from a connection options map.
Role-generic (client or server). Pure: performs no side effects (no
dispatch registration, no metrics, no monitors beyond the owner monitor
the caller asks for via the owner opt). Shared by
nquic_conn_statem:init/1 and the library-mode server handshake entry
nquic_lib:server_accept_init/1, so both seed identical state.
Generates a fresh SCID when one is not supplied; the caller registers
SCID -> owning pid in the dispatch table.

  



  
    
      
    
    
      pacer_opts(Opts)



        
          
        

    

  


  

      

          -spec pacer_opts(map()) -> map().


      



  



  
    
      
    
    
      qlog(CID, Opts)



        
          
        

    

  


  

      

          -spec qlog(nquic:connection_id(), map()) -> undefined | nquic_qlog:qlog_state().


      



  


        

      


  

    
nquic_conn_launcher 
    



      
Per-connection child launcher for the partition supervisor.
nquic_server_sup (the simple_one_for_one partition supervisor) has a
single, fixed child MFA. This launcher is that child: given the
per-connection option map it starts the right owner.
	Default (no conn_handler): nquic_conn_statem, the handshake
gen_statem that exports the connection to a nquic:accept/2 caller.
	With conn_handler => Module: Module, which owns the connection
from the first packet and drives the handshake itself via
nquic_lib:server_accept_init/1 (owner-from-first-packet, no export,
accept queue, or takeover). Module must export start_link/1
taking the option map and returning {ok, pid()}; the returned pid is
the connection owner the partition supervisor links to.

The launcher returns the started owner's pid directly, so the partition
supervisor links/monitors the owner, not the launcher. Children are
temporary, so the recorded launcher MFA is never re-invoked.

      


      
        Summary


  
    Functions
  


    
      
        start_link(Opts)

      


    





      


      
        Functions


        


  
    
      
    
    
      start_link(Opts)



        
          
        

    

  


  

      

          -spec start_link(map()) -> {ok, pid()} | ignore | {error, term()}.


      



  


        

      


  

    
nquic_conn_metrics 
    



      
Per-connection bridge between #conn_state{} and nquic_metrics.
Lives at the boundary between the connection state machine and the
listener-wide observability primitives so callers do not have to thread
the metrics handle through every state transition.
All functions are no-ops when:
	the connection has no dispatch_table (client-mode conns without a
listener), or
	the listener was started before the metrics primitives existed and
the dispatch has no metrics handle attached, or
	the row has not been opened yet (metrics_counters is undefined).


      


      
        Summary


  
    Functions
  


    
      
        bytes_in/2

      


        Add N bytes to the row's lifetime bytes_in counter.



    


    
      
        bytes_out/2

      


        Add N bytes to the row's lifetime bytes_out counter.



    


    
      
        classify_terminate/2

      


        Pick the conns_closed_* counter for Reason.
Prefers an explicit close_kind set by the draining entry points; falls
back to inspecting the gen_statem terminate reason. idle_timeout is
preferred over protocol_error even when both apply because the operator
view of an idle close is more useful than the generic transport error.



    


    
      
        handshake_started(Data)

      


        Bump the listener-wide handshakes_inflight counter on conn-statem
init. Pair with on_terminate/2 or listener_established/1 which
decrement.



    


    
      
        listener_established/1

      


        Insert the info-table row and prime metrics_counters.
Called from
nquic_conn_events:deliver_protocol_event(listener_established, _) on
the server side after the handshake completes. Decrements
handshakes_inflight as the same call site since the handshake is done.



    


    
      
        mark_close/2

      


        Record the originating cause for an upcoming draining/terminate
transition. Stored on #conn_state.close_kind for
classify_terminate/2.



    


    
      
        metrics/1

      


        Return the nquic_metrics handle reachable from this conn, or undefined.



    


    
      
        on_terminate(Reason, Data)

      


        Bump the appropriate conns_closed_* counter, decrement
handshakes_inflight when the conn died before reaching established,
and remove the info-table row.
Idempotent: missing rows and undefined counters are no-ops.



    


    
      
        row_key/1

      


        Pick the DCID used as the info-table key for this connection. Prefers
the original DCID (set by the listener when the conn was created) and
falls back to the local SCID for client-side conns.



    





      


      
        Functions


        


  
    
      
    
    
      bytes_in/2



        
          
        

    

  


  

      

          -spec bytes_in(#conn_state{role :: client | server,
                           scid :: nquic:connection_id(),
                           dcid :: nquic:connection_id(),
                           odcid :: nquic:connection_id() | undefined,
                           retry_scid :: nquic:connection_id() | undefined,
                           retry_token :: binary(),
                           version :: non_neg_integer(),
                           version_preference :: [non_neg_integer()],
                           socket :: nquic_socket:t() | undefined,
                           peer :: nquic_socket:sockaddr() | undefined,
                           select_info :: nquic_socket:select_info() | undefined,
                           pn_spaces :: #{nquic_packet:space() => map()},
                           app_next_pn :: non_neg_integer(),
                           app_largest_received :: integer(),
                           app_largest_received_us :: integer() | undefined,
                           loss_state :: nquic_loss:loss_state() | undefined,
                           dispatch_table :: nquic_dispatch:t() | undefined,
                           listener :: pid() | undefined,
                           connect_waiters :: [gen_server:from()],
                           local_params ::
                               #transport_params{original_destination_connection_id ::
                                                     nquic:connection_id() | undefined,
                                                 max_idle_timeout :: non_neg_integer(),
                                                 stateless_reset_token :: binary() | undefined,
                                                 max_udp_payload_size :: pos_integer(),
                                                 initial_max_data :: non_neg_integer(),
                                                 initial_max_stream_data_bidi_local :: non_neg_integer(),
                                                 initial_max_stream_data_bidi_remote ::
                                                     non_neg_integer(),
                                                 initial_max_stream_data_uni :: non_neg_integer(),
                                                 initial_max_streams_bidi :: non_neg_integer(),
                                                 initial_max_streams_uni :: non_neg_integer(),
                                                 ack_delay_exponent :: 0..20,
                                                 max_ack_delay :: non_neg_integer(),
                                                 disable_active_migration :: boolean(),
                                                 preferred_address ::
                                                     nquic_transport:preferred_address() | undefined,
                                                 active_connection_id_limit :: non_neg_integer(),
                                                 initial_source_connection_id ::
                                                     nquic:connection_id() | undefined,
                                                 retry_source_connection_id ::
                                                     nquic:connection_id() | undefined,
                                                 version_information ::
                                                     nquic_transport:version_information() | undefined,
                                                 max_datagram_frame_size ::
                                                     non_neg_integer() | undefined},
                           remote_params ::
                               #transport_params{original_destination_connection_id ::
                                                     nquic:connection_id() | undefined,
                                                 max_idle_timeout :: non_neg_integer(),
                                                 stateless_reset_token :: binary() | undefined,
                                                 max_udp_payload_size :: pos_integer(),
                                                 initial_max_data :: non_neg_integer(),
                                                 initial_max_stream_data_bidi_local :: non_neg_integer(),
                                                 initial_max_stream_data_bidi_remote ::
                                                     non_neg_integer(),
                                                 initial_max_stream_data_uni :: non_neg_integer(),
                                                 initial_max_streams_bidi :: non_neg_integer(),
                                                 initial_max_streams_uni :: non_neg_integer(),
                                                 ack_delay_exponent :: 0..20,
                                                 max_ack_delay :: non_neg_integer(),
                                                 disable_active_migration :: boolean(),
                                                 preferred_address ::
                                                     nquic_transport:preferred_address() | undefined,
                                                 active_connection_id_limit :: non_neg_integer(),
                                                 initial_source_connection_id ::
                                                     nquic:connection_id() | undefined,
                                                 retry_source_connection_id ::
                                                     nquic:connection_id() | undefined,
                                                 version_information ::
                                                     nquic_transport:version_information() | undefined,
                                                 max_datagram_frame_size ::
                                                     non_neg_integer() | undefined} |
                               undefined,
                           server_packet_processed :: boolean(),
                           owner :: pid() | undefined,
                           owner_mon :: reference() | undefined,
                           deferred_flush_pending :: boolean(),
                           pending_ack_count :: non_neg_integer(),
                           ack_immediate :: boolean(),
                           last_idle_ms :: non_neg_integer() | infinity | undefined,
                           last_pto_ms :: nquic_protocol_timer:loss_detection_timer() | undefined,
                           recv_ecn :: nquic_socket:ecn_mark(),
                           pmtud :: nquic_pmtud:pmtud_state() | undefined,
                           gso_size :: undefined | pos_integer(),
                           max_payload_size :: pos_integer(),
                           server_per_conn_fd :: boolean(),
                           proactive_cids :: boolean(),
                           socket_connected :: boolean(),
                           self_migration_pending :: boolean(),
                           metrics_counters :: nquic_metrics:conn_counters() | undefined,
                           spin_enabled :: boolean(),
                           peer_spin :: 0..1,
                           new_token_enabled :: boolean(),
                           new_token_lifetime :: pos_integer(),
                           qlog :: undefined | nquic_qlog:qlog_state(),
                           close_kind :: undefined | local | peer | idle_timeout | protocol_error,
                           crypto ::
                               #conn_crypto{tls_state :: term(),
                                            keys :: nquic_keys:key_map(),
                                            app_send_keys :: map() | undefined,
                                            app_recv_keys :: map() | undefined,
                                            crypto_buffer ::
                                                #{nquic_packet:space() =>
                                                      {non_neg_integer(), binary(), list()}},
                                            cipher :: aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                            cipher_suites ::
                                                [aes_128_gcm | aes_256_gcm | chacha20_poly1305] |
                                                undefined,
                                            key_phase :: boolean(),
                                            key_update_pending :: boolean(),
                                            client_app_secret :: binary() | undefined,
                                            server_app_secret :: binary() | undefined,
                                            old_read_keys ::
                                                #{key := binary(), iv := binary()} | undefined,
                                            zero_rtt_accepted :: boolean(),
                                            replay_protection :: module() | undefined,
                                            session_ticket :: map() | undefined,
                                            resumption_secret :: binary() | undefined,
                                            session_cache ::
                                                atom() | false | {module, module()} | undefined,
                                            token_cache :: atom() | false | {module, module()},
                                            alpn :: [binary()] | undefined,
                                            hostname :: string() | binary() | undefined,
                                            cert :: binary() | undefined,
                                            cert_chain :: [binary()],
                                            key :: any() | undefined,
                                            verify :: verify_none | verify_peer,
                                            cacerts :: [binary()],
                                            peer_cert :: binary() | undefined,
                                            static_key :: binary() | undefined},
                           streams_state ::
                               #conn_streams{streams ::
                                                 #{nquic:stream_id() =>
                                                       #stream_state{stream_id :: nquic:stream_id(),
                                                                     type :: bidi | uni,
                                                                     send_state ::
                                                                         ready | send | data_sent |
                                                                         data_recvd | reset_sent |
                                                                         reset_recvd,
                                                                     send_offset :: non_neg_integer(),
                                                                     send_max_data :: non_neg_integer(),
                                                                     last_stream_data_blocked ::
                                                                         non_neg_integer(),
                                                                     pending_send_data :: [binary()],
                                                                     pending_send_size ::
                                                                         non_neg_integer(),
                                                                     pending_send_fin :: boolean(),
                                                                     recv_state ::
                                                                         recv | size_known |
                                                                         data_recvd | reset_recvd |
                                                                         data_read | reset_read,
                                                                     recv_offset :: non_neg_integer(),
                                                                     recv_max_offset ::
                                                                         non_neg_integer(),
                                                                     recv_window :: non_neg_integer(),
                                                                     recv_buffer ::
                                                                         gb_trees:tree(non_neg_integer(),
                                                                                       {binary(),
                                                                                        boolean()}),
                                                                     app_buffer :: iodata(),
                                                                     app_buffer_size ::
                                                                         non_neg_integer()}},
                                             next_bidi_stream :: nquic:stream_id() | undefined,
                                             next_uni_stream :: nquic:stream_id() | undefined,
                                             peer_max_streams_bidi :: non_neg_integer(),
                                             peer_max_streams_uni :: non_neg_integer(),
                                             local_max_streams_bidi :: non_neg_integer(),
                                             local_max_streams_uni :: non_neg_integer(),
                                             last_sent_max_streams_bidi :: non_neg_integer(),
                                             last_sent_max_streams_uni :: non_neg_integer(),
                                             max_peer_bidi_stream_id :: non_neg_integer() | undefined,
                                             max_peer_uni_stream_id :: non_neg_integer() | undefined,
                                             opened_peer_bidi_count :: non_neg_integer(),
                                             opened_peer_uni_count :: non_neg_integer(),
                                             closed_peer_bidi_wm :: integer(),
                                             closed_peer_uni_wm :: integer(),
                                             closed_peer_streams :: #{nquic:stream_id() => true},
                                             recv_waiters :: #{nquic:stream_id() => gen_statem:from()},
                                             accept_stream_waiters :: queue:queue(gen_statem:from()),
                                             pending_streams :: queue:queue(nquic:stream_id()),
                                             blocked_streams :: #{nquic:stream_id() => true},
                                             pending_send_streams :: #{nquic:stream_id() => true},
                                             send_buffer_high_water :: pos_integer(),
                                             send_timeout :: timeout(),
                                             send_waiters :: queue:queue(nquic_conn_send_waiters:t())},
                           flow ::
                               #conn_flow{local_max_data :: non_neg_integer(),
                                          remote_max_data :: non_neg_integer(),
                                          data_sent :: non_neg_integer(),
                                          data_received :: non_neg_integer(),
                                          last_data_blocked :: non_neg_integer(),
                                          pending_initial_frames :: [nquic_frame:t()],
                                          pending_handshake_frames :: [nquic_frame:t()],
                                          pending_app_frames :: [nquic_frame:t()],
                                          pending_app_pre_encoded ::
                                              [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                          queued_app_send_bytes :: non_neg_integer(),
                                          cwnd_exempt :: boolean()},
                           path ::
                               #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                               peer_cids ::
                                                   #{non_neg_integer() =>
                                                         #{cid := nquic:connection_id(),
                                                           token := binary()}},
                                               local_cids ::
                                                   #{non_neg_integer() => nquic:connection_id()},
                                               local_cid_seq :: non_neg_integer(),
                                               peer_retire_prior_to :: non_neg_integer(),
                                               anti_amp_bytes_received :: non_neg_integer(),
                                               anti_amp_bytes_sent :: non_neg_integer(),
                                               address_validated :: boolean()}},
               non_neg_integer()) ->
                  ok.


      


Add N bytes to the row's lifetime bytes_in counter.

  



  
    
      
    
    
      bytes_out/2



        
          
        

    

  


  

      

          -spec bytes_out(#conn_state{role :: client | server,
                            scid :: nquic:connection_id(),
                            dcid :: nquic:connection_id(),
                            odcid :: nquic:connection_id() | undefined,
                            retry_scid :: nquic:connection_id() | undefined,
                            retry_token :: binary(),
                            version :: non_neg_integer(),
                            version_preference :: [non_neg_integer()],
                            socket :: nquic_socket:t() | undefined,
                            peer :: nquic_socket:sockaddr() | undefined,
                            select_info :: nquic_socket:select_info() | undefined,
                            pn_spaces :: #{nquic_packet:space() => map()},
                            app_next_pn :: non_neg_integer(),
                            app_largest_received :: integer(),
                            app_largest_received_us :: integer() | undefined,
                            loss_state :: nquic_loss:loss_state() | undefined,
                            dispatch_table :: nquic_dispatch:t() | undefined,
                            listener :: pid() | undefined,
                            connect_waiters :: [gen_server:from()],
                            local_params ::
                                #transport_params{original_destination_connection_id ::
                                                      nquic:connection_id() | undefined,
                                                  max_idle_timeout :: non_neg_integer(),
                                                  stateless_reset_token :: binary() | undefined,
                                                  max_udp_payload_size :: pos_integer(),
                                                  initial_max_data :: non_neg_integer(),
                                                  initial_max_stream_data_bidi_local ::
                                                      non_neg_integer(),
                                                  initial_max_stream_data_bidi_remote ::
                                                      non_neg_integer(),
                                                  initial_max_stream_data_uni :: non_neg_integer(),
                                                  initial_max_streams_bidi :: non_neg_integer(),
                                                  initial_max_streams_uni :: non_neg_integer(),
                                                  ack_delay_exponent :: 0..20,
                                                  max_ack_delay :: non_neg_integer(),
                                                  disable_active_migration :: boolean(),
                                                  preferred_address ::
                                                      nquic_transport:preferred_address() | undefined,
                                                  active_connection_id_limit :: non_neg_integer(),
                                                  initial_source_connection_id ::
                                                      nquic:connection_id() | undefined,
                                                  retry_source_connection_id ::
                                                      nquic:connection_id() | undefined,
                                                  version_information ::
                                                      nquic_transport:version_information() | undefined,
                                                  max_datagram_frame_size ::
                                                      non_neg_integer() | undefined},
                            remote_params ::
                                #transport_params{original_destination_connection_id ::
                                                      nquic:connection_id() | undefined,
                                                  max_idle_timeout :: non_neg_integer(),
                                                  stateless_reset_token :: binary() | undefined,
                                                  max_udp_payload_size :: pos_integer(),
                                                  initial_max_data :: non_neg_integer(),
                                                  initial_max_stream_data_bidi_local ::
                                                      non_neg_integer(),
                                                  initial_max_stream_data_bidi_remote ::
                                                      non_neg_integer(),
                                                  initial_max_stream_data_uni :: non_neg_integer(),
                                                  initial_max_streams_bidi :: non_neg_integer(),
                                                  initial_max_streams_uni :: non_neg_integer(),
                                                  ack_delay_exponent :: 0..20,
                                                  max_ack_delay :: non_neg_integer(),
                                                  disable_active_migration :: boolean(),
                                                  preferred_address ::
                                                      nquic_transport:preferred_address() | undefined,
                                                  active_connection_id_limit :: non_neg_integer(),
                                                  initial_source_connection_id ::
                                                      nquic:connection_id() | undefined,
                                                  retry_source_connection_id ::
                                                      nquic:connection_id() | undefined,
                                                  version_information ::
                                                      nquic_transport:version_information() | undefined,
                                                  max_datagram_frame_size ::
                                                      non_neg_integer() | undefined} |
                                undefined,
                            server_packet_processed :: boolean(),
                            owner :: pid() | undefined,
                            owner_mon :: reference() | undefined,
                            deferred_flush_pending :: boolean(),
                            pending_ack_count :: non_neg_integer(),
                            ack_immediate :: boolean(),
                            last_idle_ms :: non_neg_integer() | infinity | undefined,
                            last_pto_ms :: nquic_protocol_timer:loss_detection_timer() | undefined,
                            recv_ecn :: nquic_socket:ecn_mark(),
                            pmtud :: nquic_pmtud:pmtud_state() | undefined,
                            gso_size :: undefined | pos_integer(),
                            max_payload_size :: pos_integer(),
                            server_per_conn_fd :: boolean(),
                            proactive_cids :: boolean(),
                            socket_connected :: boolean(),
                            self_migration_pending :: boolean(),
                            metrics_counters :: nquic_metrics:conn_counters() | undefined,
                            spin_enabled :: boolean(),
                            peer_spin :: 0..1,
                            new_token_enabled :: boolean(),
                            new_token_lifetime :: pos_integer(),
                            qlog :: undefined | nquic_qlog:qlog_state(),
                            close_kind :: undefined | local | peer | idle_timeout | protocol_error,
                            crypto ::
                                #conn_crypto{tls_state :: term(),
                                             keys :: nquic_keys:key_map(),
                                             app_send_keys :: map() | undefined,
                                             app_recv_keys :: map() | undefined,
                                             crypto_buffer ::
                                                 #{nquic_packet:space() =>
                                                       {non_neg_integer(), binary(), list()}},
                                             cipher :: aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                             cipher_suites ::
                                                 [aes_128_gcm | aes_256_gcm | chacha20_poly1305] |
                                                 undefined,
                                             key_phase :: boolean(),
                                             key_update_pending :: boolean(),
                                             client_app_secret :: binary() | undefined,
                                             server_app_secret :: binary() | undefined,
                                             old_read_keys ::
                                                 #{key := binary(), iv := binary()} | undefined,
                                             zero_rtt_accepted :: boolean(),
                                             replay_protection :: module() | undefined,
                                             session_ticket :: map() | undefined,
                                             resumption_secret :: binary() | undefined,
                                             session_cache ::
                                                 atom() | false | {module, module()} | undefined,
                                             token_cache :: atom() | false | {module, module()},
                                             alpn :: [binary()] | undefined,
                                             hostname :: string() | binary() | undefined,
                                             cert :: binary() | undefined,
                                             cert_chain :: [binary()],
                                             key :: any() | undefined,
                                             verify :: verify_none | verify_peer,
                                             cacerts :: [binary()],
                                             peer_cert :: binary() | undefined,
                                             static_key :: binary() | undefined},
                            streams_state ::
                                #conn_streams{streams ::
                                                  #{nquic:stream_id() =>
                                                        #stream_state{stream_id :: nquic:stream_id(),
                                                                      type :: bidi | uni,
                                                                      send_state ::
                                                                          ready | send | data_sent |
                                                                          data_recvd | reset_sent |
                                                                          reset_recvd,
                                                                      send_offset :: non_neg_integer(),
                                                                      send_max_data :: non_neg_integer(),
                                                                      last_stream_data_blocked ::
                                                                          non_neg_integer(),
                                                                      pending_send_data :: [binary()],
                                                                      pending_send_size ::
                                                                          non_neg_integer(),
                                                                      pending_send_fin :: boolean(),
                                                                      recv_state ::
                                                                          recv | size_known |
                                                                          data_recvd | reset_recvd |
                                                                          data_read | reset_read,
                                                                      recv_offset :: non_neg_integer(),
                                                                      recv_max_offset ::
                                                                          non_neg_integer(),
                                                                      recv_window :: non_neg_integer(),
                                                                      recv_buffer ::
                                                                          gb_trees:tree(non_neg_integer(),
                                                                                        {binary(),
                                                                                         boolean()}),
                                                                      app_buffer :: iodata(),
                                                                      app_buffer_size ::
                                                                          non_neg_integer()}},
                                              next_bidi_stream :: nquic:stream_id() | undefined,
                                              next_uni_stream :: nquic:stream_id() | undefined,
                                              peer_max_streams_bidi :: non_neg_integer(),
                                              peer_max_streams_uni :: non_neg_integer(),
                                              local_max_streams_bidi :: non_neg_integer(),
                                              local_max_streams_uni :: non_neg_integer(),
                                              last_sent_max_streams_bidi :: non_neg_integer(),
                                              last_sent_max_streams_uni :: non_neg_integer(),
                                              max_peer_bidi_stream_id :: non_neg_integer() | undefined,
                                              max_peer_uni_stream_id :: non_neg_integer() | undefined,
                                              opened_peer_bidi_count :: non_neg_integer(),
                                              opened_peer_uni_count :: non_neg_integer(),
                                              closed_peer_bidi_wm :: integer(),
                                              closed_peer_uni_wm :: integer(),
                                              closed_peer_streams :: #{nquic:stream_id() => true},
                                              recv_waiters :: #{nquic:stream_id() => gen_statem:from()},
                                              accept_stream_waiters :: queue:queue(gen_statem:from()),
                                              pending_streams :: queue:queue(nquic:stream_id()),
                                              blocked_streams :: #{nquic:stream_id() => true},
                                              pending_send_streams :: #{nquic:stream_id() => true},
                                              send_buffer_high_water :: pos_integer(),
                                              send_timeout :: timeout(),
                                              send_waiters :: queue:queue(nquic_conn_send_waiters:t())},
                            flow ::
                                #conn_flow{local_max_data :: non_neg_integer(),
                                           remote_max_data :: non_neg_integer(),
                                           data_sent :: non_neg_integer(),
                                           data_received :: non_neg_integer(),
                                           last_data_blocked :: non_neg_integer(),
                                           pending_initial_frames :: [nquic_frame:t()],
                                           pending_handshake_frames :: [nquic_frame:t()],
                                           pending_app_frames :: [nquic_frame:t()],
                                           pending_app_pre_encoded ::
                                               [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                           queued_app_send_bytes :: non_neg_integer(),
                                           cwnd_exempt :: boolean()},
                            path ::
                                #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                                peer_cids ::
                                                    #{non_neg_integer() =>
                                                          #{cid := nquic:connection_id(),
                                                            token := binary()}},
                                                local_cids ::
                                                    #{non_neg_integer() => nquic:connection_id()},
                                                local_cid_seq :: non_neg_integer(),
                                                peer_retire_prior_to :: non_neg_integer(),
                                                anti_amp_bytes_received :: non_neg_integer(),
                                                anti_amp_bytes_sent :: non_neg_integer(),
                                                address_validated :: boolean()}},
                non_neg_integer()) ->
                   ok.


      


Add N bytes to the row's lifetime bytes_out counter.

  



  
    
      
    
    
      classify_terminate/2



        
          
        

    

  


  

      

          -spec classify_terminate(term(),
                         #conn_state{role :: client | server,
                                     scid :: nquic:connection_id(),
                                     dcid :: nquic:connection_id(),
                                     odcid :: nquic:connection_id() | undefined,
                                     retry_scid :: nquic:connection_id() | undefined,
                                     retry_token :: binary(),
                                     version :: non_neg_integer(),
                                     version_preference :: [non_neg_integer()],
                                     socket :: nquic_socket:t() | undefined,
                                     peer :: nquic_socket:sockaddr() | undefined,
                                     select_info :: nquic_socket:select_info() | undefined,
                                     pn_spaces :: #{nquic_packet:space() => map()},
                                     app_next_pn :: non_neg_integer(),
                                     app_largest_received :: integer(),
                                     app_largest_received_us :: integer() | undefined,
                                     loss_state :: nquic_loss:loss_state() | undefined,
                                     dispatch_table :: nquic_dispatch:t() | undefined,
                                     listener :: pid() | undefined,
                                     connect_waiters :: [gen_server:from()],
                                     local_params ::
                                         #transport_params{original_destination_connection_id ::
                                                               nquic:connection_id() | undefined,
                                                           max_idle_timeout :: non_neg_integer(),
                                                           stateless_reset_token :: binary() | undefined,
                                                           max_udp_payload_size :: pos_integer(),
                                                           initial_max_data :: non_neg_integer(),
                                                           initial_max_stream_data_bidi_local ::
                                                               non_neg_integer(),
                                                           initial_max_stream_data_bidi_remote ::
                                                               non_neg_integer(),
                                                           initial_max_stream_data_uni ::
                                                               non_neg_integer(),
                                                           initial_max_streams_bidi :: non_neg_integer(),
                                                           initial_max_streams_uni :: non_neg_integer(),
                                                           ack_delay_exponent :: 0..20,
                                                           max_ack_delay :: non_neg_integer(),
                                                           disable_active_migration :: boolean(),
                                                           preferred_address ::
                                                               nquic_transport:preferred_address() |
                                                               undefined,
                                                           active_connection_id_limit ::
                                                               non_neg_integer(),
                                                           initial_source_connection_id ::
                                                               nquic:connection_id() | undefined,
                                                           retry_source_connection_id ::
                                                               nquic:connection_id() | undefined,
                                                           version_information ::
                                                               nquic_transport:version_information() |
                                                               undefined,
                                                           max_datagram_frame_size ::
                                                               non_neg_integer() | undefined},
                                     remote_params ::
                                         #transport_params{original_destination_connection_id ::
                                                               nquic:connection_id() | undefined,
                                                           max_idle_timeout :: non_neg_integer(),
                                                           stateless_reset_token :: binary() | undefined,
                                                           max_udp_payload_size :: pos_integer(),
                                                           initial_max_data :: non_neg_integer(),
                                                           initial_max_stream_data_bidi_local ::
                                                               non_neg_integer(),
                                                           initial_max_stream_data_bidi_remote ::
                                                               non_neg_integer(),
                                                           initial_max_stream_data_uni ::
                                                               non_neg_integer(),
                                                           initial_max_streams_bidi :: non_neg_integer(),
                                                           initial_max_streams_uni :: non_neg_integer(),
                                                           ack_delay_exponent :: 0..20,
                                                           max_ack_delay :: non_neg_integer(),
                                                           disable_active_migration :: boolean(),
                                                           preferred_address ::
                                                               nquic_transport:preferred_address() |
                                                               undefined,
                                                           active_connection_id_limit ::
                                                               non_neg_integer(),
                                                           initial_source_connection_id ::
                                                               nquic:connection_id() | undefined,
                                                           retry_source_connection_id ::
                                                               nquic:connection_id() | undefined,
                                                           version_information ::
                                                               nquic_transport:version_information() |
                                                               undefined,
                                                           max_datagram_frame_size ::
                                                               non_neg_integer() | undefined} |
                                         undefined,
                                     server_packet_processed :: boolean(),
                                     owner :: pid() | undefined,
                                     owner_mon :: reference() | undefined,
                                     deferred_flush_pending :: boolean(),
                                     pending_ack_count :: non_neg_integer(),
                                     ack_immediate :: boolean(),
                                     last_idle_ms :: non_neg_integer() | infinity | undefined,
                                     last_pto_ms ::
                                         nquic_protocol_timer:loss_detection_timer() | undefined,
                                     recv_ecn :: nquic_socket:ecn_mark(),
                                     pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                     gso_size :: undefined | pos_integer(),
                                     max_payload_size :: pos_integer(),
                                     server_per_conn_fd :: boolean(),
                                     proactive_cids :: boolean(),
                                     socket_connected :: boolean(),
                                     self_migration_pending :: boolean(),
                                     metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                     spin_enabled :: boolean(),
                                     peer_spin :: 0..1,
                                     new_token_enabled :: boolean(),
                                     new_token_lifetime :: pos_integer(),
                                     qlog :: undefined | nquic_qlog:qlog_state(),
                                     close_kind ::
                                         undefined | local | peer | idle_timeout | protocol_error,
                                     crypto ::
                                         #conn_crypto{tls_state :: term(),
                                                      keys :: nquic_keys:key_map(),
                                                      app_send_keys :: map() | undefined,
                                                      app_recv_keys :: map() | undefined,
                                                      crypto_buffer ::
                                                          #{nquic_packet:space() =>
                                                                {non_neg_integer(), binary(), list()}},
                                                      cipher ::
                                                          aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                                      cipher_suites ::
                                                          [aes_128_gcm | aes_256_gcm | chacha20_poly1305] |
                                                          undefined,
                                                      key_phase :: boolean(),
                                                      key_update_pending :: boolean(),
                                                      client_app_secret :: binary() | undefined,
                                                      server_app_secret :: binary() | undefined,
                                                      old_read_keys ::
                                                          #{key := binary(), iv := binary()} | undefined,
                                                      zero_rtt_accepted :: boolean(),
                                                      replay_protection :: module() | undefined,
                                                      session_ticket :: map() | undefined,
                                                      resumption_secret :: binary() | undefined,
                                                      session_cache ::
                                                          atom() |
                                                          false |
                                                          {module, module()} |
                                                          undefined,
                                                      token_cache :: atom() | false | {module, module()},
                                                      alpn :: [binary()] | undefined,
                                                      hostname :: string() | binary() | undefined,
                                                      cert :: binary() | undefined,
                                                      cert_chain :: [binary()],
                                                      key :: any() | undefined,
                                                      verify :: verify_none | verify_peer,
                                                      cacerts :: [binary()],
                                                      peer_cert :: binary() | undefined,
                                                      static_key :: binary() | undefined},
                                     streams_state ::
                                         #conn_streams{streams ::
                                                           #{nquic:stream_id() =>
                                                                 #stream_state{stream_id ::
                                                                                   nquic:stream_id(),
                                                                               type :: bidi | uni,
                                                                               send_state ::
                                                                                   ready | send |
                                                                                   data_sent |
                                                                                   data_recvd |
                                                                                   reset_sent |
                                                                                   reset_recvd,
                                                                               send_offset ::
                                                                                   non_neg_integer(),
                                                                               send_max_data ::
                                                                                   non_neg_integer(),
                                                                               last_stream_data_blocked ::
                                                                                   non_neg_integer(),
                                                                               pending_send_data ::
                                                                                   [binary()],
                                                                               pending_send_size ::
                                                                                   non_neg_integer(),
                                                                               pending_send_fin ::
                                                                                   boolean(),
                                                                               recv_state ::
                                                                                   recv | size_known |
                                                                                   data_recvd |
                                                                                   reset_recvd |
                                                                                   data_read |
                                                                                   reset_read,
                                                                               recv_offset ::
                                                                                   non_neg_integer(),
                                                                               recv_max_offset ::
                                                                                   non_neg_integer(),
                                                                               recv_window ::
                                                                                   non_neg_integer(),
                                                                               recv_buffer ::
                                                                                   gb_trees:tree(non_neg_integer(),
                                                                                                 {binary(),
                                                                                                  boolean()}),
                                                                               app_buffer :: iodata(),
                                                                               app_buffer_size ::
                                                                                   non_neg_integer()}},
                                                       next_bidi_stream :: nquic:stream_id() | undefined,
                                                       next_uni_stream :: nquic:stream_id() | undefined,
                                                       peer_max_streams_bidi :: non_neg_integer(),
                                                       peer_max_streams_uni :: non_neg_integer(),
                                                       local_max_streams_bidi :: non_neg_integer(),
                                                       local_max_streams_uni :: non_neg_integer(),
                                                       last_sent_max_streams_bidi :: non_neg_integer(),
                                                       last_sent_max_streams_uni :: non_neg_integer(),
                                                       max_peer_bidi_stream_id ::
                                                           non_neg_integer() | undefined,
                                                       max_peer_uni_stream_id ::
                                                           non_neg_integer() | undefined,
                                                       opened_peer_bidi_count :: non_neg_integer(),
                                                       opened_peer_uni_count :: non_neg_integer(),
                                                       closed_peer_bidi_wm :: integer(),
                                                       closed_peer_uni_wm :: integer(),
                                                       closed_peer_streams ::
                                                           #{nquic:stream_id() => true},
                                                       recv_waiters ::
                                                           #{nquic:stream_id() => gen_statem:from()},
                                                       accept_stream_waiters ::
                                                           queue:queue(gen_statem:from()),
                                                       pending_streams :: queue:queue(nquic:stream_id()),
                                                       blocked_streams :: #{nquic:stream_id() => true},
                                                       pending_send_streams ::
                                                           #{nquic:stream_id() => true},
                                                       send_buffer_high_water :: pos_integer(),
                                                       send_timeout :: timeout(),
                                                       send_waiters ::
                                                           queue:queue(nquic_conn_send_waiters:t())},
                                     flow ::
                                         #conn_flow{local_max_data :: non_neg_integer(),
                                                    remote_max_data :: non_neg_integer(),
                                                    data_sent :: non_neg_integer(),
                                                    data_received :: non_neg_integer(),
                                                    last_data_blocked :: non_neg_integer(),
                                                    pending_initial_frames :: [nquic_frame:t()],
                                                    pending_handshake_frames :: [nquic_frame:t()],
                                                    pending_app_frames :: [nquic_frame:t()],
                                                    pending_app_pre_encoded ::
                                                        [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                                    queued_app_send_bytes :: non_neg_integer(),
                                                    cwnd_exempt :: boolean()},
                                     path ::
                                         #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                                         peer_cids ::
                                                             #{non_neg_integer() =>
                                                                   #{cid := nquic:connection_id(),
                                                                     token := binary()}},
                                                         local_cids ::
                                                             #{non_neg_integer() =>
                                                                   nquic:connection_id()},
                                                         local_cid_seq :: non_neg_integer(),
                                                         peer_retire_prior_to :: non_neg_integer(),
                                                         anti_amp_bytes_received :: non_neg_integer(),
                                                         anti_amp_bytes_sent :: non_neg_integer(),
                                                         address_validated :: boolean()}}) ->
                            nquic_metrics:slot().


      


Pick the conns_closed_* counter for Reason.
Prefers an explicit close_kind set by the draining entry points; falls
back to inspecting the gen_statem terminate reason. idle_timeout is
preferred over protocol_error even when both apply because the operator
view of an idle close is more useful than the generic transport error.

  



  
    
      
    
    
      handshake_started(Data)



        
          
        

    

  


  

      

          -spec handshake_started(#conn_state{role :: client | server,
                                    scid :: nquic:connection_id(),
                                    dcid :: nquic:connection_id(),
                                    odcid :: nquic:connection_id() | undefined,
                                    retry_scid :: nquic:connection_id() | undefined,
                                    retry_token :: binary(),
                                    version :: non_neg_integer(),
                                    version_preference :: [non_neg_integer()],
                                    socket :: nquic_socket:t() | undefined,
                                    peer :: nquic_socket:sockaddr() | undefined,
                                    select_info :: nquic_socket:select_info() | undefined,
                                    pn_spaces :: #{nquic_packet:space() => map()},
                                    app_next_pn :: non_neg_integer(),
                                    app_largest_received :: integer(),
                                    app_largest_received_us :: integer() | undefined,
                                    loss_state :: nquic_loss:loss_state() | undefined,
                                    dispatch_table :: nquic_dispatch:t() | undefined,
                                    listener :: pid() | undefined,
                                    connect_waiters :: [gen_server:from()],
                                    local_params ::
                                        #transport_params{original_destination_connection_id ::
                                                              nquic:connection_id() | undefined,
                                                          max_idle_timeout :: non_neg_integer(),
                                                          stateless_reset_token :: binary() | undefined,
                                                          max_udp_payload_size :: pos_integer(),
                                                          initial_max_data :: non_neg_integer(),
                                                          initial_max_stream_data_bidi_local ::
                                                              non_neg_integer(),
                                                          initial_max_stream_data_bidi_remote ::
                                                              non_neg_integer(),
                                                          initial_max_stream_data_uni ::
                                                              non_neg_integer(),
                                                          initial_max_streams_bidi :: non_neg_integer(),
                                                          initial_max_streams_uni :: non_neg_integer(),
                                                          ack_delay_exponent :: 0..20,
                                                          max_ack_delay :: non_neg_integer(),
                                                          disable_active_migration :: boolean(),
                                                          preferred_address ::
                                                              nquic_transport:preferred_address() |
                                                              undefined,
                                                          active_connection_id_limit ::
                                                              non_neg_integer(),
                                                          initial_source_connection_id ::
                                                              nquic:connection_id() | undefined,
                                                          retry_source_connection_id ::
                                                              nquic:connection_id() | undefined,
                                                          version_information ::
                                                              nquic_transport:version_information() |
                                                              undefined,
                                                          max_datagram_frame_size ::
                                                              non_neg_integer() | undefined},
                                    remote_params ::
                                        #transport_params{original_destination_connection_id ::
                                                              nquic:connection_id() | undefined,
                                                          max_idle_timeout :: non_neg_integer(),
                                                          stateless_reset_token :: binary() | undefined,
                                                          max_udp_payload_size :: pos_integer(),
                                                          initial_max_data :: non_neg_integer(),
                                                          initial_max_stream_data_bidi_local ::
                                                              non_neg_integer(),
                                                          initial_max_stream_data_bidi_remote ::
                                                              non_neg_integer(),
                                                          initial_max_stream_data_uni ::
                                                              non_neg_integer(),
                                                          initial_max_streams_bidi :: non_neg_integer(),
                                                          initial_max_streams_uni :: non_neg_integer(),
                                                          ack_delay_exponent :: 0..20,
                                                          max_ack_delay :: non_neg_integer(),
                                                          disable_active_migration :: boolean(),
                                                          preferred_address ::
                                                              nquic_transport:preferred_address() |
                                                              undefined,
                                                          active_connection_id_limit ::
                                                              non_neg_integer(),
                                                          initial_source_connection_id ::
                                                              nquic:connection_id() | undefined,
                                                          retry_source_connection_id ::
                                                              nquic:connection_id() | undefined,
                                                          version_information ::
                                                              nquic_transport:version_information() |
                                                              undefined,
                                                          max_datagram_frame_size ::
                                                              non_neg_integer() | undefined} |
                                        undefined,
                                    server_packet_processed :: boolean(),
                                    owner :: pid() | undefined,
                                    owner_mon :: reference() | undefined,
                                    deferred_flush_pending :: boolean(),
                                    pending_ack_count :: non_neg_integer(),
                                    ack_immediate :: boolean(),
                                    last_idle_ms :: non_neg_integer() | infinity | undefined,
                                    last_pto_ms ::
                                        nquic_protocol_timer:loss_detection_timer() | undefined,
                                    recv_ecn :: nquic_socket:ecn_mark(),
                                    pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                    gso_size :: undefined | pos_integer(),
                                    max_payload_size :: pos_integer(),
                                    server_per_conn_fd :: boolean(),
                                    proactive_cids :: boolean(),
                                    socket_connected :: boolean(),
                                    self_migration_pending :: boolean(),
                                    metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                    spin_enabled :: boolean(),
                                    peer_spin :: 0..1,
                                    new_token_enabled :: boolean(),
                                    new_token_lifetime :: pos_integer(),
                                    qlog :: undefined | nquic_qlog:qlog_state(),
                                    close_kind ::
                                        undefined | local | peer | idle_timeout | protocol_error,
                                    crypto ::
                                        #conn_crypto{tls_state :: term(),
                                                     keys :: nquic_keys:key_map(),
                                                     app_send_keys :: map() | undefined,
                                                     app_recv_keys :: map() | undefined,
                                                     crypto_buffer ::
                                                         #{nquic_packet:space() =>
                                                               {non_neg_integer(), binary(), list()}},
                                                     cipher ::
                                                         aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                                     cipher_suites ::
                                                         [aes_128_gcm | aes_256_gcm | chacha20_poly1305] |
                                                         undefined,
                                                     key_phase :: boolean(),
                                                     key_update_pending :: boolean(),
                                                     client_app_secret :: binary() | undefined,
                                                     server_app_secret :: binary() | undefined,
                                                     old_read_keys ::
                                                         #{key := binary(), iv := binary()} | undefined,
                                                     zero_rtt_accepted :: boolean(),
                                                     replay_protection :: module() | undefined,
                                                     session_ticket :: map() | undefined,
                                                     resumption_secret :: binary() | undefined,
                                                     session_cache ::
                                                         atom() | false | {module, module()} | undefined,
                                                     token_cache :: atom() | false | {module, module()},
                                                     alpn :: [binary()] | undefined,
                                                     hostname :: string() | binary() | undefined,
                                                     cert :: binary() | undefined,
                                                     cert_chain :: [binary()],
                                                     key :: any() | undefined,
                                                     verify :: verify_none | verify_peer,
                                                     cacerts :: [binary()],
                                                     peer_cert :: binary() | undefined,
                                                     static_key :: binary() | undefined},
                                    streams_state ::
                                        #conn_streams{streams ::
                                                          #{nquic:stream_id() =>
                                                                #stream_state{stream_id ::
                                                                                  nquic:stream_id(),
                                                                              type :: bidi | uni,
                                                                              send_state ::
                                                                                  ready | send |
                                                                                  data_sent |
                                                                                  data_recvd |
                                                                                  reset_sent |
                                                                                  reset_recvd,
                                                                              send_offset ::
                                                                                  non_neg_integer(),
                                                                              send_max_data ::
                                                                                  non_neg_integer(),
                                                                              last_stream_data_blocked ::
                                                                                  non_neg_integer(),
                                                                              pending_send_data ::
                                                                                  [binary()],
                                                                              pending_send_size ::
                                                                                  non_neg_integer(),
                                                                              pending_send_fin ::
                                                                                  boolean(),
                                                                              recv_state ::
                                                                                  recv | size_known |
                                                                                  data_recvd |
                                                                                  reset_recvd |
                                                                                  data_read | reset_read,
                                                                              recv_offset ::
                                                                                  non_neg_integer(),
                                                                              recv_max_offset ::
                                                                                  non_neg_integer(),
                                                                              recv_window ::
                                                                                  non_neg_integer(),
                                                                              recv_buffer ::
                                                                                  gb_trees:tree(non_neg_integer(),
                                                                                                {binary(),
                                                                                                 boolean()}),
                                                                              app_buffer :: iodata(),
                                                                              app_buffer_size ::
                                                                                  non_neg_integer()}},
                                                      next_bidi_stream :: nquic:stream_id() | undefined,
                                                      next_uni_stream :: nquic:stream_id() | undefined,
                                                      peer_max_streams_bidi :: non_neg_integer(),
                                                      peer_max_streams_uni :: non_neg_integer(),
                                                      local_max_streams_bidi :: non_neg_integer(),
                                                      local_max_streams_uni :: non_neg_integer(),
                                                      last_sent_max_streams_bidi :: non_neg_integer(),
                                                      last_sent_max_streams_uni :: non_neg_integer(),
                                                      max_peer_bidi_stream_id ::
                                                          non_neg_integer() | undefined,
                                                      max_peer_uni_stream_id ::
                                                          non_neg_integer() | undefined,
                                                      opened_peer_bidi_count :: non_neg_integer(),
                                                      opened_peer_uni_count :: non_neg_integer(),
                                                      closed_peer_bidi_wm :: integer(),
                                                      closed_peer_uni_wm :: integer(),
                                                      closed_peer_streams ::
                                                          #{nquic:stream_id() => true},
                                                      recv_waiters ::
                                                          #{nquic:stream_id() => gen_statem:from()},
                                                      accept_stream_waiters ::
                                                          queue:queue(gen_statem:from()),
                                                      pending_streams :: queue:queue(nquic:stream_id()),
                                                      blocked_streams :: #{nquic:stream_id() => true},
                                                      pending_send_streams ::
                                                          #{nquic:stream_id() => true},
                                                      send_buffer_high_water :: pos_integer(),
                                                      send_timeout :: timeout(),
                                                      send_waiters ::
                                                          queue:queue(nquic_conn_send_waiters:t())},
                                    flow ::
                                        #conn_flow{local_max_data :: non_neg_integer(),
                                                   remote_max_data :: non_neg_integer(),
                                                   data_sent :: non_neg_integer(),
                                                   data_received :: non_neg_integer(),
                                                   last_data_blocked :: non_neg_integer(),
                                                   pending_initial_frames :: [nquic_frame:t()],
                                                   pending_handshake_frames :: [nquic_frame:t()],
                                                   pending_app_frames :: [nquic_frame:t()],
                                                   pending_app_pre_encoded ::
                                                       [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                                   queued_app_send_bytes :: non_neg_integer(),
                                                   cwnd_exempt :: boolean()},
                                    path ::
                                        #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                                        peer_cids ::
                                                            #{non_neg_integer() =>
                                                                  #{cid := nquic:connection_id(),
                                                                    token := binary()}},
                                                        local_cids ::
                                                            #{non_neg_integer() => nquic:connection_id()},
                                                        local_cid_seq :: non_neg_integer(),
                                                        peer_retire_prior_to :: non_neg_integer(),
                                                        anti_amp_bytes_received :: non_neg_integer(),
                                                        anti_amp_bytes_sent :: non_neg_integer(),
                                                        address_validated :: boolean()}}) ->
                           ok.


      


Bump the listener-wide handshakes_inflight counter on conn-statem
init. Pair with on_terminate/2 or listener_established/1 which
decrement.

  



  
    
      
    
    
      listener_established/1



        
          
        

    

  


  

      

          -spec listener_established(#conn_state{role :: client | server,
                                       scid :: nquic:connection_id(),
                                       dcid :: nquic:connection_id(),
                                       odcid :: nquic:connection_id() | undefined,
                                       retry_scid :: nquic:connection_id() | undefined,
                                       retry_token :: binary(),
                                       version :: non_neg_integer(),
                                       version_preference :: [non_neg_integer()],
                                       socket :: nquic_socket:t() | undefined,
                                       peer :: nquic_socket:sockaddr() | undefined,
                                       select_info :: nquic_socket:select_info() | undefined,
                                       pn_spaces :: #{nquic_packet:space() => map()},
                                       app_next_pn :: non_neg_integer(),
                                       app_largest_received :: integer(),
                                       app_largest_received_us :: integer() | undefined,
                                       loss_state :: nquic_loss:loss_state() | undefined,
                                       dispatch_table :: nquic_dispatch:t() | undefined,
                                       listener :: pid() | undefined,
                                       connect_waiters :: [gen_server:from()],
                                       local_params ::
                                           #transport_params{original_destination_connection_id ::
                                                                 nquic:connection_id() | undefined,
                                                             max_idle_timeout :: non_neg_integer(),
                                                             stateless_reset_token ::
                                                                 binary() | undefined,
                                                             max_udp_payload_size :: pos_integer(),
                                                             initial_max_data :: non_neg_integer(),
                                                             initial_max_stream_data_bidi_local ::
                                                                 non_neg_integer(),
                                                             initial_max_stream_data_bidi_remote ::
                                                                 non_neg_integer(),
                                                             initial_max_stream_data_uni ::
                                                                 non_neg_integer(),
                                                             initial_max_streams_bidi ::
                                                                 non_neg_integer(),
                                                             initial_max_streams_uni ::
                                                                 non_neg_integer(),
                                                             ack_delay_exponent :: 0..20,
                                                             max_ack_delay :: non_neg_integer(),
                                                             disable_active_migration :: boolean(),
                                                             preferred_address ::
                                                                 nquic_transport:preferred_address() |
                                                                 undefined,
                                                             active_connection_id_limit ::
                                                                 non_neg_integer(),
                                                             initial_source_connection_id ::
                                                                 nquic:connection_id() | undefined,
                                                             retry_source_connection_id ::
                                                                 nquic:connection_id() | undefined,
                                                             version_information ::
                                                                 nquic_transport:version_information() |
                                                                 undefined,
                                                             max_datagram_frame_size ::
                                                                 non_neg_integer() | undefined},
                                       remote_params ::
                                           #transport_params{original_destination_connection_id ::
                                                                 nquic:connection_id() | undefined,
                                                             max_idle_timeout :: non_neg_integer(),
                                                             stateless_reset_token ::
                                                                 binary() | undefined,
                                                             max_udp_payload_size :: pos_integer(),
                                                             initial_max_data :: non_neg_integer(),
                                                             initial_max_stream_data_bidi_local ::
                                                                 non_neg_integer(),
                                                             initial_max_stream_data_bidi_remote ::
                                                                 non_neg_integer(),
                                                             initial_max_stream_data_uni ::
                                                                 non_neg_integer(),
                                                             initial_max_streams_bidi ::
                                                                 non_neg_integer(),
                                                             initial_max_streams_uni ::
                                                                 non_neg_integer(),
                                                             ack_delay_exponent :: 0..20,
                                                             max_ack_delay :: non_neg_integer(),
                                                             disable_active_migration :: boolean(),
                                                             preferred_address ::
                                                                 nquic_transport:preferred_address() |
                                                                 undefined,
                                                             active_connection_id_limit ::
                                                                 non_neg_integer(),
                                                             initial_source_connection_id ::
                                                                 nquic:connection_id() | undefined,
                                                             retry_source_connection_id ::
                                                                 nquic:connection_id() | undefined,
                                                             version_information ::
                                                                 nquic_transport:version_information() |
                                                                 undefined,
                                                             max_datagram_frame_size ::
                                                                 non_neg_integer() | undefined} |
                                           undefined,
                                       server_packet_processed :: boolean(),
                                       owner :: pid() | undefined,
                                       owner_mon :: reference() | undefined,
                                       deferred_flush_pending :: boolean(),
                                       pending_ack_count :: non_neg_integer(),
                                       ack_immediate :: boolean(),
                                       last_idle_ms :: non_neg_integer() | infinity | undefined,
                                       last_pto_ms ::
                                           nquic_protocol_timer:loss_detection_timer() | undefined,
                                       recv_ecn :: nquic_socket:ecn_mark(),
                                       pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                       gso_size :: undefined | pos_integer(),
                                       max_payload_size :: pos_integer(),
                                       server_per_conn_fd :: boolean(),
                                       proactive_cids :: boolean(),
                                       socket_connected :: boolean(),
                                       self_migration_pending :: boolean(),
                                       metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                       spin_enabled :: boolean(),
                                       peer_spin :: 0..1,
                                       new_token_enabled :: boolean(),
                                       new_token_lifetime :: pos_integer(),
                                       qlog :: undefined | nquic_qlog:qlog_state(),
                                       close_kind ::
                                           undefined | local | peer | idle_timeout | protocol_error,
                                       crypto ::
                                           #conn_crypto{tls_state :: term(),
                                                        keys :: nquic_keys:key_map(),
                                                        app_send_keys :: map() | undefined,
                                                        app_recv_keys :: map() | undefined,
                                                        crypto_buffer ::
                                                            #{nquic_packet:space() =>
                                                                  {non_neg_integer(), binary(), list()}},
                                                        cipher ::
                                                            aes_128_gcm | aes_256_gcm |
                                                            chacha20_poly1305,
                                                        cipher_suites ::
                                                            [aes_128_gcm | aes_256_gcm |
                                                             chacha20_poly1305] |
                                                            undefined,
                                                        key_phase :: boolean(),
                                                        key_update_pending :: boolean(),
                                                        client_app_secret :: binary() | undefined,
                                                        server_app_secret :: binary() | undefined,
                                                        old_read_keys ::
                                                            #{key := binary(), iv := binary()} |
                                                            undefined,
                                                        zero_rtt_accepted :: boolean(),
                                                        replay_protection :: module() | undefined,
                                                        session_ticket :: map() | undefined,
                                                        resumption_secret :: binary() | undefined,
                                                        session_cache ::
                                                            atom() |
                                                            false |
                                                            {module, module()} |
                                                            undefined,
                                                        token_cache ::
                                                            atom() | false | {module, module()},
                                                        alpn :: [binary()] | undefined,
                                                        hostname :: string() | binary() | undefined,
                                                        cert :: binary() | undefined,
                                                        cert_chain :: [binary()],
                                                        key :: any() | undefined,
                                                        verify :: verify_none | verify_peer,
                                                        cacerts :: [binary()],
                                                        peer_cert :: binary() | undefined,
                                                        static_key :: binary() | undefined},
                                       streams_state ::
                                           #conn_streams{streams ::
                                                             #{nquic:stream_id() =>
                                                                   #stream_state{stream_id ::
                                                                                     nquic:stream_id(),
                                                                                 type :: bidi | uni,
                                                                                 send_state ::
                                                                                     ready | send |
                                                                                     data_sent |
                                                                                     data_recvd |
                                                                                     reset_sent |
                                                                                     reset_recvd,
                                                                                 send_offset ::
                                                                                     non_neg_integer(),
                                                                                 send_max_data ::
                                                                                     non_neg_integer(),
                                                                                 last_stream_data_blocked ::
                                                                                     non_neg_integer(),
                                                                                 pending_send_data ::
                                                                                     [binary()],
                                                                                 pending_send_size ::
                                                                                     non_neg_integer(),
                                                                                 pending_send_fin ::
                                                                                     boolean(),
                                                                                 recv_state ::
                                                                                     recv | size_known |
                                                                                     data_recvd |
                                                                                     reset_recvd |
                                                                                     data_read |
                                                                                     reset_read,
                                                                                 recv_offset ::
                                                                                     non_neg_integer(),
                                                                                 recv_max_offset ::
                                                                                     non_neg_integer(),
                                                                                 recv_window ::
                                                                                     non_neg_integer(),
                                                                                 recv_buffer ::
                                                                                     gb_trees:tree(non_neg_integer(),
                                                                                                   {binary(),
                                                                                                    boolean()}),
                                                                                 app_buffer :: iodata(),
                                                                                 app_buffer_size ::
                                                                                     non_neg_integer()}},
                                                         next_bidi_stream ::
                                                             nquic:stream_id() | undefined,
                                                         next_uni_stream ::
                                                             nquic:stream_id() | undefined,
                                                         peer_max_streams_bidi :: non_neg_integer(),
                                                         peer_max_streams_uni :: non_neg_integer(),
                                                         local_max_streams_bidi :: non_neg_integer(),
                                                         local_max_streams_uni :: non_neg_integer(),
                                                         last_sent_max_streams_bidi :: non_neg_integer(),
                                                         last_sent_max_streams_uni :: non_neg_integer(),
                                                         max_peer_bidi_stream_id ::
                                                             non_neg_integer() | undefined,
                                                         max_peer_uni_stream_id ::
                                                             non_neg_integer() | undefined,
                                                         opened_peer_bidi_count :: non_neg_integer(),
                                                         opened_peer_uni_count :: non_neg_integer(),
                                                         closed_peer_bidi_wm :: integer(),
                                                         closed_peer_uni_wm :: integer(),
                                                         closed_peer_streams ::
                                                             #{nquic:stream_id() => true},
                                                         recv_waiters ::
                                                             #{nquic:stream_id() => gen_statem:from()},
                                                         accept_stream_waiters ::
                                                             queue:queue(gen_statem:from()),
                                                         pending_streams ::
                                                             queue:queue(nquic:stream_id()),
                                                         blocked_streams :: #{nquic:stream_id() => true},
                                                         pending_send_streams ::
                                                             #{nquic:stream_id() => true},
                                                         send_buffer_high_water :: pos_integer(),
                                                         send_timeout :: timeout(),
                                                         send_waiters ::
                                                             queue:queue(nquic_conn_send_waiters:t())},
                                       flow ::
                                           #conn_flow{local_max_data :: non_neg_integer(),
                                                      remote_max_data :: non_neg_integer(),
                                                      data_sent :: non_neg_integer(),
                                                      data_received :: non_neg_integer(),
                                                      last_data_blocked :: non_neg_integer(),
                                                      pending_initial_frames :: [nquic_frame:t()],
                                                      pending_handshake_frames :: [nquic_frame:t()],
                                                      pending_app_frames :: [nquic_frame:t()],
                                                      pending_app_pre_encoded ::
                                                          [{non_neg_integer(),
                                                            iodata(),
                                                            nquic_frame:t()}],
                                                      queued_app_send_bytes :: non_neg_integer(),
                                                      cwnd_exempt :: boolean()},
                                       path ::
                                           #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                                           peer_cids ::
                                                               #{non_neg_integer() =>
                                                                     #{cid := nquic:connection_id(),
                                                                       token := binary()}},
                                                           local_cids ::
                                                               #{non_neg_integer() =>
                                                                     nquic:connection_id()},
                                                           local_cid_seq :: non_neg_integer(),
                                                           peer_retire_prior_to :: non_neg_integer(),
                                                           anti_amp_bytes_received :: non_neg_integer(),
                                                           anti_amp_bytes_sent :: non_neg_integer(),
                                                           address_validated :: boolean()}}) ->
                              #conn_state{role :: client | server,
                                          scid :: nquic:connection_id(),
                                          dcid :: nquic:connection_id(),
                                          odcid :: nquic:connection_id() | undefined,
                                          retry_scid :: nquic:connection_id() | undefined,
                                          retry_token :: binary(),
                                          version :: non_neg_integer(),
                                          version_preference :: [non_neg_integer()],
                                          socket :: nquic_socket:t() | undefined,
                                          peer :: nquic_socket:sockaddr() | undefined,
                                          select_info :: nquic_socket:select_info() | undefined,
                                          pn_spaces :: #{nquic_packet:space() => map()},
                                          app_next_pn :: non_neg_integer(),
                                          app_largest_received :: integer(),
                                          app_largest_received_us :: integer() | undefined,
                                          loss_state :: nquic_loss:loss_state() | undefined,
                                          dispatch_table :: nquic_dispatch:t() | undefined,
                                          listener :: pid() | undefined,
                                          connect_waiters :: [gen_server:from()],
                                          local_params ::
                                              #transport_params{original_destination_connection_id ::
                                                                    nquic:connection_id() | undefined,
                                                                max_idle_timeout :: non_neg_integer(),
                                                                stateless_reset_token ::
                                                                    binary() | undefined,
                                                                max_udp_payload_size :: pos_integer(),
                                                                initial_max_data :: non_neg_integer(),
                                                                initial_max_stream_data_bidi_local ::
                                                                    non_neg_integer(),
                                                                initial_max_stream_data_bidi_remote ::
                                                                    non_neg_integer(),
                                                                initial_max_stream_data_uni ::
                                                                    non_neg_integer(),
                                                                initial_max_streams_bidi ::
                                                                    non_neg_integer(),
                                                                initial_max_streams_uni ::
                                                                    non_neg_integer(),
                                                                ack_delay_exponent :: 0..20,
                                                                max_ack_delay :: non_neg_integer(),
                                                                disable_active_migration :: boolean(),
                                                                preferred_address ::
                                                                    nquic_transport:preferred_address() |
                                                                    undefined,
                                                                active_connection_id_limit ::
                                                                    non_neg_integer(),
                                                                initial_source_connection_id ::
                                                                    nquic:connection_id() | undefined,
                                                                retry_source_connection_id ::
                                                                    nquic:connection_id() | undefined,
                                                                version_information ::
                                                                    nquic_transport:version_information() |
                                                                    undefined,
                                                                max_datagram_frame_size ::
                                                                    non_neg_integer() | undefined},
                                          remote_params ::
                                              #transport_params{original_destination_connection_id ::
                                                                    nquic:connection_id() | undefined,
                                                                max_idle_timeout :: non_neg_integer(),
                                                                stateless_reset_token ::
                                                                    binary() | undefined,
                                                                max_udp_payload_size :: pos_integer(),
                                                                initial_max_data :: non_neg_integer(),
                                                                initial_max_stream_data_bidi_local ::
                                                                    non_neg_integer(),
                                                                initial_max_stream_data_bidi_remote ::
                                                                    non_neg_integer(),
                                                                initial_max_stream_data_uni ::
                                                                    non_neg_integer(),
                                                                initial_max_streams_bidi ::
                                                                    non_neg_integer(),
                                                                initial_max_streams_uni ::
                                                                    non_neg_integer(),
                                                                ack_delay_exponent :: 0..20,
                                                                max_ack_delay :: non_neg_integer(),
                                                                disable_active_migration :: boolean(),
                                                                preferred_address ::
                                                                    nquic_transport:preferred_address() |
                                                                    undefined,
                                                                active_connection_id_limit ::
                                                                    non_neg_integer(),
                                                                initial_source_connection_id ::
                                                                    nquic:connection_id() | undefined,
                                                                retry_source_connection_id ::
                                                                    nquic:connection_id() | undefined,
                                                                version_information ::
                                                                    nquic_transport:version_information() |
                                                                    undefined,
                                                                max_datagram_frame_size ::
                                                                    non_neg_integer() | undefined} |
                                              undefined,
                                          server_packet_processed :: boolean(),
                                          owner :: pid() | undefined,
                                          owner_mon :: reference() | undefined,
                                          deferred_flush_pending :: boolean(),
                                          pending_ack_count :: non_neg_integer(),
                                          ack_immediate :: boolean(),
                                          last_idle_ms :: non_neg_integer() | infinity | undefined,
                                          last_pto_ms ::
                                              nquic_protocol_timer:loss_detection_timer() | undefined,
                                          recv_ecn :: nquic_socket:ecn_mark(),
                                          pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                          gso_size :: undefined | pos_integer(),
                                          max_payload_size :: pos_integer(),
                                          server_per_conn_fd :: boolean(),
                                          proactive_cids :: boolean(),
                                          socket_connected :: boolean(),
                                          self_migration_pending :: boolean(),
                                          metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                          spin_enabled :: boolean(),
                                          peer_spin :: 0..1,
                                          new_token_enabled :: boolean(),
                                          new_token_lifetime :: pos_integer(),
                                          qlog :: undefined | nquic_qlog:qlog_state(),
                                          close_kind ::
                                              undefined | local | peer | idle_timeout | protocol_error,
                                          crypto ::
                                              #conn_crypto{tls_state :: term(),
                                                           keys :: nquic_keys:key_map(),
                                                           app_send_keys :: map() | undefined,
                                                           app_recv_keys :: map() | undefined,
                                                           crypto_buffer ::
                                                               #{nquic_packet:space() =>
                                                                     {non_neg_integer(),
                                                                      binary(),
                                                                      list()}},
                                                           cipher ::
                                                               aes_128_gcm | aes_256_gcm |
                                                               chacha20_poly1305,
                                                           cipher_suites ::
                                                               [aes_128_gcm | aes_256_gcm |
                                                                chacha20_poly1305] |
                                                               undefined,
                                                           key_phase :: boolean(),
                                                           key_update_pending :: boolean(),
                                                           client_app_secret :: binary() | undefined,
                                                           server_app_secret :: binary() | undefined,
                                                           old_read_keys ::
                                                               #{key := binary(), iv := binary()} |
                                                               undefined,
                                                           zero_rtt_accepted :: boolean(),
                                                           replay_protection :: module() | undefined,
                                                           session_ticket :: map() | undefined,
                                                           resumption_secret :: binary() | undefined,
                                                           session_cache ::
                                                               atom() |
                                                               false |
                                                               {module, module()} |
                                                               undefined,
                                                           token_cache ::
                                                               atom() | false | {module, module()},
                                                           alpn :: [binary()] | undefined,
                                                           hostname :: string() | binary() | undefined,
                                                           cert :: binary() | undefined,
                                                           cert_chain :: [binary()],
                                                           key :: any() | undefined,
                                                           verify :: verify_none | verify_peer,
                                                           cacerts :: [binary()],
                                                           peer_cert :: binary() | undefined,
                                                           static_key :: binary() | undefined},
                                          streams_state ::
                                              #conn_streams{streams ::
                                                                #{nquic:stream_id() =>
                                                                      #stream_state{stream_id ::
                                                                                        nquic:stream_id(),
                                                                                    type :: bidi | uni,
                                                                                    send_state ::
                                                                                        ready | send |
                                                                                        data_sent |
                                                                                        data_recvd |
                                                                                        reset_sent |
                                                                                        reset_recvd,
                                                                                    send_offset ::
                                                                                        non_neg_integer(),
                                                                                    send_max_data ::
                                                                                        non_neg_integer(),
                                                                                    last_stream_data_blocked ::
                                                                                        non_neg_integer(),
                                                                                    pending_send_data ::
                                                                                        [binary()],
                                                                                    pending_send_size ::
                                                                                        non_neg_integer(),
                                                                                    pending_send_fin ::
                                                                                        boolean(),
                                                                                    recv_state ::
                                                                                        recv |
                                                                                        size_known |
                                                                                        data_recvd |
                                                                                        reset_recvd |
                                                                                        data_read |
                                                                                        reset_read,
                                                                                    recv_offset ::
                                                                                        non_neg_integer(),
                                                                                    recv_max_offset ::
                                                                                        non_neg_integer(),
                                                                                    recv_window ::
                                                                                        non_neg_integer(),
                                                                                    recv_buffer ::
                                                                                        gb_trees:tree(non_neg_integer(),
                                                                                                      {binary(),
                                                                                                       boolean()}),
                                                                                    app_buffer ::
                                                                                        iodata(),
                                                                                    app_buffer_size ::
                                                                                        non_neg_integer()}},
                                                            next_bidi_stream ::
                                                                nquic:stream_id() | undefined,
                                                            next_uni_stream ::
                                                                nquic:stream_id() | undefined,
                                                            peer_max_streams_bidi :: non_neg_integer(),
                                                            peer_max_streams_uni :: non_neg_integer(),
                                                            local_max_streams_bidi :: non_neg_integer(),
                                                            local_max_streams_uni :: non_neg_integer(),
                                                            last_sent_max_streams_bidi ::
                                                                non_neg_integer(),
                                                            last_sent_max_streams_uni ::
                                                                non_neg_integer(),
                                                            max_peer_bidi_stream_id ::
                                                                non_neg_integer() | undefined,
                                                            max_peer_uni_stream_id ::
                                                                non_neg_integer() | undefined,
                                                            opened_peer_bidi_count :: non_neg_integer(),
                                                            opened_peer_uni_count :: non_neg_integer(),
                                                            closed_peer_bidi_wm :: integer(),
                                                            closed_peer_uni_wm :: integer(),
                                                            closed_peer_streams ::
                                                                #{nquic:stream_id() => true},
                                                            recv_waiters ::
                                                                #{nquic:stream_id() => gen_statem:from()},
                                                            accept_stream_waiters ::
                                                                queue:queue(gen_statem:from()),
                                                            pending_streams ::
                                                                queue:queue(nquic:stream_id()),
                                                            blocked_streams ::
                                                                #{nquic:stream_id() => true},
                                                            pending_send_streams ::
                                                                #{nquic:stream_id() => true},
                                                            send_buffer_high_water :: pos_integer(),
                                                            send_timeout :: timeout(),
                                                            send_waiters ::
                                                                queue:queue(nquic_conn_send_waiters:t())},
                                          flow ::
                                              #conn_flow{local_max_data :: non_neg_integer(),
                                                         remote_max_data :: non_neg_integer(),
                                                         data_sent :: non_neg_integer(),
                                                         data_received :: non_neg_integer(),
                                                         last_data_blocked :: non_neg_integer(),
                                                         pending_initial_frames :: [nquic_frame:t()],
                                                         pending_handshake_frames :: [nquic_frame:t()],
                                                         pending_app_frames :: [nquic_frame:t()],
                                                         pending_app_pre_encoded ::
                                                             [{non_neg_integer(),
                                                               iodata(),
                                                               nquic_frame:t()}],
                                                         queued_app_send_bytes :: non_neg_integer(),
                                                         cwnd_exempt :: boolean()},
                                          path ::
                                              #conn_path_mgmt{path_state ::
                                                                  nquic_path:state() | undefined,
                                                              peer_cids ::
                                                                  #{non_neg_integer() =>
                                                                        #{cid := nquic:connection_id(),
                                                                          token := binary()}},
                                                              local_cids ::
                                                                  #{non_neg_integer() =>
                                                                        nquic:connection_id()},
                                                              local_cid_seq :: non_neg_integer(),
                                                              peer_retire_prior_to :: non_neg_integer(),
                                                              anti_amp_bytes_received ::
                                                                  non_neg_integer(),
                                                              anti_amp_bytes_sent :: non_neg_integer(),
                                                              address_validated :: boolean()}}.


      


Insert the info-table row and prime metrics_counters.
Called from
nquic_conn_events:deliver_protocol_event(listener_established, _) on
the server side after the handshake completes. Decrements
handshakes_inflight as the same call site since the handshake is done.
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          -spec mark_close(#conn_state{role :: client | server,
                             scid :: nquic:connection_id(),
                             dcid :: nquic:connection_id(),
                             odcid :: nquic:connection_id() | undefined,
                             retry_scid :: nquic:connection_id() | undefined,
                             retry_token :: binary(),
                             version :: non_neg_integer(),
                             version_preference :: [non_neg_integer()],
                             socket :: nquic_socket:t() | undefined,
                             peer :: nquic_socket:sockaddr() | undefined,
                             select_info :: nquic_socket:select_info() | undefined,
                             pn_spaces :: #{nquic_packet:space() => map()},
                             app_next_pn :: non_neg_integer(),
                             app_largest_received :: integer(),
                             app_largest_received_us :: integer() | undefined,
                             loss_state :: nquic_loss:loss_state() | undefined,
                             dispatch_table :: nquic_dispatch:t() | undefined,
                             listener :: pid() | undefined,
                             connect_waiters :: [gen_server:from()],
                             local_params ::
                                 #transport_params{original_destination_connection_id ::
                                                       nquic:connection_id() | undefined,
                                                   max_idle_timeout :: non_neg_integer(),
                                                   stateless_reset_token :: binary() | undefined,
                                                   max_udp_payload_size :: pos_integer(),
                                                   initial_max_data :: non_neg_integer(),
                                                   initial_max_stream_data_bidi_local ::
                                                       non_neg_integer(),
                                                   initial_max_stream_data_bidi_remote ::
                                                       non_neg_integer(),
                                                   initial_max_stream_data_uni :: non_neg_integer(),
                                                   initial_max_streams_bidi :: non_neg_integer(),
                                                   initial_max_streams_uni :: non_neg_integer(),
                                                   ack_delay_exponent :: 0..20,
                                                   max_ack_delay :: non_neg_integer(),
                                                   disable_active_migration :: boolean(),
                                                   preferred_address ::
                                                       nquic_transport:preferred_address() | undefined,
                                                   active_connection_id_limit :: non_neg_integer(),
                                                   initial_source_connection_id ::
                                                       nquic:connection_id() | undefined,
                                                   retry_source_connection_id ::
                                                       nquic:connection_id() | undefined,
                                                   version_information ::
                                                       nquic_transport:version_information() | undefined,
                                                   max_datagram_frame_size ::
                                                       non_neg_integer() | undefined},
                             remote_params ::
                                 #transport_params{original_destination_connection_id ::
                                                       nquic:connection_id() | undefined,
                                                   max_idle_timeout :: non_neg_integer(),
                                                   stateless_reset_token :: binary() | undefined,
                                                   max_udp_payload_size :: pos_integer(),
                                                   initial_max_data :: non_neg_integer(),
                                                   initial_max_stream_data_bidi_local ::
                                                       non_neg_integer(),
                                                   initial_max_stream_data_bidi_remote ::
                                                       non_neg_integer(),
                                                   initial_max_stream_data_uni :: non_neg_integer(),
                                                   initial_max_streams_bidi :: non_neg_integer(),
                                                   initial_max_streams_uni :: non_neg_integer(),
                                                   ack_delay_exponent :: 0..20,
                                                   max_ack_delay :: non_neg_integer(),
                                                   disable_active_migration :: boolean(),
                                                   preferred_address ::
                                                       nquic_transport:preferred_address() | undefined,
                                                   active_connection_id_limit :: non_neg_integer(),
                                                   initial_source_connection_id ::
                                                       nquic:connection_id() | undefined,
                                                   retry_source_connection_id ::
                                                       nquic:connection_id() | undefined,
                                                   version_information ::
                                                       nquic_transport:version_information() | undefined,
                                                   max_datagram_frame_size ::
                                                       non_neg_integer() | undefined} |
                                 undefined,
                             server_packet_processed :: boolean(),
                             owner :: pid() | undefined,
                             owner_mon :: reference() | undefined,
                             deferred_flush_pending :: boolean(),
                             pending_ack_count :: non_neg_integer(),
                             ack_immediate :: boolean(),
                             last_idle_ms :: non_neg_integer() | infinity | undefined,
                             last_pto_ms :: nquic_protocol_timer:loss_detection_timer() | undefined,
                             recv_ecn :: nquic_socket:ecn_mark(),
                             pmtud :: nquic_pmtud:pmtud_state() | undefined,
                             gso_size :: undefined | pos_integer(),
                             max_payload_size :: pos_integer(),
                             server_per_conn_fd :: boolean(),
                             proactive_cids :: boolean(),
                             socket_connected :: boolean(),
                             self_migration_pending :: boolean(),
                             metrics_counters :: nquic_metrics:conn_counters() | undefined,
                             spin_enabled :: boolean(),
                             peer_spin :: 0..1,
                             new_token_enabled :: boolean(),
                             new_token_lifetime :: pos_integer(),
                             qlog :: undefined | nquic_qlog:qlog_state(),
                             close_kind :: undefined | local | peer | idle_timeout | protocol_error,
                             crypto ::
                                 #conn_crypto{tls_state :: term(),
                                              keys :: nquic_keys:key_map(),
                                              app_send_keys :: map() | undefined,
                                              app_recv_keys :: map() | undefined,
                                              crypto_buffer ::
                                                  #{nquic_packet:space() =>
                                                        {non_neg_integer(), binary(), list()}},
                                              cipher :: aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                              cipher_suites ::
                                                  [aes_128_gcm | aes_256_gcm | chacha20_poly1305] |
                                                  undefined,
                                              key_phase :: boolean(),
                                              key_update_pending :: boolean(),
                                              client_app_secret :: binary() | undefined,
                                              server_app_secret :: binary() | undefined,
                                              old_read_keys ::
                                                  #{key := binary(), iv := binary()} | undefined,
                                              zero_rtt_accepted :: boolean(),
                                              replay_protection :: module() | undefined,
                                              session_ticket :: map() | undefined,
                                              resumption_secret :: binary() | undefined,
                                              session_cache ::
                                                  atom() | false | {module, module()} | undefined,
                                              token_cache :: atom() | false | {module, module()},
                                              alpn :: [binary()] | undefined,
                                              hostname :: string() | binary() | undefined,
                                              cert :: binary() | undefined,
                                              cert_chain :: [binary()],
                                              key :: any() | undefined,
                                              verify :: verify_none | verify_peer,
                                              cacerts :: [binary()],
                                              peer_cert :: binary() | undefined,
                                              static_key :: binary() | undefined},
                             streams_state ::
                                 #conn_streams{streams ::
                                                   #{nquic:stream_id() =>
                                                         #stream_state{stream_id :: nquic:stream_id(),
                                                                       type :: bidi | uni,
                                                                       send_state ::
                                                                           ready | send | data_sent |
                                                                           data_recvd | reset_sent |
                                                                           reset_recvd,
                                                                       send_offset :: non_neg_integer(),
                                                                       send_max_data ::
                                                                           non_neg_integer(),
                                                                       last_stream_data_blocked ::
                                                                           non_neg_integer(),
                                                                       pending_send_data :: [binary()],
                                                                       pending_send_size ::
                                                                           non_neg_integer(),
                                                                       pending_send_fin :: boolean(),
                                                                       recv_state ::
                                                                           recv | size_known |
                                                                           data_recvd | reset_recvd |
                                                                           data_read | reset_read,
                                                                       recv_offset :: non_neg_integer(),
                                                                       recv_max_offset ::
                                                                           non_neg_integer(),
                                                                       recv_window :: non_neg_integer(),
                                                                       recv_buffer ::
                                                                           gb_trees:tree(non_neg_integer(),
                                                                                         {binary(),
                                                                                          boolean()}),
                                                                       app_buffer :: iodata(),
                                                                       app_buffer_size ::
                                                                           non_neg_integer()}},
                                               next_bidi_stream :: nquic:stream_id() | undefined,
                                               next_uni_stream :: nquic:stream_id() | undefined,
                                               peer_max_streams_bidi :: non_neg_integer(),
                                               peer_max_streams_uni :: non_neg_integer(),
                                               local_max_streams_bidi :: non_neg_integer(),
                                               local_max_streams_uni :: non_neg_integer(),
                                               last_sent_max_streams_bidi :: non_neg_integer(),
                                               last_sent_max_streams_uni :: non_neg_integer(),
                                               max_peer_bidi_stream_id :: non_neg_integer() | undefined,
                                               max_peer_uni_stream_id :: non_neg_integer() | undefined,
                                               opened_peer_bidi_count :: non_neg_integer(),
                                               opened_peer_uni_count :: non_neg_integer(),
                                               closed_peer_bidi_wm :: integer(),
                                               closed_peer_uni_wm :: integer(),
                                               closed_peer_streams :: #{nquic:stream_id() => true},
                                               recv_waiters :: #{nquic:stream_id() => gen_statem:from()},
                                               accept_stream_waiters :: queue:queue(gen_statem:from()),
                                               pending_streams :: queue:queue(nquic:stream_id()),
                                               blocked_streams :: #{nquic:stream_id() => true},
                                               pending_send_streams :: #{nquic:stream_id() => true},
                                               send_buffer_high_water :: pos_integer(),
                                               send_timeout :: timeout(),
                                               send_waiters :: queue:queue(nquic_conn_send_waiters:t())},
                             flow ::
                                 #conn_flow{local_max_data :: non_neg_integer(),
                                            remote_max_data :: non_neg_integer(),
                                            data_sent :: non_neg_integer(),
                                            data_received :: non_neg_integer(),
                                            last_data_blocked :: non_neg_integer(),
                                            pending_initial_frames :: [nquic_frame:t()],
                                            pending_handshake_frames :: [nquic_frame:t()],
                                            pending_app_frames :: [nquic_frame:t()],
                                            pending_app_pre_encoded ::
                                                [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                            queued_app_send_bytes :: non_neg_integer(),
                                            cwnd_exempt :: boolean()},
                             path ::
                                 #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                                 peer_cids ::
                                                     #{non_neg_integer() =>
                                                           #{cid := nquic:connection_id(),
                                                             token := binary()}},
                                                 local_cids ::
                                                     #{non_neg_integer() => nquic:connection_id()},
                                                 local_cid_seq :: non_neg_integer(),
                                                 peer_retire_prior_to :: non_neg_integer(),
                                                 anti_amp_bytes_received :: non_neg_integer(),
                                                 anti_amp_bytes_sent :: non_neg_integer(),
                                                 address_validated :: boolean()}},
                 local | peer | idle_timeout | protocol_error) ->
                    #conn_state{role :: client | server,
                                scid :: nquic:connection_id(),
                                dcid :: nquic:connection_id(),
                                odcid :: nquic:connection_id() | undefined,
                                retry_scid :: nquic:connection_id() | undefined,
                                retry_token :: binary(),
                                version :: non_neg_integer(),
                                version_preference :: [non_neg_integer()],
                                socket :: nquic_socket:t() | undefined,
                                peer :: nquic_socket:sockaddr() | undefined,
                                select_info :: nquic_socket:select_info() | undefined,
                                pn_spaces :: #{nquic_packet:space() => map()},
                                app_next_pn :: non_neg_integer(),
                                app_largest_received :: integer(),
                                app_largest_received_us :: integer() | undefined,
                                loss_state :: nquic_loss:loss_state() | undefined,
                                dispatch_table :: nquic_dispatch:t() | undefined,
                                listener :: pid() | undefined,
                                connect_waiters :: [gen_server:from()],
                                local_params ::
                                    #transport_params{original_destination_connection_id ::
                                                          nquic:connection_id() | undefined,
                                                      max_idle_timeout :: non_neg_integer(),
                                                      stateless_reset_token :: binary() | undefined,
                                                      max_udp_payload_size :: pos_integer(),
                                                      initial_max_data :: non_neg_integer(),
                                                      initial_max_stream_data_bidi_local ::
                                                          non_neg_integer(),
                                                      initial_max_stream_data_bidi_remote ::
                                                          non_neg_integer(),
                                                      initial_max_stream_data_uni :: non_neg_integer(),
                                                      initial_max_streams_bidi :: non_neg_integer(),
                                                      initial_max_streams_uni :: non_neg_integer(),
                                                      ack_delay_exponent :: 0..20,
                                                      max_ack_delay :: non_neg_integer(),
                                                      disable_active_migration :: boolean(),
                                                      preferred_address ::
                                                          nquic_transport:preferred_address() |
                                                          undefined,
                                                      active_connection_id_limit :: non_neg_integer(),
                                                      initial_source_connection_id ::
                                                          nquic:connection_id() | undefined,
                                                      retry_source_connection_id ::
                                                          nquic:connection_id() | undefined,
                                                      version_information ::
                                                          nquic_transport:version_information() |
                                                          undefined,
                                                      max_datagram_frame_size ::
                                                          non_neg_integer() | undefined},
                                remote_params ::
                                    #transport_params{original_destination_connection_id ::
                                                          nquic:connection_id() | undefined,
                                                      max_idle_timeout :: non_neg_integer(),
                                                      stateless_reset_token :: binary() | undefined,
                                                      max_udp_payload_size :: pos_integer(),
                                                      initial_max_data :: non_neg_integer(),
                                                      initial_max_stream_data_bidi_local ::
                                                          non_neg_integer(),
                                                      initial_max_stream_data_bidi_remote ::
                                                          non_neg_integer(),
                                                      initial_max_stream_data_uni :: non_neg_integer(),
                                                      initial_max_streams_bidi :: non_neg_integer(),
                                                      initial_max_streams_uni :: non_neg_integer(),
                                                      ack_delay_exponent :: 0..20,
                                                      max_ack_delay :: non_neg_integer(),
                                                      disable_active_migration :: boolean(),
                                                      preferred_address ::
                                                          nquic_transport:preferred_address() |
                                                          undefined,
                                                      active_connection_id_limit :: non_neg_integer(),
                                                      initial_source_connection_id ::
                                                          nquic:connection_id() | undefined,
                                                      retry_source_connection_id ::
                                                          nquic:connection_id() | undefined,
                                                      version_information ::
                                                          nquic_transport:version_information() |
                                                          undefined,
                                                      max_datagram_frame_size ::
                                                          non_neg_integer() | undefined} |
                                    undefined,
                                server_packet_processed :: boolean(),
                                owner :: pid() | undefined,
                                owner_mon :: reference() | undefined,
                                deferred_flush_pending :: boolean(),
                                pending_ack_count :: non_neg_integer(),
                                ack_immediate :: boolean(),
                                last_idle_ms :: non_neg_integer() | infinity | undefined,
                                last_pto_ms :: nquic_protocol_timer:loss_detection_timer() | undefined,
                                recv_ecn :: nquic_socket:ecn_mark(),
                                pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                gso_size :: undefined | pos_integer(),
                                max_payload_size :: pos_integer(),
                                server_per_conn_fd :: boolean(),
                                proactive_cids :: boolean(),
                                socket_connected :: boolean(),
                                self_migration_pending :: boolean(),
                                metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                spin_enabled :: boolean(),
                                peer_spin :: 0..1,
                                new_token_enabled :: boolean(),
                                new_token_lifetime :: pos_integer(),
                                qlog :: undefined | nquic_qlog:qlog_state(),
                                close_kind :: undefined | local | peer | idle_timeout | protocol_error,
                                crypto ::
                                    #conn_crypto{tls_state :: term(),
                                                 keys :: nquic_keys:key_map(),
                                                 app_send_keys :: map() | undefined,
                                                 app_recv_keys :: map() | undefined,
                                                 crypto_buffer ::
                                                     #{nquic_packet:space() =>
                                                           {non_neg_integer(), binary(), list()}},
                                                 cipher :: aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                                 cipher_suites ::
                                                     [aes_128_gcm | aes_256_gcm | chacha20_poly1305] |
                                                     undefined,
                                                 key_phase :: boolean(),
                                                 key_update_pending :: boolean(),
                                                 client_app_secret :: binary() | undefined,
                                                 server_app_secret :: binary() | undefined,
                                                 old_read_keys ::
                                                     #{key := binary(), iv := binary()} | undefined,
                                                 zero_rtt_accepted :: boolean(),
                                                 replay_protection :: module() | undefined,
                                                 session_ticket :: map() | undefined,
                                                 resumption_secret :: binary() | undefined,
                                                 session_cache ::
                                                     atom() | false | {module, module()} | undefined,
                                                 token_cache :: atom() | false | {module, module()},
                                                 alpn :: [binary()] | undefined,
                                                 hostname :: string() | binary() | undefined,
                                                 cert :: binary() | undefined,
                                                 cert_chain :: [binary()],
                                                 key :: any() | undefined,
                                                 verify :: verify_none | verify_peer,
                                                 cacerts :: [binary()],
                                                 peer_cert :: binary() | undefined,
                                                 static_key :: binary() | undefined},
                                streams_state ::
                                    #conn_streams{streams ::
                                                      #{nquic:stream_id() =>
                                                            #stream_state{stream_id :: nquic:stream_id(),
                                                                          type :: bidi | uni,
                                                                          send_state ::
                                                                              ready | send | data_sent |
                                                                              data_recvd | reset_sent |
                                                                              reset_recvd,
                                                                          send_offset ::
                                                                              non_neg_integer(),
                                                                          send_max_data ::
                                                                              non_neg_integer(),
                                                                          last_stream_data_blocked ::
                                                                              non_neg_integer(),
                                                                          pending_send_data ::
                                                                              [binary()],
                                                                          pending_send_size ::
                                                                              non_neg_integer(),
                                                                          pending_send_fin :: boolean(),
                                                                          recv_state ::
                                                                              recv | size_known |
                                                                              data_recvd | reset_recvd |
                                                                              data_read | reset_read,
                                                                          recv_offset ::
                                                                              non_neg_integer(),
                                                                          recv_max_offset ::
                                                                              non_neg_integer(),
                                                                          recv_window ::
                                                                              non_neg_integer(),
                                                                          recv_buffer ::
                                                                              gb_trees:tree(non_neg_integer(),
                                                                                            {binary(),
                                                                                             boolean()}),
                                                                          app_buffer :: iodata(),
                                                                          app_buffer_size ::
                                                                              non_neg_integer()}},
                                                  next_bidi_stream :: nquic:stream_id() | undefined,
                                                  next_uni_stream :: nquic:stream_id() | undefined,
                                                  peer_max_streams_bidi :: non_neg_integer(),
                                                  peer_max_streams_uni :: non_neg_integer(),
                                                  local_max_streams_bidi :: non_neg_integer(),
                                                  local_max_streams_uni :: non_neg_integer(),
                                                  last_sent_max_streams_bidi :: non_neg_integer(),
                                                  last_sent_max_streams_uni :: non_neg_integer(),
                                                  max_peer_bidi_stream_id ::
                                                      non_neg_integer() | undefined,
                                                  max_peer_uni_stream_id ::
                                                      non_neg_integer() | undefined,
                                                  opened_peer_bidi_count :: non_neg_integer(),
                                                  opened_peer_uni_count :: non_neg_integer(),
                                                  closed_peer_bidi_wm :: integer(),
                                                  closed_peer_uni_wm :: integer(),
                                                  closed_peer_streams :: #{nquic:stream_id() => true},
                                                  recv_waiters ::
                                                      #{nquic:stream_id() => gen_statem:from()},
                                                  accept_stream_waiters ::
                                                      queue:queue(gen_statem:from()),
                                                  pending_streams :: queue:queue(nquic:stream_id()),
                                                  blocked_streams :: #{nquic:stream_id() => true},
                                                  pending_send_streams :: #{nquic:stream_id() => true},
                                                  send_buffer_high_water :: pos_integer(),
                                                  send_timeout :: timeout(),
                                                  send_waiters ::
                                                      queue:queue(nquic_conn_send_waiters:t())},
                                flow ::
                                    #conn_flow{local_max_data :: non_neg_integer(),
                                               remote_max_data :: non_neg_integer(),
                                               data_sent :: non_neg_integer(),
                                               data_received :: non_neg_integer(),
                                               last_data_blocked :: non_neg_integer(),
                                               pending_initial_frames :: [nquic_frame:t()],
                                               pending_handshake_frames :: [nquic_frame:t()],
                                               pending_app_frames :: [nquic_frame:t()],
                                               pending_app_pre_encoded ::
                                                   [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                               queued_app_send_bytes :: non_neg_integer(),
                                               cwnd_exempt :: boolean()},
                                path ::
                                    #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                                    peer_cids ::
                                                        #{non_neg_integer() =>
                                                              #{cid := nquic:connection_id(),
                                                                token := binary()}},
                                                    local_cids ::
                                                        #{non_neg_integer() => nquic:connection_id()},
                                                    local_cid_seq :: non_neg_integer(),
                                                    peer_retire_prior_to :: non_neg_integer(),
                                                    anti_amp_bytes_received :: non_neg_integer(),
                                                    anti_amp_bytes_sent :: non_neg_integer(),
                                                    address_validated :: boolean()}}.


      


Record the originating cause for an upcoming draining/terminate
transition. Stored on #conn_state.close_kind for
classify_terminate/2.

  



  
    
      
    
    
      metrics/1



        
          
        

    

  


  

      

          -spec metrics(#conn_state{role :: client | server,
                          scid :: nquic:connection_id(),
                          dcid :: nquic:connection_id(),
                          odcid :: nquic:connection_id() | undefined,
                          retry_scid :: nquic:connection_id() | undefined,
                          retry_token :: binary(),
                          version :: non_neg_integer(),
                          version_preference :: [non_neg_integer()],
                          socket :: nquic_socket:t() | undefined,
                          peer :: nquic_socket:sockaddr() | undefined,
                          select_info :: nquic_socket:select_info() | undefined,
                          pn_spaces :: #{nquic_packet:space() => map()},
                          app_next_pn :: non_neg_integer(),
                          app_largest_received :: integer(),
                          app_largest_received_us :: integer() | undefined,
                          loss_state :: nquic_loss:loss_state() | undefined,
                          dispatch_table :: nquic_dispatch:t() | undefined,
                          listener :: pid() | undefined,
                          connect_waiters :: [gen_server:from()],
                          local_params ::
                              #transport_params{original_destination_connection_id ::
                                                    nquic:connection_id() | undefined,
                                                max_idle_timeout :: non_neg_integer(),
                                                stateless_reset_token :: binary() | undefined,
                                                max_udp_payload_size :: pos_integer(),
                                                initial_max_data :: non_neg_integer(),
                                                initial_max_stream_data_bidi_local :: non_neg_integer(),
                                                initial_max_stream_data_bidi_remote :: non_neg_integer(),
                                                initial_max_stream_data_uni :: non_neg_integer(),
                                                initial_max_streams_bidi :: non_neg_integer(),
                                                initial_max_streams_uni :: non_neg_integer(),
                                                ack_delay_exponent :: 0..20,
                                                max_ack_delay :: non_neg_integer(),
                                                disable_active_migration :: boolean(),
                                                preferred_address ::
                                                    nquic_transport:preferred_address() | undefined,
                                                active_connection_id_limit :: non_neg_integer(),
                                                initial_source_connection_id ::
                                                    nquic:connection_id() | undefined,
                                                retry_source_connection_id ::
                                                    nquic:connection_id() | undefined,
                                                version_information ::
                                                    nquic_transport:version_information() | undefined,
                                                max_datagram_frame_size :: non_neg_integer() | undefined},
                          remote_params ::
                              #transport_params{original_destination_connection_id ::
                                                    nquic:connection_id() | undefined,
                                                max_idle_timeout :: non_neg_integer(),
                                                stateless_reset_token :: binary() | undefined,
                                                max_udp_payload_size :: pos_integer(),
                                                initial_max_data :: non_neg_integer(),
                                                initial_max_stream_data_bidi_local :: non_neg_integer(),
                                                initial_max_stream_data_bidi_remote :: non_neg_integer(),
                                                initial_max_stream_data_uni :: non_neg_integer(),
                                                initial_max_streams_bidi :: non_neg_integer(),
                                                initial_max_streams_uni :: non_neg_integer(),
                                                ack_delay_exponent :: 0..20,
                                                max_ack_delay :: non_neg_integer(),
                                                disable_active_migration :: boolean(),
                                                preferred_address ::
                                                    nquic_transport:preferred_address() | undefined,
                                                active_connection_id_limit :: non_neg_integer(),
                                                initial_source_connection_id ::
                                                    nquic:connection_id() | undefined,
                                                retry_source_connection_id ::
                                                    nquic:connection_id() | undefined,
                                                version_information ::
                                                    nquic_transport:version_information() | undefined,
                                                max_datagram_frame_size :: non_neg_integer() | undefined} |
                              undefined,
                          server_packet_processed :: boolean(),
                          owner :: pid() | undefined,
                          owner_mon :: reference() | undefined,
                          deferred_flush_pending :: boolean(),
                          pending_ack_count :: non_neg_integer(),
                          ack_immediate :: boolean(),
                          last_idle_ms :: non_neg_integer() | infinity | undefined,
                          last_pto_ms :: nquic_protocol_timer:loss_detection_timer() | undefined,
                          recv_ecn :: nquic_socket:ecn_mark(),
                          pmtud :: nquic_pmtud:pmtud_state() | undefined,
                          gso_size :: undefined | pos_integer(),
                          max_payload_size :: pos_integer(),
                          server_per_conn_fd :: boolean(),
                          proactive_cids :: boolean(),
                          socket_connected :: boolean(),
                          self_migration_pending :: boolean(),
                          metrics_counters :: nquic_metrics:conn_counters() | undefined,
                          spin_enabled :: boolean(),
                          peer_spin :: 0..1,
                          new_token_enabled :: boolean(),
                          new_token_lifetime :: pos_integer(),
                          qlog :: undefined | nquic_qlog:qlog_state(),
                          close_kind :: undefined | local | peer | idle_timeout | protocol_error,
                          crypto ::
                              #conn_crypto{tls_state :: term(),
                                           keys :: nquic_keys:key_map(),
                                           app_send_keys :: map() | undefined,
                                           app_recv_keys :: map() | undefined,
                                           crypto_buffer ::
                                               #{nquic_packet:space() =>
                                                     {non_neg_integer(), binary(), list()}},
                                           cipher :: aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                           cipher_suites ::
                                               [aes_128_gcm | aes_256_gcm | chacha20_poly1305] |
                                               undefined,
                                           key_phase :: boolean(),
                                           key_update_pending :: boolean(),
                                           client_app_secret :: binary() | undefined,
                                           server_app_secret :: binary() | undefined,
                                           old_read_keys ::
                                               #{key := binary(), iv := binary()} | undefined,
                                           zero_rtt_accepted :: boolean(),
                                           replay_protection :: module() | undefined,
                                           session_ticket :: map() | undefined,
                                           resumption_secret :: binary() | undefined,
                                           session_cache ::
                                               atom() | false | {module, module()} | undefined,
                                           token_cache :: atom() | false | {module, module()},
                                           alpn :: [binary()] | undefined,
                                           hostname :: string() | binary() | undefined,
                                           cert :: binary() | undefined,
                                           cert_chain :: [binary()],
                                           key :: any() | undefined,
                                           verify :: verify_none | verify_peer,
                                           cacerts :: [binary()],
                                           peer_cert :: binary() | undefined,
                                           static_key :: binary() | undefined},
                          streams_state ::
                              #conn_streams{streams ::
                                                #{nquic:stream_id() =>
                                                      #stream_state{stream_id :: nquic:stream_id(),
                                                                    type :: bidi | uni,
                                                                    send_state ::
                                                                        ready | send | data_sent |
                                                                        data_recvd | reset_sent |
                                                                        reset_recvd,
                                                                    send_offset :: non_neg_integer(),
                                                                    send_max_data :: non_neg_integer(),
                                                                    last_stream_data_blocked ::
                                                                        non_neg_integer(),
                                                                    pending_send_data :: [binary()],
                                                                    pending_send_size ::
                                                                        non_neg_integer(),
                                                                    pending_send_fin :: boolean(),
                                                                    recv_state ::
                                                                        recv | size_known | data_recvd |
                                                                        reset_recvd | data_read |
                                                                        reset_read,
                                                                    recv_offset :: non_neg_integer(),
                                                                    recv_max_offset :: non_neg_integer(),
                                                                    recv_window :: non_neg_integer(),
                                                                    recv_buffer ::
                                                                        gb_trees:tree(non_neg_integer(),
                                                                                      {binary(),
                                                                                       boolean()}),
                                                                    app_buffer :: iodata(),
                                                                    app_buffer_size :: non_neg_integer()}},
                                            next_bidi_stream :: nquic:stream_id() | undefined,
                                            next_uni_stream :: nquic:stream_id() | undefined,
                                            peer_max_streams_bidi :: non_neg_integer(),
                                            peer_max_streams_uni :: non_neg_integer(),
                                            local_max_streams_bidi :: non_neg_integer(),
                                            local_max_streams_uni :: non_neg_integer(),
                                            last_sent_max_streams_bidi :: non_neg_integer(),
                                            last_sent_max_streams_uni :: non_neg_integer(),
                                            max_peer_bidi_stream_id :: non_neg_integer() | undefined,
                                            max_peer_uni_stream_id :: non_neg_integer() | undefined,
                                            opened_peer_bidi_count :: non_neg_integer(),
                                            opened_peer_uni_count :: non_neg_integer(),
                                            closed_peer_bidi_wm :: integer(),
                                            closed_peer_uni_wm :: integer(),
                                            closed_peer_streams :: #{nquic:stream_id() => true},
                                            recv_waiters :: #{nquic:stream_id() => gen_statem:from()},
                                            accept_stream_waiters :: queue:queue(gen_statem:from()),
                                            pending_streams :: queue:queue(nquic:stream_id()),
                                            blocked_streams :: #{nquic:stream_id() => true},
                                            pending_send_streams :: #{nquic:stream_id() => true},
                                            send_buffer_high_water :: pos_integer(),
                                            send_timeout :: timeout(),
                                            send_waiters :: queue:queue(nquic_conn_send_waiters:t())},
                          flow ::
                              #conn_flow{local_max_data :: non_neg_integer(),
                                         remote_max_data :: non_neg_integer(),
                                         data_sent :: non_neg_integer(),
                                         data_received :: non_neg_integer(),
                                         last_data_blocked :: non_neg_integer(),
                                         pending_initial_frames :: [nquic_frame:t()],
                                         pending_handshake_frames :: [nquic_frame:t()],
                                         pending_app_frames :: [nquic_frame:t()],
                                         pending_app_pre_encoded ::
                                             [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                         queued_app_send_bytes :: non_neg_integer(),
                                         cwnd_exempt :: boolean()},
                          path ::
                              #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                              peer_cids ::
                                                  #{non_neg_integer() =>
                                                        #{cid := nquic:connection_id(),
                                                          token := binary()}},
                                              local_cids ::
                                                  #{non_neg_integer() => nquic:connection_id()},
                                              local_cid_seq :: non_neg_integer(),
                                              peer_retire_prior_to :: non_neg_integer(),
                                              anti_amp_bytes_received :: non_neg_integer(),
                                              anti_amp_bytes_sent :: non_neg_integer(),
                                              address_validated :: boolean()}}) ->
                 nquic_metrics:t() | undefined.


      


Return the nquic_metrics handle reachable from this conn, or undefined.

  



  
    
      
    
    
      on_terminate(Reason, Data)



        
          
        

    

  


  

      

          -spec on_terminate(term(),
                   #conn_state{role :: client | server,
                               scid :: nquic:connection_id(),
                               dcid :: nquic:connection_id(),
                               odcid :: nquic:connection_id() | undefined,
                               retry_scid :: nquic:connection_id() | undefined,
                               retry_token :: binary(),
                               version :: non_neg_integer(),
                               version_preference :: [non_neg_integer()],
                               socket :: nquic_socket:t() | undefined,
                               peer :: nquic_socket:sockaddr() | undefined,
                               select_info :: nquic_socket:select_info() | undefined,
                               pn_spaces :: #{nquic_packet:space() => map()},
                               app_next_pn :: non_neg_integer(),
                               app_largest_received :: integer(),
                               app_largest_received_us :: integer() | undefined,
                               loss_state :: nquic_loss:loss_state() | undefined,
                               dispatch_table :: nquic_dispatch:t() | undefined,
                               listener :: pid() | undefined,
                               connect_waiters :: [gen_server:from()],
                               local_params ::
                                   #transport_params{original_destination_connection_id ::
                                                         nquic:connection_id() | undefined,
                                                     max_idle_timeout :: non_neg_integer(),
                                                     stateless_reset_token :: binary() | undefined,
                                                     max_udp_payload_size :: pos_integer(),
                                                     initial_max_data :: non_neg_integer(),
                                                     initial_max_stream_data_bidi_local ::
                                                         non_neg_integer(),
                                                     initial_max_stream_data_bidi_remote ::
                                                         non_neg_integer(),
                                                     initial_max_stream_data_uni :: non_neg_integer(),
                                                     initial_max_streams_bidi :: non_neg_integer(),
                                                     initial_max_streams_uni :: non_neg_integer(),
                                                     ack_delay_exponent :: 0..20,
                                                     max_ack_delay :: non_neg_integer(),
                                                     disable_active_migration :: boolean(),
                                                     preferred_address ::
                                                         nquic_transport:preferred_address() | undefined,
                                                     active_connection_id_limit :: non_neg_integer(),
                                                     initial_source_connection_id ::
                                                         nquic:connection_id() | undefined,
                                                     retry_source_connection_id ::
                                                         nquic:connection_id() | undefined,
                                                     version_information ::
                                                         nquic_transport:version_information() |
                                                         undefined,
                                                     max_datagram_frame_size ::
                                                         non_neg_integer() | undefined},
                               remote_params ::
                                   #transport_params{original_destination_connection_id ::
                                                         nquic:connection_id() | undefined,
                                                     max_idle_timeout :: non_neg_integer(),
                                                     stateless_reset_token :: binary() | undefined,
                                                     max_udp_payload_size :: pos_integer(),
                                                     initial_max_data :: non_neg_integer(),
                                                     initial_max_stream_data_bidi_local ::
                                                         non_neg_integer(),
                                                     initial_max_stream_data_bidi_remote ::
                                                         non_neg_integer(),
                                                     initial_max_stream_data_uni :: non_neg_integer(),
                                                     initial_max_streams_bidi :: non_neg_integer(),
                                                     initial_max_streams_uni :: non_neg_integer(),
                                                     ack_delay_exponent :: 0..20,
                                                     max_ack_delay :: non_neg_integer(),
                                                     disable_active_migration :: boolean(),
                                                     preferred_address ::
                                                         nquic_transport:preferred_address() | undefined,
                                                     active_connection_id_limit :: non_neg_integer(),
                                                     initial_source_connection_id ::
                                                         nquic:connection_id() | undefined,
                                                     retry_source_connection_id ::
                                                         nquic:connection_id() | undefined,
                                                     version_information ::
                                                         nquic_transport:version_information() |
                                                         undefined,
                                                     max_datagram_frame_size ::
                                                         non_neg_integer() | undefined} |
                                   undefined,
                               server_packet_processed :: boolean(),
                               owner :: pid() | undefined,
                               owner_mon :: reference() | undefined,
                               deferred_flush_pending :: boolean(),
                               pending_ack_count :: non_neg_integer(),
                               ack_immediate :: boolean(),
                               last_idle_ms :: non_neg_integer() | infinity | undefined,
                               last_pto_ms :: nquic_protocol_timer:loss_detection_timer() | undefined,
                               recv_ecn :: nquic_socket:ecn_mark(),
                               pmtud :: nquic_pmtud:pmtud_state() | undefined,
                               gso_size :: undefined | pos_integer(),
                               max_payload_size :: pos_integer(),
                               server_per_conn_fd :: boolean(),
                               proactive_cids :: boolean(),
                               socket_connected :: boolean(),
                               self_migration_pending :: boolean(),
                               metrics_counters :: nquic_metrics:conn_counters() | undefined,
                               spin_enabled :: boolean(),
                               peer_spin :: 0..1,
                               new_token_enabled :: boolean(),
                               new_token_lifetime :: pos_integer(),
                               qlog :: undefined | nquic_qlog:qlog_state(),
                               close_kind :: undefined | local | peer | idle_timeout | protocol_error,
                               crypto ::
                                   #conn_crypto{tls_state :: term(),
                                                keys :: nquic_keys:key_map(),
                                                app_send_keys :: map() | undefined,
                                                app_recv_keys :: map() | undefined,
                                                crypto_buffer ::
                                                    #{nquic_packet:space() =>
                                                          {non_neg_integer(), binary(), list()}},
                                                cipher :: aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                                cipher_suites ::
                                                    [aes_128_gcm | aes_256_gcm | chacha20_poly1305] |
                                                    undefined,
                                                key_phase :: boolean(),
                                                key_update_pending :: boolean(),
                                                client_app_secret :: binary() | undefined,
                                                server_app_secret :: binary() | undefined,
                                                old_read_keys ::
                                                    #{key := binary(), iv := binary()} | undefined,
                                                zero_rtt_accepted :: boolean(),
                                                replay_protection :: module() | undefined,
                                                session_ticket :: map() | undefined,
                                                resumption_secret :: binary() | undefined,
                                                session_cache ::
                                                    atom() | false | {module, module()} | undefined,
                                                token_cache :: atom() | false | {module, module()},
                                                alpn :: [binary()] | undefined,
                                                hostname :: string() | binary() | undefined,
                                                cert :: binary() | undefined,
                                                cert_chain :: [binary()],
                                                key :: any() | undefined,
                                                verify :: verify_none | verify_peer,
                                                cacerts :: [binary()],
                                                peer_cert :: binary() | undefined,
                                                static_key :: binary() | undefined},
                               streams_state ::
                                   #conn_streams{streams ::
                                                     #{nquic:stream_id() =>
                                                           #stream_state{stream_id :: nquic:stream_id(),
                                                                         type :: bidi | uni,
                                                                         send_state ::
                                                                             ready | send | data_sent |
                                                                             data_recvd | reset_sent |
                                                                             reset_recvd,
                                                                         send_offset ::
                                                                             non_neg_integer(),
                                                                         send_max_data ::
                                                                             non_neg_integer(),
                                                                         last_stream_data_blocked ::
                                                                             non_neg_integer(),
                                                                         pending_send_data :: [binary()],
                                                                         pending_send_size ::
                                                                             non_neg_integer(),
                                                                         pending_send_fin :: boolean(),
                                                                         recv_state ::
                                                                             recv | size_known |
                                                                             data_recvd | reset_recvd |
                                                                             data_read | reset_read,
                                                                         recv_offset ::
                                                                             non_neg_integer(),
                                                                         recv_max_offset ::
                                                                             non_neg_integer(),
                                                                         recv_window ::
                                                                             non_neg_integer(),
                                                                         recv_buffer ::
                                                                             gb_trees:tree(non_neg_integer(),
                                                                                           {binary(),
                                                                                            boolean()}),
                                                                         app_buffer :: iodata(),
                                                                         app_buffer_size ::
                                                                             non_neg_integer()}},
                                                 next_bidi_stream :: nquic:stream_id() | undefined,
                                                 next_uni_stream :: nquic:stream_id() | undefined,
                                                 peer_max_streams_bidi :: non_neg_integer(),
                                                 peer_max_streams_uni :: non_neg_integer(),
                                                 local_max_streams_bidi :: non_neg_integer(),
                                                 local_max_streams_uni :: non_neg_integer(),
                                                 last_sent_max_streams_bidi :: non_neg_integer(),
                                                 last_sent_max_streams_uni :: non_neg_integer(),
                                                 max_peer_bidi_stream_id ::
                                                     non_neg_integer() | undefined,
                                                 max_peer_uni_stream_id :: non_neg_integer() | undefined,
                                                 opened_peer_bidi_count :: non_neg_integer(),
                                                 opened_peer_uni_count :: non_neg_integer(),
                                                 closed_peer_bidi_wm :: integer(),
                                                 closed_peer_uni_wm :: integer(),
                                                 closed_peer_streams :: #{nquic:stream_id() => true},
                                                 recv_waiters ::
                                                     #{nquic:stream_id() => gen_statem:from()},
                                                 accept_stream_waiters :: queue:queue(gen_statem:from()),
                                                 pending_streams :: queue:queue(nquic:stream_id()),
                                                 blocked_streams :: #{nquic:stream_id() => true},
                                                 pending_send_streams :: #{nquic:stream_id() => true},
                                                 send_buffer_high_water :: pos_integer(),
                                                 send_timeout :: timeout(),
                                                 send_waiters ::
                                                     queue:queue(nquic_conn_send_waiters:t())},
                               flow ::
                                   #conn_flow{local_max_data :: non_neg_integer(),
                                              remote_max_data :: non_neg_integer(),
                                              data_sent :: non_neg_integer(),
                                              data_received :: non_neg_integer(),
                                              last_data_blocked :: non_neg_integer(),
                                              pending_initial_frames :: [nquic_frame:t()],
                                              pending_handshake_frames :: [nquic_frame:t()],
                                              pending_app_frames :: [nquic_frame:t()],
                                              pending_app_pre_encoded ::
                                                  [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                              queued_app_send_bytes :: non_neg_integer(),
                                              cwnd_exempt :: boolean()},
                               path ::
                                   #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                                   peer_cids ::
                                                       #{non_neg_integer() =>
                                                             #{cid := nquic:connection_id(),
                                                               token := binary()}},
                                                   local_cids ::
                                                       #{non_neg_integer() => nquic:connection_id()},
                                                   local_cid_seq :: non_neg_integer(),
                                                   peer_retire_prior_to :: non_neg_integer(),
                                                   anti_amp_bytes_received :: non_neg_integer(),
                                                   anti_amp_bytes_sent :: non_neg_integer(),
                                                   address_validated :: boolean()}}) ->
                      ok.


      


Bump the appropriate conns_closed_* counter, decrement
handshakes_inflight when the conn died before reaching established,
and remove the info-table row.
Idempotent: missing rows and undefined counters are no-ops.

  



  
    
      
    
    
      row_key/1



        
          
        

    

  


  

      

          -spec row_key(#conn_state{role :: client | server,
                          scid :: nquic:connection_id(),
                          dcid :: nquic:connection_id(),
                          odcid :: nquic:connection_id() | undefined,
                          retry_scid :: nquic:connection_id() | undefined,
                          retry_token :: binary(),
                          version :: non_neg_integer(),
                          version_preference :: [non_neg_integer()],
                          socket :: nquic_socket:t() | undefined,
                          peer :: nquic_socket:sockaddr() | undefined,
                          select_info :: nquic_socket:select_info() | undefined,
                          pn_spaces :: #{nquic_packet:space() => map()},
                          app_next_pn :: non_neg_integer(),
                          app_largest_received :: integer(),
                          app_largest_received_us :: integer() | undefined,
                          loss_state :: nquic_loss:loss_state() | undefined,
                          dispatch_table :: nquic_dispatch:t() | undefined,
                          listener :: pid() | undefined,
                          connect_waiters :: [gen_server:from()],
                          local_params ::
                              #transport_params{original_destination_connection_id ::
                                                    nquic:connection_id() | undefined,
                                                max_idle_timeout :: non_neg_integer(),
                                                stateless_reset_token :: binary() | undefined,
                                                max_udp_payload_size :: pos_integer(),
                                                initial_max_data :: non_neg_integer(),
                                                initial_max_stream_data_bidi_local :: non_neg_integer(),
                                                initial_max_stream_data_bidi_remote :: non_neg_integer(),
                                                initial_max_stream_data_uni :: non_neg_integer(),
                                                initial_max_streams_bidi :: non_neg_integer(),
                                                initial_max_streams_uni :: non_neg_integer(),
                                                ack_delay_exponent :: 0..20,
                                                max_ack_delay :: non_neg_integer(),
                                                disable_active_migration :: boolean(),
                                                preferred_address ::
                                                    nquic_transport:preferred_address() | undefined,
                                                active_connection_id_limit :: non_neg_integer(),
                                                initial_source_connection_id ::
                                                    nquic:connection_id() | undefined,
                                                retry_source_connection_id ::
                                                    nquic:connection_id() | undefined,
                                                version_information ::
                                                    nquic_transport:version_information() | undefined,
                                                max_datagram_frame_size :: non_neg_integer() | undefined},
                          remote_params ::
                              #transport_params{original_destination_connection_id ::
                                                    nquic:connection_id() | undefined,
                                                max_idle_timeout :: non_neg_integer(),
                                                stateless_reset_token :: binary() | undefined,
                                                max_udp_payload_size :: pos_integer(),
                                                initial_max_data :: non_neg_integer(),
                                                initial_max_stream_data_bidi_local :: non_neg_integer(),
                                                initial_max_stream_data_bidi_remote :: non_neg_integer(),
                                                initial_max_stream_data_uni :: non_neg_integer(),
                                                initial_max_streams_bidi :: non_neg_integer(),
                                                initial_max_streams_uni :: non_neg_integer(),
                                                ack_delay_exponent :: 0..20,
                                                max_ack_delay :: non_neg_integer(),
                                                disable_active_migration :: boolean(),
                                                preferred_address ::
                                                    nquic_transport:preferred_address() | undefined,
                                                active_connection_id_limit :: non_neg_integer(),
                                                initial_source_connection_id ::
                                                    nquic:connection_id() | undefined,
                                                retry_source_connection_id ::
                                                    nquic:connection_id() | undefined,
                                                version_information ::
                                                    nquic_transport:version_information() | undefined,
                                                max_datagram_frame_size :: non_neg_integer() | undefined} |
                              undefined,
                          server_packet_processed :: boolean(),
                          owner :: pid() | undefined,
                          owner_mon :: reference() | undefined,
                          deferred_flush_pending :: boolean(),
                          pending_ack_count :: non_neg_integer(),
                          ack_immediate :: boolean(),
                          last_idle_ms :: non_neg_integer() | infinity | undefined,
                          last_pto_ms :: nquic_protocol_timer:loss_detection_timer() | undefined,
                          recv_ecn :: nquic_socket:ecn_mark(),
                          pmtud :: nquic_pmtud:pmtud_state() | undefined,
                          gso_size :: undefined | pos_integer(),
                          max_payload_size :: pos_integer(),
                          server_per_conn_fd :: boolean(),
                          proactive_cids :: boolean(),
                          socket_connected :: boolean(),
                          self_migration_pending :: boolean(),
                          metrics_counters :: nquic_metrics:conn_counters() | undefined,
                          spin_enabled :: boolean(),
                          peer_spin :: 0..1,
                          new_token_enabled :: boolean(),
                          new_token_lifetime :: pos_integer(),
                          qlog :: undefined | nquic_qlog:qlog_state(),
                          close_kind :: undefined | local | peer | idle_timeout | protocol_error,
                          crypto ::
                              #conn_crypto{tls_state :: term(),
                                           keys :: nquic_keys:key_map(),
                                           app_send_keys :: map() | undefined,
                                           app_recv_keys :: map() | undefined,
                                           crypto_buffer ::
                                               #{nquic_packet:space() =>
                                                     {non_neg_integer(), binary(), list()}},
                                           cipher :: aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                           cipher_suites ::
                                               [aes_128_gcm | aes_256_gcm | chacha20_poly1305] |
                                               undefined,
                                           key_phase :: boolean(),
                                           key_update_pending :: boolean(),
                                           client_app_secret :: binary() | undefined,
                                           server_app_secret :: binary() | undefined,
                                           old_read_keys ::
                                               #{key := binary(), iv := binary()} | undefined,
                                           zero_rtt_accepted :: boolean(),
                                           replay_protection :: module() | undefined,
                                           session_ticket :: map() | undefined,
                                           resumption_secret :: binary() | undefined,
                                           session_cache ::
                                               atom() | false | {module, module()} | undefined,
                                           token_cache :: atom() | false | {module, module()},
                                           alpn :: [binary()] | undefined,
                                           hostname :: string() | binary() | undefined,
                                           cert :: binary() | undefined,
                                           cert_chain :: [binary()],
                                           key :: any() | undefined,
                                           verify :: verify_none | verify_peer,
                                           cacerts :: [binary()],
                                           peer_cert :: binary() | undefined,
                                           static_key :: binary() | undefined},
                          streams_state ::
                              #conn_streams{streams ::
                                                #{nquic:stream_id() =>
                                                      #stream_state{stream_id :: nquic:stream_id(),
                                                                    type :: bidi | uni,
                                                                    send_state ::
                                                                        ready | send | data_sent |
                                                                        data_recvd | reset_sent |
                                                                        reset_recvd,
                                                                    send_offset :: non_neg_integer(),
                                                                    send_max_data :: non_neg_integer(),
                                                                    last_stream_data_blocked ::
                                                                        non_neg_integer(),
                                                                    pending_send_data :: [binary()],
                                                                    pending_send_size ::
                                                                        non_neg_integer(),
                                                                    pending_send_fin :: boolean(),
                                                                    recv_state ::
                                                                        recv | size_known | data_recvd |
                                                                        reset_recvd | data_read |
                                                                        reset_read,
                                                                    recv_offset :: non_neg_integer(),
                                                                    recv_max_offset :: non_neg_integer(),
                                                                    recv_window :: non_neg_integer(),
                                                                    recv_buffer ::
                                                                        gb_trees:tree(non_neg_integer(),
                                                                                      {binary(),
                                                                                       boolean()}),
                                                                    app_buffer :: iodata(),
                                                                    app_buffer_size :: non_neg_integer()}},
                                            next_bidi_stream :: nquic:stream_id() | undefined,
                                            next_uni_stream :: nquic:stream_id() | undefined,
                                            peer_max_streams_bidi :: non_neg_integer(),
                                            peer_max_streams_uni :: non_neg_integer(),
                                            local_max_streams_bidi :: non_neg_integer(),
                                            local_max_streams_uni :: non_neg_integer(),
                                            last_sent_max_streams_bidi :: non_neg_integer(),
                                            last_sent_max_streams_uni :: non_neg_integer(),
                                            max_peer_bidi_stream_id :: non_neg_integer() | undefined,
                                            max_peer_uni_stream_id :: non_neg_integer() | undefined,
                                            opened_peer_bidi_count :: non_neg_integer(),
                                            opened_peer_uni_count :: non_neg_integer(),
                                            closed_peer_bidi_wm :: integer(),
                                            closed_peer_uni_wm :: integer(),
                                            closed_peer_streams :: #{nquic:stream_id() => true},
                                            recv_waiters :: #{nquic:stream_id() => gen_statem:from()},
                                            accept_stream_waiters :: queue:queue(gen_statem:from()),
                                            pending_streams :: queue:queue(nquic:stream_id()),
                                            blocked_streams :: #{nquic:stream_id() => true},
                                            pending_send_streams :: #{nquic:stream_id() => true},
                                            send_buffer_high_water :: pos_integer(),
                                            send_timeout :: timeout(),
                                            send_waiters :: queue:queue(nquic_conn_send_waiters:t())},
                          flow ::
                              #conn_flow{local_max_data :: non_neg_integer(),
                                         remote_max_data :: non_neg_integer(),
                                         data_sent :: non_neg_integer(),
                                         data_received :: non_neg_integer(),
                                         last_data_blocked :: non_neg_integer(),
                                         pending_initial_frames :: [nquic_frame:t()],
                                         pending_handshake_frames :: [nquic_frame:t()],
                                         pending_app_frames :: [nquic_frame:t()],
                                         pending_app_pre_encoded ::
                                             [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                         queued_app_send_bytes :: non_neg_integer(),
                                         cwnd_exempt :: boolean()},
                          path ::
                              #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                              peer_cids ::
                                                  #{non_neg_integer() =>
                                                        #{cid := nquic:connection_id(),
                                                          token := binary()}},
                                              local_cids ::
                                                  #{non_neg_integer() => nquic:connection_id()},
                                              local_cid_seq :: non_neg_integer(),
                                              peer_retire_prior_to :: non_neg_integer(),
                                              anti_amp_bytes_received :: non_neg_integer(),
                                              anti_amp_bytes_sent :: non_neg_integer(),
                                              address_validated :: boolean()}}) ->
                 binary().


      


Pick the DCID used as the info-table key for this connection. Prefers
the original DCID (set by the listener when the conn was created) and
falls back to the local SCID for client-side conns.

  


        

      


  

    
nquic_conn_migration 
    



      
Connection-migration glue for the handshake state machine.
The pure migration core lives in nquic_protocol_migration; this
module is the handshake-statem-side glue that opens/rebinds sockets,
rotates connection IDs, queues PATH_CHALLENGE, and tears down
listener dispatch routing. Functions take and return #conn_state{}
(or a classified result) and never produce gen_statem transitions or
action lists; nquic_conn_statem owns the FSM. flush_and_send/1
stays in the statem: callers here queue frames and the statem-side
adapter flushes.

      


      
        Summary


  
    Types
  


    
      
        server_migration_result()

      


    





  
    Functions
  


    
      
        arm_recv_after_migration/1

      


    


    
      
        attempt_server_migration/1

      


    


    
      
        awaiting_per_conn_fd_cid/1

      


    


    
      
        finalize_server_migration/1

      


    


    
      
        initiate_client_migration/2

      


        Rebind the client socket and queue a PATH_CHALLENGE for the new
path. The challenge is left queued; the statem caller flushes.



    


    
      
        maybe_initiate_server_migration/1

      


        Attempt the server_per_conn_fd self-migration, returning a
classified result. Logging is the statem's responsibility;
noop means the connection was not eligible.



    


    
      
        rotate_or_close(NewSocket, Data)

      


    





      


      
        Types


        


  
    
      
    
    
      server_migration_result()



        
          
        

    

  


  

      

          -type server_migration_result() ::
          #conn_state{role :: client | server,
                      scid :: nquic:connection_id(),
                      dcid :: nquic:connection_id(),
                      odcid :: nquic:connection_id() | undefined,
                      retry_scid :: nquic:connection_id() | undefined,
                      retry_token :: binary(),
                      version :: non_neg_integer(),
                      version_preference :: [non_neg_integer()],
                      socket :: nquic_socket:t() | undefined,
                      peer :: nquic_socket:sockaddr() | undefined,
                      select_info :: nquic_socket:select_info() | undefined,
                      pn_spaces :: #{nquic_packet:space() => map()},
                      app_next_pn :: non_neg_integer(),
                      app_largest_received :: integer(),
                      app_largest_received_us :: integer() | undefined,
                      loss_state :: nquic_loss:loss_state() | undefined,
                      dispatch_table :: nquic_dispatch:t() | undefined,
                      listener :: pid() | undefined,
                      connect_waiters :: [gen_server:from()],
                      local_params ::
                          #transport_params{original_destination_connection_id ::
                                                nquic:connection_id() | undefined,
                                            max_idle_timeout :: non_neg_integer(),
                                            stateless_reset_token :: binary() | undefined,
                                            max_udp_payload_size :: pos_integer(),
                                            initial_max_data :: non_neg_integer(),
                                            initial_max_stream_data_bidi_local :: non_neg_integer(),
                                            initial_max_stream_data_bidi_remote :: non_neg_integer(),
                                            initial_max_stream_data_uni :: non_neg_integer(),
                                            initial_max_streams_bidi :: non_neg_integer(),
                                            initial_max_streams_uni :: non_neg_integer(),
                                            ack_delay_exponent :: 0..20,
                                            max_ack_delay :: non_neg_integer(),
                                            disable_active_migration :: boolean(),
                                            preferred_address ::
                                                nquic_transport:preferred_address() | undefined,
                                            active_connection_id_limit :: non_neg_integer(),
                                            initial_source_connection_id ::
                                                nquic:connection_id() | undefined,
                                            retry_source_connection_id ::
                                                nquic:connection_id() | undefined,
                                            version_information ::
                                                nquic_transport:version_information() | undefined,
                                            max_datagram_frame_size :: non_neg_integer() | undefined},
                      remote_params ::
                          #transport_params{original_destination_connection_id ::
                                                nquic:connection_id() | undefined,
                                            max_idle_timeout :: non_neg_integer(),
                                            stateless_reset_token :: binary() | undefined,
                                            max_udp_payload_size :: pos_integer(),
                                            initial_max_data :: non_neg_integer(),
                                            initial_max_stream_data_bidi_local :: non_neg_integer(),
                                            initial_max_stream_data_bidi_remote :: non_neg_integer(),
                                            initial_max_stream_data_uni :: non_neg_integer(),
                                            initial_max_streams_bidi :: non_neg_integer(),
                                            initial_max_streams_uni :: non_neg_integer(),
                                            ack_delay_exponent :: 0..20,
                                            max_ack_delay :: non_neg_integer(),
                                            disable_active_migration :: boolean(),
                                            preferred_address ::
                                                nquic_transport:preferred_address() | undefined,
                                            active_connection_id_limit :: non_neg_integer(),
                                            initial_source_connection_id ::
                                                nquic:connection_id() | undefined,
                                            retry_source_connection_id ::
                                                nquic:connection_id() | undefined,
                                            version_information ::
                                                nquic_transport:version_information() | undefined,
                                            max_datagram_frame_size :: non_neg_integer() | undefined} |
                          undefined,
                      server_packet_processed :: boolean(),
                      owner :: pid() | undefined,
                      owner_mon :: reference() | undefined,
                      deferred_flush_pending :: boolean(),
                      pending_ack_count :: non_neg_integer(),
                      ack_immediate :: boolean(),
                      last_idle_ms :: non_neg_integer() | infinity | undefined,
                      last_pto_ms :: nquic_protocol_timer:loss_detection_timer() | undefined,
                      recv_ecn :: nquic_socket:ecn_mark(),
                      pmtud :: nquic_pmtud:pmtud_state() | undefined,
                      gso_size :: undefined | pos_integer(),
                      max_payload_size :: pos_integer(),
                      server_per_conn_fd :: boolean(),
                      proactive_cids :: boolean(),
                      socket_connected :: boolean(),
                      self_migration_pending :: boolean(),
                      metrics_counters :: nquic_metrics:conn_counters() | undefined,
                      spin_enabled :: boolean(),
                      peer_spin :: 0..1,
                      new_token_enabled :: boolean(),
                      new_token_lifetime :: pos_integer(),
                      qlog :: undefined | nquic_qlog:qlog_state(),
                      close_kind :: undefined | local | peer | idle_timeout | protocol_error,
                      crypto ::
                          #conn_crypto{tls_state :: term(),
                                       keys :: nquic_keys:key_map(),
                                       app_send_keys :: map() | undefined,
                                       app_recv_keys :: map() | undefined,
                                       crypto_buffer ::
                                           #{nquic_packet:space() =>
                                                 {non_neg_integer(), binary(), list()}},
                                       cipher :: aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                       cipher_suites ::
                                           [aes_128_gcm | aes_256_gcm | chacha20_poly1305] | undefined,
                                       key_phase :: boolean(),
                                       key_update_pending :: boolean(),
                                       client_app_secret :: binary() | undefined,
                                       server_app_secret :: binary() | undefined,
                                       old_read_keys :: #{key := binary(), iv := binary()} | undefined,
                                       zero_rtt_accepted :: boolean(),
                                       replay_protection :: module() | undefined,
                                       session_ticket :: map() | undefined,
                                       resumption_secret :: binary() | undefined,
                                       session_cache :: atom() | false | {module, module()} | undefined,
                                       token_cache :: atom() | false | {module, module()},
                                       alpn :: [binary()] | undefined,
                                       hostname :: string() | binary() | undefined,
                                       cert :: binary() | undefined,
                                       cert_chain :: [binary()],
                                       key :: any() | undefined,
                                       verify :: verify_none | verify_peer,
                                       cacerts :: [binary()],
                                       peer_cert :: binary() | undefined,
                                       static_key :: binary() | undefined},
                      streams_state ::
                          #conn_streams{streams ::
                                            #{nquic:stream_id() =>
                                                  #stream_state{stream_id :: nquic:stream_id(),
                                                                type :: bidi | uni,
                                                                send_state ::
                                                                    ready | send | data_sent |
                                                                    data_recvd | reset_sent |
                                                                    reset_recvd,
                                                                send_offset :: non_neg_integer(),
                                                                send_max_data :: non_neg_integer(),
                                                                last_stream_data_blocked ::
                                                                    non_neg_integer(),
                                                                pending_send_data :: [binary()],
                                                                pending_send_size :: non_neg_integer(),
                                                                pending_send_fin :: boolean(),
                                                                recv_state ::
                                                                    recv | size_known | data_recvd |
                                                                    reset_recvd | data_read | reset_read,
                                                                recv_offset :: non_neg_integer(),
                                                                recv_max_offset :: non_neg_integer(),
                                                                recv_window :: non_neg_integer(),
                                                                recv_buffer ::
                                                                    gb_trees:tree(non_neg_integer(),
                                                                                  {binary(), boolean()}),
                                                                app_buffer :: iodata(),
                                                                app_buffer_size :: non_neg_integer()}},
                                        next_bidi_stream :: nquic:stream_id() | undefined,
                                        next_uni_stream :: nquic:stream_id() | undefined,
                                        peer_max_streams_bidi :: non_neg_integer(),
                                        peer_max_streams_uni :: non_neg_integer(),
                                        local_max_streams_bidi :: non_neg_integer(),
                                        local_max_streams_uni :: non_neg_integer(),
                                        last_sent_max_streams_bidi :: non_neg_integer(),
                                        last_sent_max_streams_uni :: non_neg_integer(),
                                        max_peer_bidi_stream_id :: non_neg_integer() | undefined,
                                        max_peer_uni_stream_id :: non_neg_integer() | undefined,
                                        opened_peer_bidi_count :: non_neg_integer(),
                                        opened_peer_uni_count :: non_neg_integer(),
                                        closed_peer_bidi_wm :: integer(),
                                        closed_peer_uni_wm :: integer(),
                                        closed_peer_streams :: #{nquic:stream_id() => true},
                                        recv_waiters :: #{nquic:stream_id() => gen_statem:from()},
                                        accept_stream_waiters :: queue:queue(gen_statem:from()),
                                        pending_streams :: queue:queue(nquic:stream_id()),
                                        blocked_streams :: #{nquic:stream_id() => true},
                                        pending_send_streams :: #{nquic:stream_id() => true},
                                        send_buffer_high_water :: pos_integer(),
                                        send_timeout :: timeout(),
                                        send_waiters :: queue:queue(nquic_conn_send_waiters:t())},
                      flow ::
                          #conn_flow{local_max_data :: non_neg_integer(),
                                     remote_max_data :: non_neg_integer(),
                                     data_sent :: non_neg_integer(),
                                     data_received :: non_neg_integer(),
                                     last_data_blocked :: non_neg_integer(),
                                     pending_initial_frames :: [nquic_frame:t()],
                                     pending_handshake_frames :: [nquic_frame:t()],
                                     pending_app_frames :: [nquic_frame:t()],
                                     pending_app_pre_encoded ::
                                         [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                     queued_app_send_bytes :: non_neg_integer(),
                                     cwnd_exempt :: boolean()},
                      path ::
                          #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                          peer_cids ::
                                              #{non_neg_integer() =>
                                                    #{cid := nquic:connection_id(), token := binary()}},
                                          local_cids :: #{non_neg_integer() => nquic:connection_id()},
                                          local_cid_seq :: non_neg_integer(),
                                          peer_retire_prior_to :: non_neg_integer(),
                                          anti_amp_bytes_received :: non_neg_integer(),
                                          anti_amp_bytes_sent :: non_neg_integer(),
                                          address_validated :: boolean()}}.
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          -spec arm_recv_after_migration(#conn_state{role :: client | server,
                                           scid :: nquic:connection_id(),
                                           dcid :: nquic:connection_id(),
                                           odcid :: nquic:connection_id() | undefined,
                                           retry_scid :: nquic:connection_id() | undefined,
                                           retry_token :: binary(),
                                           version :: non_neg_integer(),
                                           version_preference :: [non_neg_integer()],
                                           socket :: nquic_socket:t() | undefined,
                                           peer :: nquic_socket:sockaddr() | undefined,
                                           select_info :: nquic_socket:select_info() | undefined,
                                           pn_spaces :: #{nquic_packet:space() => map()},
                                           app_next_pn :: non_neg_integer(),
                                           app_largest_received :: integer(),
                                           app_largest_received_us :: integer() | undefined,
                                           loss_state :: nquic_loss:loss_state() | undefined,
                                           dispatch_table :: nquic_dispatch:t() | undefined,
                                           listener :: pid() | undefined,
                                           connect_waiters :: [gen_server:from()],
                                           local_params ::
                                               #transport_params{original_destination_connection_id ::
                                                                     nquic:connection_id() | undefined,
                                                                 max_idle_timeout :: non_neg_integer(),
                                                                 stateless_reset_token ::
                                                                     binary() | undefined,
                                                                 max_udp_payload_size :: pos_integer(),
                                                                 initial_max_data :: non_neg_integer(),
                                                                 initial_max_stream_data_bidi_local ::
                                                                     non_neg_integer(),
                                                                 initial_max_stream_data_bidi_remote ::
                                                                     non_neg_integer(),
                                                                 initial_max_stream_data_uni ::
                                                                     non_neg_integer(),
                                                                 initial_max_streams_bidi ::
                                                                     non_neg_integer(),
                                                                 initial_max_streams_uni ::
                                                                     non_neg_integer(),
                                                                 ack_delay_exponent :: 0..20,
                                                                 max_ack_delay :: non_neg_integer(),
                                                                 disable_active_migration :: boolean(),
                                                                 preferred_address ::
                                                                     nquic_transport:preferred_address() |
                                                                     undefined,
                                                                 active_connection_id_limit ::
                                                                     non_neg_integer(),
                                                                 initial_source_connection_id ::
                                                                     nquic:connection_id() | undefined,
                                                                 retry_source_connection_id ::
                                                                     nquic:connection_id() | undefined,
                                                                 version_information ::
                                                                     nquic_transport:version_information() |
                                                                     undefined,
                                                                 max_datagram_frame_size ::
                                                                     non_neg_integer() | undefined},
                                           remote_params ::
                                               #transport_params{original_destination_connection_id ::
                                                                     nquic:connection_id() | undefined,
                                                                 max_idle_timeout :: non_neg_integer(),
                                                                 stateless_reset_token ::
                                                                     binary() | undefined,
                                                                 max_udp_payload_size :: pos_integer(),
                                                                 initial_max_data :: non_neg_integer(),
                                                                 initial_max_stream_data_bidi_local ::
                                                                     non_neg_integer(),
                                                                 initial_max_stream_data_bidi_remote ::
                                                                     non_neg_integer(),
                                                                 initial_max_stream_data_uni ::
                                                                     non_neg_integer(),
                                                                 initial_max_streams_bidi ::
                                                                     non_neg_integer(),
                                                                 initial_max_streams_uni ::
                                                                     non_neg_integer(),
                                                                 ack_delay_exponent :: 0..20,
                                                                 max_ack_delay :: non_neg_integer(),
                                                                 disable_active_migration :: boolean(),
                                                                 preferred_address ::
                                                                     nquic_transport:preferred_address() |
                                                                     undefined,
                                                                 active_connection_id_limit ::
                                                                     non_neg_integer(),
                                                                 initial_source_connection_id ::
                                                                     nquic:connection_id() | undefined,
                                                                 retry_source_connection_id ::
                                                                     nquic:connection_id() | undefined,
                                                                 version_information ::
                                                                     nquic_transport:version_information() |
                                                                     undefined,
                                                                 max_datagram_frame_size ::
                                                                     non_neg_integer() | undefined} |
                                               undefined,
                                           server_packet_processed :: boolean(),
                                           owner :: pid() | undefined,
                                           owner_mon :: reference() | undefined,
                                           deferred_flush_pending :: boolean(),
                                           pending_ack_count :: non_neg_integer(),
                                           ack_immediate :: boolean(),
                                           last_idle_ms :: non_neg_integer() | infinity | undefined,
                                           last_pto_ms ::
                                               nquic_protocol_timer:loss_detection_timer() | undefined,
                                           recv_ecn :: nquic_socket:ecn_mark(),
                                           pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                           gso_size :: undefined | pos_integer(),
                                           max_payload_size :: pos_integer(),
                                           server_per_conn_fd :: boolean(),
                                           proactive_cids :: boolean(),
                                           socket_connected :: boolean(),
                                           self_migration_pending :: boolean(),
                                           metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                           spin_enabled :: boolean(),
                                           peer_spin :: 0..1,
                                           new_token_enabled :: boolean(),
                                           new_token_lifetime :: pos_integer(),
                                           qlog :: undefined | nquic_qlog:qlog_state(),
                                           close_kind ::
                                               undefined | local | peer | idle_timeout | protocol_error,
                                           crypto ::
                                               #conn_crypto{tls_state :: term(),
                                                            keys :: nquic_keys:key_map(),
                                                            app_send_keys :: map() | undefined,
                                                            app_recv_keys :: map() | undefined,
                                                            crypto_buffer ::
                                                                #{nquic_packet:space() =>
                                                                      {non_neg_integer(),
                                                                       binary(),
                                                                       list()}},
                                                            cipher ::
                                                                aes_128_gcm | aes_256_gcm |
                                                                chacha20_poly1305,
                                                            cipher_suites ::
                                                                [aes_128_gcm | aes_256_gcm |
                                                                 chacha20_poly1305] |
                                                                undefined,
                                                            key_phase :: boolean(),
                                                            key_update_pending :: boolean(),
                                                            client_app_secret :: binary() | undefined,
                                                            server_app_secret :: binary() | undefined,
                                                            old_read_keys ::
                                                                #{key := binary(), iv := binary()} |
                                                                undefined,
                                                            zero_rtt_accepted :: boolean(),
                                                            replay_protection :: module() | undefined,
                                                            session_ticket :: map() | undefined,
                                                            resumption_secret :: binary() | undefined,
                                                            session_cache ::
                                                                atom() |
                                                                false |
                                                                {module, module()} |
                                                                undefined,
                                                            token_cache ::
                                                                atom() | false | {module, module()},
                                                            alpn :: [binary()] | undefined,
                                                            hostname :: string() | binary() | undefined,
                                                            cert :: binary() | undefined,
                                                            cert_chain :: [binary()],
                                                            key :: any() | undefined,
                                                            verify :: verify_none | verify_peer,
                                                            cacerts :: [binary()],
                                                            peer_cert :: binary() | undefined,
                                                            static_key :: binary() | undefined},
                                           streams_state ::
                                               #conn_streams{streams ::
                                                                 #{nquic:stream_id() =>
                                                                       #stream_state{stream_id ::
                                                                                         nquic:stream_id(),
                                                                                     type :: bidi | uni,
                                                                                     send_state ::
                                                                                         ready | send |
                                                                                         data_sent |
                                                                                         data_recvd |
                                                                                         reset_sent |
                                                                                         reset_recvd,
                                                                                     send_offset ::
                                                                                         non_neg_integer(),
                                                                                     send_max_data ::
                                                                                         non_neg_integer(),
                                                                                     last_stream_data_blocked ::
                                                                                         non_neg_integer(),
                                                                                     pending_send_data ::
                                                                                         [binary()],
                                                                                     pending_send_size ::
                                                                                         non_neg_integer(),
                                                                                     pending_send_fin ::
                                                                                         boolean(),
                                                                                     recv_state ::
                                                                                         recv |
                                                                                         size_known |
                                                                                         data_recvd |
                                                                                         reset_recvd |
                                                                                         data_read |
                                                                                         reset_read,
                                                                                     recv_offset ::
                                                                                         non_neg_integer(),
                                                                                     recv_max_offset ::
                                                                                         non_neg_integer(),
                                                                                     recv_window ::
                                                                                         non_neg_integer(),
                                                                                     recv_buffer ::
                                                                                         gb_trees:tree(non_neg_integer(),
                                                                                                       {binary(),
                                                                                                        boolean()}),
                                                                                     app_buffer ::
                                                                                         iodata(),
                                                                                     app_buffer_size ::
                                                                                         non_neg_integer()}},
                                                             next_bidi_stream ::
                                                                 nquic:stream_id() | undefined,
                                                             next_uni_stream ::
                                                                 nquic:stream_id() | undefined,
                                                             peer_max_streams_bidi :: non_neg_integer(),
                                                             peer_max_streams_uni :: non_neg_integer(),
                                                             local_max_streams_bidi :: non_neg_integer(),
                                                             local_max_streams_uni :: non_neg_integer(),
                                                             last_sent_max_streams_bidi ::
                                                                 non_neg_integer(),
                                                             last_sent_max_streams_uni ::
                                                                 non_neg_integer(),
                                                             max_peer_bidi_stream_id ::
                                                                 non_neg_integer() | undefined,
                                                             max_peer_uni_stream_id ::
                                                                 non_neg_integer() | undefined,
                                                             opened_peer_bidi_count :: non_neg_integer(),
                                                             opened_peer_uni_count :: non_neg_integer(),
                                                             closed_peer_bidi_wm :: integer(),
                                                             closed_peer_uni_wm :: integer(),
                                                             closed_peer_streams ::
                                                                 #{nquic:stream_id() => true},
                                                             recv_waiters ::
                                                                 #{nquic:stream_id() =>
                                                                       gen_statem:from()},
                                                             accept_stream_waiters ::
                                                                 queue:queue(gen_statem:from()),
                                                             pending_streams ::
                                                                 queue:queue(nquic:stream_id()),
                                                             blocked_streams ::
                                                                 #{nquic:stream_id() => true},
                                                             pending_send_streams ::
                                                                 #{nquic:stream_id() => true},
                                                             send_buffer_high_water :: pos_integer(),
                                                             send_timeout :: timeout(),
                                                             send_waiters ::
                                                                 queue:queue(nquic_conn_send_waiters:t())},
                                           flow ::
                                               #conn_flow{local_max_data :: non_neg_integer(),
                                                          remote_max_data :: non_neg_integer(),
                                                          data_sent :: non_neg_integer(),
                                                          data_received :: non_neg_integer(),
                                                          last_data_blocked :: non_neg_integer(),
                                                          pending_initial_frames :: [nquic_frame:t()],
                                                          pending_handshake_frames :: [nquic_frame:t()],
                                                          pending_app_frames :: [nquic_frame:t()],
                                                          pending_app_pre_encoded ::
                                                              [{non_neg_integer(),
                                                                iodata(),
                                                                nquic_frame:t()}],
                                                          queued_app_send_bytes :: non_neg_integer(),
                                                          cwnd_exempt :: boolean()},
                                           path ::
                                               #conn_path_mgmt{path_state ::
                                                                   nquic_path:state() | undefined,
                                                               peer_cids ::
                                                                   #{non_neg_integer() =>
                                                                         #{cid := nquic:connection_id(),
                                                                           token := binary()}},
                                                               local_cids ::
                                                                   #{non_neg_integer() =>
                                                                         nquic:connection_id()},
                                                               local_cid_seq :: non_neg_integer(),
                                                               peer_retire_prior_to :: non_neg_integer(),
                                                               anti_amp_bytes_received ::
                                                                   non_neg_integer(),
                                                               anti_amp_bytes_sent :: non_neg_integer(),
                                                               address_validated :: boolean()}}) ->
                                  #conn_state{role :: client | server,
                                              scid :: nquic:connection_id(),
                                              dcid :: nquic:connection_id(),
                                              odcid :: nquic:connection_id() | undefined,
                                              retry_scid :: nquic:connection_id() | undefined,
                                              retry_token :: binary(),
                                              version :: non_neg_integer(),
                                              version_preference :: [non_neg_integer()],
                                              socket :: nquic_socket:t() | undefined,
                                              peer :: nquic_socket:sockaddr() | undefined,
                                              select_info :: nquic_socket:select_info() | undefined,
                                              pn_spaces :: #{nquic_packet:space() => map()},
                                              app_next_pn :: non_neg_integer(),
                                              app_largest_received :: integer(),
                                              app_largest_received_us :: integer() | undefined,
                                              loss_state :: nquic_loss:loss_state() | undefined,
                                              dispatch_table :: nquic_dispatch:t() | undefined,
                                              listener :: pid() | undefined,
                                              connect_waiters :: [gen_server:from()],
                                              local_params ::
                                                  #transport_params{original_destination_connection_id ::
                                                                        nquic:connection_id() |
                                                                        undefined,
                                                                    max_idle_timeout ::
                                                                        non_neg_integer(),
                                                                    stateless_reset_token ::
                                                                        binary() | undefined,
                                                                    max_udp_payload_size ::
                                                                        pos_integer(),
                                                                    initial_max_data ::
                                                                        non_neg_integer(),
                                                                    initial_max_stream_data_bidi_local ::
                                                                        non_neg_integer(),
                                                                    initial_max_stream_data_bidi_remote ::
                                                                        non_neg_integer(),
                                                                    initial_max_stream_data_uni ::
                                                                        non_neg_integer(),
                                                                    initial_max_streams_bidi ::
                                                                        non_neg_integer(),
                                                                    initial_max_streams_uni ::
                                                                        non_neg_integer(),
                                                                    ack_delay_exponent :: 0..20,
                                                                    max_ack_delay :: non_neg_integer(),
                                                                    disable_active_migration ::
                                                                        boolean(),
                                                                    preferred_address ::
                                                                        nquic_transport:preferred_address() |
                                                                        undefined,
                                                                    active_connection_id_limit ::
                                                                        non_neg_integer(),
                                                                    initial_source_connection_id ::
                                                                        nquic:connection_id() |
                                                                        undefined,
                                                                    retry_source_connection_id ::
                                                                        nquic:connection_id() |
                                                                        undefined,
                                                                    version_information ::
                                                                        nquic_transport:version_information() |
                                                                        undefined,
                                                                    max_datagram_frame_size ::
                                                                        non_neg_integer() | undefined},
                                              remote_params ::
                                                  #transport_params{original_destination_connection_id ::
                                                                        nquic:connection_id() |
                                                                        undefined,
                                                                    max_idle_timeout ::
                                                                        non_neg_integer(),
                                                                    stateless_reset_token ::
                                                                        binary() | undefined,
                                                                    max_udp_payload_size ::
                                                                        pos_integer(),
                                                                    initial_max_data ::
                                                                        non_neg_integer(),
                                                                    initial_max_stream_data_bidi_local ::
                                                                        non_neg_integer(),
                                                                    initial_max_stream_data_bidi_remote ::
                                                                        non_neg_integer(),
                                                                    initial_max_stream_data_uni ::
                                                                        non_neg_integer(),
                                                                    initial_max_streams_bidi ::
                                                                        non_neg_integer(),
                                                                    initial_max_streams_uni ::
                                                                        non_neg_integer(),
                                                                    ack_delay_exponent :: 0..20,
                                                                    max_ack_delay :: non_neg_integer(),
                                                                    disable_active_migration ::
                                                                        boolean(),
                                                                    preferred_address ::
                                                                        nquic_transport:preferred_address() |
                                                                        undefined,
                                                                    active_connection_id_limit ::
                                                                        non_neg_integer(),
                                                                    initial_source_connection_id ::
                                                                        nquic:connection_id() |
                                                                        undefined,
                                                                    retry_source_connection_id ::
                                                                        nquic:connection_id() |
                                                                        undefined,
                                                                    version_information ::
                                                                        nquic_transport:version_information() |
                                                                        undefined,
                                                                    max_datagram_frame_size ::
                                                                        non_neg_integer() | undefined} |
                                                  undefined,
                                              server_packet_processed :: boolean(),
                                              owner :: pid() | undefined,
                                              owner_mon :: reference() | undefined,
                                              deferred_flush_pending :: boolean(),
                                              pending_ack_count :: non_neg_integer(),
                                              ack_immediate :: boolean(),
                                              last_idle_ms :: non_neg_integer() | infinity | undefined,
                                              last_pto_ms ::
                                                  nquic_protocol_timer:loss_detection_timer() |
                                                  undefined,
                                              recv_ecn :: nquic_socket:ecn_mark(),
                                              pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                              gso_size :: undefined | pos_integer(),
                                              max_payload_size :: pos_integer(),
                                              server_per_conn_fd :: boolean(),
                                              proactive_cids :: boolean(),
                                              socket_connected :: boolean(),
                                              self_migration_pending :: boolean(),
                                              metrics_counters ::
                                                  nquic_metrics:conn_counters() | undefined,
                                              spin_enabled :: boolean(),
                                              peer_spin :: 0..1,
                                              new_token_enabled :: boolean(),
                                              new_token_lifetime :: pos_integer(),
                                              qlog :: undefined | nquic_qlog:qlog_state(),
                                              close_kind ::
                                                  undefined | local | peer | idle_timeout |
                                                  protocol_error,
                                              crypto ::
                                                  #conn_crypto{tls_state :: term(),
                                                               keys :: nquic_keys:key_map(),
                                                               app_send_keys :: map() | undefined,
                                                               app_recv_keys :: map() | undefined,
                                                               crypto_buffer ::
                                                                   #{nquic_packet:space() =>
                                                                         {non_neg_integer(),
                                                                          binary(),
                                                                          list()}},
                                                               cipher ::
                                                                   aes_128_gcm | aes_256_gcm |
                                                                   chacha20_poly1305,
                                                               cipher_suites ::
                                                                   [aes_128_gcm | aes_256_gcm |
                                                                    chacha20_poly1305] |
                                                                   undefined,
                                                               key_phase :: boolean(),
                                                               key_update_pending :: boolean(),
                                                               client_app_secret :: binary() | undefined,
                                                               server_app_secret :: binary() | undefined,
                                                               old_read_keys ::
                                                                   #{key := binary(), iv := binary()} |
                                                                   undefined,
                                                               zero_rtt_accepted :: boolean(),
                                                               replay_protection :: module() | undefined,
                                                               session_ticket :: map() | undefined,
                                                               resumption_secret :: binary() | undefined,
                                                               session_cache ::
                                                                   atom() |
                                                                   false |
                                                                   {module, module()} |
                                                                   undefined,
                                                               token_cache ::
                                                                   atom() | false | {module, module()},
                                                               alpn :: [binary()] | undefined,
                                                               hostname ::
                                                                   string() | binary() | undefined,
                                                               cert :: binary() | undefined,
                                                               cert_chain :: [binary()],
                                                               key :: any() | undefined,
                                                               verify :: verify_none | verify_peer,
                                                               cacerts :: [binary()],
                                                               peer_cert :: binary() | undefined,
                                                               static_key :: binary() | undefined},
                                              streams_state ::
                                                  #conn_streams{streams ::
                                                                    #{nquic:stream_id() =>
                                                                          #stream_state{stream_id ::
                                                                                            nquic:stream_id(),
                                                                                        type ::
                                                                                            bidi | uni,
                                                                                        send_state ::
                                                                                            ready |
                                                                                            send |
                                                                                            data_sent |
                                                                                            data_recvd |
                                                                                            reset_sent |
                                                                                            reset_recvd,
                                                                                        send_offset ::
                                                                                            non_neg_integer(),
                                                                                        send_max_data ::
                                                                                            non_neg_integer(),
                                                                                        last_stream_data_blocked ::
                                                                                            non_neg_integer(),
                                                                                        pending_send_data ::
                                                                                            [binary()],
                                                                                        pending_send_size ::
                                                                                            non_neg_integer(),
                                                                                        pending_send_fin ::
                                                                                            boolean(),
                                                                                        recv_state ::
                                                                                            recv |
                                                                                            size_known |
                                                                                            data_recvd |
                                                                                            reset_recvd |
                                                                                            data_read |
                                                                                            reset_read,
                                                                                        recv_offset ::
                                                                                            non_neg_integer(),
                                                                                        recv_max_offset ::
                                                                                            non_neg_integer(),
                                                                                        recv_window ::
                                                                                            non_neg_integer(),
                                                                                        recv_buffer ::
                                                                                            gb_trees:tree(non_neg_integer(),
                                                                                                          {binary(),
                                                                                                           boolean()}),
                                                                                        app_buffer ::
                                                                                            iodata(),
                                                                                        app_buffer_size ::
                                                                                            non_neg_integer()}},
                                                                next_bidi_stream ::
                                                                    nquic:stream_id() | undefined,
                                                                next_uni_stream ::
                                                                    nquic:stream_id() | undefined,
                                                                peer_max_streams_bidi ::
                                                                    non_neg_integer(),
                                                                peer_max_streams_uni ::
                                                                    non_neg_integer(),
                                                                local_max_streams_bidi ::
                                                                    non_neg_integer(),
                                                                local_max_streams_uni ::
                                                                    non_neg_integer(),
                                                                last_sent_max_streams_bidi ::
                                                                    non_neg_integer(),
                                                                last_sent_max_streams_uni ::
                                                                    non_neg_integer(),
                                                                max_peer_bidi_stream_id ::
                                                                    non_neg_integer() | undefined,
                                                                max_peer_uni_stream_id ::
                                                                    non_neg_integer() | undefined,
                                                                opened_peer_bidi_count ::
                                                                    non_neg_integer(),
                                                                opened_peer_uni_count ::
                                                                    non_neg_integer(),
                                                                closed_peer_bidi_wm :: integer(),
                                                                closed_peer_uni_wm :: integer(),
                                                                closed_peer_streams ::
                                                                    #{nquic:stream_id() => true},
                                                                recv_waiters ::
                                                                    #{nquic:stream_id() =>
                                                                          gen_statem:from()},
                                                                accept_stream_waiters ::
                                                                    queue:queue(gen_statem:from()),
                                                                pending_streams ::
                                                                    queue:queue(nquic:stream_id()),
                                                                blocked_streams ::
                                                                    #{nquic:stream_id() => true},
                                                                pending_send_streams ::
                                                                    #{nquic:stream_id() => true},
                                                                send_buffer_high_water :: pos_integer(),
                                                                send_timeout :: timeout(),
                                                                send_waiters ::
                                                                    queue:queue(nquic_conn_send_waiters:t())},
                                              flow ::
                                                  #conn_flow{local_max_data :: non_neg_integer(),
                                                             remote_max_data :: non_neg_integer(),
                                                             data_sent :: non_neg_integer(),
                                                             data_received :: non_neg_integer(),
                                                             last_data_blocked :: non_neg_integer(),
                                                             pending_initial_frames :: [nquic_frame:t()],
                                                             pending_handshake_frames ::
                                                                 [nquic_frame:t()],
                                                             pending_app_frames :: [nquic_frame:t()],
                                                             pending_app_pre_encoded ::
                                                                 [{non_neg_integer(),
                                                                   iodata(),
                                                                   nquic_frame:t()}],
                                                             queued_app_send_bytes :: non_neg_integer(),
                                                             cwnd_exempt :: boolean()},
                                              path ::
                                                  #conn_path_mgmt{path_state ::
                                                                      nquic_path:state() | undefined,
                                                                  peer_cids ::
                                                                      #{non_neg_integer() =>
                                                                            #{cid :=
                                                                                  nquic:connection_id(),
                                                                              token := binary()}},
                                                                  local_cids ::
                                                                      #{non_neg_integer() =>
                                                                            nquic:connection_id()},
                                                                  local_cid_seq :: non_neg_integer(),
                                                                  peer_retire_prior_to ::
                                                                      non_neg_integer(),
                                                                  anti_amp_bytes_received ::
                                                                      non_neg_integer(),
                                                                  anti_amp_bytes_sent ::
                                                                      non_neg_integer(),
                                                                  address_validated :: boolean()}}.
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          -spec attempt_server_migration(#conn_state{role :: client | server,
                                           scid :: nquic:connection_id(),
                                           dcid :: nquic:connection_id(),
                                           odcid :: nquic:connection_id() | undefined,
                                           retry_scid :: nquic:connection_id() | undefined,
                                           retry_token :: binary(),
                                           version :: non_neg_integer(),
                                           version_preference :: [non_neg_integer()],
                                           socket :: nquic_socket:t() | undefined,
                                           peer :: nquic_socket:sockaddr() | undefined,
                                           select_info :: nquic_socket:select_info() | undefined,
                                           pn_spaces :: #{nquic_packet:space() => map()},
                                           app_next_pn :: non_neg_integer(),
                                           app_largest_received :: integer(),
                                           app_largest_received_us :: integer() | undefined,
                                           loss_state :: nquic_loss:loss_state() | undefined,
                                           dispatch_table :: nquic_dispatch:t() | undefined,
                                           listener :: pid() | undefined,
                                           connect_waiters :: [gen_server:from()],
                                           local_params ::
                                               #transport_params{original_destination_connection_id ::
                                                                     nquic:connection_id() | undefined,
                                                                 max_idle_timeout :: non_neg_integer(),
                                                                 stateless_reset_token ::
                                                                     binary() | undefined,
                                                                 max_udp_payload_size :: pos_integer(),
                                                                 initial_max_data :: non_neg_integer(),
                                                                 initial_max_stream_data_bidi_local ::
                                                                     non_neg_integer(),
                                                                 initial_max_stream_data_bidi_remote ::
                                                                     non_neg_integer(),
                                                                 initial_max_stream_data_uni ::
                                                                     non_neg_integer(),
                                                                 initial_max_streams_bidi ::
                                                                     non_neg_integer(),
                                                                 initial_max_streams_uni ::
                                                                     non_neg_integer(),
                                                                 ack_delay_exponent :: 0..20,
                                                                 max_ack_delay :: non_neg_integer(),
                                                                 disable_active_migration :: boolean(),
                                                                 preferred_address ::
                                                                     nquic_transport:preferred_address() |
                                                                     undefined,
                                                                 active_connection_id_limit ::
                                                                     non_neg_integer(),
                                                                 initial_source_connection_id ::
                                                                     nquic:connection_id() | undefined,
                                                                 retry_source_connection_id ::
                                                                     nquic:connection_id() | undefined,
                                                                 version_information ::
                                                                     nquic_transport:version_information() |
                                                                     undefined,
                                                                 max_datagram_frame_size ::
                                                                     non_neg_integer() | undefined},
                                           remote_params ::
                                               #transport_params{original_destination_connection_id ::
                                                                     nquic:connection_id() | undefined,
                                                                 max_idle_timeout :: non_neg_integer(),
                                                                 stateless_reset_token ::
                                                                     binary() | undefined,
                                                                 max_udp_payload_size :: pos_integer(),
                                                                 initial_max_data :: non_neg_integer(),
                                                                 initial_max_stream_data_bidi_local ::
                                                                     non_neg_integer(),
                                                                 initial_max_stream_data_bidi_remote ::
                                                                     non_neg_integer(),
                                                                 initial_max_stream_data_uni ::
                                                                     non_neg_integer(),
                                                                 initial_max_streams_bidi ::
                                                                     non_neg_integer(),
                                                                 initial_max_streams_uni ::
                                                                     non_neg_integer(),
                                                                 ack_delay_exponent :: 0..20,
                                                                 max_ack_delay :: non_neg_integer(),
                                                                 disable_active_migration :: boolean(),
                                                                 preferred_address ::
                                                                     nquic_transport:preferred_address() |
                                                                     undefined,
                                                                 active_connection_id_limit ::
                                                                     non_neg_integer(),
                                                                 initial_source_connection_id ::
                                                                     nquic:connection_id() | undefined,
                                                                 retry_source_connection_id ::
                                                                     nquic:connection_id() | undefined,
                                                                 version_information ::
                                                                     nquic_transport:version_information() |
                                                                     undefined,
                                                                 max_datagram_frame_size ::
                                                                     non_neg_integer() | undefined} |
                                               undefined,
                                           server_packet_processed :: boolean(),
                                           owner :: pid() | undefined,
                                           owner_mon :: reference() | undefined,
                                           deferred_flush_pending :: boolean(),
                                           pending_ack_count :: non_neg_integer(),
                                           ack_immediate :: boolean(),
                                           last_idle_ms :: non_neg_integer() | infinity | undefined,
                                           last_pto_ms ::
                                               nquic_protocol_timer:loss_detection_timer() | undefined,
                                           recv_ecn :: nquic_socket:ecn_mark(),
                                           pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                           gso_size :: undefined | pos_integer(),
                                           max_payload_size :: pos_integer(),
                                           server_per_conn_fd :: boolean(),
                                           proactive_cids :: boolean(),
                                           socket_connected :: boolean(),
                                           self_migration_pending :: boolean(),
                                           metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                           spin_enabled :: boolean(),
                                           peer_spin :: 0..1,
                                           new_token_enabled :: boolean(),
                                           new_token_lifetime :: pos_integer(),
                                           qlog :: undefined | nquic_qlog:qlog_state(),
                                           close_kind ::
                                               undefined | local | peer | idle_timeout | protocol_error,
                                           crypto ::
                                               #conn_crypto{tls_state :: term(),
                                                            keys :: nquic_keys:key_map(),
                                                            app_send_keys :: map() | undefined,
                                                            app_recv_keys :: map() | undefined,
                                                            crypto_buffer ::
                                                                #{nquic_packet:space() =>
                                                                      {non_neg_integer(),
                                                                       binary(),
                                                                       list()}},
                                                            cipher ::
                                                                aes_128_gcm | aes_256_gcm |
                                                                chacha20_poly1305,
                                                            cipher_suites ::
                                                                [aes_128_gcm | aes_256_gcm |
                                                                 chacha20_poly1305] |
                                                                undefined,
                                                            key_phase :: boolean(),
                                                            key_update_pending :: boolean(),
                                                            client_app_secret :: binary() | undefined,
                                                            server_app_secret :: binary() | undefined,
                                                            old_read_keys ::
                                                                #{key := binary(), iv := binary()} |
                                                                undefined,
                                                            zero_rtt_accepted :: boolean(),
                                                            replay_protection :: module() | undefined,
                                                            session_ticket :: map() | undefined,
                                                            resumption_secret :: binary() | undefined,
                                                            session_cache ::
                                                                atom() |
                                                                false |
                                                                {module, module()} |
                                                                undefined,
                                                            token_cache ::
                                                                atom() | false | {module, module()},
                                                            alpn :: [binary()] | undefined,
                                                            hostname :: string() | binary() | undefined,
                                                            cert :: binary() | undefined,
                                                            cert_chain :: [binary()],
                                                            key :: any() | undefined,
                                                            verify :: verify_none | verify_peer,
                                                            cacerts :: [binary()],
                                                            peer_cert :: binary() | undefined,
                                                            static_key :: binary() | undefined},
                                           streams_state ::
                                               #conn_streams{streams ::
                                                                 #{nquic:stream_id() =>
                                                                       #stream_state{stream_id ::
                                                                                         nquic:stream_id(),
                                                                                     type :: bidi | uni,
                                                                                     send_state ::
                                                                                         ready | send |
                                                                                         data_sent |
                                                                                         data_recvd |
                                                                                         reset_sent |
                                                                                         reset_recvd,
                                                                                     send_offset ::
                                                                                         non_neg_integer(),
                                                                                     send_max_data ::
                                                                                         non_neg_integer(),
                                                                                     last_stream_data_blocked ::
                                                                                         non_neg_integer(),
                                                                                     pending_send_data ::
                                                                                         [binary()],
                                                                                     pending_send_size ::
                                                                                         non_neg_integer(),
                                                                                     pending_send_fin ::
                                                                                         boolean(),
                                                                                     recv_state ::
                                                                                         recv |
                                                                                         size_known |
                                                                                         data_recvd |
                                                                                         reset_recvd |
                                                                                         data_read |
                                                                                         reset_read,
                                                                                     recv_offset ::
                                                                                         non_neg_integer(),
                                                                                     recv_max_offset ::
                                                                                         non_neg_integer(),
                                                                                     recv_window ::
                                                                                         non_neg_integer(),
                                                                                     recv_buffer ::
                                                                                         gb_trees:tree(non_neg_integer(),
                                                                                                       {binary(),
                                                                                                        boolean()}),
                                                                                     app_buffer ::
                                                                                         iodata(),
                                                                                     app_buffer_size ::
                                                                                         non_neg_integer()}},
                                                             next_bidi_stream ::
                                                                 nquic:stream_id() | undefined,
                                                             next_uni_stream ::
                                                                 nquic:stream_id() | undefined,
                                                             peer_max_streams_bidi :: non_neg_integer(),
                                                             peer_max_streams_uni :: non_neg_integer(),
                                                             local_max_streams_bidi :: non_neg_integer(),
                                                             local_max_streams_uni :: non_neg_integer(),
                                                             last_sent_max_streams_bidi ::
                                                                 non_neg_integer(),
                                                             last_sent_max_streams_uni ::
                                                                 non_neg_integer(),
                                                             max_peer_bidi_stream_id ::
                                                                 non_neg_integer() | undefined,
                                                             max_peer_uni_stream_id ::
                                                                 non_neg_integer() | undefined,
                                                             opened_peer_bidi_count :: non_neg_integer(),
                                                             opened_peer_uni_count :: non_neg_integer(),
                                                             closed_peer_bidi_wm :: integer(),
                                                             closed_peer_uni_wm :: integer(),
                                                             closed_peer_streams ::
                                                                 #{nquic:stream_id() => true},
                                                             recv_waiters ::
                                                                 #{nquic:stream_id() =>
                                                                       gen_statem:from()},
                                                             accept_stream_waiters ::
                                                                 queue:queue(gen_statem:from()),
                                                             pending_streams ::
                                                                 queue:queue(nquic:stream_id()),
                                                             blocked_streams ::
                                                                 #{nquic:stream_id() => true},
                                                             pending_send_streams ::
                                                                 #{nquic:stream_id() => true},
                                                             send_buffer_high_water :: pos_integer(),
                                                             send_timeout :: timeout(),
                                                             send_waiters ::
                                                                 queue:queue(nquic_conn_send_waiters:t())},
                                           flow ::
                                               #conn_flow{local_max_data :: non_neg_integer(),
                                                          remote_max_data :: non_neg_integer(),
                                                          data_sent :: non_neg_integer(),
                                                          data_received :: non_neg_integer(),
                                                          last_data_blocked :: non_neg_integer(),
                                                          pending_initial_frames :: [nquic_frame:t()],
                                                          pending_handshake_frames :: [nquic_frame:t()],
                                                          pending_app_frames :: [nquic_frame:t()],
                                                          pending_app_pre_encoded ::
                                                              [{non_neg_integer(),
                                                                iodata(),
                                                                nquic_frame:t()}],
                                                          queued_app_send_bytes :: non_neg_integer(),
                                                          cwnd_exempt :: boolean()},
                                           path ::
                                               #conn_path_mgmt{path_state ::
                                                                   nquic_path:state() | undefined,
                                                               peer_cids ::
                                                                   #{non_neg_integer() =>
                                                                         #{cid := nquic:connection_id(),
                                                                           token := binary()}},
                                                               local_cids ::
                                                                   #{non_neg_integer() =>
                                                                         nquic:connection_id()},
                                                               local_cid_seq :: non_neg_integer(),
                                                               peer_retire_prior_to :: non_neg_integer(),
                                                               anti_amp_bytes_received ::
                                                                   non_neg_integer(),
                                                               anti_amp_bytes_sent :: non_neg_integer(),
                                                               address_validated :: boolean()}}) ->
                                  {ok,
                                   #conn_state{role :: client | server,
                                               scid :: nquic:connection_id(),
                                               dcid :: nquic:connection_id(),
                                               odcid :: nquic:connection_id() | undefined,
                                               retry_scid :: nquic:connection_id() | undefined,
                                               retry_token :: binary(),
                                               version :: non_neg_integer(),
                                               version_preference :: [non_neg_integer()],
                                               socket :: nquic_socket:t() | undefined,
                                               peer :: nquic_socket:sockaddr() | undefined,
                                               select_info :: nquic_socket:select_info() | undefined,
                                               pn_spaces :: #{nquic_packet:space() => map()},
                                               app_next_pn :: non_neg_integer(),
                                               app_largest_received :: integer(),
                                               app_largest_received_us :: integer() | undefined,
                                               loss_state :: nquic_loss:loss_state() | undefined,
                                               dispatch_table :: nquic_dispatch:t() | undefined,
                                               listener :: pid() | undefined,
                                               connect_waiters :: [gen_server:from()],
                                               local_params ::
                                                   #transport_params{original_destination_connection_id ::
                                                                         nquic:connection_id() |
                                                                         undefined,
                                                                     max_idle_timeout ::
                                                                         non_neg_integer(),
                                                                     stateless_reset_token ::
                                                                         binary() | undefined,
                                                                     max_udp_payload_size ::
                                                                         pos_integer(),
                                                                     initial_max_data ::
                                                                         non_neg_integer(),
                                                                     initial_max_stream_data_bidi_local ::
                                                                         non_neg_integer(),
                                                                     initial_max_stream_data_bidi_remote ::
                                                                         non_neg_integer(),
                                                                     initial_max_stream_data_uni ::
                                                                         non_neg_integer(),
                                                                     initial_max_streams_bidi ::
                                                                         non_neg_integer(),
                                                                     initial_max_streams_uni ::
                                                                         non_neg_integer(),
                                                                     ack_delay_exponent :: 0..20,
                                                                     max_ack_delay :: non_neg_integer(),
                                                                     disable_active_migration ::
                                                                         boolean(),
                                                                     preferred_address ::
                                                                         nquic_transport:preferred_address() |
                                                                         undefined,
                                                                     active_connection_id_limit ::
                                                                         non_neg_integer(),
                                                                     initial_source_connection_id ::
                                                                         nquic:connection_id() |
                                                                         undefined,
                                                                     retry_source_connection_id ::
                                                                         nquic:connection_id() |
                                                                         undefined,
                                                                     version_information ::
                                                                         nquic_transport:version_information() |
                                                                         undefined,
                                                                     max_datagram_frame_size ::
                                                                         non_neg_integer() | undefined},
                                               remote_params ::
                                                   #transport_params{original_destination_connection_id ::
                                                                         nquic:connection_id() |
                                                                         undefined,
                                                                     max_idle_timeout ::
                                                                         non_neg_integer(),
                                                                     stateless_reset_token ::
                                                                         binary() | undefined,
                                                                     max_udp_payload_size ::
                                                                         pos_integer(),
                                                                     initial_max_data ::
                                                                         non_neg_integer(),
                                                                     initial_max_stream_data_bidi_local ::
                                                                         non_neg_integer(),
                                                                     initial_max_stream_data_bidi_remote ::
                                                                         non_neg_integer(),
                                                                     initial_max_stream_data_uni ::
                                                                         non_neg_integer(),
                                                                     initial_max_streams_bidi ::
                                                                         non_neg_integer(),
                                                                     initial_max_streams_uni ::
                                                                         non_neg_integer(),
                                                                     ack_delay_exponent :: 0..20,
                                                                     max_ack_delay :: non_neg_integer(),
                                                                     disable_active_migration ::
                                                                         boolean(),
                                                                     preferred_address ::
                                                                         nquic_transport:preferred_address() |
                                                                         undefined,
                                                                     active_connection_id_limit ::
                                                                         non_neg_integer(),
                                                                     initial_source_connection_id ::
                                                                         nquic:connection_id() |
                                                                         undefined,
                                                                     retry_source_connection_id ::
                                                                         nquic:connection_id() |
                                                                         undefined,
                                                                     version_information ::
                                                                         nquic_transport:version_information() |
                                                                         undefined,
                                                                     max_datagram_frame_size ::
                                                                         non_neg_integer() | undefined} |
                                                   undefined,
                                               server_packet_processed :: boolean(),
                                               owner :: pid() | undefined,
                                               owner_mon :: reference() | undefined,
                                               deferred_flush_pending :: boolean(),
                                               pending_ack_count :: non_neg_integer(),
                                               ack_immediate :: boolean(),
                                               last_idle_ms :: non_neg_integer() | infinity | undefined,
                                               last_pto_ms ::
                                                   nquic_protocol_timer:loss_detection_timer() |
                                                   undefined,
                                               recv_ecn :: nquic_socket:ecn_mark(),
                                               pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                               gso_size :: undefined | pos_integer(),
                                               max_payload_size :: pos_integer(),
                                               server_per_conn_fd :: boolean(),
                                               proactive_cids :: boolean(),
                                               socket_connected :: boolean(),
                                               self_migration_pending :: boolean(),
                                               metrics_counters ::
                                                   nquic_metrics:conn_counters() | undefined,
                                               spin_enabled :: boolean(),
                                               peer_spin :: 0..1,
                                               new_token_enabled :: boolean(),
                                               new_token_lifetime :: pos_integer(),
                                               qlog :: undefined | nquic_qlog:qlog_state(),
                                               close_kind ::
                                                   undefined | local | peer | idle_timeout |
                                                   protocol_error,
                                               crypto ::
                                                   #conn_crypto{tls_state :: term(),
                                                                keys :: nquic_keys:key_map(),
                                                                app_send_keys :: map() | undefined,
                                                                app_recv_keys :: map() | undefined,
                                                                crypto_buffer ::
                                                                    #{nquic_packet:space() =>
                                                                          {non_neg_integer(),
                                                                           binary(),
                                                                           list()}},
                                                                cipher ::
                                                                    aes_128_gcm | aes_256_gcm |
                                                                    chacha20_poly1305,
                                                                cipher_suites ::
                                                                    [aes_128_gcm | aes_256_gcm |
                                                                     chacha20_poly1305] |
                                                                    undefined,
                                                                key_phase :: boolean(),
                                                                key_update_pending :: boolean(),
                                                                client_app_secret ::
                                                                    binary() | undefined,
                                                                server_app_secret ::
                                                                    binary() | undefined,
                                                                old_read_keys ::
                                                                    #{key := binary(), iv := binary()} |
                                                                    undefined,
                                                                zero_rtt_accepted :: boolean(),
                                                                replay_protection ::
                                                                    module() | undefined,
                                                                session_ticket :: map() | undefined,
                                                                resumption_secret ::
                                                                    binary() | undefined,
                                                                session_cache ::
                                                                    atom() |
                                                                    false |
                                                                    {module, module()} |
                                                                    undefined,
                                                                token_cache ::
                                                                    atom() | false | {module, module()},
                                                                alpn :: [binary()] | undefined,
                                                                hostname ::
                                                                    string() | binary() | undefined,
                                                                cert :: binary() | undefined,
                                                                cert_chain :: [binary()],
                                                                key :: any() | undefined,
                                                                verify :: verify_none | verify_peer,
                                                                cacerts :: [binary()],
                                                                peer_cert :: binary() | undefined,
                                                                static_key :: binary() | undefined},
                                               streams_state ::
                                                   #conn_streams{streams ::
                                                                     #{nquic:stream_id() =>
                                                                           #stream_state{stream_id ::
                                                                                             nquic:stream_id(),
                                                                                         type ::
                                                                                             bidi | uni,
                                                                                         send_state ::
                                                                                             ready |
                                                                                             send |
                                                                                             data_sent |
                                                                                             data_recvd |
                                                                                             reset_sent |
                                                                                             reset_recvd,
                                                                                         send_offset ::
                                                                                             non_neg_integer(),
                                                                                         send_max_data ::
                                                                                             non_neg_integer(),
                                                                                         last_stream_data_blocked ::
                                                                                             non_neg_integer(),
                                                                                         pending_send_data ::
                                                                                             [binary()],
                                                                                         pending_send_size ::
                                                                                             non_neg_integer(),
                                                                                         pending_send_fin ::
                                                                                             boolean(),
                                                                                         recv_state ::
                                                                                             recv |
                                                                                             size_known |
                                                                                             data_recvd |
                                                                                             reset_recvd |
                                                                                             data_read |
                                                                                             reset_read,
                                                                                         recv_offset ::
                                                                                             non_neg_integer(),
                                                                                         recv_max_offset ::
                                                                                             non_neg_integer(),
                                                                                         recv_window ::
                                                                                             non_neg_integer(),
                                                                                         recv_buffer ::
                                                                                             gb_trees:tree(non_neg_integer(),
                                                                                                           {binary(),
                                                                                                            boolean()}),
                                                                                         app_buffer ::
                                                                                             iodata(),
                                                                                         app_buffer_size ::
                                                                                             non_neg_integer()}},
                                                                 next_bidi_stream ::
                                                                     nquic:stream_id() | undefined,
                                                                 next_uni_stream ::
                                                                     nquic:stream_id() | undefined,
                                                                 peer_max_streams_bidi ::
                                                                     non_neg_integer(),
                                                                 peer_max_streams_uni ::
                                                                     non_neg_integer(),
                                                                 local_max_streams_bidi ::
                                                                     non_neg_integer(),
                                                                 local_max_streams_uni ::
                                                                     non_neg_integer(),
                                                                 last_sent_max_streams_bidi ::
                                                                     non_neg_integer(),
                                                                 last_sent_max_streams_uni ::
                                                                     non_neg_integer(),
                                                                 max_peer_bidi_stream_id ::
                                                                     non_neg_integer() | undefined,
                                                                 max_peer_uni_stream_id ::
                                                                     non_neg_integer() | undefined,
                                                                 opened_peer_bidi_count ::
                                                                     non_neg_integer(),
                                                                 opened_peer_uni_count ::
                                                                     non_neg_integer(),
                                                                 closed_peer_bidi_wm :: integer(),
                                                                 closed_peer_uni_wm :: integer(),
                                                                 closed_peer_streams ::
                                                                     #{nquic:stream_id() => true},
                                                                 recv_waiters ::
                                                                     #{nquic:stream_id() =>
                                                                           gen_statem:from()},
                                                                 accept_stream_waiters ::
                                                                     queue:queue(gen_statem:from()),
                                                                 pending_streams ::
                                                                     queue:queue(nquic:stream_id()),
                                                                 blocked_streams ::
                                                                     #{nquic:stream_id() => true},
                                                                 pending_send_streams ::
                                                                     #{nquic:stream_id() => true},
                                                                 send_buffer_high_water :: pos_integer(),
                                                                 send_timeout :: timeout(),
                                                                 send_waiters ::
                                                                     queue:queue(nquic_conn_send_waiters:t())},
                                               flow ::
                                                   #conn_flow{local_max_data :: non_neg_integer(),
                                                              remote_max_data :: non_neg_integer(),
                                                              data_sent :: non_neg_integer(),
                                                              data_received :: non_neg_integer(),
                                                              last_data_blocked :: non_neg_integer(),
                                                              pending_initial_frames ::
                                                                  [nquic_frame:t()],
                                                              pending_handshake_frames ::
                                                                  [nquic_frame:t()],
                                                              pending_app_frames :: [nquic_frame:t()],
                                                              pending_app_pre_encoded ::
                                                                  [{non_neg_integer(),
                                                                    iodata(),
                                                                    nquic_frame:t()}],
                                                              queued_app_send_bytes :: non_neg_integer(),
                                                              cwnd_exempt :: boolean()},
                                               path ::
                                                   #conn_path_mgmt{path_state ::
                                                                       nquic_path:state() | undefined,
                                                                   peer_cids ::
                                                                       #{non_neg_integer() =>
                                                                             #{cid :=
                                                                                   nquic:connection_id(),
                                                                               token := binary()}},
                                                                   local_cids ::
                                                                       #{non_neg_integer() =>
                                                                             nquic:connection_id()},
                                                                   local_cid_seq :: non_neg_integer(),
                                                                   peer_retire_prior_to ::
                                                                       non_neg_integer(),
                                                                   anti_amp_bytes_received ::
                                                                       non_neg_integer(),
                                                                   anti_amp_bytes_sent ::
                                                                       non_neg_integer(),
                                                                   address_validated :: boolean()}}} |
                                  {error, term()}.
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          -spec awaiting_per_conn_fd_cid(#conn_state{role :: client | server,
                                           scid :: nquic:connection_id(),
                                           dcid :: nquic:connection_id(),
                                           odcid :: nquic:connection_id() | undefined,
                                           retry_scid :: nquic:connection_id() | undefined,
                                           retry_token :: binary(),
                                           version :: non_neg_integer(),
                                           version_preference :: [non_neg_integer()],
                                           socket :: nquic_socket:t() | undefined,
                                           peer :: nquic_socket:sockaddr() | undefined,
                                           select_info :: nquic_socket:select_info() | undefined,
                                           pn_spaces :: #{nquic_packet:space() => map()},
                                           app_next_pn :: non_neg_integer(),
                                           app_largest_received :: integer(),
                                           app_largest_received_us :: integer() | undefined,
                                           loss_state :: nquic_loss:loss_state() | undefined,
                                           dispatch_table :: nquic_dispatch:t() | undefined,
                                           listener :: pid() | undefined,
                                           connect_waiters :: [gen_server:from()],
                                           local_params ::
                                               #transport_params{original_destination_connection_id ::
                                                                     nquic:connection_id() | undefined,
                                                                 max_idle_timeout :: non_neg_integer(),
                                                                 stateless_reset_token ::
                                                                     binary() | undefined,
                                                                 max_udp_payload_size :: pos_integer(),
                                                                 initial_max_data :: non_neg_integer(),
                                                                 initial_max_stream_data_bidi_local ::
                                                                     non_neg_integer(),
                                                                 initial_max_stream_data_bidi_remote ::
                                                                     non_neg_integer(),
                                                                 initial_max_stream_data_uni ::
                                                                     non_neg_integer(),
                                                                 initial_max_streams_bidi ::
                                                                     non_neg_integer(),
                                                                 initial_max_streams_uni ::
                                                                     non_neg_integer(),
                                                                 ack_delay_exponent :: 0..20,
                                                                 max_ack_delay :: non_neg_integer(),
                                                                 disable_active_migration :: boolean(),
                                                                 preferred_address ::
                                                                     nquic_transport:preferred_address() |
                                                                     undefined,
                                                                 active_connection_id_limit ::
                                                                     non_neg_integer(),
                                                                 initial_source_connection_id ::
                                                                     nquic:connection_id() | undefined,
                                                                 retry_source_connection_id ::
                                                                     nquic:connection_id() | undefined,
                                                                 version_information ::
                                                                     nquic_transport:version_information() |
                                                                     undefined,
                                                                 max_datagram_frame_size ::
                                                                     non_neg_integer() | undefined},
                                           remote_params ::
                                               #transport_params{original_destination_connection_id ::
                                                                     nquic:connection_id() | undefined,
                                                                 max_idle_timeout :: non_neg_integer(),
                                                                 stateless_reset_token ::
                                                                     binary() | undefined,
                                                                 max_udp_payload_size :: pos_integer(),
                                                                 initial_max_data :: non_neg_integer(),
                                                                 initial_max_stream_data_bidi_local ::
                                                                     non_neg_integer(),
                                                                 initial_max_stream_data_bidi_remote ::
                                                                     non_neg_integer(),
                                                                 initial_max_stream_data_uni ::
                                                                     non_neg_integer(),
                                                                 initial_max_streams_bidi ::
                                                                     non_neg_integer(),
                                                                 initial_max_streams_uni ::
                                                                     non_neg_integer(),
                                                                 ack_delay_exponent :: 0..20,
                                                                 max_ack_delay :: non_neg_integer(),
                                                                 disable_active_migration :: boolean(),
                                                                 preferred_address ::
                                                                     nquic_transport:preferred_address() |
                                                                     undefined,
                                                                 active_connection_id_limit ::
                                                                     non_neg_integer(),
                                                                 initial_source_connection_id ::
                                                                     nquic:connection_id() | undefined,
                                                                 retry_source_connection_id ::
                                                                     nquic:connection_id() | undefined,
                                                                 version_information ::
                                                                     nquic_transport:version_information() |
                                                                     undefined,
                                                                 max_datagram_frame_size ::
                                                                     non_neg_integer() | undefined} |
                                               undefined,
                                           server_packet_processed :: boolean(),
                                           owner :: pid() | undefined,
                                           owner_mon :: reference() | undefined,
                                           deferred_flush_pending :: boolean(),
                                           pending_ack_count :: non_neg_integer(),
                                           ack_immediate :: boolean(),
                                           last_idle_ms :: non_neg_integer() | infinity | undefined,
                                           last_pto_ms ::
                                               nquic_protocol_timer:loss_detection_timer() | undefined,
                                           recv_ecn :: nquic_socket:ecn_mark(),
                                           pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                           gso_size :: undefined | pos_integer(),
                                           max_payload_size :: pos_integer(),
                                           server_per_conn_fd :: boolean(),
                                           proactive_cids :: boolean(),
                                           socket_connected :: boolean(),
                                           self_migration_pending :: boolean(),
                                           metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                           spin_enabled :: boolean(),
                                           peer_spin :: 0..1,
                                           new_token_enabled :: boolean(),
                                           new_token_lifetime :: pos_integer(),
                                           qlog :: undefined | nquic_qlog:qlog_state(),
                                           close_kind ::
                                               undefined | local | peer | idle_timeout | protocol_error,
                                           crypto ::
                                               #conn_crypto{tls_state :: term(),
                                                            keys :: nquic_keys:key_map(),
                                                            app_send_keys :: map() | undefined,
                                                            app_recv_keys :: map() | undefined,
                                                            crypto_buffer ::
                                                                #{nquic_packet:space() =>
                                                                      {non_neg_integer(),
                                                                       binary(),
                                                                       list()}},
                                                            cipher ::
                                                                aes_128_gcm | aes_256_gcm |
                                                                chacha20_poly1305,
                                                            cipher_suites ::
                                                                [aes_128_gcm | aes_256_gcm |
                                                                 chacha20_poly1305] |
                                                                undefined,
                                                            key_phase :: boolean(),
                                                            key_update_pending :: boolean(),
                                                            client_app_secret :: binary() | undefined,
                                                            server_app_secret :: binary() | undefined,
                                                            old_read_keys ::
                                                                #{key := binary(), iv := binary()} |
                                                                undefined,
                                                            zero_rtt_accepted :: boolean(),
                                                            replay_protection :: module() | undefined,
                                                            session_ticket :: map() | undefined,
                                                            resumption_secret :: binary() | undefined,
                                                            session_cache ::
                                                                atom() |
                                                                false |
                                                                {module, module()} |
                                                                undefined,
                                                            token_cache ::
                                                                atom() | false | {module, module()},
                                                            alpn :: [binary()] | undefined,
                                                            hostname :: string() | binary() | undefined,
                                                            cert :: binary() | undefined,
                                                            cert_chain :: [binary()],
                                                            key :: any() | undefined,
                                                            verify :: verify_none | verify_peer,
                                                            cacerts :: [binary()],
                                                            peer_cert :: binary() | undefined,
                                                            static_key :: binary() | undefined},
                                           streams_state ::
                                               #conn_streams{streams ::
                                                                 #{nquic:stream_id() =>
                                                                       #stream_state{stream_id ::
                                                                                         nquic:stream_id(),
                                                                                     type :: bidi | uni,
                                                                                     send_state ::
                                                                                         ready | send |
                                                                                         data_sent |
                                                                                         data_recvd |
                                                                                         reset_sent |
                                                                                         reset_recvd,
                                                                                     send_offset ::
                                                                                         non_neg_integer(),
                                                                                     send_max_data ::
                                                                                         non_neg_integer(),
                                                                                     last_stream_data_blocked ::
                                                                                         non_neg_integer(),
                                                                                     pending_send_data ::
                                                                                         [binary()],
                                                                                     pending_send_size ::
                                                                                         non_neg_integer(),
                                                                                     pending_send_fin ::
                                                                                         boolean(),
                                                                                     recv_state ::
                                                                                         recv |
                                                                                         size_known |
                                                                                         data_recvd |
                                                                                         reset_recvd |
                                                                                         data_read |
                                                                                         reset_read,
                                                                                     recv_offset ::
                                                                                         non_neg_integer(),
                                                                                     recv_max_offset ::
                                                                                         non_neg_integer(),
                                                                                     recv_window ::
                                                                                         non_neg_integer(),
                                                                                     recv_buffer ::
                                                                                         gb_trees:tree(non_neg_integer(),
                                                                                                       {binary(),
                                                                                                        boolean()}),
                                                                                     app_buffer ::
                                                                                         iodata(),
                                                                                     app_buffer_size ::
                                                                                         non_neg_integer()}},
                                                             next_bidi_stream ::
                                                                 nquic:stream_id() | undefined,
                                                             next_uni_stream ::
                                                                 nquic:stream_id() | undefined,
                                                             peer_max_streams_bidi :: non_neg_integer(),
                                                             peer_max_streams_uni :: non_neg_integer(),
                                                             local_max_streams_bidi :: non_neg_integer(),
                                                             local_max_streams_uni :: non_neg_integer(),
                                                             last_sent_max_streams_bidi ::
                                                                 non_neg_integer(),
                                                             last_sent_max_streams_uni ::
                                                                 non_neg_integer(),
                                                             max_peer_bidi_stream_id ::
                                                                 non_neg_integer() | undefined,
                                                             max_peer_uni_stream_id ::
                                                                 non_neg_integer() | undefined,
                                                             opened_peer_bidi_count :: non_neg_integer(),
                                                             opened_peer_uni_count :: non_neg_integer(),
                                                             closed_peer_bidi_wm :: integer(),
                                                             closed_peer_uni_wm :: integer(),
                                                             closed_peer_streams ::
                                                                 #{nquic:stream_id() => true},
                                                             recv_waiters ::
                                                                 #{nquic:stream_id() =>
                                                                       gen_statem:from()},
                                                             accept_stream_waiters ::
                                                                 queue:queue(gen_statem:from()),
                                                             pending_streams ::
                                                                 queue:queue(nquic:stream_id()),
                                                             blocked_streams ::
                                                                 #{nquic:stream_id() => true},
                                                             pending_send_streams ::
                                                                 #{nquic:stream_id() => true},
                                                             send_buffer_high_water :: pos_integer(),
                                                             send_timeout :: timeout(),
                                                             send_waiters ::
                                                                 queue:queue(nquic_conn_send_waiters:t())},
                                           flow ::
                                               #conn_flow{local_max_data :: non_neg_integer(),
                                                          remote_max_data :: non_neg_integer(),
                                                          data_sent :: non_neg_integer(),
                                                          data_received :: non_neg_integer(),
                                                          last_data_blocked :: non_neg_integer(),
                                                          pending_initial_frames :: [nquic_frame:t()],
                                                          pending_handshake_frames :: [nquic_frame:t()],
                                                          pending_app_frames :: [nquic_frame:t()],
                                                          pending_app_pre_encoded ::
                                                              [{non_neg_integer(),
                                                                iodata(),
                                                                nquic_frame:t()}],
                                                          queued_app_send_bytes :: non_neg_integer(),
                                                          cwnd_exempt :: boolean()},
                                           path ::
                                               #conn_path_mgmt{path_state ::
                                                                   nquic_path:state() | undefined,
                                                               peer_cids ::
                                                                   #{non_neg_integer() =>
                                                                         #{cid := nquic:connection_id(),
                                                                           token := binary()}},
                                                               local_cids ::
                                                                   #{non_neg_integer() =>
                                                                         nquic:connection_id()},
                                                               local_cid_seq :: non_neg_integer(),
                                                               peer_retire_prior_to :: non_neg_integer(),
                                                               anti_amp_bytes_received ::
                                                                   non_neg_integer(),
                                                               anti_amp_bytes_sent :: non_neg_integer(),
                                                               address_validated :: boolean()}}) ->
                                  boolean().
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          -spec finalize_server_migration(#conn_state{role :: client | server,
                                            scid :: nquic:connection_id(),
                                            dcid :: nquic:connection_id(),
                                            odcid :: nquic:connection_id() | undefined,
                                            retry_scid :: nquic:connection_id() | undefined,
                                            retry_token :: binary(),
                                            version :: non_neg_integer(),
                                            version_preference :: [non_neg_integer()],
                                            socket :: nquic_socket:t() | undefined,
                                            peer :: nquic_socket:sockaddr() | undefined,
                                            select_info :: nquic_socket:select_info() | undefined,
                                            pn_spaces :: #{nquic_packet:space() => map()},
                                            app_next_pn :: non_neg_integer(),
                                            app_largest_received :: integer(),
                                            app_largest_received_us :: integer() | undefined,
                                            loss_state :: nquic_loss:loss_state() | undefined,
                                            dispatch_table :: nquic_dispatch:t() | undefined,
                                            listener :: pid() | undefined,
                                            connect_waiters :: [gen_server:from()],
                                            local_params ::
                                                #transport_params{original_destination_connection_id ::
                                                                      nquic:connection_id() | undefined,
                                                                  max_idle_timeout :: non_neg_integer(),
                                                                  stateless_reset_token ::
                                                                      binary() | undefined,
                                                                  max_udp_payload_size :: pos_integer(),
                                                                  initial_max_data :: non_neg_integer(),
                                                                  initial_max_stream_data_bidi_local ::
                                                                      non_neg_integer(),
                                                                  initial_max_stream_data_bidi_remote ::
                                                                      non_neg_integer(),
                                                                  initial_max_stream_data_uni ::
                                                                      non_neg_integer(),
                                                                  initial_max_streams_bidi ::
                                                                      non_neg_integer(),
                                                                  initial_max_streams_uni ::
                                                                      non_neg_integer(),
                                                                  ack_delay_exponent :: 0..20,
                                                                  max_ack_delay :: non_neg_integer(),
                                                                  disable_active_migration :: boolean(),
                                                                  preferred_address ::
                                                                      nquic_transport:preferred_address() |
                                                                      undefined,
                                                                  active_connection_id_limit ::
                                                                      non_neg_integer(),
                                                                  initial_source_connection_id ::
                                                                      nquic:connection_id() | undefined,
                                                                  retry_source_connection_id ::
                                                                      nquic:connection_id() | undefined,
                                                                  version_information ::
                                                                      nquic_transport:version_information() |
                                                                      undefined,
                                                                  max_datagram_frame_size ::
                                                                      non_neg_integer() | undefined},
                                            remote_params ::
                                                #transport_params{original_destination_connection_id ::
                                                                      nquic:connection_id() | undefined,
                                                                  max_idle_timeout :: non_neg_integer(),
                                                                  stateless_reset_token ::
                                                                      binary() | undefined,
                                                                  max_udp_payload_size :: pos_integer(),
                                                                  initial_max_data :: non_neg_integer(),
                                                                  initial_max_stream_data_bidi_local ::
                                                                      non_neg_integer(),
                                                                  initial_max_stream_data_bidi_remote ::
                                                                      non_neg_integer(),
                                                                  initial_max_stream_data_uni ::
                                                                      non_neg_integer(),
                                                                  initial_max_streams_bidi ::
                                                                      non_neg_integer(),
                                                                  initial_max_streams_uni ::
                                                                      non_neg_integer(),
                                                                  ack_delay_exponent :: 0..20,
                                                                  max_ack_delay :: non_neg_integer(),
                                                                  disable_active_migration :: boolean(),
                                                                  preferred_address ::
                                                                      nquic_transport:preferred_address() |
                                                                      undefined,
                                                                  active_connection_id_limit ::
                                                                      non_neg_integer(),
                                                                  initial_source_connection_id ::
                                                                      nquic:connection_id() | undefined,
                                                                  retry_source_connection_id ::
                                                                      nquic:connection_id() | undefined,
                                                                  version_information ::
                                                                      nquic_transport:version_information() |
                                                                      undefined,
                                                                  max_datagram_frame_size ::
                                                                      non_neg_integer() | undefined} |
                                                undefined,
                                            server_packet_processed :: boolean(),
                                            owner :: pid() | undefined,
                                            owner_mon :: reference() | undefined,
                                            deferred_flush_pending :: boolean(),
                                            pending_ack_count :: non_neg_integer(),
                                            ack_immediate :: boolean(),
                                            last_idle_ms :: non_neg_integer() | infinity | undefined,
                                            last_pto_ms ::
                                                nquic_protocol_timer:loss_detection_timer() | undefined,
                                            recv_ecn :: nquic_socket:ecn_mark(),
                                            pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                            gso_size :: undefined | pos_integer(),
                                            max_payload_size :: pos_integer(),
                                            server_per_conn_fd :: boolean(),
                                            proactive_cids :: boolean(),
                                            socket_connected :: boolean(),
                                            self_migration_pending :: boolean(),
                                            metrics_counters ::
                                                nquic_metrics:conn_counters() | undefined,
                                            spin_enabled :: boolean(),
                                            peer_spin :: 0..1,
                                            new_token_enabled :: boolean(),
                                            new_token_lifetime :: pos_integer(),
                                            qlog :: undefined | nquic_qlog:qlog_state(),
                                            close_kind ::
                                                undefined | local | peer | idle_timeout | protocol_error,
                                            crypto ::
                                                #conn_crypto{tls_state :: term(),
                                                             keys :: nquic_keys:key_map(),
                                                             app_send_keys :: map() | undefined,
                                                             app_recv_keys :: map() | undefined,
                                                             crypto_buffer ::
                                                                 #{nquic_packet:space() =>
                                                                       {non_neg_integer(),
                                                                        binary(),
                                                                        list()}},
                                                             cipher ::
                                                                 aes_128_gcm | aes_256_gcm |
                                                                 chacha20_poly1305,
                                                             cipher_suites ::
                                                                 [aes_128_gcm | aes_256_gcm |
                                                                  chacha20_poly1305] |
                                                                 undefined,
                                                             key_phase :: boolean(),
                                                             key_update_pending :: boolean(),
                                                             client_app_secret :: binary() | undefined,
                                                             server_app_secret :: binary() | undefined,
                                                             old_read_keys ::
                                                                 #{key := binary(), iv := binary()} |
                                                                 undefined,
                                                             zero_rtt_accepted :: boolean(),
                                                             replay_protection :: module() | undefined,
                                                             session_ticket :: map() | undefined,
                                                             resumption_secret :: binary() | undefined,
                                                             session_cache ::
                                                                 atom() |
                                                                 false |
                                                                 {module, module()} |
                                                                 undefined,
                                                             token_cache ::
                                                                 atom() | false | {module, module()},
                                                             alpn :: [binary()] | undefined,
                                                             hostname :: string() | binary() | undefined,
                                                             cert :: binary() | undefined,
                                                             cert_chain :: [binary()],
                                                             key :: any() | undefined,
                                                             verify :: verify_none | verify_peer,
                                                             cacerts :: [binary()],
                                                             peer_cert :: binary() | undefined,
                                                             static_key :: binary() | undefined},
                                            streams_state ::
                                                #conn_streams{streams ::
                                                                  #{nquic:stream_id() =>
                                                                        #stream_state{stream_id ::
                                                                                          nquic:stream_id(),
                                                                                      type :: bidi | uni,
                                                                                      send_state ::
                                                                                          ready | send |
                                                                                          data_sent |
                                                                                          data_recvd |
                                                                                          reset_sent |
                                                                                          reset_recvd,
                                                                                      send_offset ::
                                                                                          non_neg_integer(),
                                                                                      send_max_data ::
                                                                                          non_neg_integer(),
                                                                                      last_stream_data_blocked ::
                                                                                          non_neg_integer(),
                                                                                      pending_send_data ::
                                                                                          [binary()],
                                                                                      pending_send_size ::
                                                                                          non_neg_integer(),
                                                                                      pending_send_fin ::
                                                                                          boolean(),
                                                                                      recv_state ::
                                                                                          recv |
                                                                                          size_known |
                                                                                          data_recvd |
                                                                                          reset_recvd |
                                                                                          data_read |
                                                                                          reset_read,
                                                                                      recv_offset ::
                                                                                          non_neg_integer(),
                                                                                      recv_max_offset ::
                                                                                          non_neg_integer(),
                                                                                      recv_window ::
                                                                                          non_neg_integer(),
                                                                                      recv_buffer ::
                                                                                          gb_trees:tree(non_neg_integer(),
                                                                                                        {binary(),
                                                                                                         boolean()}),
                                                                                      app_buffer ::
                                                                                          iodata(),
                                                                                      app_buffer_size ::
                                                                                          non_neg_integer()}},
                                                              next_bidi_stream ::
                                                                  nquic:stream_id() | undefined,
                                                              next_uni_stream ::
                                                                  nquic:stream_id() | undefined,
                                                              peer_max_streams_bidi :: non_neg_integer(),
                                                              peer_max_streams_uni :: non_neg_integer(),
                                                              local_max_streams_bidi ::
                                                                  non_neg_integer(),
                                                              local_max_streams_uni :: non_neg_integer(),
                                                              last_sent_max_streams_bidi ::
                                                                  non_neg_integer(),
                                                              last_sent_max_streams_uni ::
                                                                  non_neg_integer(),
                                                              max_peer_bidi_stream_id ::
                                                                  non_neg_integer() | undefined,
                                                              max_peer_uni_stream_id ::
                                                                  non_neg_integer() | undefined,
                                                              opened_peer_bidi_count ::
                                                                  non_neg_integer(),
                                                              opened_peer_uni_count :: non_neg_integer(),
                                                              closed_peer_bidi_wm :: integer(),
                                                              closed_peer_uni_wm :: integer(),
                                                              closed_peer_streams ::
                                                                  #{nquic:stream_id() => true},
                                                              recv_waiters ::
                                                                  #{nquic:stream_id() =>
                                                                        gen_statem:from()},
                                                              accept_stream_waiters ::
                                                                  queue:queue(gen_statem:from()),
                                                              pending_streams ::
                                                                  queue:queue(nquic:stream_id()),
                                                              blocked_streams ::
                                                                  #{nquic:stream_id() => true},
                                                              pending_send_streams ::
                                                                  #{nquic:stream_id() => true},
                                                              send_buffer_high_water :: pos_integer(),
                                                              send_timeout :: timeout(),
                                                              send_waiters ::
                                                                  queue:queue(nquic_conn_send_waiters:t())},
                                            flow ::
                                                #conn_flow{local_max_data :: non_neg_integer(),
                                                           remote_max_data :: non_neg_integer(),
                                                           data_sent :: non_neg_integer(),
                                                           data_received :: non_neg_integer(),
                                                           last_data_blocked :: non_neg_integer(),
                                                           pending_initial_frames :: [nquic_frame:t()],
                                                           pending_handshake_frames :: [nquic_frame:t()],
                                                           pending_app_frames :: [nquic_frame:t()],
                                                           pending_app_pre_encoded ::
                                                               [{non_neg_integer(),
                                                                 iodata(),
                                                                 nquic_frame:t()}],
                                                           queued_app_send_bytes :: non_neg_integer(),
                                                           cwnd_exempt :: boolean()},
                                            path ::
                                                #conn_path_mgmt{path_state ::
                                                                    nquic_path:state() | undefined,
                                                                peer_cids ::
                                                                    #{non_neg_integer() =>
                                                                          #{cid := nquic:connection_id(),
                                                                            token := binary()}},
                                                                local_cids ::
                                                                    #{non_neg_integer() =>
                                                                          nquic:connection_id()},
                                                                local_cid_seq :: non_neg_integer(),
                                                                peer_retire_prior_to ::
                                                                    non_neg_integer(),
                                                                anti_amp_bytes_received ::
                                                                    non_neg_integer(),
                                                                anti_amp_bytes_sent :: non_neg_integer(),
                                                                address_validated :: boolean()}}) ->
                                   #conn_state{role :: client | server,
                                               scid :: nquic:connection_id(),
                                               dcid :: nquic:connection_id(),
                                               odcid :: nquic:connection_id() | undefined,
                                               retry_scid :: nquic:connection_id() | undefined,
                                               retry_token :: binary(),
                                               version :: non_neg_integer(),
                                               version_preference :: [non_neg_integer()],
                                               socket :: nquic_socket:t() | undefined,
                                               peer :: nquic_socket:sockaddr() | undefined,
                                               select_info :: nquic_socket:select_info() | undefined,
                                               pn_spaces :: #{nquic_packet:space() => map()},
                                               app_next_pn :: non_neg_integer(),
                                               app_largest_received :: integer(),
                                               app_largest_received_us :: integer() | undefined,
                                               loss_state :: nquic_loss:loss_state() | undefined,
                                               dispatch_table :: nquic_dispatch:t() | undefined,
                                               listener :: pid() | undefined,
                                               connect_waiters :: [gen_server:from()],
                                               local_params ::
                                                   #transport_params{original_destination_connection_id ::
                                                                         nquic:connection_id() |
                                                                         undefined,
                                                                     max_idle_timeout ::
                                                                         non_neg_integer(),
                                                                     stateless_reset_token ::
                                                                         binary() | undefined,
                                                                     max_udp_payload_size ::
                                                                         pos_integer(),
                                                                     initial_max_data ::
                                                                         non_neg_integer(),
                                                                     initial_max_stream_data_bidi_local ::
                                                                         non_neg_integer(),
                                                                     initial_max_stream_data_bidi_remote ::
                                                                         non_neg_integer(),
                                                                     initial_max_stream_data_uni ::
                                                                         non_neg_integer(),
                                                                     initial_max_streams_bidi ::
                                                                         non_neg_integer(),
                                                                     initial_max_streams_uni ::
                                                                         non_neg_integer(),
                                                                     ack_delay_exponent :: 0..20,
                                                                     max_ack_delay :: non_neg_integer(),
                                                                     disable_active_migration ::
                                                                         boolean(),
                                                                     preferred_address ::
                                                                         nquic_transport:preferred_address() |
                                                                         undefined,
                                                                     active_connection_id_limit ::
                                                                         non_neg_integer(),
                                                                     initial_source_connection_id ::
                                                                         nquic:connection_id() |
                                                                         undefined,
                                                                     retry_source_connection_id ::
                                                                         nquic:connection_id() |
                                                                         undefined,
                                                                     version_information ::
                                                                         nquic_transport:version_information() |
                                                                         undefined,
                                                                     max_datagram_frame_size ::
                                                                         non_neg_integer() | undefined},
                                               remote_params ::
                                                   #transport_params{original_destination_connection_id ::
                                                                         nquic:connection_id() |
                                                                         undefined,
                                                                     max_idle_timeout ::
                                                                         non_neg_integer(),
                                                                     stateless_reset_token ::
                                                                         binary() | undefined,
                                                                     max_udp_payload_size ::
                                                                         pos_integer(),
                                                                     initial_max_data ::
                                                                         non_neg_integer(),
                                                                     initial_max_stream_data_bidi_local ::
                                                                         non_neg_integer(),
                                                                     initial_max_stream_data_bidi_remote ::
                                                                         non_neg_integer(),
                                                                     initial_max_stream_data_uni ::
                                                                         non_neg_integer(),
                                                                     initial_max_streams_bidi ::
                                                                         non_neg_integer(),
                                                                     initial_max_streams_uni ::
                                                                         non_neg_integer(),
                                                                     ack_delay_exponent :: 0..20,
                                                                     max_ack_delay :: non_neg_integer(),
                                                                     disable_active_migration ::
                                                                         boolean(),
                                                                     preferred_address ::
                                                                         nquic_transport:preferred_address() |
                                                                         undefined,
                                                                     active_connection_id_limit ::
                                                                         non_neg_integer(),
                                                                     initial_source_connection_id ::
                                                                         nquic:connection_id() |
                                                                         undefined,
                                                                     retry_source_connection_id ::
                                                                         nquic:connection_id() |
                                                                         undefined,
                                                                     version_information ::
                                                                         nquic_transport:version_information() |
                                                                         undefined,
                                                                     max_datagram_frame_size ::
                                                                         non_neg_integer() | undefined} |
                                                   undefined,
                                               server_packet_processed :: boolean(),
                                               owner :: pid() | undefined,
                                               owner_mon :: reference() | undefined,
                                               deferred_flush_pending :: boolean(),
                                               pending_ack_count :: non_neg_integer(),
                                               ack_immediate :: boolean(),
                                               last_idle_ms :: non_neg_integer() | infinity | undefined,
                                               last_pto_ms ::
                                                   nquic_protocol_timer:loss_detection_timer() |
                                                   undefined,
                                               recv_ecn :: nquic_socket:ecn_mark(),
                                               pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                               gso_size :: undefined | pos_integer(),
                                               max_payload_size :: pos_integer(),
                                               server_per_conn_fd :: boolean(),
                                               proactive_cids :: boolean(),
                                               socket_connected :: boolean(),
                                               self_migration_pending :: boolean(),
                                               metrics_counters ::
                                                   nquic_metrics:conn_counters() | undefined,
                                               spin_enabled :: boolean(),
                                               peer_spin :: 0..1,
                                               new_token_enabled :: boolean(),
                                               new_token_lifetime :: pos_integer(),
                                               qlog :: undefined | nquic_qlog:qlog_state(),
                                               close_kind ::
                                                   undefined | local | peer | idle_timeout |
                                                   protocol_error,
                                               crypto ::
                                                   #conn_crypto{tls_state :: term(),
                                                                keys :: nquic_keys:key_map(),
                                                                app_send_keys :: map() | undefined,
                                                                app_recv_keys :: map() | undefined,
                                                                crypto_buffer ::
                                                                    #{nquic_packet:space() =>
                                                                          {non_neg_integer(),
                                                                           binary(),
                                                                           list()}},
                                                                cipher ::
                                                                    aes_128_gcm | aes_256_gcm |
                                                                    chacha20_poly1305,
                                                                cipher_suites ::
                                                                    [aes_128_gcm | aes_256_gcm |
                                                                     chacha20_poly1305] |
                                                                    undefined,
                                                                key_phase :: boolean(),
                                                                key_update_pending :: boolean(),
                                                                client_app_secret ::
                                                                    binary() | undefined,
                                                                server_app_secret ::
                                                                    binary() | undefined,
                                                                old_read_keys ::
                                                                    #{key := binary(), iv := binary()} |
                                                                    undefined,
                                                                zero_rtt_accepted :: boolean(),
                                                                replay_protection ::
                                                                    module() | undefined,
                                                                session_ticket :: map() | undefined,
                                                                resumption_secret ::
                                                                    binary() | undefined,
                                                                session_cache ::
                                                                    atom() |
                                                                    false |
                                                                    {module, module()} |
                                                                    undefined,
                                                                token_cache ::
                                                                    atom() | false | {module, module()},
                                                                alpn :: [binary()] | undefined,
                                                                hostname ::
                                                                    string() | binary() | undefined,
                                                                cert :: binary() | undefined,
                                                                cert_chain :: [binary()],
                                                                key :: any() | undefined,
                                                                verify :: verify_none | verify_peer,
                                                                cacerts :: [binary()],
                                                                peer_cert :: binary() | undefined,
                                                                static_key :: binary() | undefined},
                                               streams_state ::
                                                   #conn_streams{streams ::
                                                                     #{nquic:stream_id() =>
                                                                           #stream_state{stream_id ::
                                                                                             nquic:stream_id(),
                                                                                         type ::
                                                                                             bidi | uni,
                                                                                         send_state ::
                                                                                             ready |
                                                                                             send |
                                                                                             data_sent |
                                                                                             data_recvd |
                                                                                             reset_sent |
                                                                                             reset_recvd,
                                                                                         send_offset ::
                                                                                             non_neg_integer(),
                                                                                         send_max_data ::
                                                                                             non_neg_integer(),
                                                                                         last_stream_data_blocked ::
                                                                                             non_neg_integer(),
                                                                                         pending_send_data ::
                                                                                             [binary()],
                                                                                         pending_send_size ::
                                                                                             non_neg_integer(),
                                                                                         pending_send_fin ::
                                                                                             boolean(),
                                                                                         recv_state ::
                                                                                             recv |
                                                                                             size_known |
                                                                                             data_recvd |
                                                                                             reset_recvd |
                                                                                             data_read |
                                                                                             reset_read,
                                                                                         recv_offset ::
                                                                                             non_neg_integer(),
                                                                                         recv_max_offset ::
                                                                                             non_neg_integer(),
                                                                                         recv_window ::
                                                                                             non_neg_integer(),
                                                                                         recv_buffer ::
                                                                                             gb_trees:tree(non_neg_integer(),
                                                                                                           {binary(),
                                                                                                            boolean()}),
                                                                                         app_buffer ::
                                                                                             iodata(),
                                                                                         app_buffer_size ::
                                                                                             non_neg_integer()}},
                                                                 next_bidi_stream ::
                                                                     nquic:stream_id() | undefined,
                                                                 next_uni_stream ::
                                                                     nquic:stream_id() | undefined,
                                                                 peer_max_streams_bidi ::
                                                                     non_neg_integer(),
                                                                 peer_max_streams_uni ::
                                                                     non_neg_integer(),
                                                                 local_max_streams_bidi ::
                                                                     non_neg_integer(),
                                                                 local_max_streams_uni ::
                                                                     non_neg_integer(),
                                                                 last_sent_max_streams_bidi ::
                                                                     non_neg_integer(),
                                                                 last_sent_max_streams_uni ::
                                                                     non_neg_integer(),
                                                                 max_peer_bidi_stream_id ::
                                                                     non_neg_integer() | undefined,
                                                                 max_peer_uni_stream_id ::
                                                                     non_neg_integer() | undefined,
                                                                 opened_peer_bidi_count ::
                                                                     non_neg_integer(),
                                                                 opened_peer_uni_count ::
                                                                     non_neg_integer(),
                                                                 closed_peer_bidi_wm :: integer(),
                                                                 closed_peer_uni_wm :: integer(),
                                                                 closed_peer_streams ::
                                                                     #{nquic:stream_id() => true},
                                                                 recv_waiters ::
                                                                     #{nquic:stream_id() =>
                                                                           gen_statem:from()},
                                                                 accept_stream_waiters ::
                                                                     queue:queue(gen_statem:from()),
                                                                 pending_streams ::
                                                                     queue:queue(nquic:stream_id()),
                                                                 blocked_streams ::
                                                                     #{nquic:stream_id() => true},
                                                                 pending_send_streams ::
                                                                     #{nquic:stream_id() => true},
                                                                 send_buffer_high_water :: pos_integer(),
                                                                 send_timeout :: timeout(),
                                                                 send_waiters ::
                                                                     queue:queue(nquic_conn_send_waiters:t())},
                                               flow ::
                                                   #conn_flow{local_max_data :: non_neg_integer(),
                                                              remote_max_data :: non_neg_integer(),
                                                              data_sent :: non_neg_integer(),
                                                              data_received :: non_neg_integer(),
                                                              last_data_blocked :: non_neg_integer(),
                                                              pending_initial_frames ::
                                                                  [nquic_frame:t()],
                                                              pending_handshake_frames ::
                                                                  [nquic_frame:t()],
                                                              pending_app_frames :: [nquic_frame:t()],
                                                              pending_app_pre_encoded ::
                                                                  [{non_neg_integer(),
                                                                    iodata(),
                                                                    nquic_frame:t()}],
                                                              queued_app_send_bytes :: non_neg_integer(),
                                                              cwnd_exempt :: boolean()},
                                               path ::
                                                   #conn_path_mgmt{path_state ::
                                                                       nquic_path:state() | undefined,
                                                                   peer_cids ::
                                                                       #{non_neg_integer() =>
                                                                             #{cid :=
                                                                                   nquic:connection_id(),
                                                                               token := binary()}},
                                                                   local_cids ::
                                                                       #{non_neg_integer() =>
                                                                             nquic:connection_id()},
                                                                   local_cid_seq :: non_neg_integer(),
                                                                   peer_retire_prior_to ::
                                                                       non_neg_integer(),
                                                                   anti_amp_bytes_received ::
                                                                       non_neg_integer(),
                                                                   anti_amp_bytes_sent ::
                                                                       non_neg_integer(),
                                                                   address_validated :: boolean()}}.
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          -spec initiate_client_migration(nquic_socket:sockaddr(),
                                #conn_state{role :: client | server,
                                            scid :: nquic:connection_id(),
                                            dcid :: nquic:connection_id(),
                                            odcid :: nquic:connection_id() | undefined,
                                            retry_scid :: nquic:connection_id() | undefined,
                                            retry_token :: binary(),
                                            version :: non_neg_integer(),
                                            version_preference :: [non_neg_integer()],
                                            socket :: nquic_socket:t() | undefined,
                                            peer :: nquic_socket:sockaddr() | undefined,
                                            select_info :: nquic_socket:select_info() | undefined,
                                            pn_spaces :: #{nquic_packet:space() => map()},
                                            app_next_pn :: non_neg_integer(),
                                            app_largest_received :: integer(),
                                            app_largest_received_us :: integer() | undefined,
                                            loss_state :: nquic_loss:loss_state() | undefined,
                                            dispatch_table :: nquic_dispatch:t() | undefined,
                                            listener :: pid() | undefined,
                                            connect_waiters :: [gen_server:from()],
                                            local_params ::
                                                #transport_params{original_destination_connection_id ::
                                                                      nquic:connection_id() | undefined,
                                                                  max_idle_timeout :: non_neg_integer(),
                                                                  stateless_reset_token ::
                                                                      binary() | undefined,
                                                                  max_udp_payload_size :: pos_integer(),
                                                                  initial_max_data :: non_neg_integer(),
                                                                  initial_max_stream_data_bidi_local ::
                                                                      non_neg_integer(),
                                                                  initial_max_stream_data_bidi_remote ::
                                                                      non_neg_integer(),
                                                                  initial_max_stream_data_uni ::
                                                                      non_neg_integer(),
                                                                  initial_max_streams_bidi ::
                                                                      non_neg_integer(),
                                                                  initial_max_streams_uni ::
                                                                      non_neg_integer(),
                                                                  ack_delay_exponent :: 0..20,
                                                                  max_ack_delay :: non_neg_integer(),
                                                                  disable_active_migration :: boolean(),
                                                                  preferred_address ::
                                                                      nquic_transport:preferred_address() |
                                                                      undefined,
                                                                  active_connection_id_limit ::
                                                                      non_neg_integer(),
                                                                  initial_source_connection_id ::
                                                                      nquic:connection_id() | undefined,
                                                                  retry_source_connection_id ::
                                                                      nquic:connection_id() | undefined,
                                                                  version_information ::
                                                                      nquic_transport:version_information() |
                                                                      undefined,
                                                                  max_datagram_frame_size ::
                                                                      non_neg_integer() | undefined},
                                            remote_params ::
                                                #transport_params{original_destination_connection_id ::
                                                                      nquic:connection_id() | undefined,
                                                                  max_idle_timeout :: non_neg_integer(),
                                                                  stateless_reset_token ::
                                                                      binary() | undefined,
                                                                  max_udp_payload_size :: pos_integer(),
                                                                  initial_max_data :: non_neg_integer(),
                                                                  initial_max_stream_data_bidi_local ::
                                                                      non_neg_integer(),
                                                                  initial_max_stream_data_bidi_remote ::
                                                                      non_neg_integer(),
                                                                  initial_max_stream_data_uni ::
                                                                      non_neg_integer(),
                                                                  initial_max_streams_bidi ::
                                                                      non_neg_integer(),
                                                                  initial_max_streams_uni ::
                                                                      non_neg_integer(),
                                                                  ack_delay_exponent :: 0..20,
                                                                  max_ack_delay :: non_neg_integer(),
                                                                  disable_active_migration :: boolean(),
                                                                  preferred_address ::
                                                                      nquic_transport:preferred_address() |
                                                                      undefined,
                                                                  active_connection_id_limit ::
                                                                      non_neg_integer(),
                                                                  initial_source_connection_id ::
                                                                      nquic:connection_id() | undefined,
                                                                  retry_source_connection_id ::
                                                                      nquic:connection_id() | undefined,
                                                                  version_information ::
                                                                      nquic_transport:version_information() |
                                                                      undefined,
                                                                  max_datagram_frame_size ::
                                                                      non_neg_integer() | undefined} |
                                                undefined,
                                            server_packet_processed :: boolean(),
                                            owner :: pid() | undefined,
                                            owner_mon :: reference() | undefined,
                                            deferred_flush_pending :: boolean(),
                                            pending_ack_count :: non_neg_integer(),
                                            ack_immediate :: boolean(),
                                            last_idle_ms :: non_neg_integer() | infinity | undefined,
                                            last_pto_ms ::
                                                nquic_protocol_timer:loss_detection_timer() | undefined,
                                            recv_ecn :: nquic_socket:ecn_mark(),
                                            pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                            gso_size :: undefined | pos_integer(),
                                            max_payload_size :: pos_integer(),
                                            server_per_conn_fd :: boolean(),
                                            proactive_cids :: boolean(),
                                            socket_connected :: boolean(),
                                            self_migration_pending :: boolean(),
                                            metrics_counters ::
                                                nquic_metrics:conn_counters() | undefined,
                                            spin_enabled :: boolean(),
                                            peer_spin :: 0..1,
                                            new_token_enabled :: boolean(),
                                            new_token_lifetime :: pos_integer(),
                                            qlog :: undefined | nquic_qlog:qlog_state(),
                                            close_kind ::
                                                undefined | local | peer | idle_timeout | protocol_error,
                                            crypto ::
                                                #conn_crypto{tls_state :: term(),
                                                             keys :: nquic_keys:key_map(),
                                                             app_send_keys :: map() | undefined,
                                                             app_recv_keys :: map() | undefined,
                                                             crypto_buffer ::
                                                                 #{nquic_packet:space() =>
                                                                       {non_neg_integer(),
                                                                        binary(),
                                                                        list()}},
                                                             cipher ::
                                                                 aes_128_gcm | aes_256_gcm |
                                                                 chacha20_poly1305,
                                                             cipher_suites ::
                                                                 [aes_128_gcm | aes_256_gcm |
                                                                  chacha20_poly1305] |
                                                                 undefined,
                                                             key_phase :: boolean(),
                                                             key_update_pending :: boolean(),
                                                             client_app_secret :: binary() | undefined,
                                                             server_app_secret :: binary() | undefined,
                                                             old_read_keys ::
                                                                 #{key := binary(), iv := binary()} |
                                                                 undefined,
                                                             zero_rtt_accepted :: boolean(),
                                                             replay_protection :: module() | undefined,
                                                             session_ticket :: map() | undefined,
                                                             resumption_secret :: binary() | undefined,
                                                             session_cache ::
                                                                 atom() |
                                                                 false |
                                                                 {module, module()} |
                                                                 undefined,
                                                             token_cache ::
                                                                 atom() | false | {module, module()},
                                                             alpn :: [binary()] | undefined,
                                                             hostname :: string() | binary() | undefined,
                                                             cert :: binary() | undefined,
                                                             cert_chain :: [binary()],
                                                             key :: any() | undefined,
                                                             verify :: verify_none | verify_peer,
                                                             cacerts :: [binary()],
                                                             peer_cert :: binary() | undefined,
                                                             static_key :: binary() | undefined},
                                            streams_state ::
                                                #conn_streams{streams ::
                                                                  #{nquic:stream_id() =>
                                                                        #stream_state{stream_id ::
                                                                                          nquic:stream_id(),
                                                                                      type :: bidi | uni,
                                                                                      send_state ::
                                                                                          ready | send |
                                                                                          data_sent |
                                                                                          data_recvd |
                                                                                          reset_sent |
                                                                                          reset_recvd,
                                                                                      send_offset ::
                                                                                          non_neg_integer(),
                                                                                      send_max_data ::
                                                                                          non_neg_integer(),
                                                                                      last_stream_data_blocked ::
                                                                                          non_neg_integer(),
                                                                                      pending_send_data ::
                                                                                          [binary()],
                                                                                      pending_send_size ::
                                                                                          non_neg_integer(),
                                                                                      pending_send_fin ::
                                                                                          boolean(),
                                                                                      recv_state ::
                                                                                          recv |
                                                                                          size_known |
                                                                                          data_recvd |
                                                                                          reset_recvd |
                                                                                          data_read |
                                                                                          reset_read,
                                                                                      recv_offset ::
                                                                                          non_neg_integer(),
                                                                                      recv_max_offset ::
                                                                                          non_neg_integer(),
                                                                                      recv_window ::
                                                                                          non_neg_integer(),
                                                                                      recv_buffer ::
                                                                                          gb_trees:tree(non_neg_integer(),
                                                                                                        {binary(),
                                                                                                         boolean()}),
                                                                                      app_buffer ::
                                                                                          iodata(),
                                                                                      app_buffer_size ::
                                                                                          non_neg_integer()}},
                                                              next_bidi_stream ::
                                                                  nquic:stream_id() | undefined,
                                                              next_uni_stream ::
                                                                  nquic:stream_id() | undefined,
                                                              peer_max_streams_bidi :: non_neg_integer(),
                                                              peer_max_streams_uni :: non_neg_integer(),
                                                              local_max_streams_bidi ::
                                                                  non_neg_integer(),
                                                              local_max_streams_uni :: non_neg_integer(),
                                                              last_sent_max_streams_bidi ::
                                                                  non_neg_integer(),
                                                              last_sent_max_streams_uni ::
                                                                  non_neg_integer(),
                                                              max_peer_bidi_stream_id ::
                                                                  non_neg_integer() | undefined,
                                                              max_peer_uni_stream_id ::
                                                                  non_neg_integer() | undefined,
                                                              opened_peer_bidi_count ::
                                                                  non_neg_integer(),
                                                              opened_peer_uni_count :: non_neg_integer(),
                                                              closed_peer_bidi_wm :: integer(),
                                                              closed_peer_uni_wm :: integer(),
                                                              closed_peer_streams ::
                                                                  #{nquic:stream_id() => true},
                                                              recv_waiters ::
                                                                  #{nquic:stream_id() =>
                                                                        gen_statem:from()},
                                                              accept_stream_waiters ::
                                                                  queue:queue(gen_statem:from()),
                                                              pending_streams ::
                                                                  queue:queue(nquic:stream_id()),
                                                              blocked_streams ::
                                                                  #{nquic:stream_id() => true},
                                                              pending_send_streams ::
                                                                  #{nquic:stream_id() => true},
                                                              send_buffer_high_water :: pos_integer(),
                                                              send_timeout :: timeout(),
                                                              send_waiters ::
                                                                  queue:queue(nquic_conn_send_waiters:t())},
                                            flow ::
                                                #conn_flow{local_max_data :: non_neg_integer(),
                                                           remote_max_data :: non_neg_integer(),
                                                           data_sent :: non_neg_integer(),
                                                           data_received :: non_neg_integer(),
                                                           last_data_blocked :: non_neg_integer(),
                                                           pending_initial_frames :: [nquic_frame:t()],
                                                           pending_handshake_frames :: [nquic_frame:t()],
                                                           pending_app_frames :: [nquic_frame:t()],
                                                           pending_app_pre_encoded ::
                                                               [{non_neg_integer(),
                                                                 iodata(),
                                                                 nquic_frame:t()}],
                                                           queued_app_send_bytes :: non_neg_integer(),
                                                           cwnd_exempt :: boolean()},
                                            path ::
                                                #conn_path_mgmt{path_state ::
                                                                    nquic_path:state() | undefined,
                                                                peer_cids ::
                                                                    #{non_neg_integer() =>
                                                                          #{cid := nquic:connection_id(),
                                                                            token := binary()}},
                                                                local_cids ::
                                                                    #{non_neg_integer() =>
                                                                          nquic:connection_id()},
                                                                local_cid_seq :: non_neg_integer(),
                                                                peer_retire_prior_to ::
                                                                    non_neg_integer(),
                                                                anti_amp_bytes_received ::
                                                                    non_neg_integer(),
                                                                anti_amp_bytes_sent :: non_neg_integer(),
                                                                address_validated :: boolean()}}) ->
                                   {ok,
                                    #conn_state{role :: client | server,
                                                scid :: nquic:connection_id(),
                                                dcid :: nquic:connection_id(),
                                                odcid :: nquic:connection_id() | undefined,
                                                retry_scid :: nquic:connection_id() | undefined,
                                                retry_token :: binary(),
                                                version :: non_neg_integer(),
                                                version_preference :: [non_neg_integer()],
                                                socket :: nquic_socket:t() | undefined,
                                                peer :: nquic_socket:sockaddr() | undefined,
                                                select_info :: nquic_socket:select_info() | undefined,
                                                pn_spaces :: #{nquic_packet:space() => map()},
                                                app_next_pn :: non_neg_integer(),
                                                app_largest_received :: integer(),
                                                app_largest_received_us :: integer() | undefined,
                                                loss_state :: nquic_loss:loss_state() | undefined,
                                                dispatch_table :: nquic_dispatch:t() | undefined,
                                                listener :: pid() | undefined,
                                                connect_waiters :: [gen_server:from()],
                                                local_params ::
                                                    #transport_params{original_destination_connection_id ::
                                                                          nquic:connection_id() |
                                                                          undefined,
                                                                      max_idle_timeout ::
                                                                          non_neg_integer(),
                                                                      stateless_reset_token ::
                                                                          binary() | undefined,
                                                                      max_udp_payload_size ::
                                                                          pos_integer(),
                                                                      initial_max_data ::
                                                                          non_neg_integer(),
                                                                      initial_max_stream_data_bidi_local ::
                                                                          non_neg_integer(),
                                                                      initial_max_stream_data_bidi_remote ::
                                                                          non_neg_integer(),
                                                                      initial_max_stream_data_uni ::
                                                                          non_neg_integer(),
                                                                      initial_max_streams_bidi ::
                                                                          non_neg_integer(),
                                                                      initial_max_streams_uni ::
                                                                          non_neg_integer(),
                                                                      ack_delay_exponent :: 0..20,
                                                                      max_ack_delay :: non_neg_integer(),
                                                                      disable_active_migration ::
                                                                          boolean(),
                                                                      preferred_address ::
                                                                          nquic_transport:preferred_address() |
                                                                          undefined,
                                                                      active_connection_id_limit ::
                                                                          non_neg_integer(),
                                                                      initial_source_connection_id ::
                                                                          nquic:connection_id() |
                                                                          undefined,
                                                                      retry_source_connection_id ::
                                                                          nquic:connection_id() |
                                                                          undefined,
                                                                      version_information ::
                                                                          nquic_transport:version_information() |
                                                                          undefined,
                                                                      max_datagram_frame_size ::
                                                                          non_neg_integer() | undefined},
                                                remote_params ::
                                                    #transport_params{original_destination_connection_id ::
                                                                          nquic:connection_id() |
                                                                          undefined,
                                                                      max_idle_timeout ::
                                                                          non_neg_integer(),
                                                                      stateless_reset_token ::
                                                                          binary() | undefined,
                                                                      max_udp_payload_size ::
                                                                          pos_integer(),
                                                                      initial_max_data ::
                                                                          non_neg_integer(),
                                                                      initial_max_stream_data_bidi_local ::
                                                                          non_neg_integer(),
                                                                      initial_max_stream_data_bidi_remote ::
                                                                          non_neg_integer(),
                                                                      initial_max_stream_data_uni ::
                                                                          non_neg_integer(),
                                                                      initial_max_streams_bidi ::
                                                                          non_neg_integer(),
                                                                      initial_max_streams_uni ::
                                                                          non_neg_integer(),
                                                                      ack_delay_exponent :: 0..20,
                                                                      max_ack_delay :: non_neg_integer(),
                                                                      disable_active_migration ::
                                                                          boolean(),
                                                                      preferred_address ::
                                                                          nquic_transport:preferred_address() |
                                                                          undefined,
                                                                      active_connection_id_limit ::
                                                                          non_neg_integer(),
                                                                      initial_source_connection_id ::
                                                                          nquic:connection_id() |
                                                                          undefined,
                                                                      retry_source_connection_id ::
                                                                          nquic:connection_id() |
                                                                          undefined,
                                                                      version_information ::
                                                                          nquic_transport:version_information() |
                                                                          undefined,
                                                                      max_datagram_frame_size ::
                                                                          non_neg_integer() | undefined} |
                                                    undefined,
                                                server_packet_processed :: boolean(),
                                                owner :: pid() | undefined,
                                                owner_mon :: reference() | undefined,
                                                deferred_flush_pending :: boolean(),
                                                pending_ack_count :: non_neg_integer(),
                                                ack_immediate :: boolean(),
                                                last_idle_ms :: non_neg_integer() | infinity | undefined,
                                                last_pto_ms ::
                                                    nquic_protocol_timer:loss_detection_timer() |
                                                    undefined,
                                                recv_ecn :: nquic_socket:ecn_mark(),
                                                pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                                gso_size :: undefined | pos_integer(),
                                                max_payload_size :: pos_integer(),
                                                server_per_conn_fd :: boolean(),
                                                proactive_cids :: boolean(),
                                                socket_connected :: boolean(),
                                                self_migration_pending :: boolean(),
                                                metrics_counters ::
                                                    nquic_metrics:conn_counters() | undefined,
                                                spin_enabled :: boolean(),
                                                peer_spin :: 0..1,
                                                new_token_enabled :: boolean(),
                                                new_token_lifetime :: pos_integer(),
                                                qlog :: undefined | nquic_qlog:qlog_state(),
                                                close_kind ::
                                                    undefined | local | peer | idle_timeout |
                                                    protocol_error,
                                                crypto ::
                                                    #conn_crypto{tls_state :: term(),
                                                                 keys :: nquic_keys:key_map(),
                                                                 app_send_keys :: map() | undefined,
                                                                 app_recv_keys :: map() | undefined,
                                                                 crypto_buffer ::
                                                                     #{nquic_packet:space() =>
                                                                           {non_neg_integer(),
                                                                            binary(),
                                                                            list()}},
                                                                 cipher ::
                                                                     aes_128_gcm | aes_256_gcm |
                                                                     chacha20_poly1305,
                                                                 cipher_suites ::
                                                                     [aes_128_gcm | aes_256_gcm |
                                                                      chacha20_poly1305] |
                                                                     undefined,
                                                                 key_phase :: boolean(),
                                                                 key_update_pending :: boolean(),
                                                                 client_app_secret ::
                                                                     binary() | undefined,
                                                                 server_app_secret ::
                                                                     binary() | undefined,
                                                                 old_read_keys ::
                                                                     #{key := binary(), iv := binary()} |
                                                                     undefined,
                                                                 zero_rtt_accepted :: boolean(),
                                                                 replay_protection ::
                                                                     module() | undefined,
                                                                 session_ticket :: map() | undefined,
                                                                 resumption_secret ::
                                                                     binary() | undefined,
                                                                 session_cache ::
                                                                     atom() |
                                                                     false |
                                                                     {module, module()} |
                                                                     undefined,
                                                                 token_cache ::
                                                                     atom() | false | {module, module()},
                                                                 alpn :: [binary()] | undefined,
                                                                 hostname ::
                                                                     string() | binary() | undefined,
                                                                 cert :: binary() | undefined,
                                                                 cert_chain :: [binary()],
                                                                 key :: any() | undefined,
                                                                 verify :: verify_none | verify_peer,
                                                                 cacerts :: [binary()],
                                                                 peer_cert :: binary() | undefined,
                                                                 static_key :: binary() | undefined},
                                                streams_state ::
                                                    #conn_streams{streams ::
                                                                      #{nquic:stream_id() =>
                                                                            #stream_state{stream_id ::
                                                                                              nquic:stream_id(),
                                                                                          type ::
                                                                                              bidi | uni,
                                                                                          send_state ::
                                                                                              ready |
                                                                                              send |
                                                                                              data_sent |
                                                                                              data_recvd |
                                                                                              reset_sent |
                                                                                              reset_recvd,
                                                                                          send_offset ::
                                                                                              non_neg_integer(),
                                                                                          send_max_data ::
                                                                                              non_neg_integer(),
                                                                                          last_stream_data_blocked ::
                                                                                              non_neg_integer(),
                                                                                          pending_send_data ::
                                                                                              [binary()],
                                                                                          pending_send_size ::
                                                                                              non_neg_integer(),
                                                                                          pending_send_fin ::
                                                                                              boolean(),
                                                                                          recv_state ::
                                                                                              recv |
                                                                                              size_known |
                                                                                              data_recvd |
                                                                                              reset_recvd |
                                                                                              data_read |
                                                                                              reset_read,
                                                                                          recv_offset ::
                                                                                              non_neg_integer(),
                                                                                          recv_max_offset ::
                                                                                              non_neg_integer(),
                                                                                          recv_window ::
                                                                                              non_neg_integer(),
                                                                                          recv_buffer ::
                                                                                              gb_trees:tree(non_neg_integer(),
                                                                                                            {binary(),
                                                                                                             boolean()}),
                                                                                          app_buffer ::
                                                                                              iodata(),
                                                                                          app_buffer_size ::
                                                                                              non_neg_integer()}},
                                                                  next_bidi_stream ::
                                                                      nquic:stream_id() | undefined,
                                                                  next_uni_stream ::
                                                                      nquic:stream_id() | undefined,
                                                                  peer_max_streams_bidi ::
                                                                      non_neg_integer(),
                                                                  peer_max_streams_uni ::
                                                                      non_neg_integer(),
                                                                  local_max_streams_bidi ::
                                                                      non_neg_integer(),
                                                                  local_max_streams_uni ::
                                                                      non_neg_integer(),
                                                                  last_sent_max_streams_bidi ::
                                                                      non_neg_integer(),
                                                                  last_sent_max_streams_uni ::
                                                                      non_neg_integer(),
                                                                  max_peer_bidi_stream_id ::
                                                                      non_neg_integer() | undefined,
                                                                  max_peer_uni_stream_id ::
                                                                      non_neg_integer() | undefined,
                                                                  opened_peer_bidi_count ::
                                                                      non_neg_integer(),
                                                                  opened_peer_uni_count ::
                                                                      non_neg_integer(),
                                                                  closed_peer_bidi_wm :: integer(),
                                                                  closed_peer_uni_wm :: integer(),
                                                                  closed_peer_streams ::
                                                                      #{nquic:stream_id() => true},
                                                                  recv_waiters ::
                                                                      #{nquic:stream_id() =>
                                                                            gen_statem:from()},
                                                                  accept_stream_waiters ::
                                                                      queue:queue(gen_statem:from()),
                                                                  pending_streams ::
                                                                      queue:queue(nquic:stream_id()),
                                                                  blocked_streams ::
                                                                      #{nquic:stream_id() => true},
                                                                  pending_send_streams ::
                                                                      #{nquic:stream_id() => true},
                                                                  send_buffer_high_water ::
                                                                      pos_integer(),
                                                                  send_timeout :: timeout(),
                                                                  send_waiters ::
                                                                      queue:queue(nquic_conn_send_waiters:t())},
                                                flow ::
                                                    #conn_flow{local_max_data :: non_neg_integer(),
                                                               remote_max_data :: non_neg_integer(),
                                                               data_sent :: non_neg_integer(),
                                                               data_received :: non_neg_integer(),
                                                               last_data_blocked :: non_neg_integer(),
                                                               pending_initial_frames ::
                                                                   [nquic_frame:t()],
                                                               pending_handshake_frames ::
                                                                   [nquic_frame:t()],
                                                               pending_app_frames :: [nquic_frame:t()],
                                                               pending_app_pre_encoded ::
                                                                   [{non_neg_integer(),
                                                                     iodata(),
                                                                     nquic_frame:t()}],
                                                               queued_app_send_bytes ::
                                                                   non_neg_integer(),
                                                               cwnd_exempt :: boolean()},
                                                path ::
                                                    #conn_path_mgmt{path_state ::
                                                                        nquic_path:state() | undefined,
                                                                    peer_cids ::
                                                                        #{non_neg_integer() =>
                                                                              #{cid :=
                                                                                    nquic:connection_id(),
                                                                                token := binary()}},
                                                                    local_cids ::
                                                                        #{non_neg_integer() =>
                                                                              nquic:connection_id()},
                                                                    local_cid_seq :: non_neg_integer(),
                                                                    peer_retire_prior_to ::
                                                                        non_neg_integer(),
                                                                    anti_amp_bytes_received ::
                                                                        non_neg_integer(),
                                                                    anti_amp_bytes_sent ::
                                                                        non_neg_integer(),
                                                                    address_validated :: boolean()}}} |
                                   {error, term()}.


      


Rebind the client socket and queue a PATH_CHALLENGE for the new
path. The challenge is left queued; the statem caller flushes.

  



  
    
      
    
    
      maybe_initiate_server_migration/1



        
          
        

    

  


  

      

          -spec maybe_initiate_server_migration(#conn_state{role :: client | server,
                                                  scid :: nquic:connection_id(),
                                                  dcid :: nquic:connection_id(),
                                                  odcid :: nquic:connection_id() | undefined,
                                                  retry_scid :: nquic:connection_id() | undefined,
                                                  retry_token :: binary(),
                                                  version :: non_neg_integer(),
                                                  version_preference :: [non_neg_integer()],
                                                  socket :: nquic_socket:t() | undefined,
                                                  peer :: nquic_socket:sockaddr() | undefined,
                                                  select_info :: nquic_socket:select_info() | undefined,
                                                  pn_spaces :: #{nquic_packet:space() => map()},
                                                  app_next_pn :: non_neg_integer(),
                                                  app_largest_received :: integer(),
                                                  app_largest_received_us :: integer() | undefined,
                                                  loss_state :: nquic_loss:loss_state() | undefined,
                                                  dispatch_table :: nquic_dispatch:t() | undefined,
                                                  listener :: pid() | undefined,
                                                  connect_waiters :: [gen_server:from()],
                                                  local_params ::
                                                      #transport_params{original_destination_connection_id ::
                                                                            nquic:connection_id() |
                                                                            undefined,
                                                                        max_idle_timeout ::
                                                                            non_neg_integer(),
                                                                        stateless_reset_token ::
                                                                            binary() | undefined,
                                                                        max_udp_payload_size ::
                                                                            pos_integer(),
                                                                        initial_max_data ::
                                                                            non_neg_integer(),
                                                                        initial_max_stream_data_bidi_local ::
                                                                            non_neg_integer(),
                                                                        initial_max_stream_data_bidi_remote ::
                                                                            non_neg_integer(),
                                                                        initial_max_stream_data_uni ::
                                                                            non_neg_integer(),
                                                                        initial_max_streams_bidi ::
                                                                            non_neg_integer(),
                                                                        initial_max_streams_uni ::
                                                                            non_neg_integer(),
                                                                        ack_delay_exponent :: 0..20,
                                                                        max_ack_delay ::
                                                                            non_neg_integer(),
                                                                        disable_active_migration ::
                                                                            boolean(),
                                                                        preferred_address ::
                                                                            nquic_transport:preferred_address() |
                                                                            undefined,
                                                                        active_connection_id_limit ::
                                                                            non_neg_integer(),
                                                                        initial_source_connection_id ::
                                                                            nquic:connection_id() |
                                                                            undefined,
                                                                        retry_source_connection_id ::
                                                                            nquic:connection_id() |
                                                                            undefined,
                                                                        version_information ::
                                                                            nquic_transport:version_information() |
                                                                            undefined,
                                                                        max_datagram_frame_size ::
                                                                            non_neg_integer() |
                                                                            undefined},
                                                  remote_params ::
                                                      #transport_params{original_destination_connection_id ::
                                                                            nquic:connection_id() |
                                                                            undefined,
                                                                        max_idle_timeout ::
                                                                            non_neg_integer(),
                                                                        stateless_reset_token ::
                                                                            binary() | undefined,
                                                                        max_udp_payload_size ::
                                                                            pos_integer(),
                                                                        initial_max_data ::
                                                                            non_neg_integer(),
                                                                        initial_max_stream_data_bidi_local ::
                                                                            non_neg_integer(),
                                                                        initial_max_stream_data_bidi_remote ::
                                                                            non_neg_integer(),
                                                                        initial_max_stream_data_uni ::
                                                                            non_neg_integer(),
                                                                        initial_max_streams_bidi ::
                                                                            non_neg_integer(),
                                                                        initial_max_streams_uni ::
                                                                            non_neg_integer(),
                                                                        ack_delay_exponent :: 0..20,
                                                                        max_ack_delay ::
                                                                            non_neg_integer(),
                                                                        disable_active_migration ::
                                                                            boolean(),
                                                                        preferred_address ::
                                                                            nquic_transport:preferred_address() |
                                                                            undefined,
                                                                        active_connection_id_limit ::
                                                                            non_neg_integer(),
                                                                        initial_source_connection_id ::
                                                                            nquic:connection_id() |
                                                                            undefined,
                                                                        retry_source_connection_id ::
                                                                            nquic:connection_id() |
                                                                            undefined,
                                                                        version_information ::
                                                                            nquic_transport:version_information() |
                                                                            undefined,
                                                                        max_datagram_frame_size ::
                                                                            non_neg_integer() |
                                                                            undefined} |
                                                      undefined,
                                                  server_packet_processed :: boolean(),
                                                  owner :: pid() | undefined,
                                                  owner_mon :: reference() | undefined,
                                                  deferred_flush_pending :: boolean(),
                                                  pending_ack_count :: non_neg_integer(),
                                                  ack_immediate :: boolean(),
                                                  last_idle_ms ::
                                                      non_neg_integer() | infinity | undefined,
                                                  last_pto_ms ::
                                                      nquic_protocol_timer:loss_detection_timer() |
                                                      undefined,
                                                  recv_ecn :: nquic_socket:ecn_mark(),
                                                  pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                                  gso_size :: undefined | pos_integer(),
                                                  max_payload_size :: pos_integer(),
                                                  server_per_conn_fd :: boolean(),
                                                  proactive_cids :: boolean(),
                                                  socket_connected :: boolean(),
                                                  self_migration_pending :: boolean(),
                                                  metrics_counters ::
                                                      nquic_metrics:conn_counters() | undefined,
                                                  spin_enabled :: boolean(),
                                                  peer_spin :: 0..1,
                                                  new_token_enabled :: boolean(),
                                                  new_token_lifetime :: pos_integer(),
                                                  qlog :: undefined | nquic_qlog:qlog_state(),
                                                  close_kind ::
                                                      undefined | local | peer | idle_timeout |
                                                      protocol_error,
                                                  crypto ::
                                                      #conn_crypto{tls_state :: term(),
                                                                   keys :: nquic_keys:key_map(),
                                                                   app_send_keys :: map() | undefined,
                                                                   app_recv_keys :: map() | undefined,
                                                                   crypto_buffer ::
                                                                       #{nquic_packet:space() =>
                                                                             {non_neg_integer(),
                                                                              binary(),
                                                                              list()}},
                                                                   cipher ::
                                                                       aes_128_gcm | aes_256_gcm |
                                                                       chacha20_poly1305,
                                                                   cipher_suites ::
                                                                       [aes_128_gcm | aes_256_gcm |
                                                                        chacha20_poly1305] |
                                                                       undefined,
                                                                   key_phase :: boolean(),
                                                                   key_update_pending :: boolean(),
                                                                   client_app_secret ::
                                                                       binary() | undefined,
                                                                   server_app_secret ::
                                                                       binary() | undefined,
                                                                   old_read_keys ::
                                                                       #{key := binary(),
                                                                         iv := binary()} |
                                                                       undefined,
                                                                   zero_rtt_accepted :: boolean(),
                                                                   replay_protection ::
                                                                       module() | undefined,
                                                                   session_ticket :: map() | undefined,
                                                                   resumption_secret ::
                                                                       binary() | undefined,
                                                                   session_cache ::
                                                                       atom() |
                                                                       false |
                                                                       {module, module()} |
                                                                       undefined,
                                                                   token_cache ::
                                                                       atom() |
                                                                       false |
                                                                       {module, module()},
                                                                   alpn :: [binary()] | undefined,
                                                                   hostname ::
                                                                       string() | binary() | undefined,
                                                                   cert :: binary() | undefined,
                                                                   cert_chain :: [binary()],
                                                                   key :: any() | undefined,
                                                                   verify :: verify_none | verify_peer,
                                                                   cacerts :: [binary()],
                                                                   peer_cert :: binary() | undefined,
                                                                   static_key :: binary() | undefined},
                                                  streams_state ::
                                                      #conn_streams{streams ::
                                                                        #{nquic:stream_id() =>
                                                                              #stream_state{stream_id ::
                                                                                                nquic:stream_id(),
                                                                                            type ::
                                                                                                bidi |
                                                                                                uni,
                                                                                            send_state ::
                                                                                                ready |
                                                                                                send |
                                                                                                data_sent |
                                                                                                data_recvd |
                                                                                                reset_sent |
                                                                                                reset_recvd,
                                                                                            send_offset ::
                                                                                                non_neg_integer(),
                                                                                            send_max_data ::
                                                                                                non_neg_integer(),
                                                                                            last_stream_data_blocked ::
                                                                                                non_neg_integer(),
                                                                                            pending_send_data ::
                                                                                                [binary()],
                                                                                            pending_send_size ::
                                                                                                non_neg_integer(),
                                                                                            pending_send_fin ::
                                                                                                boolean(),
                                                                                            recv_state ::
                                                                                                recv |
                                                                                                size_known |
                                                                                                data_recvd |
                                                                                                reset_recvd |
                                                                                                data_read |
                                                                                                reset_read,
                                                                                            recv_offset ::
                                                                                                non_neg_integer(),
                                                                                            recv_max_offset ::
                                                                                                non_neg_integer(),
                                                                                            recv_window ::
                                                                                                non_neg_integer(),
                                                                                            recv_buffer ::
                                                                                                gb_trees:tree(non_neg_integer(),
                                                                                                              {binary(),
                                                                                                               boolean()}),
                                                                                            app_buffer ::
                                                                                                iodata(),
                                                                                            app_buffer_size ::
                                                                                                non_neg_integer()}},
                                                                    next_bidi_stream ::
                                                                        nquic:stream_id() | undefined,
                                                                    next_uni_stream ::
                                                                        nquic:stream_id() | undefined,
                                                                    peer_max_streams_bidi ::
                                                                        non_neg_integer(),
                                                                    peer_max_streams_uni ::
                                                                        non_neg_integer(),
                                                                    local_max_streams_bidi ::
                                                                        non_neg_integer(),
                                                                    local_max_streams_uni ::
                                                                        non_neg_integer(),
                                                                    last_sent_max_streams_bidi ::
                                                                        non_neg_integer(),
                                                                    last_sent_max_streams_uni ::
                                                                        non_neg_integer(),
                                                                    max_peer_bidi_stream_id ::
                                                                        non_neg_integer() | undefined,
                                                                    max_peer_uni_stream_id ::
                                                                        non_neg_integer() | undefined,
                                                                    opened_peer_bidi_count ::
                                                                        non_neg_integer(),
                                                                    opened_peer_uni_count ::
                                                                        non_neg_integer(),
                                                                    closed_peer_bidi_wm :: integer(),
                                                                    closed_peer_uni_wm :: integer(),
                                                                    closed_peer_streams ::
                                                                        #{nquic:stream_id() => true},
                                                                    recv_waiters ::
                                                                        #{nquic:stream_id() =>
                                                                              gen_statem:from()},
                                                                    accept_stream_waiters ::
                                                                        queue:queue(gen_statem:from()),
                                                                    pending_streams ::
                                                                        queue:queue(nquic:stream_id()),
                                                                    blocked_streams ::
                                                                        #{nquic:stream_id() => true},
                                                                    pending_send_streams ::
                                                                        #{nquic:stream_id() => true},
                                                                    send_buffer_high_water ::
                                                                        pos_integer(),
                                                                    send_timeout :: timeout(),
                                                                    send_waiters ::
                                                                        queue:queue(nquic_conn_send_waiters:t())},
                                                  flow ::
                                                      #conn_flow{local_max_data :: non_neg_integer(),
                                                                 remote_max_data :: non_neg_integer(),
                                                                 data_sent :: non_neg_integer(),
                                                                 data_received :: non_neg_integer(),
                                                                 last_data_blocked :: non_neg_integer(),
                                                                 pending_initial_frames ::
                                                                     [nquic_frame:t()],
                                                                 pending_handshake_frames ::
                                                                     [nquic_frame:t()],
                                                                 pending_app_frames :: [nquic_frame:t()],
                                                                 pending_app_pre_encoded ::
                                                                     [{non_neg_integer(),
                                                                       iodata(),
                                                                       nquic_frame:t()}],
                                                                 queued_app_send_bytes ::
                                                                     non_neg_integer(),
                                                                 cwnd_exempt :: boolean()},
                                                  path ::
                                                      #conn_path_mgmt{path_state ::
                                                                          nquic_path:state() | undefined,
                                                                      peer_cids ::
                                                                          #{non_neg_integer() =>
                                                                                #{cid :=
                                                                                      nquic:connection_id(),
                                                                                  token := binary()}},
                                                                      local_cids ::
                                                                          #{non_neg_integer() =>
                                                                                nquic:connection_id()},
                                                                      local_cid_seq :: non_neg_integer(),
                                                                      peer_retire_prior_to ::
                                                                          non_neg_integer(),
                                                                      anti_amp_bytes_received ::
                                                                          non_neg_integer(),
                                                                      anti_amp_bytes_sent ::
                                                                          non_neg_integer(),
                                                                      address_validated :: boolean()}}) ->
                                         server_migration_result().


      


Attempt the server_per_conn_fd self-migration, returning a
classified result. Logging is the statem's responsibility;
noop means the connection was not eligible.

  



  
    
      
    
    
      rotate_or_close(NewSocket, Data)



        
          
        

    

  


  

      

          -spec rotate_or_close(nquic_socket:t(),
                      #conn_state{role :: client | server,
                                  scid :: nquic:connection_id(),
                                  dcid :: nquic:connection_id(),
                                  odcid :: nquic:connection_id() | undefined,
                                  retry_scid :: nquic:connection_id() | undefined,
                                  retry_token :: binary(),
                                  version :: non_neg_integer(),
                                  version_preference :: [non_neg_integer()],
                                  socket :: nquic_socket:t() | undefined,
                                  peer :: nquic_socket:sockaddr() | undefined,
                                  select_info :: nquic_socket:select_info() | undefined,
                                  pn_spaces :: #{nquic_packet:space() => map()},
                                  app_next_pn :: non_neg_integer(),
                                  app_largest_received :: integer(),
                                  app_largest_received_us :: integer() | undefined,
                                  loss_state :: nquic_loss:loss_state() | undefined,
                                  dispatch_table :: nquic_dispatch:t() | undefined,
                                  listener :: pid() | undefined,
                                  connect_waiters :: [gen_server:from()],
                                  local_params ::
                                      #transport_params{original_destination_connection_id ::
                                                            nquic:connection_id() | undefined,
                                                        max_idle_timeout :: non_neg_integer(),
                                                        stateless_reset_token :: binary() | undefined,
                                                        max_udp_payload_size :: pos_integer(),
                                                        initial_max_data :: non_neg_integer(),
                                                        initial_max_stream_data_bidi_local ::
                                                            non_neg_integer(),
                                                        initial_max_stream_data_bidi_remote ::
                                                            non_neg_integer(),
                                                        initial_max_stream_data_uni :: non_neg_integer(),
                                                        initial_max_streams_bidi :: non_neg_integer(),
                                                        initial_max_streams_uni :: non_neg_integer(),
                                                        ack_delay_exponent :: 0..20,
                                                        max_ack_delay :: non_neg_integer(),
                                                        disable_active_migration :: boolean(),
                                                        preferred_address ::
                                                            nquic_transport:preferred_address() |
                                                            undefined,
                                                        active_connection_id_limit :: non_neg_integer(),
                                                        initial_source_connection_id ::
                                                            nquic:connection_id() | undefined,
                                                        retry_source_connection_id ::
                                                            nquic:connection_id() | undefined,
                                                        version_information ::
                                                            nquic_transport:version_information() |
                                                            undefined,
                                                        max_datagram_frame_size ::
                                                            non_neg_integer() | undefined},
                                  remote_params ::
                                      #transport_params{original_destination_connection_id ::
                                                            nquic:connection_id() | undefined,
                                                        max_idle_timeout :: non_neg_integer(),
                                                        stateless_reset_token :: binary() | undefined,
                                                        max_udp_payload_size :: pos_integer(),
                                                        initial_max_data :: non_neg_integer(),
                                                        initial_max_stream_data_bidi_local ::
                                                            non_neg_integer(),
                                                        initial_max_stream_data_bidi_remote ::
                                                            non_neg_integer(),
                                                        initial_max_stream_data_uni :: non_neg_integer(),
                                                        initial_max_streams_bidi :: non_neg_integer(),
                                                        initial_max_streams_uni :: non_neg_integer(),
                                                        ack_delay_exponent :: 0..20,
                                                        max_ack_delay :: non_neg_integer(),
                                                        disable_active_migration :: boolean(),
                                                        preferred_address ::
                                                            nquic_transport:preferred_address() |
                                                            undefined,
                                                        active_connection_id_limit :: non_neg_integer(),
                                                        initial_source_connection_id ::
                                                            nquic:connection_id() | undefined,
                                                        retry_source_connection_id ::
                                                            nquic:connection_id() | undefined,
                                                        version_information ::
                                                            nquic_transport:version_information() |
                                                            undefined,
                                                        max_datagram_frame_size ::
                                                            non_neg_integer() | undefined} |
                                      undefined,
                                  server_packet_processed :: boolean(),
                                  owner :: pid() | undefined,
                                  owner_mon :: reference() | undefined,
                                  deferred_flush_pending :: boolean(),
                                  pending_ack_count :: non_neg_integer(),
                                  ack_immediate :: boolean(),
                                  last_idle_ms :: non_neg_integer() | infinity | undefined,
                                  last_pto_ms :: nquic_protocol_timer:loss_detection_timer() | undefined,
                                  recv_ecn :: nquic_socket:ecn_mark(),
                                  pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                  gso_size :: undefined | pos_integer(),
                                  max_payload_size :: pos_integer(),
                                  server_per_conn_fd :: boolean(),
                                  proactive_cids :: boolean(),
                                  socket_connected :: boolean(),
                                  self_migration_pending :: boolean(),
                                  metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                  spin_enabled :: boolean(),
                                  peer_spin :: 0..1,
                                  new_token_enabled :: boolean(),
                                  new_token_lifetime :: pos_integer(),
                                  qlog :: undefined | nquic_qlog:qlog_state(),
                                  close_kind :: undefined | local | peer | idle_timeout | protocol_error,
                                  crypto ::
                                      #conn_crypto{tls_state :: term(),
                                                   keys :: nquic_keys:key_map(),
                                                   app_send_keys :: map() | undefined,
                                                   app_recv_keys :: map() | undefined,
                                                   crypto_buffer ::
                                                       #{nquic_packet:space() =>
                                                             {non_neg_integer(), binary(), list()}},
                                                   cipher ::
                                                       aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                                   cipher_suites ::
                                                       [aes_128_gcm | aes_256_gcm | chacha20_poly1305] |
                                                       undefined,
                                                   key_phase :: boolean(),
                                                   key_update_pending :: boolean(),
                                                   client_app_secret :: binary() | undefined,
                                                   server_app_secret :: binary() | undefined,
                                                   old_read_keys ::
                                                       #{key := binary(), iv := binary()} | undefined,
                                                   zero_rtt_accepted :: boolean(),
                                                   replay_protection :: module() | undefined,
                                                   session_ticket :: map() | undefined,
                                                   resumption_secret :: binary() | undefined,
                                                   session_cache ::
                                                       atom() | false | {module, module()} | undefined,
                                                   token_cache :: atom() | false | {module, module()},
                                                   alpn :: [binary()] | undefined,
                                                   hostname :: string() | binary() | undefined,
                                                   cert :: binary() | undefined,
                                                   cert_chain :: [binary()],
                                                   key :: any() | undefined,
                                                   verify :: verify_none | verify_peer,
                                                   cacerts :: [binary()],
                                                   peer_cert :: binary() | undefined,
                                                   static_key :: binary() | undefined},
                                  streams_state ::
                                      #conn_streams{streams ::
                                                        #{nquic:stream_id() =>
                                                              #stream_state{stream_id ::
                                                                                nquic:stream_id(),
                                                                            type :: bidi | uni,
                                                                            send_state ::
                                                                                ready | send |
                                                                                data_sent | data_recvd |
                                                                                reset_sent | reset_recvd,
                                                                            send_offset ::
                                                                                non_neg_integer(),
                                                                            send_max_data ::
                                                                                non_neg_integer(),
                                                                            last_stream_data_blocked ::
                                                                                non_neg_integer(),
                                                                            pending_send_data ::
                                                                                [binary()],
                                                                            pending_send_size ::
                                                                                non_neg_integer(),
                                                                            pending_send_fin ::
                                                                                boolean(),
                                                                            recv_state ::
                                                                                recv | size_known |
                                                                                data_recvd |
                                                                                reset_recvd |
                                                                                data_read | reset_read,
                                                                            recv_offset ::
                                                                                non_neg_integer(),
                                                                            recv_max_offset ::
                                                                                non_neg_integer(),
                                                                            recv_window ::
                                                                                non_neg_integer(),
                                                                            recv_buffer ::
                                                                                gb_trees:tree(non_neg_integer(),
                                                                                              {binary(),
                                                                                               boolean()}),
                                                                            app_buffer :: iodata(),
                                                                            app_buffer_size ::
                                                                                non_neg_integer()}},
                                                    next_bidi_stream :: nquic:stream_id() | undefined,
                                                    next_uni_stream :: nquic:stream_id() | undefined,
                                                    peer_max_streams_bidi :: non_neg_integer(),
                                                    peer_max_streams_uni :: non_neg_integer(),
                                                    local_max_streams_bidi :: non_neg_integer(),
                                                    local_max_streams_uni :: non_neg_integer(),
                                                    last_sent_max_streams_bidi :: non_neg_integer(),
                                                    last_sent_max_streams_uni :: non_neg_integer(),
                                                    max_peer_bidi_stream_id ::
                                                        non_neg_integer() | undefined,
                                                    max_peer_uni_stream_id ::
                                                        non_neg_integer() | undefined,
                                                    opened_peer_bidi_count :: non_neg_integer(),
                                                    opened_peer_uni_count :: non_neg_integer(),
                                                    closed_peer_bidi_wm :: integer(),
                                                    closed_peer_uni_wm :: integer(),
                                                    closed_peer_streams :: #{nquic:stream_id() => true},
                                                    recv_waiters ::
                                                        #{nquic:stream_id() => gen_statem:from()},
                                                    accept_stream_waiters ::
                                                        queue:queue(gen_statem:from()),
                                                    pending_streams :: queue:queue(nquic:stream_id()),
                                                    blocked_streams :: #{nquic:stream_id() => true},
                                                    pending_send_streams :: #{nquic:stream_id() => true},
                                                    send_buffer_high_water :: pos_integer(),
                                                    send_timeout :: timeout(),
                                                    send_waiters ::
                                                        queue:queue(nquic_conn_send_waiters:t())},
                                  flow ::
                                      #conn_flow{local_max_data :: non_neg_integer(),
                                                 remote_max_data :: non_neg_integer(),
                                                 data_sent :: non_neg_integer(),
                                                 data_received :: non_neg_integer(),
                                                 last_data_blocked :: non_neg_integer(),
                                                 pending_initial_frames :: [nquic_frame:t()],
                                                 pending_handshake_frames :: [nquic_frame:t()],
                                                 pending_app_frames :: [nquic_frame:t()],
                                                 pending_app_pre_encoded ::
                                                     [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                                 queued_app_send_bytes :: non_neg_integer(),
                                                 cwnd_exempt :: boolean()},
                                  path ::
                                      #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                                      peer_cids ::
                                                          #{non_neg_integer() =>
                                                                #{cid := nquic:connection_id(),
                                                                  token := binary()}},
                                                      local_cids ::
                                                          #{non_neg_integer() => nquic:connection_id()},
                                                      local_cid_seq :: non_neg_integer(),
                                                      peer_retire_prior_to :: non_neg_integer(),
                                                      anti_amp_bytes_received :: non_neg_integer(),
                                                      anti_amp_bytes_sent :: non_neg_integer(),
                                                      address_validated :: boolean()}}) ->
                         {ok,
                          #conn_state{role :: client | server,
                                      scid :: nquic:connection_id(),
                                      dcid :: nquic:connection_id(),
                                      odcid :: nquic:connection_id() | undefined,
                                      retry_scid :: nquic:connection_id() | undefined,
                                      retry_token :: binary(),
                                      version :: non_neg_integer(),
                                      version_preference :: [non_neg_integer()],
                                      socket :: nquic_socket:t() | undefined,
                                      peer :: nquic_socket:sockaddr() | undefined,
                                      select_info :: nquic_socket:select_info() | undefined,
                                      pn_spaces :: #{nquic_packet:space() => map()},
                                      app_next_pn :: non_neg_integer(),
                                      app_largest_received :: integer(),
                                      app_largest_received_us :: integer() | undefined,
                                      loss_state :: nquic_loss:loss_state() | undefined,
                                      dispatch_table :: nquic_dispatch:t() | undefined,
                                      listener :: pid() | undefined,
                                      connect_waiters :: [gen_server:from()],
                                      local_params ::
                                          #transport_params{original_destination_connection_id ::
                                                                nquic:connection_id() | undefined,
                                                            max_idle_timeout :: non_neg_integer(),
                                                            stateless_reset_token ::
                                                                binary() | undefined,
                                                            max_udp_payload_size :: pos_integer(),
                                                            initial_max_data :: non_neg_integer(),
                                                            initial_max_stream_data_bidi_local ::
                                                                non_neg_integer(),
                                                            initial_max_stream_data_bidi_remote ::
                                                                non_neg_integer(),
                                                            initial_max_stream_data_uni ::
                                                                non_neg_integer(),
                                                            initial_max_streams_bidi ::
                                                                non_neg_integer(),
                                                            initial_max_streams_uni :: non_neg_integer(),
                                                            ack_delay_exponent :: 0..20,
                                                            max_ack_delay :: non_neg_integer(),
                                                            disable_active_migration :: boolean(),
                                                            preferred_address ::
                                                                nquic_transport:preferred_address() |
                                                                undefined,
                                                            active_connection_id_limit ::
                                                                non_neg_integer(),
                                                            initial_source_connection_id ::
                                                                nquic:connection_id() | undefined,
                                                            retry_source_connection_id ::
                                                                nquic:connection_id() | undefined,
                                                            version_information ::
                                                                nquic_transport:version_information() |
                                                                undefined,
                                                            max_datagram_frame_size ::
                                                                non_neg_integer() | undefined},
                                      remote_params ::
                                          #transport_params{original_destination_connection_id ::
                                                                nquic:connection_id() | undefined,
                                                            max_idle_timeout :: non_neg_integer(),
                                                            stateless_reset_token ::
                                                                binary() | undefined,
                                                            max_udp_payload_size :: pos_integer(),
                                                            initial_max_data :: non_neg_integer(),
                                                            initial_max_stream_data_bidi_local ::
                                                                non_neg_integer(),
                                                            initial_max_stream_data_bidi_remote ::
                                                                non_neg_integer(),
                                                            initial_max_stream_data_uni ::
                                                                non_neg_integer(),
                                                            initial_max_streams_bidi ::
                                                                non_neg_integer(),
                                                            initial_max_streams_uni :: non_neg_integer(),
                                                            ack_delay_exponent :: 0..20,
                                                            max_ack_delay :: non_neg_integer(),
                                                            disable_active_migration :: boolean(),
                                                            preferred_address ::
                                                                nquic_transport:preferred_address() |
                                                                undefined,
                                                            active_connection_id_limit ::
                                                                non_neg_integer(),
                                                            initial_source_connection_id ::
                                                                nquic:connection_id() | undefined,
                                                            retry_source_connection_id ::
                                                                nquic:connection_id() | undefined,
                                                            version_information ::
                                                                nquic_transport:version_information() |
                                                                undefined,
                                                            max_datagram_frame_size ::
                                                                non_neg_integer() | undefined} |
                                          undefined,
                                      server_packet_processed :: boolean(),
                                      owner :: pid() | undefined,
                                      owner_mon :: reference() | undefined,
                                      deferred_flush_pending :: boolean(),
                                      pending_ack_count :: non_neg_integer(),
                                      ack_immediate :: boolean(),
                                      last_idle_ms :: non_neg_integer() | infinity | undefined,
                                      last_pto_ms ::
                                          nquic_protocol_timer:loss_detection_timer() | undefined,
                                      recv_ecn :: nquic_socket:ecn_mark(),
                                      pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                      gso_size :: undefined | pos_integer(),
                                      max_payload_size :: pos_integer(),
                                      server_per_conn_fd :: boolean(),
                                      proactive_cids :: boolean(),
                                      socket_connected :: boolean(),
                                      self_migration_pending :: boolean(),
                                      metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                      spin_enabled :: boolean(),
                                      peer_spin :: 0..1,
                                      new_token_enabled :: boolean(),
                                      new_token_lifetime :: pos_integer(),
                                      qlog :: undefined | nquic_qlog:qlog_state(),
                                      close_kind ::
                                          undefined | local | peer | idle_timeout | protocol_error,
                                      crypto ::
                                          #conn_crypto{tls_state :: term(),
                                                       keys :: nquic_keys:key_map(),
                                                       app_send_keys :: map() | undefined,
                                                       app_recv_keys :: map() | undefined,
                                                       crypto_buffer ::
                                                           #{nquic_packet:space() =>
                                                                 {non_neg_integer(), binary(), list()}},
                                                       cipher ::
                                                           aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                                       cipher_suites ::
                                                           [aes_128_gcm | aes_256_gcm |
                                                            chacha20_poly1305] |
                                                           undefined,
                                                       key_phase :: boolean(),
                                                       key_update_pending :: boolean(),
                                                       client_app_secret :: binary() | undefined,
                                                       server_app_secret :: binary() | undefined,
                                                       old_read_keys ::
                                                           #{key := binary(), iv := binary()} |
                                                           undefined,
                                                       zero_rtt_accepted :: boolean(),
                                                       replay_protection :: module() | undefined,
                                                       session_ticket :: map() | undefined,
                                                       resumption_secret :: binary() | undefined,
                                                       session_cache ::
                                                           atom() |
                                                           false |
                                                           {module, module()} |
                                                           undefined,
                                                       token_cache ::
                                                           atom() | false | {module, module()},
                                                       alpn :: [binary()] | undefined,
                                                       hostname :: string() | binary() | undefined,
                                                       cert :: binary() | undefined,
                                                       cert_chain :: [binary()],
                                                       key :: any() | undefined,
                                                       verify :: verify_none | verify_peer,
                                                       cacerts :: [binary()],
                                                       peer_cert :: binary() | undefined,
                                                       static_key :: binary() | undefined},
                                      streams_state ::
                                          #conn_streams{streams ::
                                                            #{nquic:stream_id() =>
                                                                  #stream_state{stream_id ::
                                                                                    nquic:stream_id(),
                                                                                type :: bidi | uni,
                                                                                send_state ::
                                                                                    ready | send |
                                                                                    data_sent |
                                                                                    data_recvd |
                                                                                    reset_sent |
                                                                                    reset_recvd,
                                                                                send_offset ::
                                                                                    non_neg_integer(),
                                                                                send_max_data ::
                                                                                    non_neg_integer(),
                                                                                last_stream_data_blocked ::
                                                                                    non_neg_integer(),
                                                                                pending_send_data ::
                                                                                    [binary()],
                                                                                pending_send_size ::
                                                                                    non_neg_integer(),
                                                                                pending_send_fin ::
                                                                                    boolean(),
                                                                                recv_state ::
                                                                                    recv | size_known |
                                                                                    data_recvd |
                                                                                    reset_recvd |
                                                                                    data_read |
                                                                                    reset_read,
                                                                                recv_offset ::
                                                                                    non_neg_integer(),
                                                                                recv_max_offset ::
                                                                                    non_neg_integer(),
                                                                                recv_window ::
                                                                                    non_neg_integer(),
                                                                                recv_buffer ::
                                                                                    gb_trees:tree(non_neg_integer(),
                                                                                                  {binary(),
                                                                                                   boolean()}),
                                                                                app_buffer :: iodata(),
                                                                                app_buffer_size ::
                                                                                    non_neg_integer()}},
                                                        next_bidi_stream ::
                                                            nquic:stream_id() | undefined,
                                                        next_uni_stream :: nquic:stream_id() | undefined,
                                                        peer_max_streams_bidi :: non_neg_integer(),
                                                        peer_max_streams_uni :: non_neg_integer(),
                                                        local_max_streams_bidi :: non_neg_integer(),
                                                        local_max_streams_uni :: non_neg_integer(),
                                                        last_sent_max_streams_bidi :: non_neg_integer(),
                                                        last_sent_max_streams_uni :: non_neg_integer(),
                                                        max_peer_bidi_stream_id ::
                                                            non_neg_integer() | undefined,
                                                        max_peer_uni_stream_id ::
                                                            non_neg_integer() | undefined,
                                                        opened_peer_bidi_count :: non_neg_integer(),
                                                        opened_peer_uni_count :: non_neg_integer(),
                                                        closed_peer_bidi_wm :: integer(),
                                                        closed_peer_uni_wm :: integer(),
                                                        closed_peer_streams ::
                                                            #{nquic:stream_id() => true},
                                                        recv_waiters ::
                                                            #{nquic:stream_id() => gen_statem:from()},
                                                        accept_stream_waiters ::
                                                            queue:queue(gen_statem:from()),
                                                        pending_streams ::
                                                            queue:queue(nquic:stream_id()),
                                                        blocked_streams :: #{nquic:stream_id() => true},
                                                        pending_send_streams ::
                                                            #{nquic:stream_id() => true},
                                                        send_buffer_high_water :: pos_integer(),
                                                        send_timeout :: timeout(),
                                                        send_waiters ::
                                                            queue:queue(nquic_conn_send_waiters:t())},
                                      flow ::
                                          #conn_flow{local_max_data :: non_neg_integer(),
                                                     remote_max_data :: non_neg_integer(),
                                                     data_sent :: non_neg_integer(),
                                                     data_received :: non_neg_integer(),
                                                     last_data_blocked :: non_neg_integer(),
                                                     pending_initial_frames :: [nquic_frame:t()],
                                                     pending_handshake_frames :: [nquic_frame:t()],
                                                     pending_app_frames :: [nquic_frame:t()],
                                                     pending_app_pre_encoded ::
                                                         [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                                     queued_app_send_bytes :: non_neg_integer(),
                                                     cwnd_exempt :: boolean()},
                                      path ::
                                          #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                                          peer_cids ::
                                                              #{non_neg_integer() =>
                                                                    #{cid := nquic:connection_id(),
                                                                      token := binary()}},
                                                          local_cids ::
                                                              #{non_neg_integer() =>
                                                                    nquic:connection_id()},
                                                          local_cid_seq :: non_neg_integer(),
                                                          peer_retire_prior_to :: non_neg_integer(),
                                                          anti_amp_bytes_received :: non_neg_integer(),
                                                          anti_amp_bytes_sent :: non_neg_integer(),
                                                          address_validated :: boolean()}}} |
                         {error, no_available_cids}.


      



  


        

      


  

    
nquic_conn_send_waiters 
    



      
Sync-send backpressure for handshake-phase stream writes in
nquic_conn_statem.
A send gates on the per-stream send_buffer_high_water mark.
When a sync caller's bytes don't all fit, the unsent tail is parked
here as a t(). Each call to wake/1 (run after every
flush in established state) tries to push more of each waiter's
bytes into the stream's buffer. Fully-served waiters get an ok
reply; the configured send_timeout delivers {error, send_timeout}
if the wait runs too long.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        handle_sync_send(From, StreamID, DataBin, Fin, Data)

      


        Sync send_stream / send_fin entry point, parking with the
connection-level send_timeout.



    


    
      
        handle_sync_send(From, StreamID, DataBin, Fin, Timeout, Data)

      


        Same as handle_sync_send/5 but with an explicit per-call
Timeout for the parked waiter, overriding the connection-level
send_timeout.



    


    
      
        pop(From, TimerRef, Q)

      


        Pop the waiter whose From and timer ref both match.
The ref check guards against a stale {timeout, _, _} message that
was already in flight when we asynchronously cancelled the timer
(e.g. the waiter was just woken by wake/1).



    


    
      
        wake(Data)

      


        Walk the parked waiters in FIFO order and try to queue more of each
waiter's bytes onto its stream.
Returns {NewData, ReplyActions}; the caller (typically the
post-flush path) prepends the reply actions to the gen_statem
actions list.



    





      


      
        Types
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          -type t() :: {gen_statem:from(), nquic:stream_id(), binary(), boolean(), reference() | undefined}.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      handle_sync_send(From, StreamID, DataBin, Fin, Data)



        
          
        

    

  


  

      

          -spec handle_sync_send(gen_statem:from(),
                       nquic:stream_id(),
                       iodata(),
                       fin | nofin,
                       #conn_state{role :: client | server,
                                   scid :: nquic:connection_id(),
                                   dcid :: nquic:connection_id(),
                                   odcid :: nquic:connection_id() | undefined,
                                   retry_scid :: nquic:connection_id() | undefined,
                                   retry_token :: binary(),
                                   version :: non_neg_integer(),
                                   version_preference :: [non_neg_integer()],
                                   socket :: nquic_socket:t() | undefined,
                                   peer :: nquic_socket:sockaddr() | undefined,
                                   select_info :: nquic_socket:select_info() | undefined,
                                   pn_spaces :: #{nquic_packet:space() => map()},
                                   app_next_pn :: non_neg_integer(),
                                   app_largest_received :: integer(),
                                   app_largest_received_us :: integer() | undefined,
                                   loss_state :: nquic_loss:loss_state() | undefined,
                                   dispatch_table :: nquic_dispatch:t() | undefined,
                                   listener :: pid() | undefined,
                                   connect_waiters :: [gen_server:from()],
                                   local_params ::
                                       #transport_params{original_destination_connection_id ::
                                                             nquic:connection_id() | undefined,
                                                         max_idle_timeout :: non_neg_integer(),
                                                         stateless_reset_token :: binary() | undefined,
                                                         max_udp_payload_size :: pos_integer(),
                                                         initial_max_data :: non_neg_integer(),
                                                         initial_max_stream_data_bidi_local ::
                                                             non_neg_integer(),
                                                         initial_max_stream_data_bidi_remote ::
                                                             non_neg_integer(),
                                                         initial_max_stream_data_uni ::
                                                             non_neg_integer(),
                                                         initial_max_streams_bidi :: non_neg_integer(),
                                                         initial_max_streams_uni :: non_neg_integer(),
                                                         ack_delay_exponent :: 0..20,
                                                         max_ack_delay :: non_neg_integer(),
                                                         disable_active_migration :: boolean(),
                                                         preferred_address ::
                                                             nquic_transport:preferred_address() |
                                                             undefined,
                                                         active_connection_id_limit :: non_neg_integer(),
                                                         initial_source_connection_id ::
                                                             nquic:connection_id() | undefined,
                                                         retry_source_connection_id ::
                                                             nquic:connection_id() | undefined,
                                                         version_information ::
                                                             nquic_transport:version_information() |
                                                             undefined,
                                                         max_datagram_frame_size ::
                                                             non_neg_integer() | undefined},
                                   remote_params ::
                                       #transport_params{original_destination_connection_id ::
                                                             nquic:connection_id() | undefined,
                                                         max_idle_timeout :: non_neg_integer(),
                                                         stateless_reset_token :: binary() | undefined,
                                                         max_udp_payload_size :: pos_integer(),
                                                         initial_max_data :: non_neg_integer(),
                                                         initial_max_stream_data_bidi_local ::
                                                             non_neg_integer(),
                                                         initial_max_stream_data_bidi_remote ::
                                                             non_neg_integer(),
                                                         initial_max_stream_data_uni ::
                                                             non_neg_integer(),
                                                         initial_max_streams_bidi :: non_neg_integer(),
                                                         initial_max_streams_uni :: non_neg_integer(),
                                                         ack_delay_exponent :: 0..20,
                                                         max_ack_delay :: non_neg_integer(),
                                                         disable_active_migration :: boolean(),
                                                         preferred_address ::
                                                             nquic_transport:preferred_address() |
                                                             undefined,
                                                         active_connection_id_limit :: non_neg_integer(),
                                                         initial_source_connection_id ::
                                                             nquic:connection_id() | undefined,
                                                         retry_source_connection_id ::
                                                             nquic:connection_id() | undefined,
                                                         version_information ::
                                                             nquic_transport:version_information() |
                                                             undefined,
                                                         max_datagram_frame_size ::
                                                             non_neg_integer() | undefined} |
                                       undefined,
                                   server_packet_processed :: boolean(),
                                   owner :: pid() | undefined,
                                   owner_mon :: reference() | undefined,
                                   deferred_flush_pending :: boolean(),
                                   pending_ack_count :: non_neg_integer(),
                                   ack_immediate :: boolean(),
                                   last_idle_ms :: non_neg_integer() | infinity | undefined,
                                   last_pto_ms ::
                                       nquic_protocol_timer:loss_detection_timer() | undefined,
                                   recv_ecn :: nquic_socket:ecn_mark(),
                                   pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                   gso_size :: undefined | pos_integer(),
                                   max_payload_size :: pos_integer(),
                                   server_per_conn_fd :: boolean(),
                                   proactive_cids :: boolean(),
                                   socket_connected :: boolean(),
                                   self_migration_pending :: boolean(),
                                   metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                   spin_enabled :: boolean(),
                                   peer_spin :: 0..1,
                                   new_token_enabled :: boolean(),
                                   new_token_lifetime :: pos_integer(),
                                   qlog :: undefined | nquic_qlog:qlog_state(),
                                   close_kind ::
                                       undefined | local | peer | idle_timeout | protocol_error,
                                   crypto ::
                                       #conn_crypto{tls_state :: term(),
                                                    keys :: nquic_keys:key_map(),
                                                    app_send_keys :: map() | undefined,
                                                    app_recv_keys :: map() | undefined,
                                                    crypto_buffer ::
                                                        #{nquic_packet:space() =>
                                                              {non_neg_integer(), binary(), list()}},
                                                    cipher ::
                                                        aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                                    cipher_suites ::
                                                        [aes_128_gcm | aes_256_gcm | chacha20_poly1305] |
                                                        undefined,
                                                    key_phase :: boolean(),
                                                    key_update_pending :: boolean(),
                                                    client_app_secret :: binary() | undefined,
                                                    server_app_secret :: binary() | undefined,
                                                    old_read_keys ::
                                                        #{key := binary(), iv := binary()} | undefined,
                                                    zero_rtt_accepted :: boolean(),
                                                    replay_protection :: module() | undefined,
                                                    session_ticket :: map() | undefined,
                                                    resumption_secret :: binary() | undefined,
                                                    session_cache ::
                                                        atom() | false | {module, module()} | undefined,
                                                    token_cache :: atom() | false | {module, module()},
                                                    alpn :: [binary()] | undefined,
                                                    hostname :: string() | binary() | undefined,
                                                    cert :: binary() | undefined,
                                                    cert_chain :: [binary()],
                                                    key :: any() | undefined,
                                                    verify :: verify_none | verify_peer,
                                                    cacerts :: [binary()],
                                                    peer_cert :: binary() | undefined,
                                                    static_key :: binary() | undefined},
                                   streams_state ::
                                       #conn_streams{streams ::
                                                         #{nquic:stream_id() =>
                                                               #stream_state{stream_id ::
                                                                                 nquic:stream_id(),
                                                                             type :: bidi | uni,
                                                                             send_state ::
                                                                                 ready | send |
                                                                                 data_sent |
                                                                                 data_recvd |
                                                                                 reset_sent |
                                                                                 reset_recvd,
                                                                             send_offset ::
                                                                                 non_neg_integer(),
                                                                             send_max_data ::
                                                                                 non_neg_integer(),
                                                                             last_stream_data_blocked ::
                                                                                 non_neg_integer(),
                                                                             pending_send_data ::
                                                                                 [binary()],
                                                                             pending_send_size ::
                                                                                 non_neg_integer(),
                                                                             pending_send_fin ::
                                                                                 boolean(),
                                                                             recv_state ::
                                                                                 recv | size_known |
                                                                                 data_recvd |
                                                                                 reset_recvd |
                                                                                 data_read | reset_read,
                                                                             recv_offset ::
                                                                                 non_neg_integer(),
                                                                             recv_max_offset ::
                                                                                 non_neg_integer(),
                                                                             recv_window ::
                                                                                 non_neg_integer(),
                                                                             recv_buffer ::
                                                                                 gb_trees:tree(non_neg_integer(),
                                                                                               {binary(),
                                                                                                boolean()}),
                                                                             app_buffer :: iodata(),
                                                                             app_buffer_size ::
                                                                                 non_neg_integer()}},
                                                     next_bidi_stream :: nquic:stream_id() | undefined,
                                                     next_uni_stream :: nquic:stream_id() | undefined,
                                                     peer_max_streams_bidi :: non_neg_integer(),
                                                     peer_max_streams_uni :: non_neg_integer(),
                                                     local_max_streams_bidi :: non_neg_integer(),
                                                     local_max_streams_uni :: non_neg_integer(),
                                                     last_sent_max_streams_bidi :: non_neg_integer(),
                                                     last_sent_max_streams_uni :: non_neg_integer(),
                                                     max_peer_bidi_stream_id ::
                                                         non_neg_integer() | undefined,
                                                     max_peer_uni_stream_id ::
                                                         non_neg_integer() | undefined,
                                                     opened_peer_bidi_count :: non_neg_integer(),
                                                     opened_peer_uni_count :: non_neg_integer(),
                                                     closed_peer_bidi_wm :: integer(),
                                                     closed_peer_uni_wm :: integer(),
                                                     closed_peer_streams :: #{nquic:stream_id() => true},
                                                     recv_waiters ::
                                                         #{nquic:stream_id() => gen_statem:from()},
                                                     accept_stream_waiters ::
                                                         queue:queue(gen_statem:from()),
                                                     pending_streams :: queue:queue(nquic:stream_id()),
                                                     blocked_streams :: #{nquic:stream_id() => true},
                                                     pending_send_streams ::
                                                         #{nquic:stream_id() => true},
                                                     send_buffer_high_water :: pos_integer(),
                                                     send_timeout :: timeout(),
                                                     send_waiters ::
                                                         queue:queue(nquic_conn_send_waiters:t())},
                                   flow ::
                                       #conn_flow{local_max_data :: non_neg_integer(),
                                                  remote_max_data :: non_neg_integer(),
                                                  data_sent :: non_neg_integer(),
                                                  data_received :: non_neg_integer(),
                                                  last_data_blocked :: non_neg_integer(),
                                                  pending_initial_frames :: [nquic_frame:t()],
                                                  pending_handshake_frames :: [nquic_frame:t()],
                                                  pending_app_frames :: [nquic_frame:t()],
                                                  pending_app_pre_encoded ::
                                                      [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                                  queued_app_send_bytes :: non_neg_integer(),
                                                  cwnd_exempt :: boolean()},
                                   path ::
                                       #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                                       peer_cids ::
                                                           #{non_neg_integer() =>
                                                                 #{cid := nquic:connection_id(),
                                                                   token := binary()}},
                                                       local_cids ::
                                                           #{non_neg_integer() => nquic:connection_id()},
                                                       local_cid_seq :: non_neg_integer(),
                                                       peer_retire_prior_to :: non_neg_integer(),
                                                       anti_amp_bytes_received :: non_neg_integer(),
                                                       anti_amp_bytes_sent :: non_neg_integer(),
                                                       address_validated :: boolean()}}) ->
                          gen_statem:event_handler_result(nquic_conn_statem:state_name()).


      


Sync send_stream / send_fin entry point, parking with the
connection-level send_timeout.
Queues as much of DataBin as fits under the per-stream
send_buffer_high_water; if a tail is left over, parks the caller
as a t() that wake/1 (or the send_wait_timeout
timer) eventually resolves.

  



  
    
      
    
    
      handle_sync_send(From, StreamID, DataBin, Fin, Timeout, Data)



        
          
        

    

  


  

      

          -spec handle_sync_send(gen_statem:from(),
                       nquic:stream_id(),
                       iodata(),
                       fin | nofin,
                       timeout(),
                       #conn_state{role :: client | server,
                                   scid :: nquic:connection_id(),
                                   dcid :: nquic:connection_id(),
                                   odcid :: nquic:connection_id() | undefined,
                                   retry_scid :: nquic:connection_id() | undefined,
                                   retry_token :: binary(),
                                   version :: non_neg_integer(),
                                   version_preference :: [non_neg_integer()],
                                   socket :: nquic_socket:t() | undefined,
                                   peer :: nquic_socket:sockaddr() | undefined,
                                   select_info :: nquic_socket:select_info() | undefined,
                                   pn_spaces :: #{nquic_packet:space() => map()},
                                   app_next_pn :: non_neg_integer(),
                                   app_largest_received :: integer(),
                                   app_largest_received_us :: integer() | undefined,
                                   loss_state :: nquic_loss:loss_state() | undefined,
                                   dispatch_table :: nquic_dispatch:t() | undefined,
                                   listener :: pid() | undefined,
                                   connect_waiters :: [gen_server:from()],
                                   local_params ::
                                       #transport_params{original_destination_connection_id ::
                                                             nquic:connection_id() | undefined,
                                                         max_idle_timeout :: non_neg_integer(),
                                                         stateless_reset_token :: binary() | undefined,
                                                         max_udp_payload_size :: pos_integer(),
                                                         initial_max_data :: non_neg_integer(),
                                                         initial_max_stream_data_bidi_local ::
                                                             non_neg_integer(),
                                                         initial_max_stream_data_bidi_remote ::
                                                             non_neg_integer(),
                                                         initial_max_stream_data_uni ::
                                                             non_neg_integer(),
                                                         initial_max_streams_bidi :: non_neg_integer(),
                                                         initial_max_streams_uni :: non_neg_integer(),
                                                         ack_delay_exponent :: 0..20,
                                                         max_ack_delay :: non_neg_integer(),
                                                         disable_active_migration :: boolean(),
                                                         preferred_address ::
                                                             nquic_transport:preferred_address() |
                                                             undefined,
                                                         active_connection_id_limit :: non_neg_integer(),
                                                         initial_source_connection_id ::
                                                             nquic:connection_id() | undefined,
                                                         retry_source_connection_id ::
                                                             nquic:connection_id() | undefined,
                                                         version_information ::
                                                             nquic_transport:version_information() |
                                                             undefined,
                                                         max_datagram_frame_size ::
                                                             non_neg_integer() | undefined},
                                   remote_params ::
                                       #transport_params{original_destination_connection_id ::
                                                             nquic:connection_id() | undefined,
                                                         max_idle_timeout :: non_neg_integer(),
                                                         stateless_reset_token :: binary() | undefined,
                                                         max_udp_payload_size :: pos_integer(),
                                                         initial_max_data :: non_neg_integer(),
                                                         initial_max_stream_data_bidi_local ::
                                                             non_neg_integer(),
                                                         initial_max_stream_data_bidi_remote ::
                                                             non_neg_integer(),
                                                         initial_max_stream_data_uni ::
                                                             non_neg_integer(),
                                                         initial_max_streams_bidi :: non_neg_integer(),
                                                         initial_max_streams_uni :: non_neg_integer(),
                                                         ack_delay_exponent :: 0..20,
                                                         max_ack_delay :: non_neg_integer(),
                                                         disable_active_migration :: boolean(),
                                                         preferred_address ::
                                                             nquic_transport:preferred_address() |
                                                             undefined,
                                                         active_connection_id_limit :: non_neg_integer(),
                                                         initial_source_connection_id ::
                                                             nquic:connection_id() | undefined,
                                                         retry_source_connection_id ::
                                                             nquic:connection_id() | undefined,
                                                         version_information ::
                                                             nquic_transport:version_information() |
                                                             undefined,
                                                         max_datagram_frame_size ::
                                                             non_neg_integer() | undefined} |
                                       undefined,
                                   server_packet_processed :: boolean(),
                                   owner :: pid() | undefined,
                                   owner_mon :: reference() | undefined,
                                   deferred_flush_pending :: boolean(),
                                   pending_ack_count :: non_neg_integer(),
                                   ack_immediate :: boolean(),
                                   last_idle_ms :: non_neg_integer() | infinity | undefined,
                                   last_pto_ms ::
                                       nquic_protocol_timer:loss_detection_timer() | undefined,
                                   recv_ecn :: nquic_socket:ecn_mark(),
                                   pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                   gso_size :: undefined | pos_integer(),
                                   max_payload_size :: pos_integer(),
                                   server_per_conn_fd :: boolean(),
                                   proactive_cids :: boolean(),
                                   socket_connected :: boolean(),
                                   self_migration_pending :: boolean(),
                                   metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                   spin_enabled :: boolean(),
                                   peer_spin :: 0..1,
                                   new_token_enabled :: boolean(),
                                   new_token_lifetime :: pos_integer(),
                                   qlog :: undefined | nquic_qlog:qlog_state(),
                                   close_kind ::
                                       undefined | local | peer | idle_timeout | protocol_error,
                                   crypto ::
                                       #conn_crypto{tls_state :: term(),
                                                    keys :: nquic_keys:key_map(),
                                                    app_send_keys :: map() | undefined,
                                                    app_recv_keys :: map() | undefined,
                                                    crypto_buffer ::
                                                        #{nquic_packet:space() =>
                                                              {non_neg_integer(), binary(), list()}},
                                                    cipher ::
                                                        aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                                    cipher_suites ::
                                                        [aes_128_gcm | aes_256_gcm | chacha20_poly1305] |
                                                        undefined,
                                                    key_phase :: boolean(),
                                                    key_update_pending :: boolean(),
                                                    client_app_secret :: binary() | undefined,
                                                    server_app_secret :: binary() | undefined,
                                                    old_read_keys ::
                                                        #{key := binary(), iv := binary()} | undefined,
                                                    zero_rtt_accepted :: boolean(),
                                                    replay_protection :: module() | undefined,
                                                    session_ticket :: map() | undefined,
                                                    resumption_secret :: binary() | undefined,
                                                    session_cache ::
                                                        atom() | false | {module, module()} | undefined,
                                                    token_cache :: atom() | false | {module, module()},
                                                    alpn :: [binary()] | undefined,
                                                    hostname :: string() | binary() | undefined,
                                                    cert :: binary() | undefined,
                                                    cert_chain :: [binary()],
                                                    key :: any() | undefined,
                                                    verify :: verify_none | verify_peer,
                                                    cacerts :: [binary()],
                                                    peer_cert :: binary() | undefined,
                                                    static_key :: binary() | undefined},
                                   streams_state ::
                                       #conn_streams{streams ::
                                                         #{nquic:stream_id() =>
                                                               #stream_state{stream_id ::
                                                                                 nquic:stream_id(),
                                                                             type :: bidi | uni,
                                                                             send_state ::
                                                                                 ready | send |
                                                                                 data_sent |
                                                                                 data_recvd |
                                                                                 reset_sent |
                                                                                 reset_recvd,
                                                                             send_offset ::
                                                                                 non_neg_integer(),
                                                                             send_max_data ::
                                                                                 non_neg_integer(),
                                                                             last_stream_data_blocked ::
                                                                                 non_neg_integer(),
                                                                             pending_send_data ::
                                                                                 [binary()],
                                                                             pending_send_size ::
                                                                                 non_neg_integer(),
                                                                             pending_send_fin ::
                                                                                 boolean(),
                                                                             recv_state ::
                                                                                 recv | size_known |
                                                                                 data_recvd |
                                                                                 reset_recvd |
                                                                                 data_read | reset_read,
                                                                             recv_offset ::
                                                                                 non_neg_integer(),
                                                                             recv_max_offset ::
                                                                                 non_neg_integer(),
                                                                             recv_window ::
                                                                                 non_neg_integer(),
                                                                             recv_buffer ::
                                                                                 gb_trees:tree(non_neg_integer(),
                                                                                               {binary(),
                                                                                                boolean()}),
                                                                             app_buffer :: iodata(),
                                                                             app_buffer_size ::
                                                                                 non_neg_integer()}},
                                                     next_bidi_stream :: nquic:stream_id() | undefined,
                                                     next_uni_stream :: nquic:stream_id() | undefined,
                                                     peer_max_streams_bidi :: non_neg_integer(),
                                                     peer_max_streams_uni :: non_neg_integer(),
                                                     local_max_streams_bidi :: non_neg_integer(),
                                                     local_max_streams_uni :: non_neg_integer(),
                                                     last_sent_max_streams_bidi :: non_neg_integer(),
                                                     last_sent_max_streams_uni :: non_neg_integer(),
                                                     max_peer_bidi_stream_id ::
                                                         non_neg_integer() | undefined,
                                                     max_peer_uni_stream_id ::
                                                         non_neg_integer() | undefined,
                                                     opened_peer_bidi_count :: non_neg_integer(),
                                                     opened_peer_uni_count :: non_neg_integer(),
                                                     closed_peer_bidi_wm :: integer(),
                                                     closed_peer_uni_wm :: integer(),
                                                     closed_peer_streams :: #{nquic:stream_id() => true},
                                                     recv_waiters ::
                                                         #{nquic:stream_id() => gen_statem:from()},
                                                     accept_stream_waiters ::
                                                         queue:queue(gen_statem:from()),
                                                     pending_streams :: queue:queue(nquic:stream_id()),
                                                     blocked_streams :: #{nquic:stream_id() => true},
                                                     pending_send_streams ::
                                                         #{nquic:stream_id() => true},
                                                     send_buffer_high_water :: pos_integer(),
                                                     send_timeout :: timeout(),
                                                     send_waiters ::
                                                         queue:queue(nquic_conn_send_waiters:t())},
                                   flow ::
                                       #conn_flow{local_max_data :: non_neg_integer(),
                                                  remote_max_data :: non_neg_integer(),
                                                  data_sent :: non_neg_integer(),
                                                  data_received :: non_neg_integer(),
                                                  last_data_blocked :: non_neg_integer(),
                                                  pending_initial_frames :: [nquic_frame:t()],
                                                  pending_handshake_frames :: [nquic_frame:t()],
                                                  pending_app_frames :: [nquic_frame:t()],
                                                  pending_app_pre_encoded ::
                                                      [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                                  queued_app_send_bytes :: non_neg_integer(),
                                                  cwnd_exempt :: boolean()},
                                   path ::
                                       #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                                       peer_cids ::
                                                           #{non_neg_integer() =>
                                                                 #{cid := nquic:connection_id(),
                                                                   token := binary()}},
                                                       local_cids ::
                                                           #{non_neg_integer() => nquic:connection_id()},
                                                       local_cid_seq :: non_neg_integer(),
                                                       peer_retire_prior_to :: non_neg_integer(),
                                                       anti_amp_bytes_received :: non_neg_integer(),
                                                       anti_amp_bytes_sent :: non_neg_integer(),
                                                       address_validated :: boolean()}}) ->
                          gen_statem:event_handler_result(nquic_conn_statem:state_name()).


      


Same as handle_sync_send/5 but with an explicit per-call
Timeout for the parked waiter, overriding the connection-level
send_timeout.

  



  
    
      
    
    
      pop(From, TimerRef, Q)



        
          
        

    

  


  

      

          -spec pop(gen_statem:from(), reference(), queue:queue(tuple())) ->
             {ok, queue:queue(tuple())} | not_found.


      


Pop the waiter whose From and timer ref both match.
The ref check guards against a stale {timeout, _, _} message that
was already in flight when we asynchronously cancelled the timer
(e.g. the waiter was just woken by wake/1).

  



  
    
      
    
    
      wake(Data)



        
          
        

    

  


  

      

          -spec wake(#conn_state{role :: client | server,
                       scid :: nquic:connection_id(),
                       dcid :: nquic:connection_id(),
                       odcid :: nquic:connection_id() | undefined,
                       retry_scid :: nquic:connection_id() | undefined,
                       retry_token :: binary(),
                       version :: non_neg_integer(),
                       version_preference :: [non_neg_integer()],
                       socket :: nquic_socket:t() | undefined,
                       peer :: nquic_socket:sockaddr() | undefined,
                       select_info :: nquic_socket:select_info() | undefined,
                       pn_spaces :: #{nquic_packet:space() => map()},
                       app_next_pn :: non_neg_integer(),
                       app_largest_received :: integer(),
                       app_largest_received_us :: integer() | undefined,
                       loss_state :: nquic_loss:loss_state() | undefined,
                       dispatch_table :: nquic_dispatch:t() | undefined,
                       listener :: pid() | undefined,
                       connect_waiters :: [gen_server:from()],
                       local_params ::
                           #transport_params{original_destination_connection_id ::
                                                 nquic:connection_id() | undefined,
                                             max_idle_timeout :: non_neg_integer(),
                                             stateless_reset_token :: binary() | undefined,
                                             max_udp_payload_size :: pos_integer(),
                                             initial_max_data :: non_neg_integer(),
                                             initial_max_stream_data_bidi_local :: non_neg_integer(),
                                             initial_max_stream_data_bidi_remote :: non_neg_integer(),
                                             initial_max_stream_data_uni :: non_neg_integer(),
                                             initial_max_streams_bidi :: non_neg_integer(),
                                             initial_max_streams_uni :: non_neg_integer(),
                                             ack_delay_exponent :: 0..20,
                                             max_ack_delay :: non_neg_integer(),
                                             disable_active_migration :: boolean(),
                                             preferred_address ::
                                                 nquic_transport:preferred_address() | undefined,
                                             active_connection_id_limit :: non_neg_integer(),
                                             initial_source_connection_id ::
                                                 nquic:connection_id() | undefined,
                                             retry_source_connection_id ::
                                                 nquic:connection_id() | undefined,
                                             version_information ::
                                                 nquic_transport:version_information() | undefined,
                                             max_datagram_frame_size :: non_neg_integer() | undefined},
                       remote_params ::
                           #transport_params{original_destination_connection_id ::
                                                 nquic:connection_id() | undefined,
                                             max_idle_timeout :: non_neg_integer(),
                                             stateless_reset_token :: binary() | undefined,
                                             max_udp_payload_size :: pos_integer(),
                                             initial_max_data :: non_neg_integer(),
                                             initial_max_stream_data_bidi_local :: non_neg_integer(),
                                             initial_max_stream_data_bidi_remote :: non_neg_integer(),
                                             initial_max_stream_data_uni :: non_neg_integer(),
                                             initial_max_streams_bidi :: non_neg_integer(),
                                             initial_max_streams_uni :: non_neg_integer(),
                                             ack_delay_exponent :: 0..20,
                                             max_ack_delay :: non_neg_integer(),
                                             disable_active_migration :: boolean(),
                                             preferred_address ::
                                                 nquic_transport:preferred_address() | undefined,
                                             active_connection_id_limit :: non_neg_integer(),
                                             initial_source_connection_id ::
                                                 nquic:connection_id() | undefined,
                                             retry_source_connection_id ::
                                                 nquic:connection_id() | undefined,
                                             version_information ::
                                                 nquic_transport:version_information() | undefined,
                                             max_datagram_frame_size :: non_neg_integer() | undefined} |
                           undefined,
                       server_packet_processed :: boolean(),
                       owner :: pid() | undefined,
                       owner_mon :: reference() | undefined,
                       deferred_flush_pending :: boolean(),
                       pending_ack_count :: non_neg_integer(),
                       ack_immediate :: boolean(),
                       last_idle_ms :: non_neg_integer() | infinity | undefined,
                       last_pto_ms :: nquic_protocol_timer:loss_detection_timer() | undefined,
                       recv_ecn :: nquic_socket:ecn_mark(),
                       pmtud :: nquic_pmtud:pmtud_state() | undefined,
                       gso_size :: undefined | pos_integer(),
                       max_payload_size :: pos_integer(),
                       server_per_conn_fd :: boolean(),
                       proactive_cids :: boolean(),
                       socket_connected :: boolean(),
                       self_migration_pending :: boolean(),
                       metrics_counters :: nquic_metrics:conn_counters() | undefined,
                       spin_enabled :: boolean(),
                       peer_spin :: 0..1,
                       new_token_enabled :: boolean(),
                       new_token_lifetime :: pos_integer(),
                       qlog :: undefined | nquic_qlog:qlog_state(),
                       close_kind :: undefined | local | peer | idle_timeout | protocol_error,
                       crypto ::
                           #conn_crypto{tls_state :: term(),
                                        keys :: nquic_keys:key_map(),
                                        app_send_keys :: map() | undefined,
                                        app_recv_keys :: map() | undefined,
                                        crypto_buffer ::
                                            #{nquic_packet:space() =>
                                                  {non_neg_integer(), binary(), list()}},
                                        cipher :: aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                        cipher_suites ::
                                            [aes_128_gcm | aes_256_gcm | chacha20_poly1305] | undefined,
                                        key_phase :: boolean(),
                                        key_update_pending :: boolean(),
                                        client_app_secret :: binary() | undefined,
                                        server_app_secret :: binary() | undefined,
                                        old_read_keys :: #{key := binary(), iv := binary()} | undefined,
                                        zero_rtt_accepted :: boolean(),
                                        replay_protection :: module() | undefined,
                                        session_ticket :: map() | undefined,
                                        resumption_secret :: binary() | undefined,
                                        session_cache :: atom() | false | {module, module()} | undefined,
                                        token_cache :: atom() | false | {module, module()},
                                        alpn :: [binary()] | undefined,
                                        hostname :: string() | binary() | undefined,
                                        cert :: binary() | undefined,
                                        cert_chain :: [binary()],
                                        key :: any() | undefined,
                                        verify :: verify_none | verify_peer,
                                        cacerts :: [binary()],
                                        peer_cert :: binary() | undefined,
                                        static_key :: binary() | undefined},
                       streams_state ::
                           #conn_streams{streams ::
                                             #{nquic:stream_id() =>
                                                   #stream_state{stream_id :: nquic:stream_id(),
                                                                 type :: bidi | uni,
                                                                 send_state ::
                                                                     ready | send | data_sent |
                                                                     data_recvd | reset_sent |
                                                                     reset_recvd,
                                                                 send_offset :: non_neg_integer(),
                                                                 send_max_data :: non_neg_integer(),
                                                                 last_stream_data_blocked ::
                                                                     non_neg_integer(),
                                                                 pending_send_data :: [binary()],
                                                                 pending_send_size :: non_neg_integer(),
                                                                 pending_send_fin :: boolean(),
                                                                 recv_state ::
                                                                     recv | size_known | data_recvd |
                                                                     reset_recvd | data_read |
                                                                     reset_read,
                                                                 recv_offset :: non_neg_integer(),
                                                                 recv_max_offset :: non_neg_integer(),
                                                                 recv_window :: non_neg_integer(),
                                                                 recv_buffer ::
                                                                     gb_trees:tree(non_neg_integer(),
                                                                                   {binary(), boolean()}),
                                                                 app_buffer :: iodata(),
                                                                 app_buffer_size :: non_neg_integer()}},
                                         next_bidi_stream :: nquic:stream_id() | undefined,
                                         next_uni_stream :: nquic:stream_id() | undefined,
                                         peer_max_streams_bidi :: non_neg_integer(),
                                         peer_max_streams_uni :: non_neg_integer(),
                                         local_max_streams_bidi :: non_neg_integer(),
                                         local_max_streams_uni :: non_neg_integer(),
                                         last_sent_max_streams_bidi :: non_neg_integer(),
                                         last_sent_max_streams_uni :: non_neg_integer(),
                                         max_peer_bidi_stream_id :: non_neg_integer() | undefined,
                                         max_peer_uni_stream_id :: non_neg_integer() | undefined,
                                         opened_peer_bidi_count :: non_neg_integer(),
                                         opened_peer_uni_count :: non_neg_integer(),
                                         closed_peer_bidi_wm :: integer(),
                                         closed_peer_uni_wm :: integer(),
                                         closed_peer_streams :: #{nquic:stream_id() => true},
                                         recv_waiters :: #{nquic:stream_id() => gen_statem:from()},
                                         accept_stream_waiters :: queue:queue(gen_statem:from()),
                                         pending_streams :: queue:queue(nquic:stream_id()),
                                         blocked_streams :: #{nquic:stream_id() => true},
                                         pending_send_streams :: #{nquic:stream_id() => true},
                                         send_buffer_high_water :: pos_integer(),
                                         send_timeout :: timeout(),
                                         send_waiters :: queue:queue(nquic_conn_send_waiters:t())},
                       flow ::
                           #conn_flow{local_max_data :: non_neg_integer(),
                                      remote_max_data :: non_neg_integer(),
                                      data_sent :: non_neg_integer(),
                                      data_received :: non_neg_integer(),
                                      last_data_blocked :: non_neg_integer(),
                                      pending_initial_frames :: [nquic_frame:t()],
                                      pending_handshake_frames :: [nquic_frame:t()],
                                      pending_app_frames :: [nquic_frame:t()],
                                      pending_app_pre_encoded ::
                                          [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                      queued_app_send_bytes :: non_neg_integer(),
                                      cwnd_exempt :: boolean()},
                       path ::
                           #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                           peer_cids ::
                                               #{non_neg_integer() =>
                                                     #{cid := nquic:connection_id(), token := binary()}},
                                           local_cids :: #{non_neg_integer() => nquic:connection_id()},
                                           local_cid_seq :: non_neg_integer(),
                                           peer_retire_prior_to :: non_neg_integer(),
                                           anti_amp_bytes_received :: non_neg_integer(),
                                           anti_amp_bytes_sent :: non_neg_integer(),
                                           address_validated :: boolean()}}) ->
              {#conn_state{role :: client | server,
                           scid :: nquic:connection_id(),
                           dcid :: nquic:connection_id(),
                           odcid :: nquic:connection_id() | undefined,
                           retry_scid :: nquic:connection_id() | undefined,
                           retry_token :: binary(),
                           version :: non_neg_integer(),
                           version_preference :: [non_neg_integer()],
                           socket :: nquic_socket:t() | undefined,
                           peer :: nquic_socket:sockaddr() | undefined,
                           select_info :: nquic_socket:select_info() | undefined,
                           pn_spaces :: #{nquic_packet:space() => map()},
                           app_next_pn :: non_neg_integer(),
                           app_largest_received :: integer(),
                           app_largest_received_us :: integer() | undefined,
                           loss_state :: nquic_loss:loss_state() | undefined,
                           dispatch_table :: nquic_dispatch:t() | undefined,
                           listener :: pid() | undefined,
                           connect_waiters :: [gen_server:from()],
                           local_params ::
                               #transport_params{original_destination_connection_id ::
                                                     nquic:connection_id() | undefined,
                                                 max_idle_timeout :: non_neg_integer(),
                                                 stateless_reset_token :: binary() | undefined,
                                                 max_udp_payload_size :: pos_integer(),
                                                 initial_max_data :: non_neg_integer(),
                                                 initial_max_stream_data_bidi_local :: non_neg_integer(),
                                                 initial_max_stream_data_bidi_remote ::
                                                     non_neg_integer(),
                                                 initial_max_stream_data_uni :: non_neg_integer(),
                                                 initial_max_streams_bidi :: non_neg_integer(),
                                                 initial_max_streams_uni :: non_neg_integer(),
                                                 ack_delay_exponent :: 0..20,
                                                 max_ack_delay :: non_neg_integer(),
                                                 disable_active_migration :: boolean(),
                                                 preferred_address ::
                                                     nquic_transport:preferred_address() | undefined,
                                                 active_connection_id_limit :: non_neg_integer(),
                                                 initial_source_connection_id ::
                                                     nquic:connection_id() | undefined,
                                                 retry_source_connection_id ::
                                                     nquic:connection_id() | undefined,
                                                 version_information ::
                                                     nquic_transport:version_information() | undefined,
                                                 max_datagram_frame_size ::
                                                     non_neg_integer() | undefined},
                           remote_params ::
                               #transport_params{original_destination_connection_id ::
                                                     nquic:connection_id() | undefined,
                                                 max_idle_timeout :: non_neg_integer(),
                                                 stateless_reset_token :: binary() | undefined,
                                                 max_udp_payload_size :: pos_integer(),
                                                 initial_max_data :: non_neg_integer(),
                                                 initial_max_stream_data_bidi_local :: non_neg_integer(),
                                                 initial_max_stream_data_bidi_remote ::
                                                     non_neg_integer(),
                                                 initial_max_stream_data_uni :: non_neg_integer(),
                                                 initial_max_streams_bidi :: non_neg_integer(),
                                                 initial_max_streams_uni :: non_neg_integer(),
                                                 ack_delay_exponent :: 0..20,
                                                 max_ack_delay :: non_neg_integer(),
                                                 disable_active_migration :: boolean(),
                                                 preferred_address ::
                                                     nquic_transport:preferred_address() | undefined,
                                                 active_connection_id_limit :: non_neg_integer(),
                                                 initial_source_connection_id ::
                                                     nquic:connection_id() | undefined,
                                                 retry_source_connection_id ::
                                                     nquic:connection_id() | undefined,
                                                 version_information ::
                                                     nquic_transport:version_information() | undefined,
                                                 max_datagram_frame_size ::
                                                     non_neg_integer() | undefined} |
                               undefined,
                           server_packet_processed :: boolean(),
                           owner :: pid() | undefined,
                           owner_mon :: reference() | undefined,
                           deferred_flush_pending :: boolean(),
                           pending_ack_count :: non_neg_integer(),
                           ack_immediate :: boolean(),
                           last_idle_ms :: non_neg_integer() | infinity | undefined,
                           last_pto_ms :: nquic_protocol_timer:loss_detection_timer() | undefined,
                           recv_ecn :: nquic_socket:ecn_mark(),
                           pmtud :: nquic_pmtud:pmtud_state() | undefined,
                           gso_size :: undefined | pos_integer(),
                           max_payload_size :: pos_integer(),
                           server_per_conn_fd :: boolean(),
                           proactive_cids :: boolean(),
                           socket_connected :: boolean(),
                           self_migration_pending :: boolean(),
                           metrics_counters :: nquic_metrics:conn_counters() | undefined,
                           spin_enabled :: boolean(),
                           peer_spin :: 0..1,
                           new_token_enabled :: boolean(),
                           new_token_lifetime :: pos_integer(),
                           qlog :: undefined | nquic_qlog:qlog_state(),
                           close_kind :: undefined | local | peer | idle_timeout | protocol_error,
                           crypto ::
                               #conn_crypto{tls_state :: term(),
                                            keys :: nquic_keys:key_map(),
                                            app_send_keys :: map() | undefined,
                                            app_recv_keys :: map() | undefined,
                                            crypto_buffer ::
                                                #{nquic_packet:space() =>
                                                      {non_neg_integer(), binary(), list()}},
                                            cipher :: aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                            cipher_suites ::
                                                [aes_128_gcm | aes_256_gcm | chacha20_poly1305] |
                                                undefined,
                                            key_phase :: boolean(),
                                            key_update_pending :: boolean(),
                                            client_app_secret :: binary() | undefined,
                                            server_app_secret :: binary() | undefined,
                                            old_read_keys ::
                                                #{key := binary(), iv := binary()} | undefined,
                                            zero_rtt_accepted :: boolean(),
                                            replay_protection :: module() | undefined,
                                            session_ticket :: map() | undefined,
                                            resumption_secret :: binary() | undefined,
                                            session_cache ::
                                                atom() | false | {module, module()} | undefined,
                                            token_cache :: atom() | false | {module, module()},
                                            alpn :: [binary()] | undefined,
                                            hostname :: string() | binary() | undefined,
                                            cert :: binary() | undefined,
                                            cert_chain :: [binary()],
                                            key :: any() | undefined,
                                            verify :: verify_none | verify_peer,
                                            cacerts :: [binary()],
                                            peer_cert :: binary() | undefined,
                                            static_key :: binary() | undefined},
                           streams_state ::
                               #conn_streams{streams ::
                                                 #{nquic:stream_id() =>
                                                       #stream_state{stream_id :: nquic:stream_id(),
                                                                     type :: bidi | uni,
                                                                     send_state ::
                                                                         ready | send | data_sent |
                                                                         data_recvd | reset_sent |
                                                                         reset_recvd,
                                                                     send_offset :: non_neg_integer(),
                                                                     send_max_data :: non_neg_integer(),
                                                                     last_stream_data_blocked ::
                                                                         non_neg_integer(),
                                                                     pending_send_data :: [binary()],
                                                                     pending_send_size ::
                                                                         non_neg_integer(),
                                                                     pending_send_fin :: boolean(),
                                                                     recv_state ::
                                                                         recv | size_known |
                                                                         data_recvd | reset_recvd |
                                                                         data_read | reset_read,
                                                                     recv_offset :: non_neg_integer(),
                                                                     recv_max_offset ::
                                                                         non_neg_integer(),
                                                                     recv_window :: non_neg_integer(),
                                                                     recv_buffer ::
                                                                         gb_trees:tree(non_neg_integer(),
                                                                                       {binary(),
                                                                                        boolean()}),
                                                                     app_buffer :: iodata(),
                                                                     app_buffer_size ::
                                                                         non_neg_integer()}},
                                             next_bidi_stream :: nquic:stream_id() | undefined,
                                             next_uni_stream :: nquic:stream_id() | undefined,
                                             peer_max_streams_bidi :: non_neg_integer(),
                                             peer_max_streams_uni :: non_neg_integer(),
                                             local_max_streams_bidi :: non_neg_integer(),
                                             local_max_streams_uni :: non_neg_integer(),
                                             last_sent_max_streams_bidi :: non_neg_integer(),
                                             last_sent_max_streams_uni :: non_neg_integer(),
                                             max_peer_bidi_stream_id :: non_neg_integer() | undefined,
                                             max_peer_uni_stream_id :: non_neg_integer() | undefined,
                                             opened_peer_bidi_count :: non_neg_integer(),
                                             opened_peer_uni_count :: non_neg_integer(),
                                             closed_peer_bidi_wm :: integer(),
                                             closed_peer_uni_wm :: integer(),
                                             closed_peer_streams :: #{nquic:stream_id() => true},
                                             recv_waiters :: #{nquic:stream_id() => gen_statem:from()},
                                             accept_stream_waiters :: queue:queue(gen_statem:from()),
                                             pending_streams :: queue:queue(nquic:stream_id()),
                                             blocked_streams :: #{nquic:stream_id() => true},
                                             pending_send_streams :: #{nquic:stream_id() => true},
                                             send_buffer_high_water :: pos_integer(),
                                             send_timeout :: timeout(),
                                             send_waiters :: queue:queue(nquic_conn_send_waiters:t())},
                           flow ::
                               #conn_flow{local_max_data :: non_neg_integer(),
                                          remote_max_data :: non_neg_integer(),
                                          data_sent :: non_neg_integer(),
                                          data_received :: non_neg_integer(),
                                          last_data_blocked :: non_neg_integer(),
                                          pending_initial_frames :: [nquic_frame:t()],
                                          pending_handshake_frames :: [nquic_frame:t()],
                                          pending_app_frames :: [nquic_frame:t()],
                                          pending_app_pre_encoded ::
                                              [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                          queued_app_send_bytes :: non_neg_integer(),
                                          cwnd_exempt :: boolean()},
                           path ::
                               #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                               peer_cids ::
                                                   #{non_neg_integer() =>
                                                         #{cid := nquic:connection_id(),
                                                           token := binary()}},
                                               local_cids ::
                                                   #{non_neg_integer() => nquic:connection_id()},
                                               local_cid_seq :: non_neg_integer(),
                                               peer_retire_prior_to :: non_neg_integer(),
                                               anti_amp_bytes_received :: non_neg_integer(),
                                               anti_amp_bytes_sent :: non_neg_integer(),
                                               address_validated :: boolean()}},
               [gen_statem:action()]}.


      


Walk the parked waiters in FIFO order and try to queue more of each
waiter's bytes onto its stream.
Returns {NewData, ReplyActions}; the caller (typically the
post-flush path) prepends the reply actions to the gen_statem
actions list.

  


        

      


  

    
nquic_conn_streams 
    



      
Owner-waiter stream delivery for the handshake state machine.
Services recv_stream / accept_stream calls and wakes parked
waiters when peer data or peer-opened streams arrive. Functions take
#conn_state{} and return a library-shaped result; they never build
gen_statem transitions or action lists; nquic_conn_statem wraps the
reply_result() into the FSM result and owns the flush. The one
exception is maybe_notify_recv_waiter/2's stream-cleanup path, which
flushes via the shared nquic_conn_statem:flush_and_send/1 helper
(the same cross-module helper nquic_conn_send_waiters and
nquic_conn_timers use) because it runs inside the protocol-event
fold, not a statem adapter.
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        reply_result()

      


    





  
    Functions
  


    
      
        accept_stream(From, Data)

      


    


    
      
        cache_new_token/2

      


    


    
      
        maybe_notify_recv_waiter(StreamID, Data)

      


        Deliver buffered data to a parked recv waiter, if one exists.
The size_known clause delivers the FIN marker and runs the stream
cleanup path.



    


    
      
        notify_or_queue_stream(StreamID, Data)

      


        Hand a peer-initiated stream to a parked accept_stream waiter,
or queue it for the next call.



    


    
      
        recv_stream(From, StreamID, Data)

      


    


    
      
        store_token/4
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          -type reply_result() ::
          {reply,
           term(),
           #conn_state{role :: client | server,
                       scid :: nquic:connection_id(),
                       dcid :: nquic:connection_id(),
                       odcid :: nquic:connection_id() | undefined,
                       retry_scid :: nquic:connection_id() | undefined,
                       retry_token :: binary(),
                       version :: non_neg_integer(),
                       version_preference :: [non_neg_integer()],
                       socket :: nquic_socket:t() | undefined,
                       peer :: nquic_socket:sockaddr() | undefined,
                       select_info :: nquic_socket:select_info() | undefined,
                       pn_spaces :: #{nquic_packet:space() => map()},
                       app_next_pn :: non_neg_integer(),
                       app_largest_received :: integer(),
                       app_largest_received_us :: integer() | undefined,
                       loss_state :: nquic_loss:loss_state() | undefined,
                       dispatch_table :: nquic_dispatch:t() | undefined,
                       listener :: pid() | undefined,
                       connect_waiters :: [gen_server:from()],
                       local_params ::
                           #transport_params{original_destination_connection_id ::
                                                 nquic:connection_id() | undefined,
                                             max_idle_timeout :: non_neg_integer(),
                                             stateless_reset_token :: binary() | undefined,
                                             max_udp_payload_size :: pos_integer(),
                                             initial_max_data :: non_neg_integer(),
                                             initial_max_stream_data_bidi_local :: non_neg_integer(),
                                             initial_max_stream_data_bidi_remote :: non_neg_integer(),
                                             initial_max_stream_data_uni :: non_neg_integer(),
                                             initial_max_streams_bidi :: non_neg_integer(),
                                             initial_max_streams_uni :: non_neg_integer(),
                                             ack_delay_exponent :: 0..20,
                                             max_ack_delay :: non_neg_integer(),
                                             disable_active_migration :: boolean(),
                                             preferred_address ::
                                                 nquic_transport:preferred_address() | undefined,
                                             active_connection_id_limit :: non_neg_integer(),
                                             initial_source_connection_id ::
                                                 nquic:connection_id() | undefined,
                                             retry_source_connection_id ::
                                                 nquic:connection_id() | undefined,
                                             version_information ::
                                                 nquic_transport:version_information() | undefined,
                                             max_datagram_frame_size :: non_neg_integer() | undefined},
                       remote_params ::
                           #transport_params{original_destination_connection_id ::
                                                 nquic:connection_id() | undefined,
                                             max_idle_timeout :: non_neg_integer(),
                                             stateless_reset_token :: binary() | undefined,
                                             max_udp_payload_size :: pos_integer(),
                                             initial_max_data :: non_neg_integer(),
                                             initial_max_stream_data_bidi_local :: non_neg_integer(),
                                             initial_max_stream_data_bidi_remote :: non_neg_integer(),
                                             initial_max_stream_data_uni :: non_neg_integer(),
                                             initial_max_streams_bidi :: non_neg_integer(),
                                             initial_max_streams_uni :: non_neg_integer(),
                                             ack_delay_exponent :: 0..20,
                                             max_ack_delay :: non_neg_integer(),
                                             disable_active_migration :: boolean(),
                                             preferred_address ::
                                                 nquic_transport:preferred_address() | undefined,
                                             active_connection_id_limit :: non_neg_integer(),
                                             initial_source_connection_id ::
                                                 nquic:connection_id() | undefined,
                                             retry_source_connection_id ::
                                                 nquic:connection_id() | undefined,
                                             version_information ::
                                                 nquic_transport:version_information() | undefined,
                                             max_datagram_frame_size :: non_neg_integer() | undefined} |
                           undefined,
                       server_packet_processed :: boolean(),
                       owner :: pid() | undefined,
                       owner_mon :: reference() | undefined,
                       deferred_flush_pending :: boolean(),
                       pending_ack_count :: non_neg_integer(),
                       ack_immediate :: boolean(),
                       last_idle_ms :: non_neg_integer() | infinity | undefined,
                       last_pto_ms :: nquic_protocol_timer:loss_detection_timer() | undefined,
                       recv_ecn :: nquic_socket:ecn_mark(),
                       pmtud :: nquic_pmtud:pmtud_state() | undefined,
                       gso_size :: undefined | pos_integer(),
                       max_payload_size :: pos_integer(),
                       server_per_conn_fd :: boolean(),
                       proactive_cids :: boolean(),
                       socket_connected :: boolean(),
                       self_migration_pending :: boolean(),
                       metrics_counters :: nquic_metrics:conn_counters() | undefined,
                       spin_enabled :: boolean(),
                       peer_spin :: 0..1,
                       new_token_enabled :: boolean(),
                       new_token_lifetime :: pos_integer(),
                       qlog :: undefined | nquic_qlog:qlog_state(),
                       close_kind :: undefined | local | peer | idle_timeout | protocol_error,
                       crypto ::
                           #conn_crypto{tls_state :: term(),
                                        keys :: nquic_keys:key_map(),
                                        app_send_keys :: map() | undefined,
                                        app_recv_keys :: map() | undefined,
                                        crypto_buffer ::
                                            #{nquic_packet:space() =>
                                                  {non_neg_integer(), binary(), list()}},
                                        cipher :: aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                        cipher_suites ::
                                            [aes_128_gcm | aes_256_gcm | chacha20_poly1305] | undefined,
                                        key_phase :: boolean(),
                                        key_update_pending :: boolean(),
                                        client_app_secret :: binary() | undefined,
                                        server_app_secret :: binary() | undefined,
                                        old_read_keys :: #{key := binary(), iv := binary()} | undefined,
                                        zero_rtt_accepted :: boolean(),
                                        replay_protection :: module() | undefined,
                                        session_ticket :: map() | undefined,
                                        resumption_secret :: binary() | undefined,
                                        session_cache :: atom() | false | {module, module()} | undefined,
                                        token_cache :: atom() | false | {module, module()},
                                        alpn :: [binary()] | undefined,
                                        hostname :: string() | binary() | undefined,
                                        cert :: binary() | undefined,
                                        cert_chain :: [binary()],
                                        key :: any() | undefined,
                                        verify :: verify_none | verify_peer,
                                        cacerts :: [binary()],
                                        peer_cert :: binary() | undefined,
                                        static_key :: binary() | undefined},
                       streams_state ::
                           #conn_streams{streams ::
                                             #{nquic:stream_id() =>
                                                   #stream_state{stream_id :: nquic:stream_id(),
                                                                 type :: bidi | uni,
                                                                 send_state ::
                                                                     ready | send | data_sent |
                                                                     data_recvd | reset_sent |
                                                                     reset_recvd,
                                                                 send_offset :: non_neg_integer(),
                                                                 send_max_data :: non_neg_integer(),
                                                                 last_stream_data_blocked ::
                                                                     non_neg_integer(),
                                                                 pending_send_data :: [binary()],
                                                                 pending_send_size :: non_neg_integer(),
                                                                 pending_send_fin :: boolean(),
                                                                 recv_state ::
                                                                     recv | size_known | data_recvd |
                                                                     reset_recvd | data_read |
                                                                     reset_read,
                                                                 recv_offset :: non_neg_integer(),
                                                                 recv_max_offset :: non_neg_integer(),
                                                                 recv_window :: non_neg_integer(),
                                                                 recv_buffer ::
                                                                     gb_trees:tree(non_neg_integer(),
                                                                                   {binary(), boolean()}),
                                                                 app_buffer :: iodata(),
                                                                 app_buffer_size :: non_neg_integer()}},
                                         next_bidi_stream :: nquic:stream_id() | undefined,
                                         next_uni_stream :: nquic:stream_id() | undefined,
                                         peer_max_streams_bidi :: non_neg_integer(),
                                         peer_max_streams_uni :: non_neg_integer(),
                                         local_max_streams_bidi :: non_neg_integer(),
                                         local_max_streams_uni :: non_neg_integer(),
                                         last_sent_max_streams_bidi :: non_neg_integer(),
                                         last_sent_max_streams_uni :: non_neg_integer(),
                                         max_peer_bidi_stream_id :: non_neg_integer() | undefined,
                                         max_peer_uni_stream_id :: non_neg_integer() | undefined,
                                         opened_peer_bidi_count :: non_neg_integer(),
                                         opened_peer_uni_count :: non_neg_integer(),
                                         closed_peer_bidi_wm :: integer(),
                                         closed_peer_uni_wm :: integer(),
                                         closed_peer_streams :: #{nquic:stream_id() => true},
                                         recv_waiters :: #{nquic:stream_id() => gen_statem:from()},
                                         accept_stream_waiters :: queue:queue(gen_statem:from()),
                                         pending_streams :: queue:queue(nquic:stream_id()),
                                         blocked_streams :: #{nquic:stream_id() => true},
                                         pending_send_streams :: #{nquic:stream_id() => true},
                                         send_buffer_high_water :: pos_integer(),
                                         send_timeout :: timeout(),
                                         send_waiters :: queue:queue(nquic_conn_send_waiters:t())},
                       flow ::
                           #conn_flow{local_max_data :: non_neg_integer(),
                                      remote_max_data :: non_neg_integer(),
                                      data_sent :: non_neg_integer(),
                                      data_received :: non_neg_integer(),
                                      last_data_blocked :: non_neg_integer(),
                                      pending_initial_frames :: [nquic_frame:t()],
                                      pending_handshake_frames :: [nquic_frame:t()],
                                      pending_app_frames :: [nquic_frame:t()],
                                      pending_app_pre_encoded ::
                                          [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                      queued_app_send_bytes :: non_neg_integer(),
                                      cwnd_exempt :: boolean()},
                       path ::
                           #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                           peer_cids ::
                                               #{non_neg_integer() =>
                                                     #{cid := nquic:connection_id(), token := binary()}},
                                           local_cids :: #{non_neg_integer() => nquic:connection_id()},
                                           local_cid_seq :: non_neg_integer(),
                                           peer_retire_prior_to :: non_neg_integer(),
                                           anti_amp_bytes_received :: non_neg_integer(),
                                           anti_amp_bytes_sent :: non_neg_integer(),
                                           address_validated :: boolean()}}} |
          {reply,
           term(),
           #conn_state{role :: client | server,
                       scid :: nquic:connection_id(),
                       dcid :: nquic:connection_id(),
                       odcid :: nquic:connection_id() | undefined,
                       retry_scid :: nquic:connection_id() | undefined,
                       retry_token :: binary(),
                       version :: non_neg_integer(),
                       version_preference :: [non_neg_integer()],
                       socket :: nquic_socket:t() | undefined,
                       peer :: nquic_socket:sockaddr() | undefined,
                       select_info :: nquic_socket:select_info() | undefined,
                       pn_spaces :: #{nquic_packet:space() => map()},
                       app_next_pn :: non_neg_integer(),
                       app_largest_received :: integer(),
                       app_largest_received_us :: integer() | undefined,
                       loss_state :: nquic_loss:loss_state() | undefined,
                       dispatch_table :: nquic_dispatch:t() | undefined,
                       listener :: pid() | undefined,
                       connect_waiters :: [gen_server:from()],
                       local_params ::
                           #transport_params{original_destination_connection_id ::
                                                 nquic:connection_id() | undefined,
                                             max_idle_timeout :: non_neg_integer(),
                                             stateless_reset_token :: binary() | undefined,
                                             max_udp_payload_size :: pos_integer(),
                                             initial_max_data :: non_neg_integer(),
                                             initial_max_stream_data_bidi_local :: non_neg_integer(),
                                             initial_max_stream_data_bidi_remote :: non_neg_integer(),
                                             initial_max_stream_data_uni :: non_neg_integer(),
                                             initial_max_streams_bidi :: non_neg_integer(),
                                             initial_max_streams_uni :: non_neg_integer(),
                                             ack_delay_exponent :: 0..20,
                                             max_ack_delay :: non_neg_integer(),
                                             disable_active_migration :: boolean(),
                                             preferred_address ::
                                                 nquic_transport:preferred_address() | undefined,
                                             active_connection_id_limit :: non_neg_integer(),
                                             initial_source_connection_id ::
                                                 nquic:connection_id() | undefined,
                                             retry_source_connection_id ::
                                                 nquic:connection_id() | undefined,
                                             version_information ::
                                                 nquic_transport:version_information() | undefined,
                                             max_datagram_frame_size :: non_neg_integer() | undefined},
                       remote_params ::
                           #transport_params{original_destination_connection_id ::
                                                 nquic:connection_id() | undefined,
                                             max_idle_timeout :: non_neg_integer(),
                                             stateless_reset_token :: binary() | undefined,
                                             max_udp_payload_size :: pos_integer(),
                                             initial_max_data :: non_neg_integer(),
                                             initial_max_stream_data_bidi_local :: non_neg_integer(),
                                             initial_max_stream_data_bidi_remote :: non_neg_integer(),
                                             initial_max_stream_data_uni :: non_neg_integer(),
                                             initial_max_streams_bidi :: non_neg_integer(),
                                             initial_max_streams_uni :: non_neg_integer(),
                                             ack_delay_exponent :: 0..20,
                                             max_ack_delay :: non_neg_integer(),
                                             disable_active_migration :: boolean(),
                                             preferred_address ::
                                                 nquic_transport:preferred_address() | undefined,
                                             active_connection_id_limit :: non_neg_integer(),
                                             initial_source_connection_id ::
                                                 nquic:connection_id() | undefined,
                                             retry_source_connection_id ::
                                                 nquic:connection_id() | undefined,
                                             version_information ::
                                                 nquic_transport:version_information() | undefined,
                                             max_datagram_frame_size :: non_neg_integer() | undefined} |
                           undefined,
                       server_packet_processed :: boolean(),
                       owner :: pid() | undefined,
                       owner_mon :: reference() | undefined,
                       deferred_flush_pending :: boolean(),
                       pending_ack_count :: non_neg_integer(),
                       ack_immediate :: boolean(),
                       last_idle_ms :: non_neg_integer() | infinity | undefined,
                       last_pto_ms :: nquic_protocol_timer:loss_detection_timer() | undefined,
                       recv_ecn :: nquic_socket:ecn_mark(),
                       pmtud :: nquic_pmtud:pmtud_state() | undefined,
                       gso_size :: undefined | pos_integer(),
                       max_payload_size :: pos_integer(),
                       server_per_conn_fd :: boolean(),
                       proactive_cids :: boolean(),
                       socket_connected :: boolean(),
                       self_migration_pending :: boolean(),
                       metrics_counters :: nquic_metrics:conn_counters() | undefined,
                       spin_enabled :: boolean(),
                       peer_spin :: 0..1,
                       new_token_enabled :: boolean(),
                       new_token_lifetime :: pos_integer(),
                       qlog :: undefined | nquic_qlog:qlog_state(),
                       close_kind :: undefined | local | peer | idle_timeout | protocol_error,
                       crypto ::
                           #conn_crypto{tls_state :: term(),
                                        keys :: nquic_keys:key_map(),
                                        app_send_keys :: map() | undefined,
                                        app_recv_keys :: map() | undefined,
                                        crypto_buffer ::
                                            #{nquic_packet:space() =>
                                                  {non_neg_integer(), binary(), list()}},
                                        cipher :: aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                        cipher_suites ::
                                            [aes_128_gcm | aes_256_gcm | chacha20_poly1305] | undefined,
                                        key_phase :: boolean(),
                                        key_update_pending :: boolean(),
                                        client_app_secret :: binary() | undefined,
                                        server_app_secret :: binary() | undefined,
                                        old_read_keys :: #{key := binary(), iv := binary()} | undefined,
                                        zero_rtt_accepted :: boolean(),
                                        replay_protection :: module() | undefined,
                                        session_ticket :: map() | undefined,
                                        resumption_secret :: binary() | undefined,
                                        session_cache :: atom() | false | {module, module()} | undefined,
                                        token_cache :: atom() | false | {module, module()},
                                        alpn :: [binary()] | undefined,
                                        hostname :: string() | binary() | undefined,
                                        cert :: binary() | undefined,
                                        cert_chain :: [binary()],
                                        key :: any() | undefined,
                                        verify :: verify_none | verify_peer,
                                        cacerts :: [binary()],
                                        peer_cert :: binary() | undefined,
                                        static_key :: binary() | undefined},
                       streams_state ::
                           #conn_streams{streams ::
                                             #{nquic:stream_id() =>
                                                   #stream_state{stream_id :: nquic:stream_id(),
                                                                 type :: bidi | uni,
                                                                 send_state ::
                                                                     ready | send | data_sent |
                                                                     data_recvd | reset_sent |
                                                                     reset_recvd,
                                                                 send_offset :: non_neg_integer(),
                                                                 send_max_data :: non_neg_integer(),
                                                                 last_stream_data_blocked ::
                                                                     non_neg_integer(),
                                                                 pending_send_data :: [binary()],
                                                                 pending_send_size :: non_neg_integer(),
                                                                 pending_send_fin :: boolean(),
                                                                 recv_state ::
                                                                     recv | size_known | data_recvd |
                                                                     reset_recvd | data_read |
                                                                     reset_read,
                                                                 recv_offset :: non_neg_integer(),
                                                                 recv_max_offset :: non_neg_integer(),
                                                                 recv_window :: non_neg_integer(),
                                                                 recv_buffer ::
                                                                     gb_trees:tree(non_neg_integer(),
                                                                                   {binary(), boolean()}),
                                                                 app_buffer :: iodata(),
                                                                 app_buffer_size :: non_neg_integer()}},
                                         next_bidi_stream :: nquic:stream_id() | undefined,
                                         next_uni_stream :: nquic:stream_id() | undefined,
                                         peer_max_streams_bidi :: non_neg_integer(),
                                         peer_max_streams_uni :: non_neg_integer(),
                                         local_max_streams_bidi :: non_neg_integer(),
                                         local_max_streams_uni :: non_neg_integer(),
                                         last_sent_max_streams_bidi :: non_neg_integer(),
                                         last_sent_max_streams_uni :: non_neg_integer(),
                                         max_peer_bidi_stream_id :: non_neg_integer() | undefined,
                                         max_peer_uni_stream_id :: non_neg_integer() | undefined,
                                         opened_peer_bidi_count :: non_neg_integer(),
                                         opened_peer_uni_count :: non_neg_integer(),
                                         closed_peer_bidi_wm :: integer(),
                                         closed_peer_uni_wm :: integer(),
                                         closed_peer_streams :: #{nquic:stream_id() => true},
                                         recv_waiters :: #{nquic:stream_id() => gen_statem:from()},
                                         accept_stream_waiters :: queue:queue(gen_statem:from()),
                                         pending_streams :: queue:queue(nquic:stream_id()),
                                         blocked_streams :: #{nquic:stream_id() => true},
                                         pending_send_streams :: #{nquic:stream_id() => true},
                                         send_buffer_high_water :: pos_integer(),
                                         send_timeout :: timeout(),
                                         send_waiters :: queue:queue(nquic_conn_send_waiters:t())},
                       flow ::
                           #conn_flow{local_max_data :: non_neg_integer(),
                                      remote_max_data :: non_neg_integer(),
                                      data_sent :: non_neg_integer(),
                                      data_received :: non_neg_integer(),
                                      last_data_blocked :: non_neg_integer(),
                                      pending_initial_frames :: [nquic_frame:t()],
                                      pending_handshake_frames :: [nquic_frame:t()],
                                      pending_app_frames :: [nquic_frame:t()],
                                      pending_app_pre_encoded ::
                                          [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                      queued_app_send_bytes :: non_neg_integer(),
                                      cwnd_exempt :: boolean()},
                       path ::
                           #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                           peer_cids ::
                                               #{non_neg_integer() =>
                                                     #{cid := nquic:connection_id(), token := binary()}},
                                           local_cids :: #{non_neg_integer() => nquic:connection_id()},
                                           local_cid_seq :: non_neg_integer(),
                                           peer_retire_prior_to :: non_neg_integer(),
                                           anti_amp_bytes_received :: non_neg_integer(),
                                           anti_amp_bytes_sent :: non_neg_integer(),
                                           address_validated :: boolean()}},
           flush} |
          {wait,
           #conn_state{role :: client | server,
                       scid :: nquic:connection_id(),
                       dcid :: nquic:connection_id(),
                       odcid :: nquic:connection_id() | undefined,
                       retry_scid :: nquic:connection_id() | undefined,
                       retry_token :: binary(),
                       version :: non_neg_integer(),
                       version_preference :: [non_neg_integer()],
                       socket :: nquic_socket:t() | undefined,
                       peer :: nquic_socket:sockaddr() | undefined,
                       select_info :: nquic_socket:select_info() | undefined,
                       pn_spaces :: #{nquic_packet:space() => map()},
                       app_next_pn :: non_neg_integer(),
                       app_largest_received :: integer(),
                       app_largest_received_us :: integer() | undefined,
                       loss_state :: nquic_loss:loss_state() | undefined,
                       dispatch_table :: nquic_dispatch:t() | undefined,
                       listener :: pid() | undefined,
                       connect_waiters :: [gen_server:from()],
                       local_params ::
                           #transport_params{original_destination_connection_id ::
                                                 nquic:connection_id() | undefined,
                                             max_idle_timeout :: non_neg_integer(),
                                             stateless_reset_token :: binary() | undefined,
                                             max_udp_payload_size :: pos_integer(),
                                             initial_max_data :: non_neg_integer(),
                                             initial_max_stream_data_bidi_local :: non_neg_integer(),
                                             initial_max_stream_data_bidi_remote :: non_neg_integer(),
                                             initial_max_stream_data_uni :: non_neg_integer(),
                                             initial_max_streams_bidi :: non_neg_integer(),
                                             initial_max_streams_uni :: non_neg_integer(),
                                             ack_delay_exponent :: 0..20,
                                             max_ack_delay :: non_neg_integer(),
                                             disable_active_migration :: boolean(),
                                             preferred_address ::
                                                 nquic_transport:preferred_address() | undefined,
                                             active_connection_id_limit :: non_neg_integer(),
                                             initial_source_connection_id ::
                                                 nquic:connection_id() | undefined,
                                             retry_source_connection_id ::
                                                 nquic:connection_id() | undefined,
                                             version_information ::
                                                 nquic_transport:version_information() | undefined,
                                             max_datagram_frame_size :: non_neg_integer() | undefined},
                       remote_params ::
                           #transport_params{original_destination_connection_id ::
                                                 nquic:connection_id() | undefined,
                                             max_idle_timeout :: non_neg_integer(),
                                             stateless_reset_token :: binary() | undefined,
                                             max_udp_payload_size :: pos_integer(),
                                             initial_max_data :: non_neg_integer(),
                                             initial_max_stream_data_bidi_local :: non_neg_integer(),
                                             initial_max_stream_data_bidi_remote :: non_neg_integer(),
                                             initial_max_stream_data_uni :: non_neg_integer(),
                                             initial_max_streams_bidi :: non_neg_integer(),
                                             initial_max_streams_uni :: non_neg_integer(),
                                             ack_delay_exponent :: 0..20,
                                             max_ack_delay :: non_neg_integer(),
                                             disable_active_migration :: boolean(),
                                             preferred_address ::
                                                 nquic_transport:preferred_address() | undefined,
                                             active_connection_id_limit :: non_neg_integer(),
                                             initial_source_connection_id ::
                                                 nquic:connection_id() | undefined,
                                             retry_source_connection_id ::
                                                 nquic:connection_id() | undefined,
                                             version_information ::
                                                 nquic_transport:version_information() | undefined,
                                             max_datagram_frame_size :: non_neg_integer() | undefined} |
                           undefined,
                       server_packet_processed :: boolean(),
                       owner :: pid() | undefined,
                       owner_mon :: reference() | undefined,
                       deferred_flush_pending :: boolean(),
                       pending_ack_count :: non_neg_integer(),
                       ack_immediate :: boolean(),
                       last_idle_ms :: non_neg_integer() | infinity | undefined,
                       last_pto_ms :: nquic_protocol_timer:loss_detection_timer() | undefined,
                       recv_ecn :: nquic_socket:ecn_mark(),
                       pmtud :: nquic_pmtud:pmtud_state() | undefined,
                       gso_size :: undefined | pos_integer(),
                       max_payload_size :: pos_integer(),
                       server_per_conn_fd :: boolean(),
                       proactive_cids :: boolean(),
                       socket_connected :: boolean(),
                       self_migration_pending :: boolean(),
                       metrics_counters :: nquic_metrics:conn_counters() | undefined,
                       spin_enabled :: boolean(),
                       peer_spin :: 0..1,
                       new_token_enabled :: boolean(),
                       new_token_lifetime :: pos_integer(),
                       qlog :: undefined | nquic_qlog:qlog_state(),
                       close_kind :: undefined | local | peer | idle_timeout | protocol_error,
                       crypto ::
                           #conn_crypto{tls_state :: term(),
                                        keys :: nquic_keys:key_map(),
                                        app_send_keys :: map() | undefined,
                                        app_recv_keys :: map() | undefined,
                                        crypto_buffer ::
                                            #{nquic_packet:space() =>
                                                  {non_neg_integer(), binary(), list()}},
                                        cipher :: aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                        cipher_suites ::
                                            [aes_128_gcm | aes_256_gcm | chacha20_poly1305] | undefined,
                                        key_phase :: boolean(),
                                        key_update_pending :: boolean(),
                                        client_app_secret :: binary() | undefined,
                                        server_app_secret :: binary() | undefined,
                                        old_read_keys :: #{key := binary(), iv := binary()} | undefined,
                                        zero_rtt_accepted :: boolean(),
                                        replay_protection :: module() | undefined,
                                        session_ticket :: map() | undefined,
                                        resumption_secret :: binary() | undefined,
                                        session_cache :: atom() | false | {module, module()} | undefined,
                                        token_cache :: atom() | false | {module, module()},
                                        alpn :: [binary()] | undefined,
                                        hostname :: string() | binary() | undefined,
                                        cert :: binary() | undefined,
                                        cert_chain :: [binary()],
                                        key :: any() | undefined,
                                        verify :: verify_none | verify_peer,
                                        cacerts :: [binary()],
                                        peer_cert :: binary() | undefined,
                                        static_key :: binary() | undefined},
                       streams_state ::
                           #conn_streams{streams ::
                                             #{nquic:stream_id() =>
                                                   #stream_state{stream_id :: nquic:stream_id(),
                                                                 type :: bidi | uni,
                                                                 send_state ::
                                                                     ready | send | data_sent |
                                                                     data_recvd | reset_sent |
                                                                     reset_recvd,
                                                                 send_offset :: non_neg_integer(),
                                                                 send_max_data :: non_neg_integer(),
                                                                 last_stream_data_blocked ::
                                                                     non_neg_integer(),
                                                                 pending_send_data :: [binary()],
                                                                 pending_send_size :: non_neg_integer(),
                                                                 pending_send_fin :: boolean(),
                                                                 recv_state ::
                                                                     recv | size_known | data_recvd |
                                                                     reset_recvd | data_read |
                                                                     reset_read,
                                                                 recv_offset :: non_neg_integer(),
                                                                 recv_max_offset :: non_neg_integer(),
                                                                 recv_window :: non_neg_integer(),
                                                                 recv_buffer ::
                                                                     gb_trees:tree(non_neg_integer(),
                                                                                   {binary(), boolean()}),
                                                                 app_buffer :: iodata(),
                                                                 app_buffer_size :: non_neg_integer()}},
                                         next_bidi_stream :: nquic:stream_id() | undefined,
                                         next_uni_stream :: nquic:stream_id() | undefined,
                                         peer_max_streams_bidi :: non_neg_integer(),
                                         peer_max_streams_uni :: non_neg_integer(),
                                         local_max_streams_bidi :: non_neg_integer(),
                                         local_max_streams_uni :: non_neg_integer(),
                                         last_sent_max_streams_bidi :: non_neg_integer(),
                                         last_sent_max_streams_uni :: non_neg_integer(),
                                         max_peer_bidi_stream_id :: non_neg_integer() | undefined,
                                         max_peer_uni_stream_id :: non_neg_integer() | undefined,
                                         opened_peer_bidi_count :: non_neg_integer(),
                                         opened_peer_uni_count :: non_neg_integer(),
                                         closed_peer_bidi_wm :: integer(),
                                         closed_peer_uni_wm :: integer(),
                                         closed_peer_streams :: #{nquic:stream_id() => true},
                                         recv_waiters :: #{nquic:stream_id() => gen_statem:from()},
                                         accept_stream_waiters :: queue:queue(gen_statem:from()),
                                         pending_streams :: queue:queue(nquic:stream_id()),
                                         blocked_streams :: #{nquic:stream_id() => true},
                                         pending_send_streams :: #{nquic:stream_id() => true},
                                         send_buffer_high_water :: pos_integer(),
                                         send_timeout :: timeout(),
                                         send_waiters :: queue:queue(nquic_conn_send_waiters:t())},
                       flow ::
                           #conn_flow{local_max_data :: non_neg_integer(),
                                      remote_max_data :: non_neg_integer(),
                                      data_sent :: non_neg_integer(),
                                      data_received :: non_neg_integer(),
                                      last_data_blocked :: non_neg_integer(),
                                      pending_initial_frames :: [nquic_frame:t()],
                                      pending_handshake_frames :: [nquic_frame:t()],
                                      pending_app_frames :: [nquic_frame:t()],
                                      pending_app_pre_encoded ::
                                          [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                      queued_app_send_bytes :: non_neg_integer(),
                                      cwnd_exempt :: boolean()},
                       path ::
                           #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                           peer_cids ::
                                               #{non_neg_integer() =>
                                                     #{cid := nquic:connection_id(), token := binary()}},
                                           local_cids :: #{non_neg_integer() => nquic:connection_id()},
                                           local_cid_seq :: non_neg_integer(),
                                           peer_retire_prior_to :: non_neg_integer(),
                                           anti_amp_bytes_received :: non_neg_integer(),
                                           anti_amp_bytes_sent :: non_neg_integer(),
                                           address_validated :: boolean()}}}.
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          -spec accept_stream(gen_statem:from(),
                    #conn_state{role :: client | server,
                                scid :: nquic:connection_id(),
                                dcid :: nquic:connection_id(),
                                odcid :: nquic:connection_id() | undefined,
                                retry_scid :: nquic:connection_id() | undefined,
                                retry_token :: binary(),
                                version :: non_neg_integer(),
                                version_preference :: [non_neg_integer()],
                                socket :: nquic_socket:t() | undefined,
                                peer :: nquic_socket:sockaddr() | undefined,
                                select_info :: nquic_socket:select_info() | undefined,
                                pn_spaces :: #{nquic_packet:space() => map()},
                                app_next_pn :: non_neg_integer(),
                                app_largest_received :: integer(),
                                app_largest_received_us :: integer() | undefined,
                                loss_state :: nquic_loss:loss_state() | undefined,
                                dispatch_table :: nquic_dispatch:t() | undefined,
                                listener :: pid() | undefined,
                                connect_waiters :: [gen_server:from()],
                                local_params ::
                                    #transport_params{original_destination_connection_id ::
                                                          nquic:connection_id() | undefined,
                                                      max_idle_timeout :: non_neg_integer(),
                                                      stateless_reset_token :: binary() | undefined,
                                                      max_udp_payload_size :: pos_integer(),
                                                      initial_max_data :: non_neg_integer(),
                                                      initial_max_stream_data_bidi_local ::
                                                          non_neg_integer(),
                                                      initial_max_stream_data_bidi_remote ::
                                                          non_neg_integer(),
                                                      initial_max_stream_data_uni :: non_neg_integer(),
                                                      initial_max_streams_bidi :: non_neg_integer(),
                                                      initial_max_streams_uni :: non_neg_integer(),
                                                      ack_delay_exponent :: 0..20,
                                                      max_ack_delay :: non_neg_integer(),
                                                      disable_active_migration :: boolean(),
                                                      preferred_address ::
                                                          nquic_transport:preferred_address() |
                                                          undefined,
                                                      active_connection_id_limit :: non_neg_integer(),
                                                      initial_source_connection_id ::
                                                          nquic:connection_id() | undefined,
                                                      retry_source_connection_id ::
                                                          nquic:connection_id() | undefined,
                                                      version_information ::
                                                          nquic_transport:version_information() |
                                                          undefined,
                                                      max_datagram_frame_size ::
                                                          non_neg_integer() | undefined},
                                remote_params ::
                                    #transport_params{original_destination_connection_id ::
                                                          nquic:connection_id() | undefined,
                                                      max_idle_timeout :: non_neg_integer(),
                                                      stateless_reset_token :: binary() | undefined,
                                                      max_udp_payload_size :: pos_integer(),
                                                      initial_max_data :: non_neg_integer(),
                                                      initial_max_stream_data_bidi_local ::
                                                          non_neg_integer(),
                                                      initial_max_stream_data_bidi_remote ::
                                                          non_neg_integer(),
                                                      initial_max_stream_data_uni :: non_neg_integer(),
                                                      initial_max_streams_bidi :: non_neg_integer(),
                                                      initial_max_streams_uni :: non_neg_integer(),
                                                      ack_delay_exponent :: 0..20,
                                                      max_ack_delay :: non_neg_integer(),
                                                      disable_active_migration :: boolean(),
                                                      preferred_address ::
                                                          nquic_transport:preferred_address() |
                                                          undefined,
                                                      active_connection_id_limit :: non_neg_integer(),
                                                      initial_source_connection_id ::
                                                          nquic:connection_id() | undefined,
                                                      retry_source_connection_id ::
                                                          nquic:connection_id() | undefined,
                                                      version_information ::
                                                          nquic_transport:version_information() |
                                                          undefined,
                                                      max_datagram_frame_size ::
                                                          non_neg_integer() | undefined} |
                                    undefined,
                                server_packet_processed :: boolean(),
                                owner :: pid() | undefined,
                                owner_mon :: reference() | undefined,
                                deferred_flush_pending :: boolean(),
                                pending_ack_count :: non_neg_integer(),
                                ack_immediate :: boolean(),
                                last_idle_ms :: non_neg_integer() | infinity | undefined,
                                last_pto_ms :: nquic_protocol_timer:loss_detection_timer() | undefined,
                                recv_ecn :: nquic_socket:ecn_mark(),
                                pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                gso_size :: undefined | pos_integer(),
                                max_payload_size :: pos_integer(),
                                server_per_conn_fd :: boolean(),
                                proactive_cids :: boolean(),
                                socket_connected :: boolean(),
                                self_migration_pending :: boolean(),
                                metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                spin_enabled :: boolean(),
                                peer_spin :: 0..1,
                                new_token_enabled :: boolean(),
                                new_token_lifetime :: pos_integer(),
                                qlog :: undefined | nquic_qlog:qlog_state(),
                                close_kind :: undefined | local | peer | idle_timeout | protocol_error,
                                crypto ::
                                    #conn_crypto{tls_state :: term(),
                                                 keys :: nquic_keys:key_map(),
                                                 app_send_keys :: map() | undefined,
                                                 app_recv_keys :: map() | undefined,
                                                 crypto_buffer ::
                                                     #{nquic_packet:space() =>
                                                           {non_neg_integer(), binary(), list()}},
                                                 cipher :: aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                                 cipher_suites ::
                                                     [aes_128_gcm | aes_256_gcm | chacha20_poly1305] |
                                                     undefined,
                                                 key_phase :: boolean(),
                                                 key_update_pending :: boolean(),
                                                 client_app_secret :: binary() | undefined,
                                                 server_app_secret :: binary() | undefined,
                                                 old_read_keys ::
                                                     #{key := binary(), iv := binary()} | undefined,
                                                 zero_rtt_accepted :: boolean(),
                                                 replay_protection :: module() | undefined,
                                                 session_ticket :: map() | undefined,
                                                 resumption_secret :: binary() | undefined,
                                                 session_cache ::
                                                     atom() | false | {module, module()} | undefined,
                                                 token_cache :: atom() | false | {module, module()},
                                                 alpn :: [binary()] | undefined,
                                                 hostname :: string() | binary() | undefined,
                                                 cert :: binary() | undefined,
                                                 cert_chain :: [binary()],
                                                 key :: any() | undefined,
                                                 verify :: verify_none | verify_peer,
                                                 cacerts :: [binary()],
                                                 peer_cert :: binary() | undefined,
                                                 static_key :: binary() | undefined},
                                streams_state ::
                                    #conn_streams{streams ::
                                                      #{nquic:stream_id() =>
                                                            #stream_state{stream_id :: nquic:stream_id(),
                                                                          type :: bidi | uni,
                                                                          send_state ::
                                                                              ready | send | data_sent |
                                                                              data_recvd | reset_sent |
                                                                              reset_recvd,
                                                                          send_offset ::
                                                                              non_neg_integer(),
                                                                          send_max_data ::
                                                                              non_neg_integer(),
                                                                          last_stream_data_blocked ::
                                                                              non_neg_integer(),
                                                                          pending_send_data ::
                                                                              [binary()],
                                                                          pending_send_size ::
                                                                              non_neg_integer(),
                                                                          pending_send_fin :: boolean(),
                                                                          recv_state ::
                                                                              recv | size_known |
                                                                              data_recvd | reset_recvd |
                                                                              data_read | reset_read,
                                                                          recv_offset ::
                                                                              non_neg_integer(),
                                                                          recv_max_offset ::
                                                                              non_neg_integer(),
                                                                          recv_window ::
                                                                              non_neg_integer(),
                                                                          recv_buffer ::
                                                                              gb_trees:tree(non_neg_integer(),
                                                                                            {binary(),
                                                                                             boolean()}),
                                                                          app_buffer :: iodata(),
                                                                          app_buffer_size ::
                                                                              non_neg_integer()}},
                                                  next_bidi_stream :: nquic:stream_id() | undefined,
                                                  next_uni_stream :: nquic:stream_id() | undefined,
                                                  peer_max_streams_bidi :: non_neg_integer(),
                                                  peer_max_streams_uni :: non_neg_integer(),
                                                  local_max_streams_bidi :: non_neg_integer(),
                                                  local_max_streams_uni :: non_neg_integer(),
                                                  last_sent_max_streams_bidi :: non_neg_integer(),
                                                  last_sent_max_streams_uni :: non_neg_integer(),
                                                  max_peer_bidi_stream_id ::
                                                      non_neg_integer() | undefined,
                                                  max_peer_uni_stream_id ::
                                                      non_neg_integer() | undefined,
                                                  opened_peer_bidi_count :: non_neg_integer(),
                                                  opened_peer_uni_count :: non_neg_integer(),
                                                  closed_peer_bidi_wm :: integer(),
                                                  closed_peer_uni_wm :: integer(),
                                                  closed_peer_streams :: #{nquic:stream_id() => true},
                                                  recv_waiters ::
                                                      #{nquic:stream_id() => gen_statem:from()},
                                                  accept_stream_waiters ::
                                                      queue:queue(gen_statem:from()),
                                                  pending_streams :: queue:queue(nquic:stream_id()),
                                                  blocked_streams :: #{nquic:stream_id() => true},
                                                  pending_send_streams :: #{nquic:stream_id() => true},
                                                  send_buffer_high_water :: pos_integer(),
                                                  send_timeout :: timeout(),
                                                  send_waiters ::
                                                      queue:queue(nquic_conn_send_waiters:t())},
                                flow ::
                                    #conn_flow{local_max_data :: non_neg_integer(),
                                               remote_max_data :: non_neg_integer(),
                                               data_sent :: non_neg_integer(),
                                               data_received :: non_neg_integer(),
                                               last_data_blocked :: non_neg_integer(),
                                               pending_initial_frames :: [nquic_frame:t()],
                                               pending_handshake_frames :: [nquic_frame:t()],
                                               pending_app_frames :: [nquic_frame:t()],
                                               pending_app_pre_encoded ::
                                                   [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                               queued_app_send_bytes :: non_neg_integer(),
                                               cwnd_exempt :: boolean()},
                                path ::
                                    #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                                    peer_cids ::
                                                        #{non_neg_integer() =>
                                                              #{cid := nquic:connection_id(),
                                                                token := binary()}},
                                                    local_cids ::
                                                        #{non_neg_integer() => nquic:connection_id()},
                                                    local_cid_seq :: non_neg_integer(),
                                                    peer_retire_prior_to :: non_neg_integer(),
                                                    anti_amp_bytes_received :: non_neg_integer(),
                                                    anti_amp_bytes_sent :: non_neg_integer(),
                                                    address_validated :: boolean()}}) ->
                       reply_result().
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          -spec cache_new_token(binary(),
                      #conn_state{role :: client | server,
                                  scid :: nquic:connection_id(),
                                  dcid :: nquic:connection_id(),
                                  odcid :: nquic:connection_id() | undefined,
                                  retry_scid :: nquic:connection_id() | undefined,
                                  retry_token :: binary(),
                                  version :: non_neg_integer(),
                                  version_preference :: [non_neg_integer()],
                                  socket :: nquic_socket:t() | undefined,
                                  peer :: nquic_socket:sockaddr() | undefined,
                                  select_info :: nquic_socket:select_info() | undefined,
                                  pn_spaces :: #{nquic_packet:space() => map()},
                                  app_next_pn :: non_neg_integer(),
                                  app_largest_received :: integer(),
                                  app_largest_received_us :: integer() | undefined,
                                  loss_state :: nquic_loss:loss_state() | undefined,
                                  dispatch_table :: nquic_dispatch:t() | undefined,
                                  listener :: pid() | undefined,
                                  connect_waiters :: [gen_server:from()],
                                  local_params ::
                                      #transport_params{original_destination_connection_id ::
                                                            nquic:connection_id() | undefined,
                                                        max_idle_timeout :: non_neg_integer(),
                                                        stateless_reset_token :: binary() | undefined,
                                                        max_udp_payload_size :: pos_integer(),
                                                        initial_max_data :: non_neg_integer(),
                                                        initial_max_stream_data_bidi_local ::
                                                            non_neg_integer(),
                                                        initial_max_stream_data_bidi_remote ::
                                                            non_neg_integer(),
                                                        initial_max_stream_data_uni :: non_neg_integer(),
                                                        initial_max_streams_bidi :: non_neg_integer(),
                                                        initial_max_streams_uni :: non_neg_integer(),
                                                        ack_delay_exponent :: 0..20,
                                                        max_ack_delay :: non_neg_integer(),
                                                        disable_active_migration :: boolean(),
                                                        preferred_address ::
                                                            nquic_transport:preferred_address() |
                                                            undefined,
                                                        active_connection_id_limit :: non_neg_integer(),
                                                        initial_source_connection_id ::
                                                            nquic:connection_id() | undefined,
                                                        retry_source_connection_id ::
                                                            nquic:connection_id() | undefined,
                                                        version_information ::
                                                            nquic_transport:version_information() |
                                                            undefined,
                                                        max_datagram_frame_size ::
                                                            non_neg_integer() | undefined},
                                  remote_params ::
                                      #transport_params{original_destination_connection_id ::
                                                            nquic:connection_id() | undefined,
                                                        max_idle_timeout :: non_neg_integer(),
                                                        stateless_reset_token :: binary() | undefined,
                                                        max_udp_payload_size :: pos_integer(),
                                                        initial_max_data :: non_neg_integer(),
                                                        initial_max_stream_data_bidi_local ::
                                                            non_neg_integer(),
                                                        initial_max_stream_data_bidi_remote ::
                                                            non_neg_integer(),
                                                        initial_max_stream_data_uni :: non_neg_integer(),
                                                        initial_max_streams_bidi :: non_neg_integer(),
                                                        initial_max_streams_uni :: non_neg_integer(),
                                                        ack_delay_exponent :: 0..20,
                                                        max_ack_delay :: non_neg_integer(),
                                                        disable_active_migration :: boolean(),
                                                        preferred_address ::
                                                            nquic_transport:preferred_address() |
                                                            undefined,
                                                        active_connection_id_limit :: non_neg_integer(),
                                                        initial_source_connection_id ::
                                                            nquic:connection_id() | undefined,
                                                        retry_source_connection_id ::
                                                            nquic:connection_id() | undefined,
                                                        version_information ::
                                                            nquic_transport:version_information() |
                                                            undefined,
                                                        max_datagram_frame_size ::
                                                            non_neg_integer() | undefined} |
                                      undefined,
                                  server_packet_processed :: boolean(),
                                  owner :: pid() | undefined,
                                  owner_mon :: reference() | undefined,
                                  deferred_flush_pending :: boolean(),
                                  pending_ack_count :: non_neg_integer(),
                                  ack_immediate :: boolean(),
                                  last_idle_ms :: non_neg_integer() | infinity | undefined,
                                  last_pto_ms :: nquic_protocol_timer:loss_detection_timer() | undefined,
                                  recv_ecn :: nquic_socket:ecn_mark(),
                                  pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                  gso_size :: undefined | pos_integer(),
                                  max_payload_size :: pos_integer(),
                                  server_per_conn_fd :: boolean(),
                                  proactive_cids :: boolean(),
                                  socket_connected :: boolean(),
                                  self_migration_pending :: boolean(),
                                  metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                  spin_enabled :: boolean(),
                                  peer_spin :: 0..1,
                                  new_token_enabled :: boolean(),
                                  new_token_lifetime :: pos_integer(),
                                  qlog :: undefined | nquic_qlog:qlog_state(),
                                  close_kind :: undefined | local | peer | idle_timeout | protocol_error,
                                  crypto ::
                                      #conn_crypto{tls_state :: term(),
                                                   keys :: nquic_keys:key_map(),
                                                   app_send_keys :: map() | undefined,
                                                   app_recv_keys :: map() | undefined,
                                                   crypto_buffer ::
                                                       #{nquic_packet:space() =>
                                                             {non_neg_integer(), binary(), list()}},
                                                   cipher ::
                                                       aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                                   cipher_suites ::
                                                       [aes_128_gcm | aes_256_gcm | chacha20_poly1305] |
                                                       undefined,
                                                   key_phase :: boolean(),
                                                   key_update_pending :: boolean(),
                                                   client_app_secret :: binary() | undefined,
                                                   server_app_secret :: binary() | undefined,
                                                   old_read_keys ::
                                                       #{key := binary(), iv := binary()} | undefined,
                                                   zero_rtt_accepted :: boolean(),
                                                   replay_protection :: module() | undefined,
                                                   session_ticket :: map() | undefined,
                                                   resumption_secret :: binary() | undefined,
                                                   session_cache ::
                                                       atom() | false | {module, module()} | undefined,
                                                   token_cache :: atom() | false | {module, module()},
                                                   alpn :: [binary()] | undefined,
                                                   hostname :: string() | binary() | undefined,
                                                   cert :: binary() | undefined,
                                                   cert_chain :: [binary()],
                                                   key :: any() | undefined,
                                                   verify :: verify_none | verify_peer,
                                                   cacerts :: [binary()],
                                                   peer_cert :: binary() | undefined,
                                                   static_key :: binary() | undefined},
                                  streams_state ::
                                      #conn_streams{streams ::
                                                        #{nquic:stream_id() =>
                                                              #stream_state{stream_id ::
                                                                                nquic:stream_id(),
                                                                            type :: bidi | uni,
                                                                            send_state ::
                                                                                ready | send |
                                                                                data_sent | data_recvd |
                                                                                reset_sent | reset_recvd,
                                                                            send_offset ::
                                                                                non_neg_integer(),
                                                                            send_max_data ::
                                                                                non_neg_integer(),
                                                                            last_stream_data_blocked ::
                                                                                non_neg_integer(),
                                                                            pending_send_data ::
                                                                                [binary()],
                                                                            pending_send_size ::
                                                                                non_neg_integer(),
                                                                            pending_send_fin ::
                                                                                boolean(),
                                                                            recv_state ::
                                                                                recv | size_known |
                                                                                data_recvd |
                                                                                reset_recvd |
                                                                                data_read | reset_read,
                                                                            recv_offset ::
                                                                                non_neg_integer(),
                                                                            recv_max_offset ::
                                                                                non_neg_integer(),
                                                                            recv_window ::
                                                                                non_neg_integer(),
                                                                            recv_buffer ::
                                                                                gb_trees:tree(non_neg_integer(),
                                                                                              {binary(),
                                                                                               boolean()}),
                                                                            app_buffer :: iodata(),
                                                                            app_buffer_size ::
                                                                                non_neg_integer()}},
                                                    next_bidi_stream :: nquic:stream_id() | undefined,
                                                    next_uni_stream :: nquic:stream_id() | undefined,
                                                    peer_max_streams_bidi :: non_neg_integer(),
                                                    peer_max_streams_uni :: non_neg_integer(),
                                                    local_max_streams_bidi :: non_neg_integer(),
                                                    local_max_streams_uni :: non_neg_integer(),
                                                    last_sent_max_streams_bidi :: non_neg_integer(),
                                                    last_sent_max_streams_uni :: non_neg_integer(),
                                                    max_peer_bidi_stream_id ::
                                                        non_neg_integer() | undefined,
                                                    max_peer_uni_stream_id ::
                                                        non_neg_integer() | undefined,
                                                    opened_peer_bidi_count :: non_neg_integer(),
                                                    opened_peer_uni_count :: non_neg_integer(),
                                                    closed_peer_bidi_wm :: integer(),
                                                    closed_peer_uni_wm :: integer(),
                                                    closed_peer_streams :: #{nquic:stream_id() => true},
                                                    recv_waiters ::
                                                        #{nquic:stream_id() => gen_statem:from()},
                                                    accept_stream_waiters ::
                                                        queue:queue(gen_statem:from()),
                                                    pending_streams :: queue:queue(nquic:stream_id()),
                                                    blocked_streams :: #{nquic:stream_id() => true},
                                                    pending_send_streams :: #{nquic:stream_id() => true},
                                                    send_buffer_high_water :: pos_integer(),
                                                    send_timeout :: timeout(),
                                                    send_waiters ::
                                                        queue:queue(nquic_conn_send_waiters:t())},
                                  flow ::
                                      #conn_flow{local_max_data :: non_neg_integer(),
                                                 remote_max_data :: non_neg_integer(),
                                                 data_sent :: non_neg_integer(),
                                                 data_received :: non_neg_integer(),
                                                 last_data_blocked :: non_neg_integer(),
                                                 pending_initial_frames :: [nquic_frame:t()],
                                                 pending_handshake_frames :: [nquic_frame:t()],
                                                 pending_app_frames :: [nquic_frame:t()],
                                                 pending_app_pre_encoded ::
                                                     [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                                 queued_app_send_bytes :: non_neg_integer(),
                                                 cwnd_exempt :: boolean()},
                                  path ::
                                      #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                                      peer_cids ::
                                                          #{non_neg_integer() =>
                                                                #{cid := nquic:connection_id(),
                                                                  token := binary()}},
                                                      local_cids ::
                                                          #{non_neg_integer() => nquic:connection_id()},
                                                      local_cid_seq :: non_neg_integer(),
                                                      peer_retire_prior_to :: non_neg_integer(),
                                                      anti_amp_bytes_received :: non_neg_integer(),
                                                      anti_amp_bytes_sent :: non_neg_integer(),
                                                      address_validated :: boolean()}}) ->
                         ok.
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          -spec maybe_notify_recv_waiter(nquic:stream_id(),
                               #conn_state{role :: client | server,
                                           scid :: nquic:connection_id(),
                                           dcid :: nquic:connection_id(),
                                           odcid :: nquic:connection_id() | undefined,
                                           retry_scid :: nquic:connection_id() | undefined,
                                           retry_token :: binary(),
                                           version :: non_neg_integer(),
                                           version_preference :: [non_neg_integer()],
                                           socket :: nquic_socket:t() | undefined,
                                           peer :: nquic_socket:sockaddr() | undefined,
                                           select_info :: nquic_socket:select_info() | undefined,
                                           pn_spaces :: #{nquic_packet:space() => map()},
                                           app_next_pn :: non_neg_integer(),
                                           app_largest_received :: integer(),
                                           app_largest_received_us :: integer() | undefined,
                                           loss_state :: nquic_loss:loss_state() | undefined,
                                           dispatch_table :: nquic_dispatch:t() | undefined,
                                           listener :: pid() | undefined,
                                           connect_waiters :: [gen_server:from()],
                                           local_params ::
                                               #transport_params{original_destination_connection_id ::
                                                                     nquic:connection_id() | undefined,
                                                                 max_idle_timeout :: non_neg_integer(),
                                                                 stateless_reset_token ::
                                                                     binary() | undefined,
                                                                 max_udp_payload_size :: pos_integer(),
                                                                 initial_max_data :: non_neg_integer(),
                                                                 initial_max_stream_data_bidi_local ::
                                                                     non_neg_integer(),
                                                                 initial_max_stream_data_bidi_remote ::
                                                                     non_neg_integer(),
                                                                 initial_max_stream_data_uni ::
                                                                     non_neg_integer(),
                                                                 initial_max_streams_bidi ::
                                                                     non_neg_integer(),
                                                                 initial_max_streams_uni ::
                                                                     non_neg_integer(),
                                                                 ack_delay_exponent :: 0..20,
                                                                 max_ack_delay :: non_neg_integer(),
                                                                 disable_active_migration :: boolean(),
                                                                 preferred_address ::
                                                                     nquic_transport:preferred_address() |
                                                                     undefined,
                                                                 active_connection_id_limit ::
                                                                     non_neg_integer(),
                                                                 initial_source_connection_id ::
                                                                     nquic:connection_id() | undefined,
                                                                 retry_source_connection_id ::
                                                                     nquic:connection_id() | undefined,
                                                                 version_information ::
                                                                     nquic_transport:version_information() |
                                                                     undefined,
                                                                 max_datagram_frame_size ::
                                                                     non_neg_integer() | undefined},
                                           remote_params ::
                                               #transport_params{original_destination_connection_id ::
                                                                     nquic:connection_id() | undefined,
                                                                 max_idle_timeout :: non_neg_integer(),
                                                                 stateless_reset_token ::
                                                                     binary() | undefined,
                                                                 max_udp_payload_size :: pos_integer(),
                                                                 initial_max_data :: non_neg_integer(),
                                                                 initial_max_stream_data_bidi_local ::
                                                                     non_neg_integer(),
                                                                 initial_max_stream_data_bidi_remote ::
                                                                     non_neg_integer(),
                                                                 initial_max_stream_data_uni ::
                                                                     non_neg_integer(),
                                                                 initial_max_streams_bidi ::
                                                                     non_neg_integer(),
                                                                 initial_max_streams_uni ::
                                                                     non_neg_integer(),
                                                                 ack_delay_exponent :: 0..20,
                                                                 max_ack_delay :: non_neg_integer(),
                                                                 disable_active_migration :: boolean(),
                                                                 preferred_address ::
                                                                     nquic_transport:preferred_address() |
                                                                     undefined,
                                                                 active_connection_id_limit ::
                                                                     non_neg_integer(),
                                                                 initial_source_connection_id ::
                                                                     nquic:connection_id() | undefined,
                                                                 retry_source_connection_id ::
                                                                     nquic:connection_id() | undefined,
                                                                 version_information ::
                                                                     nquic_transport:version_information() |
                                                                     undefined,
                                                                 max_datagram_frame_size ::
                                                                     non_neg_integer() | undefined} |
                                               undefined,
                                           server_packet_processed :: boolean(),
                                           owner :: pid() | undefined,
                                           owner_mon :: reference() | undefined,
                                           deferred_flush_pending :: boolean(),
                                           pending_ack_count :: non_neg_integer(),
                                           ack_immediate :: boolean(),
                                           last_idle_ms :: non_neg_integer() | infinity | undefined,
                                           last_pto_ms ::
                                               nquic_protocol_timer:loss_detection_timer() | undefined,
                                           recv_ecn :: nquic_socket:ecn_mark(),
                                           pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                           gso_size :: undefined | pos_integer(),
                                           max_payload_size :: pos_integer(),
                                           server_per_conn_fd :: boolean(),
                                           proactive_cids :: boolean(),
                                           socket_connected :: boolean(),
                                           self_migration_pending :: boolean(),
                                           metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                           spin_enabled :: boolean(),
                                           peer_spin :: 0..1,
                                           new_token_enabled :: boolean(),
                                           new_token_lifetime :: pos_integer(),
                                           qlog :: undefined | nquic_qlog:qlog_state(),
                                           close_kind ::
                                               undefined | local | peer | idle_timeout | protocol_error,
                                           crypto ::
                                               #conn_crypto{tls_state :: term(),
                                                            keys :: nquic_keys:key_map(),
                                                            app_send_keys :: map() | undefined,
                                                            app_recv_keys :: map() | undefined,
                                                            crypto_buffer ::
                                                                #{nquic_packet:space() =>
                                                                      {non_neg_integer(),
                                                                       binary(),
                                                                       list()}},
                                                            cipher ::
                                                                aes_128_gcm | aes_256_gcm |
                                                                chacha20_poly1305,
                                                            cipher_suites ::
                                                                [aes_128_gcm | aes_256_gcm |
                                                                 chacha20_poly1305] |
                                                                undefined,
                                                            key_phase :: boolean(),
                                                            key_update_pending :: boolean(),
                                                            client_app_secret :: binary() | undefined,
                                                            server_app_secret :: binary() | undefined,
                                                            old_read_keys ::
                                                                #{key := binary(), iv := binary()} |
                                                                undefined,
                                                            zero_rtt_accepted :: boolean(),
                                                            replay_protection :: module() | undefined,
                                                            session_ticket :: map() | undefined,
                                                            resumption_secret :: binary() | undefined,
                                                            session_cache ::
                                                                atom() |
                                                                false |
                                                                {module, module()} |
                                                                undefined,
                                                            token_cache ::
                                                                atom() | false | {module, module()},
                                                            alpn :: [binary()] | undefined,
                                                            hostname :: string() | binary() | undefined,
                                                            cert :: binary() | undefined,
                                                            cert_chain :: [binary()],
                                                            key :: any() | undefined,
                                                            verify :: verify_none | verify_peer,
                                                            cacerts :: [binary()],
                                                            peer_cert :: binary() | undefined,
                                                            static_key :: binary() | undefined},
                                           streams_state ::
                                               #conn_streams{streams ::
                                                                 #{nquic:stream_id() =>
                                                                       #stream_state{stream_id ::
                                                                                         nquic:stream_id(),
                                                                                     type :: bidi | uni,
                                                                                     send_state ::
                                                                                         ready | send |
                                                                                         data_sent |
                                                                                         data_recvd |
                                                                                         reset_sent |
                                                                                         reset_recvd,
                                                                                     send_offset ::
                                                                                         non_neg_integer(),
                                                                                     send_max_data ::
                                                                                         non_neg_integer(),
                                                                                     last_stream_data_blocked ::
                                                                                         non_neg_integer(),
                                                                                     pending_send_data ::
                                                                                         [binary()],
                                                                                     pending_send_size ::
                                                                                         non_neg_integer(),
                                                                                     pending_send_fin ::
                                                                                         boolean(),
                                                                                     recv_state ::
                                                                                         recv |
                                                                                         size_known |
                                                                                         data_recvd |
                                                                                         reset_recvd |
                                                                                         data_read |
                                                                                         reset_read,
                                                                                     recv_offset ::
                                                                                         non_neg_integer(),
                                                                                     recv_max_offset ::
                                                                                         non_neg_integer(),
                                                                                     recv_window ::
                                                                                         non_neg_integer(),
                                                                                     recv_buffer ::
                                                                                         gb_trees:tree(non_neg_integer(),
                                                                                                       {binary(),
                                                                                                        boolean()}),
                                                                                     app_buffer ::
                                                                                         iodata(),
                                                                                     app_buffer_size ::
                                                                                         non_neg_integer()}},
                                                             next_bidi_stream ::
                                                                 nquic:stream_id() | undefined,
                                                             next_uni_stream ::
                                                                 nquic:stream_id() | undefined,
                                                             peer_max_streams_bidi :: non_neg_integer(),
                                                             peer_max_streams_uni :: non_neg_integer(),
                                                             local_max_streams_bidi :: non_neg_integer(),
                                                             local_max_streams_uni :: non_neg_integer(),
                                                             last_sent_max_streams_bidi ::
                                                                 non_neg_integer(),
                                                             last_sent_max_streams_uni ::
                                                                 non_neg_integer(),
                                                             max_peer_bidi_stream_id ::
                                                                 non_neg_integer() | undefined,
                                                             max_peer_uni_stream_id ::
                                                                 non_neg_integer() | undefined,
                                                             opened_peer_bidi_count :: non_neg_integer(),
                                                             opened_peer_uni_count :: non_neg_integer(),
                                                             closed_peer_bidi_wm :: integer(),
                                                             closed_peer_uni_wm :: integer(),
                                                             closed_peer_streams ::
                                                                 #{nquic:stream_id() => true},
                                                             recv_waiters ::
                                                                 #{nquic:stream_id() =>
                                                                       gen_statem:from()},
                                                             accept_stream_waiters ::
                                                                 queue:queue(gen_statem:from()),
                                                             pending_streams ::
                                                                 queue:queue(nquic:stream_id()),
                                                             blocked_streams ::
                                                                 #{nquic:stream_id() => true},
                                                             pending_send_streams ::
                                                                 #{nquic:stream_id() => true},
                                                             send_buffer_high_water :: pos_integer(),
                                                             send_timeout :: timeout(),
                                                             send_waiters ::
                                                                 queue:queue(nquic_conn_send_waiters:t())},
                                           flow ::
                                               #conn_flow{local_max_data :: non_neg_integer(),
                                                          remote_max_data :: non_neg_integer(),
                                                          data_sent :: non_neg_integer(),
                                                          data_received :: non_neg_integer(),
                                                          last_data_blocked :: non_neg_integer(),
                                                          pending_initial_frames :: [nquic_frame:t()],
                                                          pending_handshake_frames :: [nquic_frame:t()],
                                                          pending_app_frames :: [nquic_frame:t()],
                                                          pending_app_pre_encoded ::
                                                              [{non_neg_integer(),
                                                                iodata(),
                                                                nquic_frame:t()}],
                                                          queued_app_send_bytes :: non_neg_integer(),
                                                          cwnd_exempt :: boolean()},
                                           path ::
                                               #conn_path_mgmt{path_state ::
                                                                   nquic_path:state() | undefined,
                                                               peer_cids ::
                                                                   #{non_neg_integer() =>
                                                                         #{cid := nquic:connection_id(),
                                                                           token := binary()}},
                                                               local_cids ::
                                                                   #{non_neg_integer() =>
                                                                         nquic:connection_id()},
                                                               local_cid_seq :: non_neg_integer(),
                                                               peer_retire_prior_to :: non_neg_integer(),
                                                               anti_amp_bytes_received ::
                                                                   non_neg_integer(),
                                                               anti_amp_bytes_sent :: non_neg_integer(),
                                                               address_validated :: boolean()}}) ->
                                  #conn_state{role :: client | server,
                                              scid :: nquic:connection_id(),
                                              dcid :: nquic:connection_id(),
                                              odcid :: nquic:connection_id() | undefined,
                                              retry_scid :: nquic:connection_id() | undefined,
                                              retry_token :: binary(),
                                              version :: non_neg_integer(),
                                              version_preference :: [non_neg_integer()],
                                              socket :: nquic_socket:t() | undefined,
                                              peer :: nquic_socket:sockaddr() | undefined,
                                              select_info :: nquic_socket:select_info() | undefined,
                                              pn_spaces :: #{nquic_packet:space() => map()},
                                              app_next_pn :: non_neg_integer(),
                                              app_largest_received :: integer(),
                                              app_largest_received_us :: integer() | undefined,
                                              loss_state :: nquic_loss:loss_state() | undefined,
                                              dispatch_table :: nquic_dispatch:t() | undefined,
                                              listener :: pid() | undefined,
                                              connect_waiters :: [gen_server:from()],
                                              local_params ::
                                                  #transport_params{original_destination_connection_id ::
                                                                        nquic:connection_id() |
                                                                        undefined,
                                                                    max_idle_timeout ::
                                                                        non_neg_integer(),
                                                                    stateless_reset_token ::
                                                                        binary() | undefined,
                                                                    max_udp_payload_size ::
                                                                        pos_integer(),
                                                                    initial_max_data ::
                                                                        non_neg_integer(),
                                                                    initial_max_stream_data_bidi_local ::
                                                                        non_neg_integer(),
                                                                    initial_max_stream_data_bidi_remote ::
                                                                        non_neg_integer(),
                                                                    initial_max_stream_data_uni ::
                                                                        non_neg_integer(),
                                                                    initial_max_streams_bidi ::
                                                                        non_neg_integer(),
                                                                    initial_max_streams_uni ::
                                                                        non_neg_integer(),
                                                                    ack_delay_exponent :: 0..20,
                                                                    max_ack_delay :: non_neg_integer(),
                                                                    disable_active_migration ::
                                                                        boolean(),
                                                                    preferred_address ::
                                                                        nquic_transport:preferred_address() |
                                                                        undefined,
                                                                    active_connection_id_limit ::
                                                                        non_neg_integer(),
                                                                    initial_source_connection_id ::
                                                                        nquic:connection_id() |
                                                                        undefined,
                                                                    retry_source_connection_id ::
                                                                        nquic:connection_id() |
                                                                        undefined,
                                                                    version_information ::
                                                                        nquic_transport:version_information() |
                                                                        undefined,
                                                                    max_datagram_frame_size ::
                                                                        non_neg_integer() | undefined},
                                              remote_params ::
                                                  #transport_params{original_destination_connection_id ::
                                                                        nquic:connection_id() |
                                                                        undefined,
                                                                    max_idle_timeout ::
                                                                        non_neg_integer(),
                                                                    stateless_reset_token ::
                                                                        binary() | undefined,
                                                                    max_udp_payload_size ::
                                                                        pos_integer(),
                                                                    initial_max_data ::
                                                                        non_neg_integer(),
                                                                    initial_max_stream_data_bidi_local ::
                                                                        non_neg_integer(),
                                                                    initial_max_stream_data_bidi_remote ::
                                                                        non_neg_integer(),
                                                                    initial_max_stream_data_uni ::
                                                                        non_neg_integer(),
                                                                    initial_max_streams_bidi ::
                                                                        non_neg_integer(),
                                                                    initial_max_streams_uni ::
                                                                        non_neg_integer(),
                                                                    ack_delay_exponent :: 0..20,
                                                                    max_ack_delay :: non_neg_integer(),
                                                                    disable_active_migration ::
                                                                        boolean(),
                                                                    preferred_address ::
                                                                        nquic_transport:preferred_address() |
                                                                        undefined,
                                                                    active_connection_id_limit ::
                                                                        non_neg_integer(),
                                                                    initial_source_connection_id ::
                                                                        nquic:connection_id() |
                                                                        undefined,
                                                                    retry_source_connection_id ::
                                                                        nquic:connection_id() |
                                                                        undefined,
                                                                    version_information ::
                                                                        nquic_transport:version_information() |
                                                                        undefined,
                                                                    max_datagram_frame_size ::
                                                                        non_neg_integer() | undefined} |
                                                  undefined,
                                              server_packet_processed :: boolean(),
                                              owner :: pid() | undefined,
                                              owner_mon :: reference() | undefined,
                                              deferred_flush_pending :: boolean(),
                                              pending_ack_count :: non_neg_integer(),
                                              ack_immediate :: boolean(),
                                              last_idle_ms :: non_neg_integer() | infinity | undefined,
                                              last_pto_ms ::
                                                  nquic_protocol_timer:loss_detection_timer() |
                                                  undefined,
                                              recv_ecn :: nquic_socket:ecn_mark(),
                                              pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                              gso_size :: undefined | pos_integer(),
                                              max_payload_size :: pos_integer(),
                                              server_per_conn_fd :: boolean(),
                                              proactive_cids :: boolean(),
                                              socket_connected :: boolean(),
                                              self_migration_pending :: boolean(),
                                              metrics_counters ::
                                                  nquic_metrics:conn_counters() | undefined,
                                              spin_enabled :: boolean(),
                                              peer_spin :: 0..1,
                                              new_token_enabled :: boolean(),
                                              new_token_lifetime :: pos_integer(),
                                              qlog :: undefined | nquic_qlog:qlog_state(),
                                              close_kind ::
                                                  undefined | local | peer | idle_timeout |
                                                  protocol_error,
                                              crypto ::
                                                  #conn_crypto{tls_state :: term(),
                                                               keys :: nquic_keys:key_map(),
                                                               app_send_keys :: map() | undefined,
                                                               app_recv_keys :: map() | undefined,
                                                               crypto_buffer ::
                                                                   #{nquic_packet:space() =>
                                                                         {non_neg_integer(),
                                                                          binary(),
                                                                          list()}},
                                                               cipher ::
                                                                   aes_128_gcm | aes_256_gcm |
                                                                   chacha20_poly1305,
                                                               cipher_suites ::
                                                                   [aes_128_gcm | aes_256_gcm |
                                                                    chacha20_poly1305] |
                                                                   undefined,
                                                               key_phase :: boolean(),
                                                               key_update_pending :: boolean(),
                                                               client_app_secret :: binary() | undefined,
                                                               server_app_secret :: binary() | undefined,
                                                               old_read_keys ::
                                                                   #{key := binary(), iv := binary()} |
                                                                   undefined,
                                                               zero_rtt_accepted :: boolean(),
                                                               replay_protection :: module() | undefined,
                                                               session_ticket :: map() | undefined,
                                                               resumption_secret :: binary() | undefined,
                                                               session_cache ::
                                                                   atom() |
                                                                   false |
                                                                   {module, module()} |
                                                                   undefined,
                                                               token_cache ::
                                                                   atom() | false | {module, module()},
                                                               alpn :: [binary()] | undefined,
                                                               hostname ::
                                                                   string() | binary() | undefined,
                                                               cert :: binary() | undefined,
                                                               cert_chain :: [binary()],
                                                               key :: any() | undefined,
                                                               verify :: verify_none | verify_peer,
                                                               cacerts :: [binary()],
                                                               peer_cert :: binary() | undefined,
                                                               static_key :: binary() | undefined},
                                              streams_state ::
                                                  #conn_streams{streams ::
                                                                    #{nquic:stream_id() =>
                                                                          #stream_state{stream_id ::
                                                                                            nquic:stream_id(),
                                                                                        type ::
                                                                                            bidi | uni,
                                                                                        send_state ::
                                                                                            ready |
                                                                                            send |
                                                                                            data_sent |
                                                                                            data_recvd |
                                                                                            reset_sent |
                                                                                            reset_recvd,
                                                                                        send_offset ::
                                                                                            non_neg_integer(),
                                                                                        send_max_data ::
                                                                                            non_neg_integer(),
                                                                                        last_stream_data_blocked ::
                                                                                            non_neg_integer(),
                                                                                        pending_send_data ::
                                                                                            [binary()],
                                                                                        pending_send_size ::
                                                                                            non_neg_integer(),
                                                                                        pending_send_fin ::
                                                                                            boolean(),
                                                                                        recv_state ::
                                                                                            recv |
                                                                                            size_known |
                                                                                            data_recvd |
                                                                                            reset_recvd |
                                                                                            data_read |
                                                                                            reset_read,
                                                                                        recv_offset ::
                                                                                            non_neg_integer(),
                                                                                        recv_max_offset ::
                                                                                            non_neg_integer(),
                                                                                        recv_window ::
                                                                                            non_neg_integer(),
                                                                                        recv_buffer ::
                                                                                            gb_trees:tree(non_neg_integer(),
                                                                                                          {binary(),
                                                                                                           boolean()}),
                                                                                        app_buffer ::
                                                                                            iodata(),
                                                                                        app_buffer_size ::
                                                                                            non_neg_integer()}},
                                                                next_bidi_stream ::
                                                                    nquic:stream_id() | undefined,
                                                                next_uni_stream ::
                                                                    nquic:stream_id() | undefined,
                                                                peer_max_streams_bidi ::
                                                                    non_neg_integer(),
                                                                peer_max_streams_uni ::
                                                                    non_neg_integer(),
                                                                local_max_streams_bidi ::
                                                                    non_neg_integer(),
                                                                local_max_streams_uni ::
                                                                    non_neg_integer(),
                                                                last_sent_max_streams_bidi ::
                                                                    non_neg_integer(),
                                                                last_sent_max_streams_uni ::
                                                                    non_neg_integer(),
                                                                max_peer_bidi_stream_id ::
                                                                    non_neg_integer() | undefined,
                                                                max_peer_uni_stream_id ::
                                                                    non_neg_integer() | undefined,
                                                                opened_peer_bidi_count ::
                                                                    non_neg_integer(),
                                                                opened_peer_uni_count ::
                                                                    non_neg_integer(),
                                                                closed_peer_bidi_wm :: integer(),
                                                                closed_peer_uni_wm :: integer(),
                                                                closed_peer_streams ::
                                                                    #{nquic:stream_id() => true},
                                                                recv_waiters ::
                                                                    #{nquic:stream_id() =>
                                                                          gen_statem:from()},
                                                                accept_stream_waiters ::
                                                                    queue:queue(gen_statem:from()),
                                                                pending_streams ::
                                                                    queue:queue(nquic:stream_id()),
                                                                blocked_streams ::
                                                                    #{nquic:stream_id() => true},
                                                                pending_send_streams ::
                                                                    #{nquic:stream_id() => true},
                                                                send_buffer_high_water :: pos_integer(),
                                                                send_timeout :: timeout(),
                                                                send_waiters ::
                                                                    queue:queue(nquic_conn_send_waiters:t())},
                                              flow ::
                                                  #conn_flow{local_max_data :: non_neg_integer(),
                                                             remote_max_data :: non_neg_integer(),
                                                             data_sent :: non_neg_integer(),
                                                             data_received :: non_neg_integer(),
                                                             last_data_blocked :: non_neg_integer(),
                                                             pending_initial_frames :: [nquic_frame:t()],
                                                             pending_handshake_frames ::
                                                                 [nquic_frame:t()],
                                                             pending_app_frames :: [nquic_frame:t()],
                                                             pending_app_pre_encoded ::
                                                                 [{non_neg_integer(),
                                                                   iodata(),
                                                                   nquic_frame:t()}],
                                                             queued_app_send_bytes :: non_neg_integer(),
                                                             cwnd_exempt :: boolean()},
                                              path ::
                                                  #conn_path_mgmt{path_state ::
                                                                      nquic_path:state() | undefined,
                                                                  peer_cids ::
                                                                      #{non_neg_integer() =>
                                                                            #{cid :=
                                                                                  nquic:connection_id(),
                                                                              token := binary()}},
                                                                  local_cids ::
                                                                      #{non_neg_integer() =>
                                                                            nquic:connection_id()},
                                                                  local_cid_seq :: non_neg_integer(),
                                                                  peer_retire_prior_to ::
                                                                      non_neg_integer(),
                                                                  anti_amp_bytes_received ::
                                                                      non_neg_integer(),
                                                                  anti_amp_bytes_sent ::
                                                                      non_neg_integer(),
                                                                  address_validated :: boolean()}}.


      


Deliver buffered data to a parked recv waiter, if one exists.
The size_known clause delivers the FIN marker and runs the stream
cleanup path.
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          -spec notify_or_queue_stream(nquic:stream_id(),
                             #conn_state{role :: client | server,
                                         scid :: nquic:connection_id(),
                                         dcid :: nquic:connection_id(),
                                         odcid :: nquic:connection_id() | undefined,
                                         retry_scid :: nquic:connection_id() | undefined,
                                         retry_token :: binary(),
                                         version :: non_neg_integer(),
                                         version_preference :: [non_neg_integer()],
                                         socket :: nquic_socket:t() | undefined,
                                         peer :: nquic_socket:sockaddr() | undefined,
                                         select_info :: nquic_socket:select_info() | undefined,
                                         pn_spaces :: #{nquic_packet:space() => map()},
                                         app_next_pn :: non_neg_integer(),
                                         app_largest_received :: integer(),
                                         app_largest_received_us :: integer() | undefined,
                                         loss_state :: nquic_loss:loss_state() | undefined,
                                         dispatch_table :: nquic_dispatch:t() | undefined,
                                         listener :: pid() | undefined,
                                         connect_waiters :: [gen_server:from()],
                                         local_params ::
                                             #transport_params{original_destination_connection_id ::
                                                                   nquic:connection_id() | undefined,
                                                               max_idle_timeout :: non_neg_integer(),
                                                               stateless_reset_token ::
                                                                   binary() | undefined,
                                                               max_udp_payload_size :: pos_integer(),
                                                               initial_max_data :: non_neg_integer(),
                                                               initial_max_stream_data_bidi_local ::
                                                                   non_neg_integer(),
                                                               initial_max_stream_data_bidi_remote ::
                                                                   non_neg_integer(),
                                                               initial_max_stream_data_uni ::
                                                                   non_neg_integer(),
                                                               initial_max_streams_bidi ::
                                                                   non_neg_integer(),
                                                               initial_max_streams_uni ::
                                                                   non_neg_integer(),
                                                               ack_delay_exponent :: 0..20,
                                                               max_ack_delay :: non_neg_integer(),
                                                               disable_active_migration :: boolean(),
                                                               preferred_address ::
                                                                   nquic_transport:preferred_address() |
                                                                   undefined,
                                                               active_connection_id_limit ::
                                                                   non_neg_integer(),
                                                               initial_source_connection_id ::
                                                                   nquic:connection_id() | undefined,
                                                               retry_source_connection_id ::
                                                                   nquic:connection_id() | undefined,
                                                               version_information ::
                                                                   nquic_transport:version_information() |
                                                                   undefined,
                                                               max_datagram_frame_size ::
                                                                   non_neg_integer() | undefined},
                                         remote_params ::
                                             #transport_params{original_destination_connection_id ::
                                                                   nquic:connection_id() | undefined,
                                                               max_idle_timeout :: non_neg_integer(),
                                                               stateless_reset_token ::
                                                                   binary() | undefined,
                                                               max_udp_payload_size :: pos_integer(),
                                                               initial_max_data :: non_neg_integer(),
                                                               initial_max_stream_data_bidi_local ::
                                                                   non_neg_integer(),
                                                               initial_max_stream_data_bidi_remote ::
                                                                   non_neg_integer(),
                                                               initial_max_stream_data_uni ::
                                                                   non_neg_integer(),
                                                               initial_max_streams_bidi ::
                                                                   non_neg_integer(),
                                                               initial_max_streams_uni ::
                                                                   non_neg_integer(),
                                                               ack_delay_exponent :: 0..20,
                                                               max_ack_delay :: non_neg_integer(),
                                                               disable_active_migration :: boolean(),
                                                               preferred_address ::
                                                                   nquic_transport:preferred_address() |
                                                                   undefined,
                                                               active_connection_id_limit ::
                                                                   non_neg_integer(),
                                                               initial_source_connection_id ::
                                                                   nquic:connection_id() | undefined,
                                                               retry_source_connection_id ::
                                                                   nquic:connection_id() | undefined,
                                                               version_information ::
                                                                   nquic_transport:version_information() |
                                                                   undefined,
                                                               max_datagram_frame_size ::
                                                                   non_neg_integer() | undefined} |
                                             undefined,
                                         server_packet_processed :: boolean(),
                                         owner :: pid() | undefined,
                                         owner_mon :: reference() | undefined,
                                         deferred_flush_pending :: boolean(),
                                         pending_ack_count :: non_neg_integer(),
                                         ack_immediate :: boolean(),
                                         last_idle_ms :: non_neg_integer() | infinity | undefined,
                                         last_pto_ms ::
                                             nquic_protocol_timer:loss_detection_timer() | undefined,
                                         recv_ecn :: nquic_socket:ecn_mark(),
                                         pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                         gso_size :: undefined | pos_integer(),
                                         max_payload_size :: pos_integer(),
                                         server_per_conn_fd :: boolean(),
                                         proactive_cids :: boolean(),
                                         socket_connected :: boolean(),
                                         self_migration_pending :: boolean(),
                                         metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                         spin_enabled :: boolean(),
                                         peer_spin :: 0..1,
                                         new_token_enabled :: boolean(),
                                         new_token_lifetime :: pos_integer(),
                                         qlog :: undefined | nquic_qlog:qlog_state(),
                                         close_kind ::
                                             undefined | local | peer | idle_timeout | protocol_error,
                                         crypto ::
                                             #conn_crypto{tls_state :: term(),
                                                          keys :: nquic_keys:key_map(),
                                                          app_send_keys :: map() | undefined,
                                                          app_recv_keys :: map() | undefined,
                                                          crypto_buffer ::
                                                              #{nquic_packet:space() =>
                                                                    {non_neg_integer(),
                                                                     binary(),
                                                                     list()}},
                                                          cipher ::
                                                              aes_128_gcm | aes_256_gcm |
                                                              chacha20_poly1305,
                                                          cipher_suites ::
                                                              [aes_128_gcm | aes_256_gcm |
                                                               chacha20_poly1305] |
                                                              undefined,
                                                          key_phase :: boolean(),
                                                          key_update_pending :: boolean(),
                                                          client_app_secret :: binary() | undefined,
                                                          server_app_secret :: binary() | undefined,
                                                          old_read_keys ::
                                                              #{key := binary(), iv := binary()} |
                                                              undefined,
                                                          zero_rtt_accepted :: boolean(),
                                                          replay_protection :: module() | undefined,
                                                          session_ticket :: map() | undefined,
                                                          resumption_secret :: binary() | undefined,
                                                          session_cache ::
                                                              atom() |
                                                              false |
                                                              {module, module()} |
                                                              undefined,
                                                          token_cache ::
                                                              atom() | false | {module, module()},
                                                          alpn :: [binary()] | undefined,
                                                          hostname :: string() | binary() | undefined,
                                                          cert :: binary() | undefined,
                                                          cert_chain :: [binary()],
                                                          key :: any() | undefined,
                                                          verify :: verify_none | verify_peer,
                                                          cacerts :: [binary()],
                                                          peer_cert :: binary() | undefined,
                                                          static_key :: binary() | undefined},
                                         streams_state ::
                                             #conn_streams{streams ::
                                                               #{nquic:stream_id() =>
                                                                     #stream_state{stream_id ::
                                                                                       nquic:stream_id(),
                                                                                   type :: bidi | uni,
                                                                                   send_state ::
                                                                                       ready | send |
                                                                                       data_sent |
                                                                                       data_recvd |
                                                                                       reset_sent |
                                                                                       reset_recvd,
                                                                                   send_offset ::
                                                                                       non_neg_integer(),
                                                                                   send_max_data ::
                                                                                       non_neg_integer(),
                                                                                   last_stream_data_blocked ::
                                                                                       non_neg_integer(),
                                                                                   pending_send_data ::
                                                                                       [binary()],
                                                                                   pending_send_size ::
                                                                                       non_neg_integer(),
                                                                                   pending_send_fin ::
                                                                                       boolean(),
                                                                                   recv_state ::
                                                                                       recv |
                                                                                       size_known |
                                                                                       data_recvd |
                                                                                       reset_recvd |
                                                                                       data_read |
                                                                                       reset_read,
                                                                                   recv_offset ::
                                                                                       non_neg_integer(),
                                                                                   recv_max_offset ::
                                                                                       non_neg_integer(),
                                                                                   recv_window ::
                                                                                       non_neg_integer(),
                                                                                   recv_buffer ::
                                                                                       gb_trees:tree(non_neg_integer(),
                                                                                                     {binary(),
                                                                                                      boolean()}),
                                                                                   app_buffer ::
                                                                                       iodata(),
                                                                                   app_buffer_size ::
                                                                                       non_neg_integer()}},
                                                           next_bidi_stream ::
                                                               nquic:stream_id() | undefined,
                                                           next_uni_stream ::
                                                               nquic:stream_id() | undefined,
                                                           peer_max_streams_bidi :: non_neg_integer(),
                                                           peer_max_streams_uni :: non_neg_integer(),
                                                           local_max_streams_bidi :: non_neg_integer(),
                                                           local_max_streams_uni :: non_neg_integer(),
                                                           last_sent_max_streams_bidi ::
                                                               non_neg_integer(),
                                                           last_sent_max_streams_uni ::
                                                               non_neg_integer(),
                                                           max_peer_bidi_stream_id ::
                                                               non_neg_integer() | undefined,
                                                           max_peer_uni_stream_id ::
                                                               non_neg_integer() | undefined,
                                                           opened_peer_bidi_count :: non_neg_integer(),
                                                           opened_peer_uni_count :: non_neg_integer(),
                                                           closed_peer_bidi_wm :: integer(),
                                                           closed_peer_uni_wm :: integer(),
                                                           closed_peer_streams ::
                                                               #{nquic:stream_id() => true},
                                                           recv_waiters ::
                                                               #{nquic:stream_id() => gen_statem:from()},
                                                           accept_stream_waiters ::
                                                               queue:queue(gen_statem:from()),
                                                           pending_streams ::
                                                               queue:queue(nquic:stream_id()),
                                                           blocked_streams ::
                                                               #{nquic:stream_id() => true},
                                                           pending_send_streams ::
                                                               #{nquic:stream_id() => true},
                                                           send_buffer_high_water :: pos_integer(),
                                                           send_timeout :: timeout(),
                                                           send_waiters ::
                                                               queue:queue(nquic_conn_send_waiters:t())},
                                         flow ::
                                             #conn_flow{local_max_data :: non_neg_integer(),
                                                        remote_max_data :: non_neg_integer(),
                                                        data_sent :: non_neg_integer(),
                                                        data_received :: non_neg_integer(),
                                                        last_data_blocked :: non_neg_integer(),
                                                        pending_initial_frames :: [nquic_frame:t()],
                                                        pending_handshake_frames :: [nquic_frame:t()],
                                                        pending_app_frames :: [nquic_frame:t()],
                                                        pending_app_pre_encoded ::
                                                            [{non_neg_integer(),
                                                              iodata(),
                                                              nquic_frame:t()}],
                                                        queued_app_send_bytes :: non_neg_integer(),
                                                        cwnd_exempt :: boolean()},
                                         path ::
                                             #conn_path_mgmt{path_state ::
                                                                 nquic_path:state() | undefined,
                                                             peer_cids ::
                                                                 #{non_neg_integer() =>
                                                                       #{cid := nquic:connection_id(),
                                                                         token := binary()}},
                                                             local_cids ::
                                                                 #{non_neg_integer() =>
                                                                       nquic:connection_id()},
                                                             local_cid_seq :: non_neg_integer(),
                                                             peer_retire_prior_to :: non_neg_integer(),
                                                             anti_amp_bytes_received ::
                                                                 non_neg_integer(),
                                                             anti_amp_bytes_sent :: non_neg_integer(),
                                                             address_validated :: boolean()}}) ->
                                #conn_state{role :: client | server,
                                            scid :: nquic:connection_id(),
                                            dcid :: nquic:connection_id(),
                                            odcid :: nquic:connection_id() | undefined,
                                            retry_scid :: nquic:connection_id() | undefined,
                                            retry_token :: binary(),
                                            version :: non_neg_integer(),
                                            version_preference :: [non_neg_integer()],
                                            socket :: nquic_socket:t() | undefined,
                                            peer :: nquic_socket:sockaddr() | undefined,
                                            select_info :: nquic_socket:select_info() | undefined,
                                            pn_spaces :: #{nquic_packet:space() => map()},
                                            app_next_pn :: non_neg_integer(),
                                            app_largest_received :: integer(),
                                            app_largest_received_us :: integer() | undefined,
                                            loss_state :: nquic_loss:loss_state() | undefined,
                                            dispatch_table :: nquic_dispatch:t() | undefined,
                                            listener :: pid() | undefined,
                                            connect_waiters :: [gen_server:from()],
                                            local_params ::
                                                #transport_params{original_destination_connection_id ::
                                                                      nquic:connection_id() | undefined,
                                                                  max_idle_timeout :: non_neg_integer(),
                                                                  stateless_reset_token ::
                                                                      binary() | undefined,
                                                                  max_udp_payload_size :: pos_integer(),
                                                                  initial_max_data :: non_neg_integer(),
                                                                  initial_max_stream_data_bidi_local ::
                                                                      non_neg_integer(),
                                                                  initial_max_stream_data_bidi_remote ::
                                                                      non_neg_integer(),
                                                                  initial_max_stream_data_uni ::
                                                                      non_neg_integer(),
                                                                  initial_max_streams_bidi ::
                                                                      non_neg_integer(),
                                                                  initial_max_streams_uni ::
                                                                      non_neg_integer(),
                                                                  ack_delay_exponent :: 0..20,
                                                                  max_ack_delay :: non_neg_integer(),
                                                                  disable_active_migration :: boolean(),
                                                                  preferred_address ::
                                                                      nquic_transport:preferred_address() |
                                                                      undefined,
                                                                  active_connection_id_limit ::
                                                                      non_neg_integer(),
                                                                  initial_source_connection_id ::
                                                                      nquic:connection_id() | undefined,
                                                                  retry_source_connection_id ::
                                                                      nquic:connection_id() | undefined,
                                                                  version_information ::
                                                                      nquic_transport:version_information() |
                                                                      undefined,
                                                                  max_datagram_frame_size ::
                                                                      non_neg_integer() | undefined},
                                            remote_params ::
                                                #transport_params{original_destination_connection_id ::
                                                                      nquic:connection_id() | undefined,
                                                                  max_idle_timeout :: non_neg_integer(),
                                                                  stateless_reset_token ::
                                                                      binary() | undefined,
                                                                  max_udp_payload_size :: pos_integer(),
                                                                  initial_max_data :: non_neg_integer(),
                                                                  initial_max_stream_data_bidi_local ::
                                                                      non_neg_integer(),
                                                                  initial_max_stream_data_bidi_remote ::
                                                                      non_neg_integer(),
                                                                  initial_max_stream_data_uni ::
                                                                      non_neg_integer(),
                                                                  initial_max_streams_bidi ::
                                                                      non_neg_integer(),
                                                                  initial_max_streams_uni ::
                                                                      non_neg_integer(),
                                                                  ack_delay_exponent :: 0..20,
                                                                  max_ack_delay :: non_neg_integer(),
                                                                  disable_active_migration :: boolean(),
                                                                  preferred_address ::
                                                                      nquic_transport:preferred_address() |
                                                                      undefined,
                                                                  active_connection_id_limit ::
                                                                      non_neg_integer(),
                                                                  initial_source_connection_id ::
                                                                      nquic:connection_id() | undefined,
                                                                  retry_source_connection_id ::
                                                                      nquic:connection_id() | undefined,
                                                                  version_information ::
                                                                      nquic_transport:version_information() |
                                                                      undefined,
                                                                  max_datagram_frame_size ::
                                                                      non_neg_integer() | undefined} |
                                                undefined,
                                            server_packet_processed :: boolean(),
                                            owner :: pid() | undefined,
                                            owner_mon :: reference() | undefined,
                                            deferred_flush_pending :: boolean(),
                                            pending_ack_count :: non_neg_integer(),
                                            ack_immediate :: boolean(),
                                            last_idle_ms :: non_neg_integer() | infinity | undefined,
                                            last_pto_ms ::
                                                nquic_protocol_timer:loss_detection_timer() | undefined,
                                            recv_ecn :: nquic_socket:ecn_mark(),
                                            pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                            gso_size :: undefined | pos_integer(),
                                            max_payload_size :: pos_integer(),
                                            server_per_conn_fd :: boolean(),
                                            proactive_cids :: boolean(),
                                            socket_connected :: boolean(),
                                            self_migration_pending :: boolean(),
                                            metrics_counters ::
                                                nquic_metrics:conn_counters() | undefined,
                                            spin_enabled :: boolean(),
                                            peer_spin :: 0..1,
                                            new_token_enabled :: boolean(),
                                            new_token_lifetime :: pos_integer(),
                                            qlog :: undefined | nquic_qlog:qlog_state(),
                                            close_kind ::
                                                undefined | local | peer | idle_timeout | protocol_error,
                                            crypto ::
                                                #conn_crypto{tls_state :: term(),
                                                             keys :: nquic_keys:key_map(),
                                                             app_send_keys :: map() | undefined,
                                                             app_recv_keys :: map() | undefined,
                                                             crypto_buffer ::
                                                                 #{nquic_packet:space() =>
                                                                       {non_neg_integer(),
                                                                        binary(),
                                                                        list()}},
                                                             cipher ::
                                                                 aes_128_gcm | aes_256_gcm |
                                                                 chacha20_poly1305,
                                                             cipher_suites ::
                                                                 [aes_128_gcm | aes_256_gcm |
                                                                  chacha20_poly1305] |
                                                                 undefined,
                                                             key_phase :: boolean(),
                                                             key_update_pending :: boolean(),
                                                             client_app_secret :: binary() | undefined,
                                                             server_app_secret :: binary() | undefined,
                                                             old_read_keys ::
                                                                 #{key := binary(), iv := binary()} |
                                                                 undefined,
                                                             zero_rtt_accepted :: boolean(),
                                                             replay_protection :: module() | undefined,
                                                             session_ticket :: map() | undefined,
                                                             resumption_secret :: binary() | undefined,
                                                             session_cache ::
                                                                 atom() |
                                                                 false |
                                                                 {module, module()} |
                                                                 undefined,
                                                             token_cache ::
                                                                 atom() | false | {module, module()},
                                                             alpn :: [binary()] | undefined,
                                                             hostname :: string() | binary() | undefined,
                                                             cert :: binary() | undefined,
                                                             cert_chain :: [binary()],
                                                             key :: any() | undefined,
                                                             verify :: verify_none | verify_peer,
                                                             cacerts :: [binary()],
                                                             peer_cert :: binary() | undefined,
                                                             static_key :: binary() | undefined},
                                            streams_state ::
                                                #conn_streams{streams ::
                                                                  #{nquic:stream_id() =>
                                                                        #stream_state{stream_id ::
                                                                                          nquic:stream_id(),
                                                                                      type :: bidi | uni,
                                                                                      send_state ::
                                                                                          ready | send |
                                                                                          data_sent |
                                                                                          data_recvd |
                                                                                          reset_sent |
                                                                                          reset_recvd,
                                                                                      send_offset ::
                                                                                          non_neg_integer(),
                                                                                      send_max_data ::
                                                                                          non_neg_integer(),
                                                                                      last_stream_data_blocked ::
                                                                                          non_neg_integer(),
                                                                                      pending_send_data ::
                                                                                          [binary()],
                                                                                      pending_send_size ::
                                                                                          non_neg_integer(),
                                                                                      pending_send_fin ::
                                                                                          boolean(),
                                                                                      recv_state ::
                                                                                          recv |
                                                                                          size_known |
                                                                                          data_recvd |
                                                                                          reset_recvd |
                                                                                          data_read |
                                                                                          reset_read,
                                                                                      recv_offset ::
                                                                                          non_neg_integer(),
                                                                                      recv_max_offset ::
                                                                                          non_neg_integer(),
                                                                                      recv_window ::
                                                                                          non_neg_integer(),
                                                                                      recv_buffer ::
                                                                                          gb_trees:tree(non_neg_integer(),
                                                                                                        {binary(),
                                                                                                         boolean()}),
                                                                                      app_buffer ::
                                                                                          iodata(),
                                                                                      app_buffer_size ::
                                                                                          non_neg_integer()}},
                                                              next_bidi_stream ::
                                                                  nquic:stream_id() | undefined,
                                                              next_uni_stream ::
                                                                  nquic:stream_id() | undefined,
                                                              peer_max_streams_bidi :: non_neg_integer(),
                                                              peer_max_streams_uni :: non_neg_integer(),
                                                              local_max_streams_bidi ::
                                                                  non_neg_integer(),
                                                              local_max_streams_uni :: non_neg_integer(),
                                                              last_sent_max_streams_bidi ::
                                                                  non_neg_integer(),
                                                              last_sent_max_streams_uni ::
                                                                  non_neg_integer(),
                                                              max_peer_bidi_stream_id ::
                                                                  non_neg_integer() | undefined,
                                                              max_peer_uni_stream_id ::
                                                                  non_neg_integer() | undefined,
                                                              opened_peer_bidi_count ::
                                                                  non_neg_integer(),
                                                              opened_peer_uni_count :: non_neg_integer(),
                                                              closed_peer_bidi_wm :: integer(),
                                                              closed_peer_uni_wm :: integer(),
                                                              closed_peer_streams ::
                                                                  #{nquic:stream_id() => true},
                                                              recv_waiters ::
                                                                  #{nquic:stream_id() =>
                                                                        gen_statem:from()},
                                                              accept_stream_waiters ::
                                                                  queue:queue(gen_statem:from()),
                                                              pending_streams ::
                                                                  queue:queue(nquic:stream_id()),
                                                              blocked_streams ::
                                                                  #{nquic:stream_id() => true},
                                                              pending_send_streams ::
                                                                  #{nquic:stream_id() => true},
                                                              send_buffer_high_water :: pos_integer(),
                                                              send_timeout :: timeout(),
                                                              send_waiters ::
                                                                  queue:queue(nquic_conn_send_waiters:t())},
                                            flow ::
                                                #conn_flow{local_max_data :: non_neg_integer(),
                                                           remote_max_data :: non_neg_integer(),
                                                           data_sent :: non_neg_integer(),
                                                           data_received :: non_neg_integer(),
                                                           last_data_blocked :: non_neg_integer(),
                                                           pending_initial_frames :: [nquic_frame:t()],
                                                           pending_handshake_frames :: [nquic_frame:t()],
                                                           pending_app_frames :: [nquic_frame:t()],
                                                           pending_app_pre_encoded ::
                                                               [{non_neg_integer(),
                                                                 iodata(),
                                                                 nquic_frame:t()}],
                                                           queued_app_send_bytes :: non_neg_integer(),
                                                           cwnd_exempt :: boolean()},
                                            path ::
                                                #conn_path_mgmt{path_state ::
                                                                    nquic_path:state() | undefined,
                                                                peer_cids ::
                                                                    #{non_neg_integer() =>
                                                                          #{cid := nquic:connection_id(),
                                                                            token := binary()}},
                                                                local_cids ::
                                                                    #{non_neg_integer() =>
                                                                          nquic:connection_id()},
                                                                local_cid_seq :: non_neg_integer(),
                                                                peer_retire_prior_to ::
                                                                    non_neg_integer(),
                                                                anti_amp_bytes_received ::
                                                                    non_neg_integer(),
                                                                anti_amp_bytes_sent :: non_neg_integer(),
                                                                address_validated :: boolean()}}.


      


Hand a peer-initiated stream to a parked accept_stream waiter,
or queue it for the next call.

  



  
    
      
    
    
      recv_stream(From, StreamID, Data)



        
          
        

    

  


  

      

          -spec recv_stream(gen_statem:from(),
                  nquic:stream_id(),
                  #conn_state{role :: client | server,
                              scid :: nquic:connection_id(),
                              dcid :: nquic:connection_id(),
                              odcid :: nquic:connection_id() | undefined,
                              retry_scid :: nquic:connection_id() | undefined,
                              retry_token :: binary(),
                              version :: non_neg_integer(),
                              version_preference :: [non_neg_integer()],
                              socket :: nquic_socket:t() | undefined,
                              peer :: nquic_socket:sockaddr() | undefined,
                              select_info :: nquic_socket:select_info() | undefined,
                              pn_spaces :: #{nquic_packet:space() => map()},
                              app_next_pn :: non_neg_integer(),
                              app_largest_received :: integer(),
                              app_largest_received_us :: integer() | undefined,
                              loss_state :: nquic_loss:loss_state() | undefined,
                              dispatch_table :: nquic_dispatch:t() | undefined,
                              listener :: pid() | undefined,
                              connect_waiters :: [gen_server:from()],
                              local_params ::
                                  #transport_params{original_destination_connection_id ::
                                                        nquic:connection_id() | undefined,
                                                    max_idle_timeout :: non_neg_integer(),
                                                    stateless_reset_token :: binary() | undefined,
                                                    max_udp_payload_size :: pos_integer(),
                                                    initial_max_data :: non_neg_integer(),
                                                    initial_max_stream_data_bidi_local ::
                                                        non_neg_integer(),
                                                    initial_max_stream_data_bidi_remote ::
                                                        non_neg_integer(),
                                                    initial_max_stream_data_uni :: non_neg_integer(),
                                                    initial_max_streams_bidi :: non_neg_integer(),
                                                    initial_max_streams_uni :: non_neg_integer(),
                                                    ack_delay_exponent :: 0..20,
                                                    max_ack_delay :: non_neg_integer(),
                                                    disable_active_migration :: boolean(),
                                                    preferred_address ::
                                                        nquic_transport:preferred_address() | undefined,
                                                    active_connection_id_limit :: non_neg_integer(),
                                                    initial_source_connection_id ::
                                                        nquic:connection_id() | undefined,
                                                    retry_source_connection_id ::
                                                        nquic:connection_id() | undefined,
                                                    version_information ::
                                                        nquic_transport:version_information() |
                                                        undefined,
                                                    max_datagram_frame_size ::
                                                        non_neg_integer() | undefined},
                              remote_params ::
                                  #transport_params{original_destination_connection_id ::
                                                        nquic:connection_id() | undefined,
                                                    max_idle_timeout :: non_neg_integer(),
                                                    stateless_reset_token :: binary() | undefined,
                                                    max_udp_payload_size :: pos_integer(),
                                                    initial_max_data :: non_neg_integer(),
                                                    initial_max_stream_data_bidi_local ::
                                                        non_neg_integer(),
                                                    initial_max_stream_data_bidi_remote ::
                                                        non_neg_integer(),
                                                    initial_max_stream_data_uni :: non_neg_integer(),
                                                    initial_max_streams_bidi :: non_neg_integer(),
                                                    initial_max_streams_uni :: non_neg_integer(),
                                                    ack_delay_exponent :: 0..20,
                                                    max_ack_delay :: non_neg_integer(),
                                                    disable_active_migration :: boolean(),
                                                    preferred_address ::
                                                        nquic_transport:preferred_address() | undefined,
                                                    active_connection_id_limit :: non_neg_integer(),
                                                    initial_source_connection_id ::
                                                        nquic:connection_id() | undefined,
                                                    retry_source_connection_id ::
                                                        nquic:connection_id() | undefined,
                                                    version_information ::
                                                        nquic_transport:version_information() |
                                                        undefined,
                                                    max_datagram_frame_size ::
                                                        non_neg_integer() | undefined} |
                                  undefined,
                              server_packet_processed :: boolean(),
                              owner :: pid() | undefined,
                              owner_mon :: reference() | undefined,
                              deferred_flush_pending :: boolean(),
                              pending_ack_count :: non_neg_integer(),
                              ack_immediate :: boolean(),
                              last_idle_ms :: non_neg_integer() | infinity | undefined,
                              last_pto_ms :: nquic_protocol_timer:loss_detection_timer() | undefined,
                              recv_ecn :: nquic_socket:ecn_mark(),
                              pmtud :: nquic_pmtud:pmtud_state() | undefined,
                              gso_size :: undefined | pos_integer(),
                              max_payload_size :: pos_integer(),
                              server_per_conn_fd :: boolean(),
                              proactive_cids :: boolean(),
                              socket_connected :: boolean(),
                              self_migration_pending :: boolean(),
                              metrics_counters :: nquic_metrics:conn_counters() | undefined,
                              spin_enabled :: boolean(),
                              peer_spin :: 0..1,
                              new_token_enabled :: boolean(),
                              new_token_lifetime :: pos_integer(),
                              qlog :: undefined | nquic_qlog:qlog_state(),
                              close_kind :: undefined | local | peer | idle_timeout | protocol_error,
                              crypto ::
                                  #conn_crypto{tls_state :: term(),
                                               keys :: nquic_keys:key_map(),
                                               app_send_keys :: map() | undefined,
                                               app_recv_keys :: map() | undefined,
                                               crypto_buffer ::
                                                   #{nquic_packet:space() =>
                                                         {non_neg_integer(), binary(), list()}},
                                               cipher :: aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                               cipher_suites ::
                                                   [aes_128_gcm | aes_256_gcm | chacha20_poly1305] |
                                                   undefined,
                                               key_phase :: boolean(),
                                               key_update_pending :: boolean(),
                                               client_app_secret :: binary() | undefined,
                                               server_app_secret :: binary() | undefined,
                                               old_read_keys ::
                                                   #{key := binary(), iv := binary()} | undefined,
                                               zero_rtt_accepted :: boolean(),
                                               replay_protection :: module() | undefined,
                                               session_ticket :: map() | undefined,
                                               resumption_secret :: binary() | undefined,
                                               session_cache ::
                                                   atom() | false | {module, module()} | undefined,
                                               token_cache :: atom() | false | {module, module()},
                                               alpn :: [binary()] | undefined,
                                               hostname :: string() | binary() | undefined,
                                               cert :: binary() | undefined,
                                               cert_chain :: [binary()],
                                               key :: any() | undefined,
                                               verify :: verify_none | verify_peer,
                                               cacerts :: [binary()],
                                               peer_cert :: binary() | undefined,
                                               static_key :: binary() | undefined},
                              streams_state ::
                                  #conn_streams{streams ::
                                                    #{nquic:stream_id() =>
                                                          #stream_state{stream_id :: nquic:stream_id(),
                                                                        type :: bidi | uni,
                                                                        send_state ::
                                                                            ready | send | data_sent |
                                                                            data_recvd | reset_sent |
                                                                            reset_recvd,
                                                                        send_offset :: non_neg_integer(),
                                                                        send_max_data ::
                                                                            non_neg_integer(),
                                                                        last_stream_data_blocked ::
                                                                            non_neg_integer(),
                                                                        pending_send_data :: [binary()],
                                                                        pending_send_size ::
                                                                            non_neg_integer(),
                                                                        pending_send_fin :: boolean(),
                                                                        recv_state ::
                                                                            recv | size_known |
                                                                            data_recvd | reset_recvd |
                                                                            data_read | reset_read,
                                                                        recv_offset :: non_neg_integer(),
                                                                        recv_max_offset ::
                                                                            non_neg_integer(),
                                                                        recv_window :: non_neg_integer(),
                                                                        recv_buffer ::
                                                                            gb_trees:tree(non_neg_integer(),
                                                                                          {binary(),
                                                                                           boolean()}),
                                                                        app_buffer :: iodata(),
                                                                        app_buffer_size ::
                                                                            non_neg_integer()}},
                                                next_bidi_stream :: nquic:stream_id() | undefined,
                                                next_uni_stream :: nquic:stream_id() | undefined,
                                                peer_max_streams_bidi :: non_neg_integer(),
                                                peer_max_streams_uni :: non_neg_integer(),
                                                local_max_streams_bidi :: non_neg_integer(),
                                                local_max_streams_uni :: non_neg_integer(),
                                                last_sent_max_streams_bidi :: non_neg_integer(),
                                                last_sent_max_streams_uni :: non_neg_integer(),
                                                max_peer_bidi_stream_id :: non_neg_integer() | undefined,
                                                max_peer_uni_stream_id :: non_neg_integer() | undefined,
                                                opened_peer_bidi_count :: non_neg_integer(),
                                                opened_peer_uni_count :: non_neg_integer(),
                                                closed_peer_bidi_wm :: integer(),
                                                closed_peer_uni_wm :: integer(),
                                                closed_peer_streams :: #{nquic:stream_id() => true},
                                                recv_waiters ::
                                                    #{nquic:stream_id() => gen_statem:from()},
                                                accept_stream_waiters :: queue:queue(gen_statem:from()),
                                                pending_streams :: queue:queue(nquic:stream_id()),
                                                blocked_streams :: #{nquic:stream_id() => true},
                                                pending_send_streams :: #{nquic:stream_id() => true},
                                                send_buffer_high_water :: pos_integer(),
                                                send_timeout :: timeout(),
                                                send_waiters :: queue:queue(nquic_conn_send_waiters:t())},
                              flow ::
                                  #conn_flow{local_max_data :: non_neg_integer(),
                                             remote_max_data :: non_neg_integer(),
                                             data_sent :: non_neg_integer(),
                                             data_received :: non_neg_integer(),
                                             last_data_blocked :: non_neg_integer(),
                                             pending_initial_frames :: [nquic_frame:t()],
                                             pending_handshake_frames :: [nquic_frame:t()],
                                             pending_app_frames :: [nquic_frame:t()],
                                             pending_app_pre_encoded ::
                                                 [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                             queued_app_send_bytes :: non_neg_integer(),
                                             cwnd_exempt :: boolean()},
                              path ::
                                  #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                                  peer_cids ::
                                                      #{non_neg_integer() =>
                                                            #{cid := nquic:connection_id(),
                                                              token := binary()}},
                                                  local_cids ::
                                                      #{non_neg_integer() => nquic:connection_id()},
                                                  local_cid_seq :: non_neg_integer(),
                                                  peer_retire_prior_to :: non_neg_integer(),
                                                  anti_amp_bytes_received :: non_neg_integer(),
                                                  anti_amp_bytes_sent :: non_neg_integer(),
                                                  address_validated :: boolean()}}) ->
                     reply_result().


      



  



  
    
      
    
    
      store_token/4



        
          
        

    

  


  

      

          -spec store_token(atom() | {module, module()},
                  inet:hostname() | inet:ip_address(),
                  inet:port_number(),
                  binary()) ->
                     ok.


      



  


        

      


  

    
nquic_conn_timers 
    



      
gen_statem timer adapters for the QUIC connection state machine.
Translates nquic_protocol's abstract timer actions into gen_statem
timeout actions, computes the idle / PTO timer values for the
current state, and runs the PTO probe handler for the
initial / handshake states (the established state delegates PTO to
nquic_protocol:handle_timeout/2).

      


      
        Summary


  
    Functions
  


    
      
        ensure_handshake_timers/1

      


        Ensure idle + PTO timers are armed on a handler result.



    


    
      
        handle_pto(StateName, Data)

      


        Handle the loss detection timer in the initial / handshake states.
Services it with nquic_protocol_send:handle_handshake_timer/2, which
retransmits the packets lost at the loss time or queues the PTO probes,
then flushes and restarts the timer. The established state delegates
the timer to nquic_protocol:handle_timeout/2 instead.



    


    
      
        idle_timeout_to_param/1

      


        Convert a user-facing idle_timeout option to the transport-parameter
value: infinity becomes 0 (RFC 9000 §18.2: "no limit advertised").



    


    
      
        set_idle_timer/1

      


        Compute the gen_statem idle_timeout action for the current state.
RFC 9000 §10.1: effective timeout is min(local, remote); 0 means
disabled, in which case no timer is armed (returned as an empty list).



    


    
      
        set_pto_timer(Data)

      


        Compute the gen_statem pto_timeout action for the current state: an
absolute timeout at nquic_protocol_timer:pto_deadline_ms/1, or a PTO
cancellation.



    


    
      
        timer_actions_to_statem(Actions)

      


        Translate nquic_protocol's timer actions into gen_statem timeout actions.
Tail-recursive with accumulator; order doesn't matter for gen_statem
actions. nquic_protocol only emits cancel_timer for the PTO timer
today; other timers replace themselves implicitly when re-armed. If
the protocol starts cancelling more types, Dialyzer flags the missing
clauses.



    





      


      
        Functions


        


  
    
      
    
    
      ensure_handshake_timers/1



        
          
        

    

  


  

      

          -spec ensure_handshake_timers(gen_statem:event_handler_result(nquic_conn_statem:state_name(),
                                                              #conn_state{role :: client | server,
                                                                          scid :: nquic:connection_id(),
                                                                          dcid :: nquic:connection_id(),
                                                                          odcid ::
                                                                              nquic:connection_id() |
                                                                              undefined,
                                                                          retry_scid ::
                                                                              nquic:connection_id() |
                                                                              undefined,
                                                                          retry_token :: binary(),
                                                                          version :: non_neg_integer(),
                                                                          version_preference ::
                                                                              [non_neg_integer()],
                                                                          socket ::
                                                                              nquic_socket:t() |
                                                                              undefined,
                                                                          peer ::
                                                                              nquic_socket:sockaddr() |
                                                                              undefined,
                                                                          select_info ::
                                                                              nquic_socket:select_info() |
                                                                              undefined,
                                                                          pn_spaces ::
                                                                              #{nquic_packet:space() =>
                                                                                    map()},
                                                                          app_next_pn ::
                                                                              non_neg_integer(),
                                                                          app_largest_received ::
                                                                              integer(),
                                                                          app_largest_received_us ::
                                                                              integer() | undefined,
                                                                          loss_state ::
                                                                              nquic_loss:loss_state() |
                                                                              undefined,
                                                                          dispatch_table ::
                                                                              nquic_dispatch:t() |
                                                                              undefined,
                                                                          listener :: pid() | undefined,
                                                                          connect_waiters ::
                                                                              [gen_server:from()],
                                                                          local_params ::
                                                                              #transport_params{original_destination_connection_id ::
                                                                                                    nquic:connection_id() |
                                                                                                    undefined,
                                                                                                max_idle_timeout ::
                                                                                                    non_neg_integer(),
                                                                                                stateless_reset_token ::
                                                                                                    binary() |
                                                                                                    undefined,
                                                                                                max_udp_payload_size ::
                                                                                                    pos_integer(),
                                                                                                initial_max_data ::
                                                                                                    non_neg_integer(),
                                                                                                initial_max_stream_data_bidi_local ::
                                                                                                    non_neg_integer(),
                                                                                                initial_max_stream_data_bidi_remote ::
                                                                                                    non_neg_integer(),
                                                                                                initial_max_stream_data_uni ::
                                                                                                    non_neg_integer(),
                                                                                                initial_max_streams_bidi ::
                                                                                                    non_neg_integer(),
                                                                                                initial_max_streams_uni ::
                                                                                                    non_neg_integer(),
                                                                                                ack_delay_exponent ::
                                                                                                    0..
                                                                                                    20,
                                                                                                max_ack_delay ::
                                                                                                    non_neg_integer(),
                                                                                                disable_active_migration ::
                                                                                                    boolean(),
                                                                                                preferred_address ::
                                                                                                    nquic_transport:preferred_address() |
                                                                                                    undefined,
                                                                                                active_connection_id_limit ::
                                                                                                    non_neg_integer(),
                                                                                                initial_source_connection_id ::
                                                                                                    nquic:connection_id() |
                                                                                                    undefined,
                                                                                                retry_source_connection_id ::
                                                                                                    nquic:connection_id() |
                                                                                                    undefined,
                                                                                                version_information ::
                                                                                                    nquic_transport:version_information() |
                                                                                                    undefined,
                                                                                                max_datagram_frame_size ::
                                                                                                    non_neg_integer() |
                                                                                                    undefined},
                                                                          remote_params ::
                                                                              #transport_params{original_destination_connection_id ::
                                                                                                    nquic:connection_id() |
                                                                                                    undefined,
                                                                                                max_idle_timeout ::
                                                                                                    non_neg_integer(),
                                                                                                stateless_reset_token ::
                                                                                                    binary() |
                                                                                                    undefined,
                                                                                                max_udp_payload_size ::
                                                                                                    pos_integer(),
                                                                                                initial_max_data ::
                                                                                                    non_neg_integer(),
                                                                                                initial_max_stream_data_bidi_local ::
                                                                                                    non_neg_integer(),
                                                                                                initial_max_stream_data_bidi_remote ::
                                                                                                    non_neg_integer(),
                                                                                                initial_max_stream_data_uni ::
                                                                                                    non_neg_integer(),
                                                                                                initial_max_streams_bidi ::
                                                                                                    non_neg_integer(),
                                                                                                initial_max_streams_uni ::
                                                                                                    non_neg_integer(),
                                                                                                ack_delay_exponent ::
                                                                                                    0..
                                                                                                    20,
                                                                                                max_ack_delay ::
                                                                                                    non_neg_integer(),
                                                                                                disable_active_migration ::
                                                                                                    boolean(),
                                                                                                preferred_address ::
                                                                                                    nquic_transport:preferred_address() |
                                                                                                    undefined,
                                                                                                active_connection_id_limit ::
                                                                                                    non_neg_integer(),
                                                                                                initial_source_connection_id ::
                                                                                                    nquic:connection_id() |
                                                                                                    undefined,
                                                                                                retry_source_connection_id ::
                                                                                                    nquic:connection_id() |
                                                                                                    undefined,
                                                                                                version_information ::
                                                                                                    nquic_transport:version_information() |
                                                                                                    undefined,
                                                                                                max_datagram_frame_size ::
                                                                                                    non_neg_integer() |
                                                                                                    undefined} |
                                                                              undefined,
                                                                          server_packet_processed ::
                                                                              boolean(),
                                                                          owner :: pid() | undefined,
                                                                          owner_mon ::
                                                                              reference() | undefined,
                                                                          deferred_flush_pending ::
                                                                              boolean(),
                                                                          pending_ack_count ::
                                                                              non_neg_integer(),
                                                                          ack_immediate :: boolean(),
                                                                          last_idle_ms ::
                                                                              non_neg_integer() |
                                                                              infinity | undefined,
                                                                          last_pto_ms ::
                                                                              nquic_protocol_timer:loss_detection_timer() |
                                                                              undefined,
                                                                          recv_ecn ::
                                                                              nquic_socket:ecn_mark(),
                                                                          pmtud ::
                                                                              nquic_pmtud:pmtud_state() |
                                                                              undefined,
                                                                          gso_size ::
                                                                              undefined | pos_integer(),
                                                                          max_payload_size ::
                                                                              pos_integer(),
                                                                          server_per_conn_fd ::
                                                                              boolean(),
                                                                          proactive_cids :: boolean(),
                                                                          socket_connected :: boolean(),
                                                                          self_migration_pending ::
                                                                              boolean(),
                                                                          metrics_counters ::
                                                                              nquic_metrics:conn_counters() |
                                                                              undefined,
                                                                          spin_enabled :: boolean(),
                                                                          peer_spin :: 0..1,
                                                                          new_token_enabled :: boolean(),
                                                                          new_token_lifetime ::
                                                                              pos_integer(),
                                                                          qlog ::
                                                                              undefined |
                                                                              nquic_qlog:qlog_state(),
                                                                          close_kind ::
                                                                              undefined | local | peer |
                                                                              idle_timeout |
                                                                              protocol_error,
                                                                          crypto ::
                                                                              #conn_crypto{tls_state ::
                                                                                               term(),
                                                                                           keys ::
                                                                                               nquic_keys:key_map(),
                                                                                           app_send_keys ::
                                                                                               map() |
                                                                                               undefined,
                                                                                           app_recv_keys ::
                                                                                               map() |
                                                                                               undefined,
                                                                                           crypto_buffer ::
                                                                                               #{nquic_packet:space() =>
                                                                                                     {non_neg_integer(),
                                                                                                      binary(),
                                                                                                      list()}},
                                                                                           cipher ::
                                                                                               aes_128_gcm |
                                                                                               aes_256_gcm |
                                                                                               chacha20_poly1305,
                                                                                           cipher_suites ::
                                                                                               [aes_128_gcm |
                                                                                                aes_256_gcm |
                                                                                                chacha20_poly1305] |
                                                                                               undefined,
                                                                                           key_phase ::
                                                                                               boolean(),
                                                                                           key_update_pending ::
                                                                                               boolean(),
                                                                                           client_app_secret ::
                                                                                               binary() |
                                                                                               undefined,
                                                                                           server_app_secret ::
                                                                                               binary() |
                                                                                               undefined,
                                                                                           old_read_keys ::
                                                                                               #{key :=
                                                                                                     binary(),
                                                                                                 iv :=
                                                                                                     binary()} |
                                                                                               undefined,
                                                                                           zero_rtt_accepted ::
                                                                                               boolean(),
                                                                                           replay_protection ::
                                                                                               module() |
                                                                                               undefined,
                                                                                           session_ticket ::
                                                                                               map() |
                                                                                               undefined,
                                                                                           resumption_secret ::
                                                                                               binary() |
                                                                                               undefined,
                                                                                           session_cache ::
                                                                                               atom() |
                                                                                               false |
                                                                                               {module,
                                                                                                module()} |
                                                                                               undefined,
                                                                                           token_cache ::
                                                                                               atom() |
                                                                                               false |
                                                                                               {module,
                                                                                                module()},
                                                                                           alpn ::
                                                                                               [binary()] |
                                                                                               undefined,
                                                                                           hostname ::
                                                                                               string() |
                                                                                               binary() |
                                                                                               undefined,
                                                                                           cert ::
                                                                                               binary() |
                                                                                               undefined,
                                                                                           cert_chain ::
                                                                                               [binary()],
                                                                                           key ::
                                                                                               any() |
                                                                                               undefined,
                                                                                           verify ::
                                                                                               verify_none |
                                                                                               verify_peer,
                                                                                           cacerts ::
                                                                                               [binary()],
                                                                                           peer_cert ::
                                                                                               binary() |
                                                                                               undefined,
                                                                                           static_key ::
                                                                                               binary() |
                                                                                               undefined},
                                                                          streams_state ::
                                                                              #conn_streams{streams ::
                                                                                                #{nquic:stream_id() =>
                                                                                                      #stream_state{stream_id ::
                                                                                                                        nquic:stream_id(),
                                                                                                                    type ::
                                                                                                                        bidi |
                                                                                                                        uni,
                                                                                                                    send_state ::
                                                                                                                        ready |
                                                                                                                        send |
                                                                                                                        data_sent |
                                                                                                                        data_recvd |
                                                                                                                        reset_sent |
                                                                                                                        reset_recvd,
                                                                                                                    send_offset ::
                                                                                                                        non_neg_integer(),
                                                                                                                    send_max_data ::
                                                                                                                        non_neg_integer(),
                                                                                                                    last_stream_data_blocked ::
                                                                                                                        non_neg_integer(),
                                                                                                                    pending_send_data ::
                                                                                                                        [binary()],
                                                                                                                    pending_send_size ::
                                                                                                                        non_neg_integer(),
                                                                                                                    pending_send_fin ::
                                                                                                                        boolean(),
                                                                                                                    recv_state ::
                                                                                                                        recv |
                                                                                                                        size_known |
                                                                                                                        data_recvd |
                                                                                                                        reset_recvd |
                                                                                                                        data_read |
                                                                                                                        reset_read,
                                                                                                                    recv_offset ::
                                                                                                                        non_neg_integer(),
                                                                                                                    recv_max_offset ::
                                                                                                                        non_neg_integer(),
                                                                                                                    recv_window ::
                                                                                                                        non_neg_integer(),
                                                                                                                    recv_buffer ::
                                                                                                                        gb_trees:tree(non_neg_integer(),
                                                                                                                                      {binary(),
                                                                                                                                       boolean()}),
                                                                                                                    app_buffer ::
                                                                                                                        iodata(),
                                                                                                                    app_buffer_size ::
                                                                                                                        non_neg_integer()}},
                                                                                            next_bidi_stream ::
                                                                                                nquic:stream_id() |
                                                                                                undefined,
                                                                                            next_uni_stream ::
                                                                                                nquic:stream_id() |
                                                                                                undefined,
                                                                                            peer_max_streams_bidi ::
                                                                                                non_neg_integer(),
                                                                                            peer_max_streams_uni ::
                                                                                                non_neg_integer(),
                                                                                            local_max_streams_bidi ::
                                                                                                non_neg_integer(),
                                                                                            local_max_streams_uni ::
                                                                                                non_neg_integer(),
                                                                                            last_sent_max_streams_bidi ::
                                                                                                non_neg_integer(),
                                                                                            last_sent_max_streams_uni ::
                                                                                                non_neg_integer(),
                                                                                            max_peer_bidi_stream_id ::
                                                                                                non_neg_integer() |
                                                                                                undefined,
                                                                                            max_peer_uni_stream_id ::
                                                                                                non_neg_integer() |
                                                                                                undefined,
                                                                                            opened_peer_bidi_count ::
                                                                                                non_neg_integer(),
                                                                                            opened_peer_uni_count ::
                                                                                                non_neg_integer(),
                                                                                            closed_peer_bidi_wm ::
                                                                                                integer(),
                                                                                            closed_peer_uni_wm ::
                                                                                                integer(),
                                                                                            closed_peer_streams ::
                                                                                                #{nquic:stream_id() =>
                                                                                                      true},
                                                                                            recv_waiters ::
                                                                                                #{nquic:stream_id() =>
                                                                                                      gen_statem:from()},
                                                                                            accept_stream_waiters ::
                                                                                                queue:queue(gen_statem:from()),
                                                                                            pending_streams ::
                                                                                                queue:queue(nquic:stream_id()),
                                                                                            blocked_streams ::
                                                                                                #{nquic:stream_id() =>
                                                                                                      true},
                                                                                            pending_send_streams ::
                                                                                                #{nquic:stream_id() =>
                                                                                                      true},
                                                                                            send_buffer_high_water ::
                                                                                                pos_integer(),
                                                                                            send_timeout ::
                                                                                                timeout(),
                                                                                            send_waiters ::
                                                                                                queue:queue(nquic_conn_send_waiters:t())},
                                                                          flow ::
                                                                              #conn_flow{local_max_data ::
                                                                                             non_neg_integer(),
                                                                                         remote_max_data ::
                                                                                             non_neg_integer(),
                                                                                         data_sent ::
                                                                                             non_neg_integer(),
                                                                                         data_received ::
                                                                                             non_neg_integer(),
                                                                                         last_data_blocked ::
                                                                                             non_neg_integer(),
                                                                                         pending_initial_frames ::
                                                                                             [nquic_frame:t()],
                                                                                         pending_handshake_frames ::
                                                                                             [nquic_frame:t()],
                                                                                         pending_app_frames ::
                                                                                             [nquic_frame:t()],
                                                                                         pending_app_pre_encoded ::
                                                                                             [{non_neg_integer(),
                                                                                               iodata(),
                                                                                               nquic_frame:t()}],
                                                                                         queued_app_send_bytes ::
                                                                                             non_neg_integer(),
                                                                                         cwnd_exempt ::
                                                                                             boolean()},
                                                                          path ::
                                                                              #conn_path_mgmt{path_state ::
                                                                                                  nquic_path:state() |
                                                                                                  undefined,
                                                                                              peer_cids ::
                                                                                                  #{non_neg_integer() =>
                                                                                                        #{cid :=
                                                                                                              nquic:connection_id(),
                                                                                                          token :=
                                                                                                              binary()}},
                                                                                              local_cids ::
                                                                                                  #{non_neg_integer() =>
                                                                                                        nquic:connection_id()},
                                                                                              local_cid_seq ::
                                                                                                  non_neg_integer(),
                                                                                              peer_retire_prior_to ::
                                                                                                  non_neg_integer(),
                                                                                              anti_amp_bytes_received ::
                                                                                                  non_neg_integer(),
                                                                                              anti_amp_bytes_sent ::
                                                                                                  non_neg_integer(),
                                                                                              address_validated ::
                                                                                                  boolean()}})) ->
                                 gen_statem:event_handler_result(nquic_conn_statem:state_name(),
                                                                 #conn_state{role :: client | server,
                                                                             scid ::
                                                                                 nquic:connection_id(),
                                                                             dcid ::
                                                                                 nquic:connection_id(),
                                                                             odcid ::
                                                                                 nquic:connection_id() |
                                                                                 undefined,
                                                                             retry_scid ::
                                                                                 nquic:connection_id() |
                                                                                 undefined,
                                                                             retry_token :: binary(),
                                                                             version ::
                                                                                 non_neg_integer(),
                                                                             version_preference ::
                                                                                 [non_neg_integer()],
                                                                             socket ::
                                                                                 nquic_socket:t() |
                                                                                 undefined,
                                                                             peer ::
                                                                                 nquic_socket:sockaddr() |
                                                                                 undefined,
                                                                             select_info ::
                                                                                 nquic_socket:select_info() |
                                                                                 undefined,
                                                                             pn_spaces ::
                                                                                 #{nquic_packet:space() =>
                                                                                       map()},
                                                                             app_next_pn ::
                                                                                 non_neg_integer(),
                                                                             app_largest_received ::
                                                                                 integer(),
                                                                             app_largest_received_us ::
                                                                                 integer() | undefined,
                                                                             loss_state ::
                                                                                 nquic_loss:loss_state() |
                                                                                 undefined,
                                                                             dispatch_table ::
                                                                                 nquic_dispatch:t() |
                                                                                 undefined,
                                                                             listener ::
                                                                                 pid() | undefined,
                                                                             connect_waiters ::
                                                                                 [gen_server:from()],
                                                                             local_params ::
                                                                                 #transport_params{original_destination_connection_id ::
                                                                                                       nquic:connection_id() |
                                                                                                       undefined,
                                                                                                   max_idle_timeout ::
                                                                                                       non_neg_integer(),
                                                                                                   stateless_reset_token ::
                                                                                                       binary() |
                                                                                                       undefined,
                                                                                                   max_udp_payload_size ::
                                                                                                       pos_integer(),
                                                                                                   initial_max_data ::
                                                                                                       non_neg_integer(),
                                                                                                   initial_max_stream_data_bidi_local ::
                                                                                                       non_neg_integer(),
                                                                                                   initial_max_stream_data_bidi_remote ::
                                                                                                       non_neg_integer(),
                                                                                                   initial_max_stream_data_uni ::
                                                                                                       non_neg_integer(),
                                                                                                   initial_max_streams_bidi ::
                                                                                                       non_neg_integer(),
                                                                                                   initial_max_streams_uni ::
                                                                                                       non_neg_integer(),
                                                                                                   ack_delay_exponent ::
                                                                                                       0..
                                                                                                       20,
                                                                                                   max_ack_delay ::
                                                                                                       non_neg_integer(),
                                                                                                   disable_active_migration ::
                                                                                                       boolean(),
                                                                                                   preferred_address ::
                                                                                                       nquic_transport:preferred_address() |
                                                                                                       undefined,
                                                                                                   active_connection_id_limit ::
                                                                                                       non_neg_integer(),
                                                                                                   initial_source_connection_id ::
                                                                                                       nquic:connection_id() |
                                                                                                       undefined,
                                                                                                   retry_source_connection_id ::
                                                                                                       nquic:connection_id() |
                                                                                                       undefined,
                                                                                                   version_information ::
                                                                                                       nquic_transport:version_information() |
                                                                                                       undefined,
                                                                                                   max_datagram_frame_size ::
                                                                                                       non_neg_integer() |
                                                                                                       undefined},
                                                                             remote_params ::
                                                                                 #transport_params{original_destination_connection_id ::
                                                                                                       nquic:connection_id() |
                                                                                                       undefined,
                                                                                                   max_idle_timeout ::
                                                                                                       non_neg_integer(),
                                                                                                   stateless_reset_token ::
                                                                                                       binary() |
                                                                                                       undefined,
                                                                                                   max_udp_payload_size ::
                                                                                                       pos_integer(),
                                                                                                   initial_max_data ::
                                                                                                       non_neg_integer(),
                                                                                                   initial_max_stream_data_bidi_local ::
                                                                                                       non_neg_integer(),
                                                                                                   initial_max_stream_data_bidi_remote ::
                                                                                                       non_neg_integer(),
                                                                                                   initial_max_stream_data_uni ::
                                                                                                       non_neg_integer(),
                                                                                                   initial_max_streams_bidi ::
                                                                                                       non_neg_integer(),
                                                                                                   initial_max_streams_uni ::
                                                                                                       non_neg_integer(),
                                                                                                   ack_delay_exponent ::
                                                                                                       0..
                                                                                                       20,
                                                                                                   max_ack_delay ::
                                                                                                       non_neg_integer(),
                                                                                                   disable_active_migration ::
                                                                                                       boolean(),
                                                                                                   preferred_address ::
                                                                                                       nquic_transport:preferred_address() |
                                                                                                       undefined,
                                                                                                   active_connection_id_limit ::
                                                                                                       non_neg_integer(),
                                                                                                   initial_source_connection_id ::
                                                                                                       nquic:connection_id() |
                                                                                                       undefined,
                                                                                                   retry_source_connection_id ::
                                                                                                       nquic:connection_id() |
                                                                                                       undefined,
                                                                                                   version_information ::
                                                                                                       nquic_transport:version_information() |
                                                                                                       undefined,
                                                                                                   max_datagram_frame_size ::
                                                                                                       non_neg_integer() |
                                                                                                       undefined} |
                                                                                 undefined,
                                                                             server_packet_processed ::
                                                                                 boolean(),
                                                                             owner :: pid() | undefined,
                                                                             owner_mon ::
                                                                                 reference() | undefined,
                                                                             deferred_flush_pending ::
                                                                                 boolean(),
                                                                             pending_ack_count ::
                                                                                 non_neg_integer(),
                                                                             ack_immediate :: boolean(),
                                                                             last_idle_ms ::
                                                                                 non_neg_integer() |
                                                                                 infinity | undefined,
                                                                             last_pto_ms ::
                                                                                 nquic_protocol_timer:loss_detection_timer() |
                                                                                 undefined,
                                                                             recv_ecn ::
                                                                                 nquic_socket:ecn_mark(),
                                                                             pmtud ::
                                                                                 nquic_pmtud:pmtud_state() |
                                                                                 undefined,
                                                                             gso_size ::
                                                                                 undefined |
                                                                                 pos_integer(),
                                                                             max_payload_size ::
                                                                                 pos_integer(),
                                                                             server_per_conn_fd ::
                                                                                 boolean(),
                                                                             proactive_cids :: boolean(),
                                                                             socket_connected ::
                                                                                 boolean(),
                                                                             self_migration_pending ::
                                                                                 boolean(),
                                                                             metrics_counters ::
                                                                                 nquic_metrics:conn_counters() |
                                                                                 undefined,
                                                                             spin_enabled :: boolean(),
                                                                             peer_spin :: 0..1,
                                                                             new_token_enabled ::
                                                                                 boolean(),
                                                                             new_token_lifetime ::
                                                                                 pos_integer(),
                                                                             qlog ::
                                                                                 undefined |
                                                                                 nquic_qlog:qlog_state(),
                                                                             close_kind ::
                                                                                 undefined | local |
                                                                                 peer | idle_timeout |
                                                                                 protocol_error,
                                                                             crypto ::
                                                                                 #conn_crypto{tls_state ::
                                                                                                  term(),
                                                                                              keys ::
                                                                                                  nquic_keys:key_map(),
                                                                                              app_send_keys ::
                                                                                                  map() |
                                                                                                  undefined,
                                                                                              app_recv_keys ::
                                                                                                  map() |
                                                                                                  undefined,
                                                                                              crypto_buffer ::
                                                                                                  #{nquic_packet:space() =>
                                                                                                        {non_neg_integer(),
                                                                                                         binary(),
                                                                                                         list()}},
                                                                                              cipher ::
                                                                                                  aes_128_gcm |
                                                                                                  aes_256_gcm |
                                                                                                  chacha20_poly1305,
                                                                                              cipher_suites ::
                                                                                                  [aes_128_gcm |
                                                                                                   aes_256_gcm |
                                                                                                   chacha20_poly1305] |
                                                                                                  undefined,
                                                                                              key_phase ::
                                                                                                  boolean(),
                                                                                              key_update_pending ::
                                                                                                  boolean(),
                                                                                              client_app_secret ::
                                                                                                  binary() |
                                                                                                  undefined,
                                                                                              server_app_secret ::
                                                                                                  binary() |
                                                                                                  undefined,
                                                                                              old_read_keys ::
                                                                                                  #{key :=
                                                                                                        binary(),
                                                                                                    iv :=
                                                                                                        binary()} |
                                                                                                  undefined,
                                                                                              zero_rtt_accepted ::
                                                                                                  boolean(),
                                                                                              replay_protection ::
                                                                                                  module() |
                                                                                                  undefined,
                                                                                              session_ticket ::
                                                                                                  map() |
                                                                                                  undefined,
                                                                                              resumption_secret ::
                                                                                                  binary() |
                                                                                                  undefined,
                                                                                              session_cache ::
                                                                                                  atom() |
                                                                                                  false |
                                                                                                  {module,
                                                                                                   module()} |
                                                                                                  undefined,
                                                                                              token_cache ::
                                                                                                  atom() |
                                                                                                  false |
                                                                                                  {module,
                                                                                                   module()},
                                                                                              alpn ::
                                                                                                  [binary()] |
                                                                                                  undefined,
                                                                                              hostname ::
                                                                                                  string() |
                                                                                                  binary() |
                                                                                                  undefined,
                                                                                              cert ::
                                                                                                  binary() |
                                                                                                  undefined,
                                                                                              cert_chain ::
                                                                                                  [binary()],
                                                                                              key ::
                                                                                                  any() |
                                                                                                  undefined,
                                                                                              verify ::
                                                                                                  verify_none |
                                                                                                  verify_peer,
                                                                                              cacerts ::
                                                                                                  [binary()],
                                                                                              peer_cert ::
                                                                                                  binary() |
                                                                                                  undefined,
                                                                                              static_key ::
                                                                                                  binary() |
                                                                                                  undefined},
                                                                             streams_state ::
                                                                                 #conn_streams{streams ::
                                                                                                   #{nquic:stream_id() =>
                                                                                                         #stream_state{stream_id ::
                                                                                                                           nquic:stream_id(),
                                                                                                                       type ::
                                                                                                                           bidi |
                                                                                                                           uni,
                                                                                                                       send_state ::
                                                                                                                           ready |
                                                                                                                           send |
                                                                                                                           data_sent |
                                                                                                                           data_recvd |
                                                                                                                           reset_sent |
                                                                                                                           reset_recvd,
                                                                                                                       send_offset ::
                                                                                                                           non_neg_integer(),
                                                                                                                       send_max_data ::
                                                                                                                           non_neg_integer(),
                                                                                                                       last_stream_data_blocked ::
                                                                                                                           non_neg_integer(),
                                                                                                                       pending_send_data ::
                                                                                                                           [binary()],
                                                                                                                       pending_send_size ::
                                                                                                                           non_neg_integer(),
                                                                                                                       pending_send_fin ::
                                                                                                                           boolean(),
                                                                                                                       recv_state ::
                                                                                                                           recv |
                                                                                                                           size_known |
                                                                                                                           data_recvd |
                                                                                                                           reset_recvd |
                                                                                                                           data_read |
                                                                                                                           reset_read,
                                                                                                                       recv_offset ::
                                                                                                                           non_neg_integer(),
                                                                                                                       recv_max_offset ::
                                                                                                                           non_neg_integer(),
                                                                                                                       recv_window ::
                                                                                                                           non_neg_integer(),
                                                                                                                       recv_buffer ::
                                                                                                                           gb_trees:tree(non_neg_integer(),
                                                                                                                                         {binary(),
                                                                                                                                          boolean()}),
                                                                                                                       app_buffer ::
                                                                                                                           iodata(),
                                                                                                                       app_buffer_size ::
                                                                                                                           non_neg_integer()}},
                                                                                               next_bidi_stream ::
                                                                                                   nquic:stream_id() |
                                                                                                   undefined,
                                                                                               next_uni_stream ::
                                                                                                   nquic:stream_id() |
                                                                                                   undefined,
                                                                                               peer_max_streams_bidi ::
                                                                                                   non_neg_integer(),
                                                                                               peer_max_streams_uni ::
                                                                                                   non_neg_integer(),
                                                                                               local_max_streams_bidi ::
                                                                                                   non_neg_integer(),
                                                                                               local_max_streams_uni ::
                                                                                                   non_neg_integer(),
                                                                                               last_sent_max_streams_bidi ::
                                                                                                   non_neg_integer(),
                                                                                               last_sent_max_streams_uni ::
                                                                                                   non_neg_integer(),
                                                                                               max_peer_bidi_stream_id ::
                                                                                                   non_neg_integer() |
                                                                                                   undefined,
                                                                                               max_peer_uni_stream_id ::
                                                                                                   non_neg_integer() |
                                                                                                   undefined,
                                                                                               opened_peer_bidi_count ::
                                                                                                   non_neg_integer(),
                                                                                               opened_peer_uni_count ::
                                                                                                   non_neg_integer(),
                                                                                               closed_peer_bidi_wm ::
                                                                                                   integer(),
                                                                                               closed_peer_uni_wm ::
                                                                                                   integer(),
                                                                                               closed_peer_streams ::
                                                                                                   #{nquic:stream_id() =>
                                                                                                         true},
                                                                                               recv_waiters ::
                                                                                                   #{nquic:stream_id() =>
                                                                                                         gen_statem:from()},
                                                                                               accept_stream_waiters ::
                                                                                                   queue:queue(gen_statem:from()),
                                                                                               pending_streams ::
                                                                                                   queue:queue(nquic:stream_id()),
                                                                                               blocked_streams ::
                                                                                                   #{nquic:stream_id() =>
                                                                                                         true},
                                                                                               pending_send_streams ::
                                                                                                   #{nquic:stream_id() =>
                                                                                                         true},
                                                                                               send_buffer_high_water ::
                                                                                                   pos_integer(),
                                                                                               send_timeout ::
                                                                                                   timeout(),
                                                                                               send_waiters ::
                                                                                                   queue:queue(nquic_conn_send_waiters:t())},
                                                                             flow ::
                                                                                 #conn_flow{local_max_data ::
                                                                                                non_neg_integer(),
                                                                                            remote_max_data ::
                                                                                                non_neg_integer(),
                                                                                            data_sent ::
                                                                                                non_neg_integer(),
                                                                                            data_received ::
                                                                                                non_neg_integer(),
                                                                                            last_data_blocked ::
                                                                                                non_neg_integer(),
                                                                                            pending_initial_frames ::
                                                                                                [nquic_frame:t()],
                                                                                            pending_handshake_frames ::
                                                                                                [nquic_frame:t()],
                                                                                            pending_app_frames ::
                                                                                                [nquic_frame:t()],
                                                                                            pending_app_pre_encoded ::
                                                                                                [{non_neg_integer(),
                                                                                                  iodata(),
                                                                                                  nquic_frame:t()}],
                                                                                            queued_app_send_bytes ::
                                                                                                non_neg_integer(),
                                                                                            cwnd_exempt ::
                                                                                                boolean()},
                                                                             path ::
                                                                                 #conn_path_mgmt{path_state ::
                                                                                                     nquic_path:state() |
                                                                                                     undefined,
                                                                                                 peer_cids ::
                                                                                                     #{non_neg_integer() =>
                                                                                                           #{cid :=
                                                                                                                 nquic:connection_id(),
                                                                                                             token :=
                                                                                                                 binary()}},
                                                                                                 local_cids ::
                                                                                                     #{non_neg_integer() =>
                                                                                                           nquic:connection_id()},
                                                                                                 local_cid_seq ::
                                                                                                     non_neg_integer(),
                                                                                                 peer_retire_prior_to ::
                                                                                                     non_neg_integer(),
                                                                                                 anti_amp_bytes_received ::
                                                                                                     non_neg_integer(),
                                                                                                 anti_amp_bytes_sent ::
                                                                                                     non_neg_integer(),
                                                                                                 address_validated ::
                                                                                                     boolean()}}).


      


Ensure idle + PTO timers are armed on a handler result.
Used after the client's first Initial send so the loss-detection
timer is armed even if no packet arrived synchronously (the send-only
path skips process_datagram, which is where these timers are
normally set). Subsequent PTO or process_datagram calls replace
these actions idempotently.

  



  
    
      
    
    
      handle_pto(StateName, Data)



        
          
        

    

  


  

      

          -spec handle_pto(initial | handshake,
                 #conn_state{role :: client | server,
                             scid :: nquic:connection_id(),
                             dcid :: nquic:connection_id(),
                             odcid :: nquic:connection_id() | undefined,
                             retry_scid :: nquic:connection_id() | undefined,
                             retry_token :: binary(),
                             version :: non_neg_integer(),
                             version_preference :: [non_neg_integer()],
                             socket :: nquic_socket:t() | undefined,
                             peer :: nquic_socket:sockaddr() | undefined,
                             select_info :: nquic_socket:select_info() | undefined,
                             pn_spaces :: #{nquic_packet:space() => map()},
                             app_next_pn :: non_neg_integer(),
                             app_largest_received :: integer(),
                             app_largest_received_us :: integer() | undefined,
                             loss_state :: nquic_loss:loss_state() | undefined,
                             dispatch_table :: nquic_dispatch:t() | undefined,
                             listener :: pid() | undefined,
                             connect_waiters :: [gen_server:from()],
                             local_params ::
                                 #transport_params{original_destination_connection_id ::
                                                       nquic:connection_id() | undefined,
                                                   max_idle_timeout :: non_neg_integer(),
                                                   stateless_reset_token :: binary() | undefined,
                                                   max_udp_payload_size :: pos_integer(),
                                                   initial_max_data :: non_neg_integer(),
                                                   initial_max_stream_data_bidi_local ::
                                                       non_neg_integer(),
                                                   initial_max_stream_data_bidi_remote ::
                                                       non_neg_integer(),
                                                   initial_max_stream_data_uni :: non_neg_integer(),
                                                   initial_max_streams_bidi :: non_neg_integer(),
                                                   initial_max_streams_uni :: non_neg_integer(),
                                                   ack_delay_exponent :: 0..20,
                                                   max_ack_delay :: non_neg_integer(),
                                                   disable_active_migration :: boolean(),
                                                   preferred_address ::
                                                       nquic_transport:preferred_address() | undefined,
                                                   active_connection_id_limit :: non_neg_integer(),
                                                   initial_source_connection_id ::
                                                       nquic:connection_id() | undefined,
                                                   retry_source_connection_id ::
                                                       nquic:connection_id() | undefined,
                                                   version_information ::
                                                       nquic_transport:version_information() | undefined,
                                                   max_datagram_frame_size ::
                                                       non_neg_integer() | undefined},
                             remote_params ::
                                 #transport_params{original_destination_connection_id ::
                                                       nquic:connection_id() | undefined,
                                                   max_idle_timeout :: non_neg_integer(),
                                                   stateless_reset_token :: binary() | undefined,
                                                   max_udp_payload_size :: pos_integer(),
                                                   initial_max_data :: non_neg_integer(),
                                                   initial_max_stream_data_bidi_local ::
                                                       non_neg_integer(),
                                                   initial_max_stream_data_bidi_remote ::
                                                       non_neg_integer(),
                                                   initial_max_stream_data_uni :: non_neg_integer(),
                                                   initial_max_streams_bidi :: non_neg_integer(),
                                                   initial_max_streams_uni :: non_neg_integer(),
                                                   ack_delay_exponent :: 0..20,
                                                   max_ack_delay :: non_neg_integer(),
                                                   disable_active_migration :: boolean(),
                                                   preferred_address ::
                                                       nquic_transport:preferred_address() | undefined,
                                                   active_connection_id_limit :: non_neg_integer(),
                                                   initial_source_connection_id ::
                                                       nquic:connection_id() | undefined,
                                                   retry_source_connection_id ::
                                                       nquic:connection_id() | undefined,
                                                   version_information ::
                                                       nquic_transport:version_information() | undefined,
                                                   max_datagram_frame_size ::
                                                       non_neg_integer() | undefined} |
                                 undefined,
                             server_packet_processed :: boolean(),
                             owner :: pid() | undefined,
                             owner_mon :: reference() | undefined,
                             deferred_flush_pending :: boolean(),
                             pending_ack_count :: non_neg_integer(),
                             ack_immediate :: boolean(),
                             last_idle_ms :: non_neg_integer() | infinity | undefined,
                             last_pto_ms :: nquic_protocol_timer:loss_detection_timer() | undefined,
                             recv_ecn :: nquic_socket:ecn_mark(),
                             pmtud :: nquic_pmtud:pmtud_state() | undefined,
                             gso_size :: undefined | pos_integer(),
                             max_payload_size :: pos_integer(),
                             server_per_conn_fd :: boolean(),
                             proactive_cids :: boolean(),
                             socket_connected :: boolean(),
                             self_migration_pending :: boolean(),
                             metrics_counters :: nquic_metrics:conn_counters() | undefined,
                             spin_enabled :: boolean(),
                             peer_spin :: 0..1,
                             new_token_enabled :: boolean(),
                             new_token_lifetime :: pos_integer(),
                             qlog :: undefined | nquic_qlog:qlog_state(),
                             close_kind :: undefined | local | peer | idle_timeout | protocol_error,
                             crypto ::
                                 #conn_crypto{tls_state :: term(),
                                              keys :: nquic_keys:key_map(),
                                              app_send_keys :: map() | undefined,
                                              app_recv_keys :: map() | undefined,
                                              crypto_buffer ::
                                                  #{nquic_packet:space() =>
                                                        {non_neg_integer(), binary(), list()}},
                                              cipher :: aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                              cipher_suites ::
                                                  [aes_128_gcm | aes_256_gcm | chacha20_poly1305] |
                                                  undefined,
                                              key_phase :: boolean(),
                                              key_update_pending :: boolean(),
                                              client_app_secret :: binary() | undefined,
                                              server_app_secret :: binary() | undefined,
                                              old_read_keys ::
                                                  #{key := binary(), iv := binary()} | undefined,
                                              zero_rtt_accepted :: boolean(),
                                              replay_protection :: module() | undefined,
                                              session_ticket :: map() | undefined,
                                              resumption_secret :: binary() | undefined,
                                              session_cache ::
                                                  atom() | false | {module, module()} | undefined,
                                              token_cache :: atom() | false | {module, module()},
                                              alpn :: [binary()] | undefined,
                                              hostname :: string() | binary() | undefined,
                                              cert :: binary() | undefined,
                                              cert_chain :: [binary()],
                                              key :: any() | undefined,
                                              verify :: verify_none | verify_peer,
                                              cacerts :: [binary()],
                                              peer_cert :: binary() | undefined,
                                              static_key :: binary() | undefined},
                             streams_state ::
                                 #conn_streams{streams ::
                                                   #{nquic:stream_id() =>
                                                         #stream_state{stream_id :: nquic:stream_id(),
                                                                       type :: bidi | uni,
                                                                       send_state ::
                                                                           ready | send | data_sent |
                                                                           data_recvd | reset_sent |
                                                                           reset_recvd,
                                                                       send_offset :: non_neg_integer(),
                                                                       send_max_data ::
                                                                           non_neg_integer(),
                                                                       last_stream_data_blocked ::
                                                                           non_neg_integer(),
                                                                       pending_send_data :: [binary()],
                                                                       pending_send_size ::
                                                                           non_neg_integer(),
                                                                       pending_send_fin :: boolean(),
                                                                       recv_state ::
                                                                           recv | size_known |
                                                                           data_recvd | reset_recvd |
                                                                           data_read | reset_read,
                                                                       recv_offset :: non_neg_integer(),
                                                                       recv_max_offset ::
                                                                           non_neg_integer(),
                                                                       recv_window :: non_neg_integer(),
                                                                       recv_buffer ::
                                                                           gb_trees:tree(non_neg_integer(),
                                                                                         {binary(),
                                                                                          boolean()}),
                                                                       app_buffer :: iodata(),
                                                                       app_buffer_size ::
                                                                           non_neg_integer()}},
                                               next_bidi_stream :: nquic:stream_id() | undefined,
                                               next_uni_stream :: nquic:stream_id() | undefined,
                                               peer_max_streams_bidi :: non_neg_integer(),
                                               peer_max_streams_uni :: non_neg_integer(),
                                               local_max_streams_bidi :: non_neg_integer(),
                                               local_max_streams_uni :: non_neg_integer(),
                                               last_sent_max_streams_bidi :: non_neg_integer(),
                                               last_sent_max_streams_uni :: non_neg_integer(),
                                               max_peer_bidi_stream_id :: non_neg_integer() | undefined,
                                               max_peer_uni_stream_id :: non_neg_integer() | undefined,
                                               opened_peer_bidi_count :: non_neg_integer(),
                                               opened_peer_uni_count :: non_neg_integer(),
                                               closed_peer_bidi_wm :: integer(),
                                               closed_peer_uni_wm :: integer(),
                                               closed_peer_streams :: #{nquic:stream_id() => true},
                                               recv_waiters :: #{nquic:stream_id() => gen_statem:from()},
                                               accept_stream_waiters :: queue:queue(gen_statem:from()),
                                               pending_streams :: queue:queue(nquic:stream_id()),
                                               blocked_streams :: #{nquic:stream_id() => true},
                                               pending_send_streams :: #{nquic:stream_id() => true},
                                               send_buffer_high_water :: pos_integer(),
                                               send_timeout :: timeout(),
                                               send_waiters :: queue:queue(nquic_conn_send_waiters:t())},
                             flow ::
                                 #conn_flow{local_max_data :: non_neg_integer(),
                                            remote_max_data :: non_neg_integer(),
                                            data_sent :: non_neg_integer(),
                                            data_received :: non_neg_integer(),
                                            last_data_blocked :: non_neg_integer(),
                                            pending_initial_frames :: [nquic_frame:t()],
                                            pending_handshake_frames :: [nquic_frame:t()],
                                            pending_app_frames :: [nquic_frame:t()],
                                            pending_app_pre_encoded ::
                                                [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                            queued_app_send_bytes :: non_neg_integer(),
                                            cwnd_exempt :: boolean()},
                             path ::
                                 #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                                 peer_cids ::
                                                     #{non_neg_integer() =>
                                                           #{cid := nquic:connection_id(),
                                                             token := binary()}},
                                                 local_cids ::
                                                     #{non_neg_integer() => nquic:connection_id()},
                                                 local_cid_seq :: non_neg_integer(),
                                                 peer_retire_prior_to :: non_neg_integer(),
                                                 anti_amp_bytes_received :: non_neg_integer(),
                                                 anti_amp_bytes_sent :: non_neg_integer(),
                                                 address_validated :: boolean()}}) ->
                    gen_statem:event_handler_result(term()).


      


Handle the loss detection timer in the initial / handshake states.
Services it with nquic_protocol_send:handle_handshake_timer/2, which
retransmits the packets lost at the loss time or queues the PTO probes,
then flushes and restarts the timer. The established state delegates
the timer to nquic_protocol:handle_timeout/2 instead.

  



  
    
      
    
    
      idle_timeout_to_param/1



        
          
        

    

  


  

      

          -spec idle_timeout_to_param(timeout() | non_neg_integer()) -> non_neg_integer().


      


Convert a user-facing idle_timeout option to the transport-parameter
value: infinity becomes 0 (RFC 9000 §18.2: "no limit advertised").

  



  
    
      
    
    
      set_idle_timer/1



        
          
        

    

  


  

      

          -spec set_idle_timer(#conn_state{role :: client | server,
                                 scid :: nquic:connection_id(),
                                 dcid :: nquic:connection_id(),
                                 odcid :: nquic:connection_id() | undefined,
                                 retry_scid :: nquic:connection_id() | undefined,
                                 retry_token :: binary(),
                                 version :: non_neg_integer(),
                                 version_preference :: [non_neg_integer()],
                                 socket :: nquic_socket:t() | undefined,
                                 peer :: nquic_socket:sockaddr() | undefined,
                                 select_info :: nquic_socket:select_info() | undefined,
                                 pn_spaces :: #{nquic_packet:space() => map()},
                                 app_next_pn :: non_neg_integer(),
                                 app_largest_received :: integer(),
                                 app_largest_received_us :: integer() | undefined,
                                 loss_state :: nquic_loss:loss_state() | undefined,
                                 dispatch_table :: nquic_dispatch:t() | undefined,
                                 listener :: pid() | undefined,
                                 connect_waiters :: [gen_server:from()],
                                 local_params ::
                                     #transport_params{original_destination_connection_id ::
                                                           nquic:connection_id() | undefined,
                                                       max_idle_timeout :: non_neg_integer(),
                                                       stateless_reset_token :: binary() | undefined,
                                                       max_udp_payload_size :: pos_integer(),
                                                       initial_max_data :: non_neg_integer(),
                                                       initial_max_stream_data_bidi_local ::
                                                           non_neg_integer(),
                                                       initial_max_stream_data_bidi_remote ::
                                                           non_neg_integer(),
                                                       initial_max_stream_data_uni :: non_neg_integer(),
                                                       initial_max_streams_bidi :: non_neg_integer(),
                                                       initial_max_streams_uni :: non_neg_integer(),
                                                       ack_delay_exponent :: 0..20,
                                                       max_ack_delay :: non_neg_integer(),
                                                       disable_active_migration :: boolean(),
                                                       preferred_address ::
                                                           nquic_transport:preferred_address() |
                                                           undefined,
                                                       active_connection_id_limit :: non_neg_integer(),
                                                       initial_source_connection_id ::
                                                           nquic:connection_id() | undefined,
                                                       retry_source_connection_id ::
                                                           nquic:connection_id() | undefined,
                                                       version_information ::
                                                           nquic_transport:version_information() |
                                                           undefined,
                                                       max_datagram_frame_size ::
                                                           non_neg_integer() | undefined},
                                 remote_params ::
                                     #transport_params{original_destination_connection_id ::
                                                           nquic:connection_id() | undefined,
                                                       max_idle_timeout :: non_neg_integer(),
                                                       stateless_reset_token :: binary() | undefined,
                                                       max_udp_payload_size :: pos_integer(),
                                                       initial_max_data :: non_neg_integer(),
                                                       initial_max_stream_data_bidi_local ::
                                                           non_neg_integer(),
                                                       initial_max_stream_data_bidi_remote ::
                                                           non_neg_integer(),
                                                       initial_max_stream_data_uni :: non_neg_integer(),
                                                       initial_max_streams_bidi :: non_neg_integer(),
                                                       initial_max_streams_uni :: non_neg_integer(),
                                                       ack_delay_exponent :: 0..20,
                                                       max_ack_delay :: non_neg_integer(),
                                                       disable_active_migration :: boolean(),
                                                       preferred_address ::
                                                           nquic_transport:preferred_address() |
                                                           undefined,
                                                       active_connection_id_limit :: non_neg_integer(),
                                                       initial_source_connection_id ::
                                                           nquic:connection_id() | undefined,
                                                       retry_source_connection_id ::
                                                           nquic:connection_id() | undefined,
                                                       version_information ::
                                                           nquic_transport:version_information() |
                                                           undefined,
                                                       max_datagram_frame_size ::
                                                           non_neg_integer() | undefined} |
                                     undefined,
                                 server_packet_processed :: boolean(),
                                 owner :: pid() | undefined,
                                 owner_mon :: reference() | undefined,
                                 deferred_flush_pending :: boolean(),
                                 pending_ack_count :: non_neg_integer(),
                                 ack_immediate :: boolean(),
                                 last_idle_ms :: non_neg_integer() | infinity | undefined,
                                 last_pto_ms :: nquic_protocol_timer:loss_detection_timer() | undefined,
                                 recv_ecn :: nquic_socket:ecn_mark(),
                                 pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                 gso_size :: undefined | pos_integer(),
                                 max_payload_size :: pos_integer(),
                                 server_per_conn_fd :: boolean(),
                                 proactive_cids :: boolean(),
                                 socket_connected :: boolean(),
                                 self_migration_pending :: boolean(),
                                 metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                 spin_enabled :: boolean(),
                                 peer_spin :: 0..1,
                                 new_token_enabled :: boolean(),
                                 new_token_lifetime :: pos_integer(),
                                 qlog :: undefined | nquic_qlog:qlog_state(),
                                 close_kind :: undefined | local | peer | idle_timeout | protocol_error,
                                 crypto ::
                                     #conn_crypto{tls_state :: term(),
                                                  keys :: nquic_keys:key_map(),
                                                  app_send_keys :: map() | undefined,
                                                  app_recv_keys :: map() | undefined,
                                                  crypto_buffer ::
                                                      #{nquic_packet:space() =>
                                                            {non_neg_integer(), binary(), list()}},
                                                  cipher ::
                                                      aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                                  cipher_suites ::
                                                      [aes_128_gcm | aes_256_gcm | chacha20_poly1305] |
                                                      undefined,
                                                  key_phase :: boolean(),
                                                  key_update_pending :: boolean(),
                                                  client_app_secret :: binary() | undefined,
                                                  server_app_secret :: binary() | undefined,
                                                  old_read_keys ::
                                                      #{key := binary(), iv := binary()} | undefined,
                                                  zero_rtt_accepted :: boolean(),
                                                  replay_protection :: module() | undefined,
                                                  session_ticket :: map() | undefined,
                                                  resumption_secret :: binary() | undefined,
                                                  session_cache ::
                                                      atom() | false | {module, module()} | undefined,
                                                  token_cache :: atom() | false | {module, module()},
                                                  alpn :: [binary()] | undefined,
                                                  hostname :: string() | binary() | undefined,
                                                  cert :: binary() | undefined,
                                                  cert_chain :: [binary()],
                                                  key :: any() | undefined,
                                                  verify :: verify_none | verify_peer,
                                                  cacerts :: [binary()],
                                                  peer_cert :: binary() | undefined,
                                                  static_key :: binary() | undefined},
                                 streams_state ::
                                     #conn_streams{streams ::
                                                       #{nquic:stream_id() =>
                                                             #stream_state{stream_id ::
                                                                               nquic:stream_id(),
                                                                           type :: bidi | uni,
                                                                           send_state ::
                                                                               ready | send |
                                                                               data_sent | data_recvd |
                                                                               reset_sent | reset_recvd,
                                                                           send_offset ::
                                                                               non_neg_integer(),
                                                                           send_max_data ::
                                                                               non_neg_integer(),
                                                                           last_stream_data_blocked ::
                                                                               non_neg_integer(),
                                                                           pending_send_data ::
                                                                               [binary()],
                                                                           pending_send_size ::
                                                                               non_neg_integer(),
                                                                           pending_send_fin :: boolean(),
                                                                           recv_state ::
                                                                               recv | size_known |
                                                                               data_recvd |
                                                                               reset_recvd | data_read |
                                                                               reset_read,
                                                                           recv_offset ::
                                                                               non_neg_integer(),
                                                                           recv_max_offset ::
                                                                               non_neg_integer(),
                                                                           recv_window ::
                                                                               non_neg_integer(),
                                                                           recv_buffer ::
                                                                               gb_trees:tree(non_neg_integer(),
                                                                                             {binary(),
                                                                                              boolean()}),
                                                                           app_buffer :: iodata(),
                                                                           app_buffer_size ::
                                                                               non_neg_integer()}},
                                                   next_bidi_stream :: nquic:stream_id() | undefined,
                                                   next_uni_stream :: nquic:stream_id() | undefined,
                                                   peer_max_streams_bidi :: non_neg_integer(),
                                                   peer_max_streams_uni :: non_neg_integer(),
                                                   local_max_streams_bidi :: non_neg_integer(),
                                                   local_max_streams_uni :: non_neg_integer(),
                                                   last_sent_max_streams_bidi :: non_neg_integer(),
                                                   last_sent_max_streams_uni :: non_neg_integer(),
                                                   max_peer_bidi_stream_id ::
                                                       non_neg_integer() | undefined,
                                                   max_peer_uni_stream_id ::
                                                       non_neg_integer() | undefined,
                                                   opened_peer_bidi_count :: non_neg_integer(),
                                                   opened_peer_uni_count :: non_neg_integer(),
                                                   closed_peer_bidi_wm :: integer(),
                                                   closed_peer_uni_wm :: integer(),
                                                   closed_peer_streams :: #{nquic:stream_id() => true},
                                                   recv_waiters ::
                                                       #{nquic:stream_id() => gen_statem:from()},
                                                   accept_stream_waiters ::
                                                       queue:queue(gen_statem:from()),
                                                   pending_streams :: queue:queue(nquic:stream_id()),
                                                   blocked_streams :: #{nquic:stream_id() => true},
                                                   pending_send_streams :: #{nquic:stream_id() => true},
                                                   send_buffer_high_water :: pos_integer(),
                                                   send_timeout :: timeout(),
                                                   send_waiters ::
                                                       queue:queue(nquic_conn_send_waiters:t())},
                                 flow ::
                                     #conn_flow{local_max_data :: non_neg_integer(),
                                                remote_max_data :: non_neg_integer(),
                                                data_sent :: non_neg_integer(),
                                                data_received :: non_neg_integer(),
                                                last_data_blocked :: non_neg_integer(),
                                                pending_initial_frames :: [nquic_frame:t()],
                                                pending_handshake_frames :: [nquic_frame:t()],
                                                pending_app_frames :: [nquic_frame:t()],
                                                pending_app_pre_encoded ::
                                                    [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                                queued_app_send_bytes :: non_neg_integer(),
                                                cwnd_exempt :: boolean()},
                                 path ::
                                     #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                                     peer_cids ::
                                                         #{non_neg_integer() =>
                                                               #{cid := nquic:connection_id(),
                                                                 token := binary()}},
                                                     local_cids ::
                                                         #{non_neg_integer() => nquic:connection_id()},
                                                     local_cid_seq :: non_neg_integer(),
                                                     peer_retire_prior_to :: non_neg_integer(),
                                                     anti_amp_bytes_received :: non_neg_integer(),
                                                     anti_amp_bytes_sent :: non_neg_integer(),
                                                     address_validated :: boolean()}}) ->
                        [gen_statem:action()].


      


Compute the gen_statem idle_timeout action for the current state.
RFC 9000 §10.1: effective timeout is min(local, remote); 0 means
disabled, in which case no timer is armed (returned as an empty list).

  



  
    
      
    
    
      set_pto_timer(Data)



        
          
        

    

  


  

      

          -spec set_pto_timer(#conn_state{role :: client | server,
                                scid :: nquic:connection_id(),
                                dcid :: nquic:connection_id(),
                                odcid :: nquic:connection_id() | undefined,
                                retry_scid :: nquic:connection_id() | undefined,
                                retry_token :: binary(),
                                version :: non_neg_integer(),
                                version_preference :: [non_neg_integer()],
                                socket :: nquic_socket:t() | undefined,
                                peer :: nquic_socket:sockaddr() | undefined,
                                select_info :: nquic_socket:select_info() | undefined,
                                pn_spaces :: #{nquic_packet:space() => map()},
                                app_next_pn :: non_neg_integer(),
                                app_largest_received :: integer(),
                                app_largest_received_us :: integer() | undefined,
                                loss_state :: nquic_loss:loss_state() | undefined,
                                dispatch_table :: nquic_dispatch:t() | undefined,
                                listener :: pid() | undefined,
                                connect_waiters :: [gen_server:from()],
                                local_params ::
                                    #transport_params{original_destination_connection_id ::
                                                          nquic:connection_id() | undefined,
                                                      max_idle_timeout :: non_neg_integer(),
                                                      stateless_reset_token :: binary() | undefined,
                                                      max_udp_payload_size :: pos_integer(),
                                                      initial_max_data :: non_neg_integer(),
                                                      initial_max_stream_data_bidi_local ::
                                                          non_neg_integer(),
                                                      initial_max_stream_data_bidi_remote ::
                                                          non_neg_integer(),
                                                      initial_max_stream_data_uni :: non_neg_integer(),
                                                      initial_max_streams_bidi :: non_neg_integer(),
                                                      initial_max_streams_uni :: non_neg_integer(),
                                                      ack_delay_exponent :: 0..20,
                                                      max_ack_delay :: non_neg_integer(),
                                                      disable_active_migration :: boolean(),
                                                      preferred_address ::
                                                          nquic_transport:preferred_address() |
                                                          undefined,
                                                      active_connection_id_limit :: non_neg_integer(),
                                                      initial_source_connection_id ::
                                                          nquic:connection_id() | undefined,
                                                      retry_source_connection_id ::
                                                          nquic:connection_id() | undefined,
                                                      version_information ::
                                                          nquic_transport:version_information() |
                                                          undefined,
                                                      max_datagram_frame_size ::
                                                          non_neg_integer() | undefined},
                                remote_params ::
                                    #transport_params{original_destination_connection_id ::
                                                          nquic:connection_id() | undefined,
                                                      max_idle_timeout :: non_neg_integer(),
                                                      stateless_reset_token :: binary() | undefined,
                                                      max_udp_payload_size :: pos_integer(),
                                                      initial_max_data :: non_neg_integer(),
                                                      initial_max_stream_data_bidi_local ::
                                                          non_neg_integer(),
                                                      initial_max_stream_data_bidi_remote ::
                                                          non_neg_integer(),
                                                      initial_max_stream_data_uni :: non_neg_integer(),
                                                      initial_max_streams_bidi :: non_neg_integer(),
                                                      initial_max_streams_uni :: non_neg_integer(),
                                                      ack_delay_exponent :: 0..20,
                                                      max_ack_delay :: non_neg_integer(),
                                                      disable_active_migration :: boolean(),
                                                      preferred_address ::
                                                          nquic_transport:preferred_address() |
                                                          undefined,
                                                      active_connection_id_limit :: non_neg_integer(),
                                                      initial_source_connection_id ::
                                                          nquic:connection_id() | undefined,
                                                      retry_source_connection_id ::
                                                          nquic:connection_id() | undefined,
                                                      version_information ::
                                                          nquic_transport:version_information() |
                                                          undefined,
                                                      max_datagram_frame_size ::
                                                          non_neg_integer() | undefined} |
                                    undefined,
                                server_packet_processed :: boolean(),
                                owner :: pid() | undefined,
                                owner_mon :: reference() | undefined,
                                deferred_flush_pending :: boolean(),
                                pending_ack_count :: non_neg_integer(),
                                ack_immediate :: boolean(),
                                last_idle_ms :: non_neg_integer() | infinity | undefined,
                                last_pto_ms :: nquic_protocol_timer:loss_detection_timer() | undefined,
                                recv_ecn :: nquic_socket:ecn_mark(),
                                pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                gso_size :: undefined | pos_integer(),
                                max_payload_size :: pos_integer(),
                                server_per_conn_fd :: boolean(),
                                proactive_cids :: boolean(),
                                socket_connected :: boolean(),
                                self_migration_pending :: boolean(),
                                metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                spin_enabled :: boolean(),
                                peer_spin :: 0..1,
                                new_token_enabled :: boolean(),
                                new_token_lifetime :: pos_integer(),
                                qlog :: undefined | nquic_qlog:qlog_state(),
                                close_kind :: undefined | local | peer | idle_timeout | protocol_error,
                                crypto ::
                                    #conn_crypto{tls_state :: term(),
                                                 keys :: nquic_keys:key_map(),
                                                 app_send_keys :: map() | undefined,
                                                 app_recv_keys :: map() | undefined,
                                                 crypto_buffer ::
                                                     #{nquic_packet:space() =>
                                                           {non_neg_integer(), binary(), list()}},
                                                 cipher :: aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                                 cipher_suites ::
                                                     [aes_128_gcm | aes_256_gcm | chacha20_poly1305] |
                                                     undefined,
                                                 key_phase :: boolean(),
                                                 key_update_pending :: boolean(),
                                                 client_app_secret :: binary() | undefined,
                                                 server_app_secret :: binary() | undefined,
                                                 old_read_keys ::
                                                     #{key := binary(), iv := binary()} | undefined,
                                                 zero_rtt_accepted :: boolean(),
                                                 replay_protection :: module() | undefined,
                                                 session_ticket :: map() | undefined,
                                                 resumption_secret :: binary() | undefined,
                                                 session_cache ::
                                                     atom() | false | {module, module()} | undefined,
                                                 token_cache :: atom() | false | {module, module()},
                                                 alpn :: [binary()] | undefined,
                                                 hostname :: string() | binary() | undefined,
                                                 cert :: binary() | undefined,
                                                 cert_chain :: [binary()],
                                                 key :: any() | undefined,
                                                 verify :: verify_none | verify_peer,
                                                 cacerts :: [binary()],
                                                 peer_cert :: binary() | undefined,
                                                 static_key :: binary() | undefined},
                                streams_state ::
                                    #conn_streams{streams ::
                                                      #{nquic:stream_id() =>
                                                            #stream_state{stream_id :: nquic:stream_id(),
                                                                          type :: bidi | uni,
                                                                          send_state ::
                                                                              ready | send | data_sent |
                                                                              data_recvd | reset_sent |
                                                                              reset_recvd,
                                                                          send_offset ::
                                                                              non_neg_integer(),
                                                                          send_max_data ::
                                                                              non_neg_integer(),
                                                                          last_stream_data_blocked ::
                                                                              non_neg_integer(),
                                                                          pending_send_data ::
                                                                              [binary()],
                                                                          pending_send_size ::
                                                                              non_neg_integer(),
                                                                          pending_send_fin :: boolean(),
                                                                          recv_state ::
                                                                              recv | size_known |
                                                                              data_recvd | reset_recvd |
                                                                              data_read | reset_read,
                                                                          recv_offset ::
                                                                              non_neg_integer(),
                                                                          recv_max_offset ::
                                                                              non_neg_integer(),
                                                                          recv_window ::
                                                                              non_neg_integer(),
                                                                          recv_buffer ::
                                                                              gb_trees:tree(non_neg_integer(),
                                                                                            {binary(),
                                                                                             boolean()}),
                                                                          app_buffer :: iodata(),
                                                                          app_buffer_size ::
                                                                              non_neg_integer()}},
                                                  next_bidi_stream :: nquic:stream_id() | undefined,
                                                  next_uni_stream :: nquic:stream_id() | undefined,
                                                  peer_max_streams_bidi :: non_neg_integer(),
                                                  peer_max_streams_uni :: non_neg_integer(),
                                                  local_max_streams_bidi :: non_neg_integer(),
                                                  local_max_streams_uni :: non_neg_integer(),
                                                  last_sent_max_streams_bidi :: non_neg_integer(),
                                                  last_sent_max_streams_uni :: non_neg_integer(),
                                                  max_peer_bidi_stream_id ::
                                                      non_neg_integer() | undefined,
                                                  max_peer_uni_stream_id ::
                                                      non_neg_integer() | undefined,
                                                  opened_peer_bidi_count :: non_neg_integer(),
                                                  opened_peer_uni_count :: non_neg_integer(),
                                                  closed_peer_bidi_wm :: integer(),
                                                  closed_peer_uni_wm :: integer(),
                                                  closed_peer_streams :: #{nquic:stream_id() => true},
                                                  recv_waiters ::
                                                      #{nquic:stream_id() => gen_statem:from()},
                                                  accept_stream_waiters ::
                                                      queue:queue(gen_statem:from()),
                                                  pending_streams :: queue:queue(nquic:stream_id()),
                                                  blocked_streams :: #{nquic:stream_id() => true},
                                                  pending_send_streams :: #{nquic:stream_id() => true},
                                                  send_buffer_high_water :: pos_integer(),
                                                  send_timeout :: timeout(),
                                                  send_waiters ::
                                                      queue:queue(nquic_conn_send_waiters:t())},
                                flow ::
                                    #conn_flow{local_max_data :: non_neg_integer(),
                                               remote_max_data :: non_neg_integer(),
                                               data_sent :: non_neg_integer(),
                                               data_received :: non_neg_integer(),
                                               last_data_blocked :: non_neg_integer(),
                                               pending_initial_frames :: [nquic_frame:t()],
                                               pending_handshake_frames :: [nquic_frame:t()],
                                               pending_app_frames :: [nquic_frame:t()],
                                               pending_app_pre_encoded ::
                                                   [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                               queued_app_send_bytes :: non_neg_integer(),
                                               cwnd_exempt :: boolean()},
                                path ::
                                    #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                                    peer_cids ::
                                                        #{non_neg_integer() =>
                                                              #{cid := nquic:connection_id(),
                                                                token := binary()}},
                                                    local_cids ::
                                                        #{non_neg_integer() => nquic:connection_id()},
                                                    local_cid_seq :: non_neg_integer(),
                                                    peer_retire_prior_to :: non_neg_integer(),
                                                    anti_amp_bytes_received :: non_neg_integer(),
                                                    anti_amp_bytes_sent :: non_neg_integer(),
                                                    address_validated :: boolean()}}) ->
                       [gen_statem:action()].


      


Compute the gen_statem pto_timeout action for the current state: an
absolute timeout at nquic_protocol_timer:pto_deadline_ms/1, or a PTO
cancellation.

  



  
    
      
    
    
      timer_actions_to_statem(Actions)



        
          
        

    

  


  

      

          -spec timer_actions_to_statem([nquic_protocol:timeout_action()]) -> [gen_statem:action()].


      


Translate nquic_protocol's timer actions into gen_statem timeout actions.
Tail-recursive with accumulator; order doesn't matter for gen_statem
actions. nquic_protocol only emits cancel_timer for the PTO timer
today; other timers replace themselves implicitly when re-armed. If
the protocol starts cancelling more types, Dialyzer flags the missing
clauses.

  


        

      


  

    
nquic_ctx 
    




      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          -opaque t()


      



  


        

      


  

    
nquic_dispatch 
    



      
Striped connection dispatch table.
Distributes connection ID mappings across S ETS tables (one per stripe),
selected by hashing the DCID. This reduces write contention when many
connections register/unregister CIDs concurrently, while maintaining
O(1) lookup on the fast path.
Each stripe is an independent ETS set with {read_concurrency, true}
and {write_concurrency, true}. A separate bag table indexed by
owning Pid holds the reverse mapping so reregister/3 can transfer a
single connection's CIDs in O(K) time (K = CIDs of that connection)
instead of O(N) (N = all registered CIDs across stripes).
Also provides atomics-based packet counters for lock-free telemetry.

      


      
        Summary


  
    Types
  


    
      
        counters()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        destroy/1

      


        Destroy all stripes. Only call during shutdown.



    


    
      
        get_mgr/1

      


        Look up the listener manager (nquic_listener_mgr) pid published at
listener startup. Returns undefined before the mgr has registered
itself (during the brief boot window of nquic_listener_sup).



    


    
      
        get_partition/2

      


        Look up the partition supervisor pid published under the given 1-based
index. Returns undefined if the slot is empty (e.g. between a
partition crash and the supervisor's restart).



    


    
      
        get_partition_count/1

      


        Return the published partition count, or undefined before
nquic_partitions_sup:init/1 has run.



    


    
      
        inc_bytes/3

      


        Add ByteCount to byte counter for receiver I (1-based).



    


    
      
        inc_packets/2

      


        Increment packet count for receiver I (1-based).



    


    
      
        lookup/2

      


        Look up the process for a connection ID.



    


    
      
        metrics/1

      


        Return the per-listener metrics handle attached to this dispatch, if any.



    


    
      
        new()

      


        Create a striped dispatch table with default stripe count (number of schedulers).



    


    
      
        new(Stripes)

      


        Create a striped dispatch table with S stripes.



    


    
      
        new_counters(N)

      


        Create packet counters for N receivers.



    


    
      
        owner_pids/1

      


        Return the distinct owner pids currently registered across all CIDs.
Reads the per-pid reverse index (a bag of {Pid, CID}) and folds it
to a deduplicated pid list. Used only by the listener drain broadcast
(nquic:stop_listener/1,2, mode => cascade); never on the per-packet
path.



    


    
      
        read_bytes/2

      


        Read byte count for receiver I (1-based).



    


    
      
        read_packets/2

      


        Read packet count for receiver I (1-based).



    


    
      
        register/3

      


        Register a connection ID to a process.



    


    
      
        reregister/3

      


        Re-register all entries pointing to OldPid to NewPid.
Walks the per-pid reverse index for OldPid and updates only that
connection's CIDs (O(K)), instead of scanning every stripe (O(N)).
Used during connection export (accept_ctx) to transfer dispatch
entries from the gen_statem to the library-mode owner process.



    


    
      
        set_mgr/2

      


        Publish the listener manager pid. Called from nquic_listener_mgr:init/1
so receivers and protocol-level helpers can route accept/establishment
notifications via nquic_dispatch:get_mgr/1.



    


    
      
        set_partition/3

      


        Publish a partition supervisor pid under its 1-based index. Each
nquic_server_sup partition calls this from its init/1 (or after
restart) so start_conn_child/3 can route work without a tuple
republish step. Avoids the set_sups tuple write-then-replace loop
that the legacy nquic_listener did on every partition restart.



    


    
      
        set_partition_count/2

      


        Publish the total number of partition supervisors. Set once by
nquic_partitions_sup:init/1 before any partition starts so
start_conn_child/3 can hash the DCID into the right slot.



    


    
      
        start_conn_child/3

      


        Start a connection child under the partition supervisor selected by
hashing the DCID. Resolves the partition pid via two ETS reads (count



    


    
      
        table_size/1

      


        Return the total number of registered connection IDs across all stripes.



    


    
      
        unregister/2

      


        Remove a connection ID from the dispatch table.



    





      


      
        Types


        


  
    
      
    
    
      counters()



        
          
        

    

  


  

      

          -type counters() :: #counters{ref :: atomics:atomics_ref(), n :: pos_integer()}.


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          -type t() ::
          #dispatch{tables :: tuple(),
                    stripes :: pos_integer(),
                    pid_index :: ets:tid(),
                    sups_table :: ets:tid(),
                    metrics :: nquic_metrics:t() | undefined}.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      destroy/1



        
          
        

    

  


  

      

          -spec destroy(t()) -> ok.


      


Destroy all stripes. Only call during shutdown.

  



  
    
      
    
    
      get_mgr/1



        
          
        

    

  


  

      

          -spec get_mgr(t()) -> pid() | undefined.


      


Look up the listener manager (nquic_listener_mgr) pid published at
listener startup. Returns undefined before the mgr has registered
itself (during the brief boot window of nquic_listener_sup).

  



  
    
      
    
    
      get_partition/2



        
          
        

    

  


  

      

          -spec get_partition(t(), pos_integer()) -> pid() | undefined.


      


Look up the partition supervisor pid published under the given 1-based
index. Returns undefined if the slot is empty (e.g. between a
partition crash and the supervisor's restart).

  



  
    
      
    
    
      get_partition_count/1



        
          
        

    

  


  

      

          -spec get_partition_count(t()) -> pos_integer() | undefined.


      


Return the published partition count, or undefined before
nquic_partitions_sup:init/1 has run.

  



  
    
      
    
    
      inc_bytes/3



        
          
        

    

  


  

      

          -spec inc_bytes(counters(), pos_integer(), non_neg_integer()) -> ok.


      


Add ByteCount to byte counter for receiver I (1-based).

  



  
    
      
    
    
      inc_packets/2



        
          
        

    

  


  

      

          -spec inc_packets(counters(), pos_integer()) -> ok.


      


Increment packet count for receiver I (1-based).

  



  
    
      
    
    
      lookup/2



        
          
        

    

  


  

      

          -spec lookup(t(), binary()) -> pid() | undefined.


      


Look up the process for a connection ID.

  



  
    
      
    
    
      metrics/1



        
          
        

    

  


  

      

          -spec metrics(t()) -> nquic_metrics:t() | undefined.


      


Return the per-listener metrics handle attached to this dispatch, if any.

  



  
    
      
    
    
      new()



        
          
        

    

  


  

      

          -spec new() -> t().


      


Create a striped dispatch table with default stripe count (number of schedulers).

  



  
    
      
    
    
      new(Stripes)



        
          
        

    

  


  

      

          -spec new(pos_integer()) -> t().


      


Create a striped dispatch table with S stripes.

  



  
    
      
    
    
      new_counters(N)



        
          
        

    

  


  

      

          -spec new_counters(pos_integer()) -> counters().


      


Create packet counters for N receivers.

  



  
    
      
    
    
      owner_pids/1



        
          
        

    

  


  

      

          -spec owner_pids(t()) -> [pid()].


      


Return the distinct owner pids currently registered across all CIDs.
Reads the per-pid reverse index (a bag of {Pid, CID}) and folds it
to a deduplicated pid list. Used only by the listener drain broadcast
(nquic:stop_listener/1,2, mode => cascade); never on the per-packet
path.

  



  
    
      
    
    
      read_bytes/2



        
          
        

    

  


  

      

          -spec read_bytes(counters(), pos_integer()) -> non_neg_integer().


      


Read byte count for receiver I (1-based).

  



  
    
      
    
    
      read_packets/2



        
          
        

    

  


  

      

          -spec read_packets(counters(), pos_integer()) -> non_neg_integer().


      


Read packet count for receiver I (1-based).

  



  
    
      
    
    
      register/3



        
          
        

    

  


  

      

          -spec register(t(), binary(), pid()) -> true.


      


Register a connection ID to a process.

  



  
    
      
    
    
      reregister/3



        
          
        

    

  


  

      

          -spec reregister(t(), pid(), pid()) -> ok.


      


Re-register all entries pointing to OldPid to NewPid.
Walks the per-pid reverse index for OldPid and updates only that
connection's CIDs (O(K)), instead of scanning every stripe (O(N)).
Used during connection export (accept_ctx) to transfer dispatch
entries from the gen_statem to the library-mode owner process.

  



  
    
      
    
    
      set_mgr/2



        
          
        

    

  


  

      

          -spec set_mgr(t(), pid()) -> true.


      


Publish the listener manager pid. Called from nquic_listener_mgr:init/1
so receivers and protocol-level helpers can route accept/establishment
notifications via nquic_dispatch:get_mgr/1.

  



  
    
      
    
    
      set_partition/3



        
          
        

    

  


  

      

          -spec set_partition(t(), pos_integer(), pid()) -> true.


      


Publish a partition supervisor pid under its 1-based index. Each
nquic_server_sup partition calls this from its init/1 (or after
restart) so start_conn_child/3 can route work without a tuple
republish step. Avoids the set_sups tuple write-then-replace loop
that the legacy nquic_listener did on every partition restart.

  



  
    
      
    
    
      set_partition_count/2



        
          
        

    

  


  

      

          -spec set_partition_count(t(), pos_integer()) -> true.


      


Publish the total number of partition supervisors. Set once by
nquic_partitions_sup:init/1 before any partition starts so
start_conn_child/3 can hash the DCID into the right slot.

  



  
    
      
    
    
      start_conn_child/3



        
          
        

    

  


  

      

          -spec start_conn_child(t(), binary(), map()) -> {ok, pid()} | {ok, pid(), term()} | {error, term()}.


      


Start a connection child under the partition supervisor selected by
hashing the DCID. Resolves the partition pid via two ETS reads (count
	slot), so partition restart is observed immediately without any
republish step.


  



  
    
      
    
    
      table_size/1



        
          
        

    

  


  

      

          -spec table_size(t()) -> non_neg_integer().


      


Return the total number of registered connection IDs across all stripes.

  



  
    
      
    
    
      unregister/2



        
          
        

    

  


  

      

          -spec unregister(t(), binary()) -> true.


      


Remove a connection ID from the dispatch table.

  


        

      


  

    
nquic_error 
    



      
Canonical error taxonomy for nquic.
Every error that crosses the public surface of nquic or nquic_lib
is shaped by this module so callers can pattern-match exhaustively on
nquic:error_reason()/0.
Two responsibilities:
	Constructors: closed/0, timeout/1, transport/1, tls/1,
application/2, protocol/1, flow_control/1, opts/1,
connect/1, listen/1 return canonical {error, error_reason()}
tuples. Use them at sites that already know which bucket the term
belongs to.
	Mappers: from_socket/2, from_tls_alert/1, from_handshake/1,
from_connection_close/1, wrap/1, wrap_result/1 translate raw
upstream shapes (POSIX atoms, TLS alerts, #connection_close{}
records, internal atoms) into the canonical sum.

wrap/1 is the single funnel for unknown error terms at the public
boundary; already-canonical values pass through unchanged.
Error-handling convention contract
nquic:error_reason/0 is a closed, {error, _}-wrapped,
category-classified tagged union. The supported way to interrogate
a value is the trio:
	category/1: one atom from the small closed set
closed | timeout | transport | tls | application | protocol | flow_control | opts | connect | listen (never crashes on a
canonical value).
	is_retryable/1: boolean().
	format/1: human-readable iodata().

Callers should classify and branch via these functions, not by
pattern-matching the inner shape (which may gain arms within a
category without a major version bump; the category set will not).
This is the same convention nhttp_error follows
({error, {category(), reason()}} plus its own
category/1 / is_retryable/1 / format/1). The two taxonomies are
therefore structurally parallel by convention, not coupled: nquic
ships no adapter and depends on no HTTP library. A consumer that
needs to project nquic failures into its own error vocabulary writes
a small total adapter over category/1 at its own boundary. nquic
deliberately does not know nhttp exists, so it stays reusable by any
non-HTTP QUIC consumer and independently releasable.

      


      
        Summary


  
    Types
  


    
      
        any_reason()

      


        Wide internal error type carried by modules that have not yet been
funnelled through a constructor. Callers at the public boundary must
pass these through wrap/1 before returning to the user.



    


    
      
        application_reason()

      


        Application-domain close reason carrying peer error code and phrase.



    


    
      
        category()

      


        Category tag returned by category/1, useful for telemetry.



    


    
      
        error_reason()

      


        Closed error taxonomy returned by every public function. The outer arm
classifies the failure; the inner value carries detail without growing
the union.



    


    
      
        flow_control_reason()

      


        Flow control or congestion-control blocking outcomes.



    


    
      
        opts_reason()

      


        Options / configuration / API-misuse errors.



    


    
      
        protocol_reason()

      


        Protocol-level errors: wire format, parser, RFC 9000 violations.



    


    
      
        timeout_phase()

      


        Phase tag for {timeout, Phase} outcomes.



    


    
      
        tls_reason()

      


        TLS-layer error reasons (peer alerts or local handshake validation).



    


    
      
        transport_reason()

      


        Transport-domain error reasons (peer CONNECTION_CLOSE 0x1c or local I/O).



    





  
    Functions
  


    
      
        application(Code, Reason)

      


        Application-domain CONNECTION_CLOSE from the peer.



    


    
      
        category/1

      


        Category tag for telemetry / log fields.



    


    
      
        closed()

      


        Terminal connection state.



    


    
      
        connect(Reason)

      


        Client-side DNS / socket open / connect failure (POSIX atom).



    


    
      
        flow_control(Reason)

      


        Local flow control / congestion blocking.



    


    
      
        format/1

      


        Human-readable rendering for log lines.



    


    
      
        from_connection_close/1

      


        Map a peer-sent #connection_close{} record to a canonical
{transport, _} or {application, Code, Reason} error.



    


    
      
        from_handshake/1

      


        Map a TLS-handshake-side internal failure (no-PSK, binder mismatch,
malformed finished, ...) to a canonical {tls, _} error.



    


    
      
        from_socket/2

      


        Map a raw POSIX atom from a socket / inet call to the matching
canonical bucket according to which operation produced it.
Origin is one of connect, listen, transport.



    


    
      
        from_tls_alert/1

      


        Map a TLS alert atom or {tls_alert, _} record to a canonical
{tls, _} error.



    


    
      
        is_retryable/1

      


        Whether the caller may sensibly retry after this error.



    


    
      
        listen(Reason)

      


        Server-side socket bind / listen failure (POSIX atom).



    


    
      
        opts(Reason)

      


        Options / configuration / API-misuse error.



    


    
      
        protocol(Reason)

      


        Wire-format / protocol violation detected locally.



    


    
      
        timeout(Phase)

      


        Timeout in a named phase.



    


    
      
        tls(Reason)

      


        TLS-layer error: peer alert or local handshake validation.



    


    
      
        transport(Reason)

      


        Transport-layer error: peer CONNECTION_CLOSE (0x1c) or local I/O.



    


    
      
        wrap/1

      


        Normalise any term into the canonical taxonomy. Already-canonical values
pass through unchanged.



    


    
      
        wrap_reason/1

      


        Generic dispatcher used by wrap/1. Exported for the rare site that
already destructured the {error, _} tuple and only has the payload.



    


    
      
        wrap_result/1

      


        Wrap an {ok, _} | {error, _} result so the error arm is canonical.
The ok and {ok, _} arms pass through unchanged.



    





      


      
        Types


        


  
    
      
    
    
      any_reason()



        
          
        

    

  


  

      

          -type any_reason() :: error_reason() | atom() | tuple() | binary() | map() | list() | integer().


      


Wide internal error type carried by modules that have not yet been
funnelled through a constructor. Callers at the public boundary must
pass these through wrap/1 before returning to the user.

  



  
    
      
    
    
      application_reason()



        
          
        

    

  


  

      

          -type application_reason() :: {non_neg_integer(), binary()}.


      


Application-domain close reason carrying peer error code and phrase.

  



  
    
      
    
    
      category()



        
          
        

    

  


  

      

          -type category() ::
          closed | timeout | transport | tls | application | protocol | flow_control | opts | connect |
          listen.


      


Category tag returned by category/1, useful for telemetry.

  



  
    
      
    
    
      error_reason()



        
          
        

    

  


  

      

          -type error_reason() ::
          closed | fin |
          {timeout, timeout_phase()} |
          {transport, transport_reason()} |
          {tls, tls_reason()} |
          {application, non_neg_integer(), binary()} |
          {protocol, protocol_reason()} |
          {flow_control, flow_control_reason()} |
          {opts, opts_reason()} |
          {connect, inet:posix() | atom()} |
          {listen, inet:posix() | atom()}.


      


Closed error taxonomy returned by every public function. The outer arm
classifies the failure; the inner value carries detail without growing
the union.

  



  
    
      
    
    
      flow_control_reason()



        
          
        

    

  


  

      

          -type flow_control_reason() ::
          flow_control_error | stream_limit_error | congestion_control_blocked | eagain | partial_send |
          stream_blocked.


      


Flow control or congestion-control blocking outcomes.

  



  
    
      
    
    
      opts_reason()



        
          
        

    

  


  

      

          -type opts_reason() ::
          not_owner | not_found | not_connected | not_established | not_writable | unknown_request |
          unknown_stream | invalid_stream | invalid_stream_id | stream_not_found | stream_closed |
          stream_reset | empty | no_data | sups_not_ready | draining | ctx_requires_wait |
          not_supported_in_mode |
          {missing_option, atom()} |
          {misplaced_option, atom()} |
          {certfile, atom()} |
          {unsupported_cipher_suite, binary() | atom()} |
          {already_started, pid()}.


      


Options / configuration / API-misuse errors.

  



  
    
      
    
    
      protocol_reason()



        
          
        

    

  


  

      

          -type protocol_reason() ::
          protocol_violation | frame_encoding_error | packet_too_short | integrity_check_failed |
          final_size_error | migration_disabled | duplicate_parameter | truncated_param_value |
          transport_parameter_error | no_available_cids | retry_token_too_short | invalid_retry_token |
          datagrams_not_negotiated | datagram_too_large | invalid_packet | incomplete_binary |
          key_update_pending | no_initial_keys | no_zero_rtt_keys | no_probe_needed | overflow |
          stream_state_error | decrypt_failed |
          {transport_parameter_error, atom()} |
          {processing_failed, dynamic()} |
          {encoding_failed, dynamic()} |
          {flight_generation_failed, dynamic()} |
          {decrypt_failed, dynamic()}.


      


Protocol-level errors: wire format, parser, RFC 9000 violations.

  



  
    
      
    
    
      timeout_phase()



        
          
        

    

  


  

      

          -type timeout_phase() :: handshake | idle | recv | send | accept.


      


Phase tag for {timeout, Phase} outcomes.

  



  
    
      
    
    
      tls_reason()



        
          
        

    

  


  

      

          -type tls_reason() ::
          unexpected_message | handshake_failure | bad_certificate | unsupported_certificate |
          certificate_revoked | certificate_expired | certificate_unknown | illegal_parameter |
          unknown_ca | access_denied | decode_error | decrypt_error | protocol_version |
          insufficient_security | internal_error | inappropriate_fallback | user_canceled |
          missing_extension | unsupported_extension | unrecognized_name |
          bad_certificate_status_response | unknown_psk_identity | certificate_required |
          no_application_protocol | no_psk | no_matching_psk | no_static_key | no_peercert |
          binder_mismatch | binder_verification_failed | psk_identity_binder_mismatch |
          client_finished_verification_failed | malformed_finished | malformed_new_session_ticket |
          not_new_session_ticket | invalid_ticket_cipher | invalid_ticket_format |
          ticket_decrypt_failed | ticket_too_short |
          {bad_cert, dynamic()} |
          {hostname_mismatch, binary()} |
          {alert, atom()}.


      


TLS-layer error reasons (peer alerts or local handshake validation).

  



  
    
      
    
    
      transport_reason()



        
          
        

    

  


  

      

          -type transport_reason() ::
          no_error | internal_error | connection_refused | flow_control_error | stream_limit_error |
          stream_state_error | final_size_error | frame_encoding_error | transport_parameter_error |
          connection_id_limit_error | protocol_violation | invalid_token | application_error |
          crypto_buffer_exceeded | key_update_error | aead_limit_reached | no_viable_path |
          crypto_error | idle_timeout | stateless_reset | version_negotiation | closed_by_peer |
          {posix, inet:posix()} |
          {peer_close, non_neg_integer(), binary()}.


      


Transport-domain error reasons (peer CONNECTION_CLOSE 0x1c or local I/O).

  


        

      

      
        Functions


        


  
    
      
    
    
      application(Code, Reason)



        
          
        

    

  


  

      

          -spec application(non_neg_integer(), binary()) -> {error, error_reason()}.


      


Application-domain CONNECTION_CLOSE from the peer.

  



  
    
      
    
    
      category/1



        
          
        

    

  


  

      

          -spec category(error_reason()) -> category().


      


Category tag for telemetry / log fields.

  



  
    
      
    
    
      closed()



        
          
        

    

  


  

      

          -spec closed() -> {error, error_reason()}.


      


Terminal connection state.

  



  
    
      
    
    
      connect(Reason)



        
          
        

    

  


  

      

          -spec connect(inet:posix() | atom()) -> {error, error_reason()}.


      


Client-side DNS / socket open / connect failure (POSIX atom).

  



  
    
      
    
    
      flow_control(Reason)



        
          
        

    

  


  

      

          -spec flow_control(flow_control_reason()) -> {error, error_reason()}.


      


Local flow control / congestion blocking.

  



  
    
      
    
    
      format/1



        
          
        

    

  


  

      

          -spec format(error_reason()) -> iolist().


      


Human-readable rendering for log lines.

  



  
    
      
    
    
      from_connection_close/1



        
          
        

    

  


  

      

          -spec from_connection_close(#connection_close{error_code :: non_neg_integer(),
                                              frame_type :: non_neg_integer(),
                                              reason_phrase :: binary(),
                                              is_application :: boolean()}) ->
                               {error, error_reason()}.


      


Map a peer-sent #connection_close{} record to a canonical
{transport, _} or {application, Code, Reason} error.

  



  
    
      
    
    
      from_handshake/1



        
          
        

    

  


  

      

          -spec from_handshake(atom() | tuple()) -> {error, error_reason()}.


      


Map a TLS-handshake-side internal failure (no-PSK, binder mismatch,
malformed finished, ...) to a canonical {tls, _} error.

  



  
    
      
    
    
      from_socket/2



        
          
        

    

  


  

      

          -spec from_socket(connect | listen | transport, inet:posix() | atom()) -> {error, error_reason()}.


      


Map a raw POSIX atom from a socket / inet call to the matching
canonical bucket according to which operation produced it.
Origin is one of connect, listen, transport.

  



  
    
      
    
    
      from_tls_alert/1



        
          
        

    

  


  

      

          -spec from_tls_alert(atom() | tuple()) -> {error, error_reason()}.


      


Map a TLS alert atom or {tls_alert, _} record to a canonical
{tls, _} error.

  



  
    
      
    
    
      is_retryable/1



        
          
        

    

  


  

      

          -spec is_retryable(error_reason()) -> boolean().


      


Whether the caller may sensibly retry after this error.

  



  
    
      
    
    
      listen(Reason)



        
          
        

    

  


  

      

          -spec listen(inet:posix() | atom()) -> {error, error_reason()}.


      


Server-side socket bind / listen failure (POSIX atom).

  



  
    
      
    
    
      opts(Reason)



        
          
        

    

  


  

      

          -spec opts(opts_reason()) -> {error, error_reason()}.


      


Options / configuration / API-misuse error.

  



  
    
      
    
    
      protocol(Reason)



        
          
        

    

  


  

      

          -spec protocol(protocol_reason()) -> {error, error_reason()}.


      


Wire-format / protocol violation detected locally.

  



  
    
      
    
    
      timeout(Phase)



        
          
        

    

  


  

      

          -spec timeout(timeout_phase()) -> {error, error_reason()}.


      


Timeout in a named phase.

  



  
    
      
    
    
      tls(Reason)



        
          
        

    

  


  

      

          -spec tls(tls_reason()) -> {error, error_reason()}.


      


TLS-layer error: peer alert or local handshake validation.

  



  
    
      
    
    
      transport(Reason)



        
          
        

    

  


  

      

          -spec transport(transport_reason()) -> {error, error_reason()}.


      


Transport-layer error: peer CONNECTION_CLOSE (0x1c) or local I/O.

  



  
    
      
    
    
      wrap/1



        
          
        

    

  


  

      

          -spec wrap(term()) -> {error, error_reason()}.


      


Normalise any term into the canonical taxonomy. Already-canonical values
pass through unchanged.

  



  
    
      
    
    
      wrap_reason/1



        
          
        

    

  


  

      

          -spec wrap_reason(term()) -> {error, error_reason()}.


      


Generic dispatcher used by wrap/1. Exported for the rare site that
already destructured the {error, _} tuple and only has the payload.

  



  
    
      
    
    
      wrap_result/1



        
          
        

    

  


  

      

          -spec wrap_result(ok | {ok, T} | {error, term()}) -> ok | {ok, T} | {error, error_reason()}.


      


Wrap an {ok, _} | {error, _} result so the error arm is canonical.
The ok and {ok, _} arms pass through unchanged.

  


        

      


  

    
nquic_listener_mgr 
    



      
Listener manager gen_server.
Holds the mutable state that used to live inside the legacy nquic_listener
gen_server: the accept queue, the parked acceptors, the configured listen
options, and the resolved UDP port. Publishes its own pid to the listener's
dispatch table on init so receivers and connections can route the
connection_established notification through nquic_dispatch:get_mgr/1.
Started as the first child of nquic_listener_sup under a rest_for_one
strategy, so a crash here cascades into a fresh sub-tree below
(partitions, receivers) instead of leaving stale
references in the dispatch table.

      


      
        Summary


  
    Types
  


    
      
        accept_entry()

      


    





  
    Functions
  


    
      
        accept(Mgr, Timeout)

      


        Accept a new connection, blocking until one is available or timeout expires.



    


    
      
        connection_established(Mgr, Entry)

      


        Hand a freshly handshaked, proactively exported connection to the
listener manager. The handshake gen_statem has already terminated;
Entry carries the protocol state, socket, dispatch handle, and the
per-conn-fd flag.



    


    
      
        get_dispatch(Mgr)

      


        Return the dispatch table for this listener.



    


    
      
        get_metrics(Mgr)

      


        Return the metrics handle attached to this listener's dispatch table.



    


    
      
        get_port(Mgr)

      


        Return the UDP port number this listener is bound to.



    


    
      
        get_static_key(Mgr)

      


        Return the listener's static stateless-reset key.



    


    
      
        handle_call/3

      


    


    
      
        handle_cast/2

      


    


    
      
        handle_info(Info, State)

      


    


    
      
        init/1

      


    


    
      
        opt(Mgr, Key)

      


        Return a single listener option as seen at startup.



    


    
      
        start_link(Args)

      


        Start the listener manager. Args carries the dispatch handle and resolved opts.



    


    
      
        terminate(Reason, State)

      


    





      


      
        Types


        


  
    
      
    
    
      accept_entry()



        
          
        

    

  


  

      

          -type accept_entry() ::
          {exported,
           nquic_protocol:state(),
           nquic_socket:t(),
           nquic_dispatch:t() | undefined,
           boolean(),
           pid()}.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      accept(Mgr, Timeout)



        
          
        

    

  


  

      

          -spec accept(pid(), timeout()) -> {ok, accept_entry()} | {error, nquic_error:any_reason()}.


      


Accept a new connection, blocking until one is available or timeout expires.

  



  
    
      
    
    
      connection_established(Mgr, Entry)



        
          
        

    

  


  

      

          -spec connection_established(pid(), accept_entry()) -> ok.


      


Hand a freshly handshaked, proactively exported connection to the
listener manager. The handshake gen_statem has already terminated;
Entry carries the protocol state, socket, dispatch handle, and the
per-conn-fd flag.

  



  
    
      
    
    
      get_dispatch(Mgr)



        
          
        

    

  


  

      

          -spec get_dispatch(pid()) -> {ok, nquic_dispatch:t()} | {error, nquic_error:any_reason()}.


      


Return the dispatch table for this listener.

  



  
    
      
    
    
      get_metrics(Mgr)



        
          
        

    

  


  

      

          -spec get_metrics(pid()) -> {ok, nquic_metrics:t()} | {error, nquic_error:any_reason()}.


      


Return the metrics handle attached to this listener's dispatch table.

  



  
    
      
    
    
      get_port(Mgr)



        
          
        

    

  


  

      

          -spec get_port(pid()) -> {ok, inet:port_number()} | {error, nquic_error:any_reason()}.


      


Return the UDP port number this listener is bound to.

  



  
    
      
    
    
      get_static_key(Mgr)



        
          
        

    

  


  

      

          -spec get_static_key(pid()) -> {ok, binary()} | {error, nquic_error:any_reason()}.


      


Return the listener's static stateless-reset key.

  



  
    
      
    
    
      handle_call/3



        
          
        

    

  


  

      

          -spec handle_call(term(),
                  gen_server:from(),
                  #state{dispatch :: nquic_dispatch:t(),
                         opts :: map(),
                         port :: inet:port_number(),
                         static_key :: binary(),
                         accept_queue :: queue:queue(accept_entry()),
                         waiting_acceptors :: [gen_server:from()],
                         max_accept_queue :: non_neg_integer()}) ->
                     {reply,
                      term(),
                      #state{dispatch :: nquic_dispatch:t(),
                             opts :: map(),
                             port :: inet:port_number(),
                             static_key :: binary(),
                             accept_queue :: queue:queue(accept_entry()),
                             waiting_acceptors :: [gen_server:from()],
                             max_accept_queue :: non_neg_integer()}} |
                     {noreply,
                      #state{dispatch :: nquic_dispatch:t(),
                             opts :: map(),
                             port :: inet:port_number(),
                             static_key :: binary(),
                             accept_queue :: queue:queue(accept_entry()),
                             waiting_acceptors :: [gen_server:from()],
                             max_accept_queue :: non_neg_integer()}}.


      



  



  
    
      
    
    
      handle_cast/2



        
          
        

    

  


  

      

          -spec handle_cast(term(),
                  #state{dispatch :: nquic_dispatch:t(),
                         opts :: map(),
                         port :: inet:port_number(),
                         static_key :: binary(),
                         accept_queue :: queue:queue(accept_entry()),
                         waiting_acceptors :: [gen_server:from()],
                         max_accept_queue :: non_neg_integer()}) ->
                     {noreply,
                      #state{dispatch :: nquic_dispatch:t(),
                             opts :: map(),
                             port :: inet:port_number(),
                             static_key :: binary(),
                             accept_queue :: queue:queue(accept_entry()),
                             waiting_acceptors :: [gen_server:from()],
                             max_accept_queue :: non_neg_integer()}}.


      



  



  
    
      
    
    
      handle_info(Info, State)



        
          
        

    

  


  

      

          -spec handle_info(term(),
                  #state{dispatch :: nquic_dispatch:t(),
                         opts :: map(),
                         port :: inet:port_number(),
                         static_key :: binary(),
                         accept_queue :: queue:queue(accept_entry()),
                         waiting_acceptors :: [gen_server:from()],
                         max_accept_queue :: non_neg_integer()}) ->
                     {noreply,
                      #state{dispatch :: nquic_dispatch:t(),
                             opts :: map(),
                             port :: inet:port_number(),
                             static_key :: binary(),
                             accept_queue :: queue:queue(accept_entry()),
                             waiting_acceptors :: [gen_server:from()],
                             max_accept_queue :: non_neg_integer()}}.


      



  



  
    
      
    
    
      init/1



        
          
        

    

  


  

      

          -spec init(map()) ->
              {ok,
               #state{dispatch :: nquic_dispatch:t(),
                      opts :: map(),
                      port :: inet:port_number(),
                      static_key :: binary(),
                      accept_queue :: queue:queue(accept_entry()),
                      waiting_acceptors :: [gen_server:from()],
                      max_accept_queue :: non_neg_integer()}} |
              {stop, term()}.


      



  



  
    
      
    
    
      opt(Mgr, Key)



        
          
        

    

  


  

      

          -spec opt(pid(), atom()) -> {ok, term()} | {error, nquic_error:any_reason()}.


      


Return a single listener option as seen at startup.

  



  
    
      
    
    
      start_link(Args)



        
          
        

    

  


  

      

          -spec start_link(#{dispatch := nquic_dispatch:t(), opts := map()}) ->
                    {ok, pid()} | ignore | {error, term()}.


      


Start the listener manager. Args carries the dispatch handle and resolved opts.

  



  
    
      
    
    
      terminate(Reason, State)



        
          
        

    

  


  

      

          -spec terminate(term(),
                #state{dispatch :: nquic_dispatch:t(),
                       opts :: map(),
                       port :: inet:port_number(),
                       static_key :: binary(),
                       accept_queue :: queue:queue(accept_entry()),
                       waiting_acceptors :: [gen_server:from()],
                       max_accept_queue :: non_neg_integer()}) ->
                   ok.


      



  


        

      


  

    
nquic_listener_sup 
    



      
Top-level listener supervisor.
rest_for_one over three children:
	nquic_listener_mgr: gen_server with the accept queue, parked
acceptors, resolved port, static key, and a published reference to
the listener's dispatch table.
	nquic_partitions_sup: one_for_one container holding the per-
scheduler nquic_server_sup partitions. Each partition publishes
its pid into the dispatch table on init.
	nquic_receiver_sup: one_for_one container of N
nquic_receiver workers (sharing the listen port via SO_REUSEPORT
when N > 1).

The dispatch ETS table is created here, owned by this supervisor process,
and lives for the lifetime of the listener. Children publish their own
pids into it on init; nothing else has to coordinate restart fan-out.
On rest_for_one the cascade is:
	mgr crash -> mgr + partitions + receivers all restart;
fresh dispatch slots are populated by each new child's init.
	partitions crash -> partitions + receivers restart.
	receiver_sup crash -> only receivers restart.

A single partition crashing is contained inside nquic_partitions_sup
(one_for_one there) and re-publishes its slot on its own restart.

      


      
        Summary


  
    Functions
  


    
      
        init(Opts)

      


    


    
      
        preload_certs(Opts)

      


        Read certificate / key / CA material from disk so the listener fails
fast on bad paths instead of crashing every connection at handshake
time. Exposed for the legacy nquic_listener shim and tests.



    


    
      
        start_link(Opts)

      


        Start a listener supervision tree. The returned supervisor pid is the
public listener handle: nquic_listener:accept/2, nquic:get_port/1,
nquic:metrics/1, etc. all forward through to the manager child via
supervisor:which_children/1.



    





      


      
        Functions


        


  
    
      
    
    
      init(Opts)



        
          
        

    

  


  

      

          -spec init(map()) -> {ok, {supervisor:sup_flags(), [supervisor:child_spec()]}} | {stop, term()}.


      



  



  
    
      
    
    
      preload_certs(Opts)



        
          
        

    

  


  

      

          -spec preload_certs(map()) -> {ok, map()} | {error, nquic_error:any_reason()}.


      


Read certificate / key / CA material from disk so the listener fails
fast on bad paths instead of crashing every connection at handshake
time. Exposed for the legacy nquic_listener shim and tests.

  



  
    
      
    
    
      start_link(Opts)



        
          
        

    

  


  

      

          -spec start_link(map()) -> {ok, pid()} | ignore | {error, term()}.


      


Start a listener supervision tree. The returned supervisor pid is the
public listener handle: nquic_listener:accept/2, nquic:get_port/1,
nquic:metrics/1, etc. all forward through to the manager child via
supervisor:which_children/1.

  


        

      


  

    
nquic_metrics 
    



      
Per-listener observability primitives.
Owns one atomics ref for listener-wide counters (packets, conns,
handshakes, accept queue depth, ...) and one ETS table that holds a row
per tracked connection. Both are allocated by new/0 when the listener's
dispatch table is built and destroyed on listener shutdown.
Counter increments are inline atomics:add/3 calls (~10ns) so the hot
receive path stays cheap. The per-conn rows track identity, peer, and
lifecycle state for internal lookup; they are written on handshake
completion, state change, and connection termination.
Per-connection lifetime byte counters live in a smaller atomics ref
attached to the row, so the conn-statem can bump bytes_in /
bytes_out without rewriting the row.

      


      
        Summary


  
    Types
  


    
      
        conn_counters()

      


    


    
      
        conn_row()

      


    


    
      
        slot()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        add/3

      


        Add Delta to the named counter.



    


    
      
        delete_row/2

      


        Delete the row keyed by DCID. No-op if absent.



    


    
      
        destroy/1

      


        Destroy the info ETS table. The atomics ref is GC'd with the metrics record.



    


    
      
        get/2

      


        Read a single counter value.



    


    
      
        inc(M, Slot)

      


        Increment the named counter by 1.



    


    
      
        inc_bytes_in/2

      


        Add N to the row's lifetime bytes_in total.



    


    
      
        inc_bytes_out/2

      


        Add N to the row's lifetime bytes_out total.



    


    
      
        info_table/1

      


        Return the ETS tid for the info table (testing / advanced callers).



    


    
      
        insert_row/2

      


        Insert (or replace) a row. Used on handshake completion and when peer
identity changes mid-connection.



    


    
      
        list_rows/1

      


        Return every row currently in the table.



    


    
      
        lookup_row/2

      


        Look up a single row by DCID.



    


    
      
        new()

      


        Allocate a fresh metrics handle (atomics ref + info ETS table).



    


    
      
        new_conn_counters()

      


        Allocate a fresh per-conn counters block.



    


    
      
        new_row(DCID, Pid, Peer, State)

      


        Build a fresh row with the given identity and a new counters block.



    


    
      
        rcvbuf_errs/1

      


        Return the current InErrors delta vs the baseline taken at listener
start. On non-Linux (no /proc/net/snmp) returns 0.



    


    
      
        read_conn_counters/1

      


        Read the full per-conn counters block as a map.



    


    
      
        row_counters/1

      


        Return the row's lifetime counters block.



    


    
      
        row_dcid/1

      


        Return the row's initial DCID (the key).



    


    
      
        row_pid/1

      


        Return the row's owning conn pid.



    


    
      
        row_state/1

      


        Return the row's lifecycle state.



    


    
      
        snapshot/1

      


        Return a snapshot of every counter plus uptime_ms and
udp_rcvbuf_errs.



    


    
      
        touch_last_packet/2

      


        Record TsUs (monotonic microseconds) as the last-packet timestamp.



    


    
      
        update_state/3

      


        Update the lifecycle state field of an existing row.



    





      


      
        Types


        


  
    
      
    
    
      conn_counters()



        
          
        

    

  


  

      

          -type conn_counters() :: #conn_counters{ref :: atomics:atomics_ref()}.


      



  



  
    
      
    
    
      conn_row()



        
          
        

    

  


  

      

          -type conn_row() ::
          #conn_row{dcid :: binary(),
                    pid :: pid(),
                    peer :: nquic_socket:sockaddr() | undefined,
                    state :: handshake | established | draining,
                    counters :: conn_counters()}.


      



  



  
    
      
    
    
      slot()



        
          
        

    

  


  

      

          -type slot() ::
          packets_in | packets_dropped_mailbox | packets_dropped_ratelimit | conns_established |
          conns_closed_normal | conns_closed_idle_timeout | conns_closed_peer |
          conns_closed_protocol_error | handshakes_inflight | accept_queue_depth.


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          -type t() ::
          #metrics{counters :: atomics:atomics_ref(),
                   info_table :: ets:tid(),
                   start_monotonic_us :: integer(),
                   rcvbuf_baseline :: non_neg_integer()}.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      add/3



        
          
        

    

  


  

      

          -spec add(t(), slot(), integer()) -> ok.


      


Add Delta to the named counter.

  



  
    
      
    
    
      delete_row/2



        
          
        

    

  


  

      

          -spec delete_row(t(), binary()) -> ok.


      


Delete the row keyed by DCID. No-op if absent.

  



  
    
      
    
    
      destroy/1



        
          
        

    

  


  

      

          -spec destroy(t()) -> ok.


      


Destroy the info ETS table. The atomics ref is GC'd with the metrics record.

  



  
    
      
    
    
      get/2



        
          
        

    

  


  

      

          -spec get(t(), slot()) -> integer().


      


Read a single counter value.

  



  
    
      
    
    
      inc(M, Slot)



        
          
        

    

  


  

      

          -spec inc(t(), slot()) -> ok.


      


Increment the named counter by 1.

  



  
    
      
    
    
      inc_bytes_in/2



        
          
        

    

  


  

      

          -spec inc_bytes_in(conn_counters(), non_neg_integer()) -> ok.


      


Add N to the row's lifetime bytes_in total.

  



  
    
      
    
    
      inc_bytes_out/2



        
          
        

    

  


  

      

          -spec inc_bytes_out(conn_counters(), non_neg_integer()) -> ok.


      


Add N to the row's lifetime bytes_out total.

  



  
    
      
    
    
      info_table/1



        
          
        

    

  


  

      

          -spec info_table(t()) -> ets:tid().


      


Return the ETS tid for the info table (testing / advanced callers).

  



  
    
      
    
    
      insert_row/2



        
          
        

    

  


  

      

          -spec insert_row(t(), conn_row()) -> true.


      


Insert (or replace) a row. Used on handshake completion and when peer
identity changes mid-connection.

  



  
    
      
    
    
      list_rows/1



        
          
        

    

  


  

      

          -spec list_rows(t()) -> [conn_row()].


      


Return every row currently in the table.

  



  
    
      
    
    
      lookup_row/2



        
          
        

    

  


  

      

          -spec lookup_row(t(), binary()) -> {ok, conn_row()} | {error, not_found}.


      


Look up a single row by DCID.

  



  
    
      
    
    
      new()



        
          
        

    

  


  

      

          -spec new() -> t().


      


Allocate a fresh metrics handle (atomics ref + info ETS table).

  



  
    
      
    
    
      new_conn_counters()



        
          
        

    

  


  

      

          -spec new_conn_counters() -> conn_counters().


      


Allocate a fresh per-conn counters block.

  



  
    
      
    
    
      new_row(DCID, Pid, Peer, State)



        
          
        

    

  


  

      

          -spec new_row(binary(), pid(), nquic_socket:sockaddr() | undefined, handshake | established | draining) ->
                 conn_row().


      


Build a fresh row with the given identity and a new counters block.

  



  
    
      
    
    
      rcvbuf_errs/1



        
          
        

    

  


  

      

          -spec rcvbuf_errs(t()) -> non_neg_integer().


      


Return the current InErrors delta vs the baseline taken at listener
start. On non-Linux (no /proc/net/snmp) returns 0.

  



  
    
      
    
    
      read_conn_counters/1



        
          
        

    

  


  

      

          -spec read_conn_counters(conn_counters()) -> #{atom() => integer()}.


      


Read the full per-conn counters block as a map.

  



  
    
      
    
    
      row_counters/1



        
          
        

    

  


  

      

          -spec row_counters(conn_row()) -> conn_counters().


      


Return the row's lifetime counters block.

  



  
    
      
    
    
      row_dcid/1



        
          
        

    

  


  

      

          -spec row_dcid(conn_row()) -> binary().


      


Return the row's initial DCID (the key).

  



  
    
      
    
    
      row_pid/1



        
          
        

    

  


  

      

          -spec row_pid(conn_row()) -> pid().


      


Return the row's owning conn pid.

  



  
    
      
    
    
      row_state/1



        
          
        

    

  


  

      

          -spec row_state(conn_row()) -> handshake | established | draining.


      


Return the row's lifecycle state.

  



  
    
      
    
    
      snapshot/1



        
          
        

    

  


  

      

          -spec snapshot(t()) -> #{atom() => integer()}.


      


Return a snapshot of every counter plus uptime_ms and
udp_rcvbuf_errs.

  



  
    
      
    
    
      touch_last_packet/2



        
          
        

    

  


  

      

          -spec touch_last_packet(conn_counters(), integer()) -> ok.


      


Record TsUs (monotonic microseconds) as the last-packet timestamp.

  



  
    
      
    
    
      update_state/3



        
          
        

    

  


  

      

          -spec update_state(t(), binary(), handshake | established | draining) -> ok.


      


Update the lifecycle state field of an existing row.

  


        

      


  

    
nquic_new_token 
    



      
Server-side NEW_TOKEN issuance and validation per RFC 9000 §8.1.3.
The server hands out an opaque token via the NEW_TOKEN frame after
the handshake completes. A returning client echoes the token on its
next Initial; if the token validates, the server skips the Retry
round-trip and proceeds with handshake immediately.
The token binds the client's IP+port to a freshness timestamp,
authenticated by HMAC-SHA256 with the same static key Retry uses,
domain-separated by the leading "new_token" tag in the HMAC
input so a Retry token cannot be replayed as a NEW_TOKEN token (and
vice versa).
Token format: <<HMAC:32/binary, IssuedAt:64, AddrBin/binary>>
HMAC input: <<"new_token", Lifetime:32, IssuedAt:64, AddrBin/binary>>

      


      
        Summary


  
    Functions
  


    
      
        generate(StaticKey, PeerAddr, Lifetime)

      


        Generate a NEW_TOKEN token bound to PeerAddr, valid for 24 hours.



    


    
      
        generate(StaticKey, PeerAddr, Lifetime, IssuedAt)

      


        Like generate/3 but with an explicit issue time (for testing).



    


    
      
        validate(Token, StaticKey, PeerAddr)

      


        Validate a NEW_TOKEN token against the current peer address.



    


    
      
        validate/4

      


    





      


      
        Functions


        


  
    
      
    
    
      generate(StaticKey, PeerAddr, Lifetime)



        
          
        

    

  


  

      

          -spec generate(binary(), nquic_socket:sockaddr(), pos_integer()) -> binary().


      


Generate a NEW_TOKEN token bound to PeerAddr, valid for 24 hours.

  



  
    
      
    
    
      generate(StaticKey, PeerAddr, Lifetime, IssuedAt)



        
          
        

    

  


  

      

          -spec generate(binary(), nquic_socket:sockaddr(), pos_integer(), non_neg_integer()) -> binary().


      


Like generate/3 but with an explicit issue time (for testing).

  



  
    
      
    
    
      validate(Token, StaticKey, PeerAddr)



        
          
        

    

  


  

      

          -spec validate(binary(), binary(), nquic_socket:sockaddr()) -> ok | {error, invalid_new_token}.


      


Validate a NEW_TOKEN token against the current peer address.

  



  
    
      
    
    
      validate/4



        
          
        

    

  


  

      

          -spec validate(binary(), binary(), nquic_socket:sockaddr(), pos_integer()) ->
                  ok | {error, invalid_new_token}.


      



  


        

      


  

    
nquic_partitions_sup 
    



      
Container supervisor for the per-scheduler nquic_server_sup partitions.
Holds N partition supervisors as children under one_for_one. Each child
publishes its own pid to the listener's dispatch table on init, so a
partition crash + restart is observed by nquic_dispatch:start_conn_child/3
on its next call without any republish step from this supervisor.
The partition count is published once into the dispatch table from this
module's init/1 so the routing hash sees a consistent N.

      


      
        Summary


  
    Functions
  


    
      
        init(Dispatch)

      


    


    
      
        start_link(Dispatch)

      


        Start the partitions supervisor with the listener's dispatch handle.



    





      


      
        Functions


        


  
    
      
    
    
      init(Dispatch)



        
          
        

    

  


  

      

          -spec init(nquic_dispatch:t()) -> {ok, {supervisor:sup_flags(), [supervisor:child_spec()]}}.


      



  



  
    
      
    
    
      start_link(Dispatch)



        
          
        

    

  


  

      

          -spec start_link(nquic_dispatch:t()) -> {ok, pid()} | ignore | {error, term()}.


      


Start the partitions supervisor with the listener's dispatch handle.

  


        

      


  

    
nquic_pmtud 
    



      
Datagram Packetization Layer PMTU Discovery (DPLPMTUD) per RFC 8899.
Pure functional state machine for path MTU discovery. The caller
(nquic_protocol or nquic_conn_statem) drives transitions by calling
on_probe_acked/1, on_probe_lost/1, on_timeout/1, etc.
States: disabled, base, searching, search_complete, error.

      


      
        Summary


  
    Types
  


    
      
        pmtud_state()

      


    





  
    Functions
  


    
      
        disable(S)

      


        Disable PMTUD. Resets to BASE_PLPMTU.



    


    
      
        enable/1

      


        Enable PMTUD. Transitions from disabled to searching.



    


    
      
        generate_probe/1

      


        Generate a probe frame list (PING + PADDING to target size).
Returns {ok, Frames, Size, State} where Size is the target probe size
and State has probe_pending cleared, or {error, no_probe_needed}.



    


    
      
        get_current_mtu/1

      


        Get the current effective MTU.



    


    
      
        get_probe_size/1

      


        Get the size of the next probe packet.



    


    
      
        get_state/1

      


        Get the current DPLPMTUD state.



    


    
      
        get_timer_ms/1

      


        Get the timer interval in milliseconds, or infinity if no timer needed.



    


    
      
        needs_probe/1

      


        Whether a probe packet should be sent now.



    


    
      
        new()

      


        Create a new PMTUD state (disabled).



    


    
      
        new(MaxMTU)

      


        Create a new PMTUD state with a custom max MTU.



    


    
      
        on_black_hole(S)

      


        Called when black hole is detected (sustained loss after MTU increase).



    


    
      
        on_probe_acked/1

      


        Called when a probe packet was acknowledged.



    


    
      
        on_probe_lost/1

      


        Called when a probe packet was lost (not acked within timeout).



    


    
      
        on_timeout/1

      


        Called on reprobe timer expiry. Triggers a new search from current MTU.



    





      


      
        Types


        


  
    
      
    
    
      pmtud_state()



        
          
        

    

  


  

      

          -type pmtud_state() ::
          #pmtud{state :: disabled | base | searching | search_complete | error,
                 current_mtu :: pos_integer(),
                 probe_size :: non_neg_integer(),
                 probe_count :: non_neg_integer(),
                 search_low :: pos_integer(),
                 search_high :: pos_integer(),
                 probe_pending :: boolean(),
                 last_probe_time :: non_neg_integer()}.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      disable(S)



        
          
        

    

  


  

      

          -spec disable(pmtud_state()) -> pmtud_state().


      


Disable PMTUD. Resets to BASE_PLPMTU.

  



  
    
      
    
    
      enable/1



        
          
        

    

  


  

      

          -spec enable(pmtud_state()) -> pmtud_state().


      


Enable PMTUD. Transitions from disabled to searching.

  



  
    
      
    
    
      generate_probe/1



        
          
        

    

  


  

      

          -spec generate_probe(pmtud_state()) ->
                        {ok, [nquic_frame:t()], pos_integer(), pmtud_state()} | {error, no_probe_needed}.


      


Generate a probe frame list (PING + PADDING to target size).
Returns {ok, Frames, Size, State} where Size is the target probe size
and State has probe_pending cleared, or {error, no_probe_needed}.

  



  
    
      
    
    
      get_current_mtu/1



        
          
        

    

  


  

      

          -spec get_current_mtu(pmtud_state()) -> pos_integer().


      


Get the current effective MTU.

  



  
    
      
    
    
      get_probe_size/1



        
          
        

    

  


  

      

          -spec get_probe_size(pmtud_state()) -> non_neg_integer().


      


Get the size of the next probe packet.

  



  
    
      
    
    
      get_state/1



        
          
        

    

  


  

      

          -spec get_state(pmtud_state()) -> disabled | base | searching | search_complete | error.


      


Get the current DPLPMTUD state.

  



  
    
      
    
    
      get_timer_ms/1



        
          
        

    

  


  

      

          -spec get_timer_ms(pmtud_state()) -> pos_integer() | infinity.


      


Get the timer interval in milliseconds, or infinity if no timer needed.

  



  
    
      
    
    
      needs_probe/1



        
          
        

    

  


  

      

          -spec needs_probe(pmtud_state()) -> boolean().


      


Whether a probe packet should be sent now.

  



  
    
      
    
    
      new()



        
          
        

    

  


  

      

          -spec new() -> pmtud_state().


      


Create a new PMTUD state (disabled).

  



  
    
      
    
    
      new(MaxMTU)



        
          
        

    

  


  

      

          -spec new(pos_integer()) -> pmtud_state().


      


Create a new PMTUD state with a custom max MTU.

  



  
    
      
    
    
      on_black_hole(S)



        
          
        

    

  


  

      

          -spec on_black_hole(pmtud_state()) -> pmtud_state().


      


Called when black hole is detected (sustained loss after MTU increase).

  



  
    
      
    
    
      on_probe_acked/1



        
          
        

    

  


  

      

          -spec on_probe_acked(pmtud_state()) -> pmtud_state().


      


Called when a probe packet was acknowledged.

  



  
    
      
    
    
      on_probe_lost/1



        
          
        

    

  


  

      

          -spec on_probe_lost(pmtud_state()) -> pmtud_state().


      


Called when a probe packet was lost (not acked within timeout).

  



  
    
      
    
    
      on_timeout/1



        
          
        

    

  


  

      

          -spec on_timeout(pmtud_state()) -> pmtud_state().


      


Called on reprobe timer expiry. Triggers a new search from current MTU.

  


        

      


  

    
nquic_pn_buf 
    



      
Sent-packet buffer for nquic_loss.
QUIC's send pattern is monotonic-PN insert at the tail (RFC 9000
§12.3, packet numbers strictly increase within a packet number
space) followed by ACK arrivals that typically remove a prefix of
the oldest unacked entries. The previous implementation backed
this by gb_trees, which fires periodic O(N) rebalances under
monotonic-key insertion that show up as hot frames in profiling
(gb_trees:to_list, gb_trees:balance_list_1, gb_trees:count).
Internal representation is a two-list deque. front holds older
entries in ascending PN order; back holds newer entries in
descending PN order with the head being the newest. The invariant
max(PN in front) < min(PN in back) is preserved by every
operation.
Insert at the tail is O(1). Ascending walk with early stop is
O(K) where K is the number of entries scanned. The common
case for ACK and loss-detection sweeps is "scan a prefix of the
front", which never touches back. Operations that consume the
entire front then peek into the back reverse back once, paid
amortised across the full traversal.

      


      
        Summary


  
    Types
  


    
      
        buf()

      


    





  
    Functions
  


    
      
        delete/2

      


        Remove the entry at PN. Worst-case O(N) linear scan. Used by
spurious-loss bookkeeping where an ACK arrives for a previously
declared-lost packet and the entry must be cleared from the
recently_lost index.



    


    
      
        from_list(List)

      


        Build a buffer from a list of {PN, Pkt} pairs. Sorts ascending and
seeds front with the result. Intended for tests and migration
helpers; production code should grow the buffer via insert/3.



    


    
      
        get(PN, Buf)

      


        Get the packet at PN or raise. Mirrors gb_trees:get/2 for tests
that depended on the exception shape; production code should prefer
lookup/2.



    


    
      
        insert/3

      


        Insert Pkt at packet number PN. The caller must guarantee PN is
strictly greater than every existing PN in the buffer (the natural
monotonic-PN-per-space invariant from RFC 9000 §12.3). The function
does not validate this; violating the invariant only matters for
later iteration / range operations, which assume PN-ascending order.



    


    
      
        is_defined(PN, Buf)

      


        Existence predicate. Same complexity as lookup/2.



    


    
      
        is_empty/1

      


        Return whether the buffer holds no entries.



    


    
      
        keys/1

      


        Packet numbers in ascending order. Materialises the full list.



    


    
      
        lookup/2

      


        Look up the packet at PN. Worst-case O(N) linear scan; the buffer
is not designed for random access, so callers should reserve this
for tests or rare paths (e.g. computing an RTT sample from the
largest acked PN, which is at most one call per ACK).



    


    
      
        new()

      


        Construct an empty buffer.



    


    
      
        size/1

      


        Number of entries currently held.



    


    
      
        take_lost/5

      


        Take all entries at or below Largest that satisfy the RFC 9002 §6.1
loss conditions (PN =< PThresh OR time_sent =< TCutoff). An entry
above Largest is never lost. Returns the lost packets in PN-ascending
order, the residual buffer, and the NextLossTime hint (the first
in-flight packet's time_sent + LossDelay when it is at or below
Largest, else undefined). A packet that is not in flight, such as an
ACK-only packet, does not set the hint: its loss has no effect.
Stops at the first packet that fails both conditions. PN order
equals time-sent order on monotonic clock + monotonic PN, so all
suffix entries are also not lost; early-stop is safe.



    


    
      
        take_older_than/2

      


        Take all entries with time_sent =< Cutoff. Walks ascending and
stops at the first entry newer than Cutoff. Used to prune the
recently-lost index past the spurious-loss reorder window.



    


    
      
        take_range/3

      


        Take all entries with Low =< PN =< High. Returns the matched
packets in PN-ascending order plus the residual buffer. The common
case (range covers a prefix of front) touches only front and
runs in O(K) where K is the partition position. When the range
straddles into back, back is reversed once into front and the
scan continues; paid as a single linear pass amortised across the
caller.



    


    
      
        to_list/1

      


        All {PN, Pkt} entries in PN-ascending order.



    


    
      
        values/1

      


        Packet records in PN-ascending order. Materialises the full list.



    





      


      
        Types


        


  
    
      
    
    
      buf()



        
          
        

    

  


  

      

          -opaque buf()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      delete/2



        
          
        

    

  


  

      

          -spec delete(nquic_packet_number:t(), buf()) -> buf().


      


Remove the entry at PN. Worst-case O(N) linear scan. Used by
spurious-loss bookkeeping where an ACK arrives for a previously
declared-lost packet and the entry must be cleared from the
recently_lost index.

  



  
    
      
    
    
      from_list(List)



        
          
        

    

  


  

      

          -spec from_list([{nquic_packet_number:t(), nquic_loss:sent_packet()}]) -> buf().


      


Build a buffer from a list of {PN, Pkt} pairs. Sorts ascending and
seeds front with the result. Intended for tests and migration
helpers; production code should grow the buffer via insert/3.

  



  
    
      
    
    
      get(PN, Buf)



        
          
        

    

  


  

      

          -spec get(nquic_packet_number:t(), buf()) -> nquic_loss:sent_packet().


      


Get the packet at PN or raise. Mirrors gb_trees:get/2 for tests
that depended on the exception shape; production code should prefer
lookup/2.

  



  
    
      
    
    
      insert/3



        
          
        

    

  


  

      

          -spec insert(nquic_packet_number:t(), nquic_loss:sent_packet(), buf()) -> buf().


      


Insert Pkt at packet number PN. The caller must guarantee PN is
strictly greater than every existing PN in the buffer (the natural
monotonic-PN-per-space invariant from RFC 9000 §12.3). The function
does not validate this; violating the invariant only matters for
later iteration / range operations, which assume PN-ascending order.

  



  
    
      
    
    
      is_defined(PN, Buf)



        
          
        

    

  


  

      

          -spec is_defined(nquic_packet_number:t(), buf()) -> boolean().


      


Existence predicate. Same complexity as lookup/2.

  



  
    
      
    
    
      is_empty/1



        
          
        

    

  


  

      

          -spec is_empty(buf()) -> boolean().


      


Return whether the buffer holds no entries.

  



  
    
      
    
    
      keys/1



        
          
        

    

  


  

      

          -spec keys(buf()) -> [nquic_packet_number:t()].


      


Packet numbers in ascending order. Materialises the full list.

  



  
    
      
    
    
      lookup/2



        
          
        

    

  


  

      

          -spec lookup(nquic_packet_number:t(), buf()) -> none | {value, nquic_loss:sent_packet()}.


      


Look up the packet at PN. Worst-case O(N) linear scan; the buffer
is not designed for random access, so callers should reserve this
for tests or rare paths (e.g. computing an RTT sample from the
largest acked PN, which is at most one call per ACK).

  



  
    
      
    
    
      new()



        
          
        

    

  


  

      

          -spec new() -> buf().


      


Construct an empty buffer.

  



  
    
      
    
    
      size/1



        
          
        

    

  


  

      

          -spec size(buf()) -> non_neg_integer().


      


Number of entries currently held.

  



  
    
      
    
    
      take_lost/5



        
          
        

    

  


  

      

          -spec take_lost(buf(), nquic_packet_number:t(), integer(), integer(), pos_integer()) ->
                   {[nquic_loss:sent_packet()], buf(), non_neg_integer() | undefined}.


      


Take all entries at or below Largest that satisfy the RFC 9002 §6.1
loss conditions (PN =< PThresh OR time_sent =< TCutoff). An entry
above Largest is never lost. Returns the lost packets in PN-ascending
order, the residual buffer, and the NextLossTime hint (the first
in-flight packet's time_sent + LossDelay when it is at or below
Largest, else undefined). A packet that is not in flight, such as an
ACK-only packet, does not set the hint: its loss has no effect.
Stops at the first packet that fails both conditions. PN order
equals time-sent order on monotonic clock + monotonic PN, so all
suffix entries are also not lost; early-stop is safe.

  



  
    
      
    
    
      take_older_than/2



        
          
        

    

  


  

      

          -spec take_older_than(buf(), integer()) -> {[nquic_loss:sent_packet()], buf()}.


      


Take all entries with time_sent =< Cutoff. Walks ascending and
stops at the first entry newer than Cutoff. Used to prune the
recently-lost index past the spurious-loss reorder window.

  



  
    
      
    
    
      take_range/3



        
          
        

    

  


  

      

          -spec take_range(nquic_packet_number:t(), nquic_packet_number:t(), buf()) ->
                    {[nquic_loss:sent_packet()], buf()}.


      


Take all entries with Low =< PN =< High. Returns the matched
packets in PN-ascending order plus the residual buffer. The common
case (range covers a prefix of front) touches only front and
runs in O(K) where K is the partition position. When the range
straddles into back, back is reversed once into front and the
scan continues; paid as a single linear pass amortised across the
caller.

  



  
    
      
    
    
      to_list/1



        
          
        

    

  


  

      

          -spec to_list(buf()) -> [{nquic_packet_number:t(), nquic_loss:sent_packet()}].


      


All {PN, Pkt} entries in PN-ascending order.

  



  
    
      
    
    
      values/1



        
          
        

    

  


  

      

          -spec values(buf()) -> [nquic_loss:sent_packet()].


      


Packet records in PN-ascending order. Materialises the full list.

  


        

      


  

    
nquic_protocol 
    



      
Pure functional QUIC protocol state machine.
Provides the core QUIC protocol logic without any process or I/O
dependencies. Takes data in, returns events and packets out. Can be
driven by any process (gen_statem, gen_server, or direct loop).
The caller is responsible for:
	Sending UDP packets returned by flush/1
	Scheduling timers from timeout actions
	Delivering events to the application
	Registering/unregistering connection IDs in dispatch tables

Usage
{ok, Events, State1} = nquic_protocol:handle_packet(Bin, Source, State),
{ok, Packets, State2} = nquic_protocol:flush(State1),
[nquic_socket:send(Socket, Peer, Pkt) || Pkt <- Packets].

      


      
        Summary


  
    Types
  


    
      
        event()

      


    


    
      
        state()

      


    


    
      
        timeout_action()

      


    


    
      
        timer_type()

      


    





  
    Functions
  


    
      
        clear_dispatch_table/1

      


        Tear down the listener-side dispatch routing for this connection.
Pure state operation paired with the side-effecting CID
dispatch_unregister/2 calls in
nquic_conn_migration:finalize_server_migration/1. Library-mode callers invoke this after
seeing local_migration_validated so subsequent CID frame handling
(RETIRE_CONNECTION_ID, key rotation issuance) stops consulting a
dispatch table that is no longer authoritative; the kernel already
routes new packets by 4-tuple to the per-connection FD.
Returns the dispatch table reference that was previously set
(undefined if none), letting the caller run the matching
dispatch_unregister loop without re-reading state.



    


    
      
        close(ErrorCode, ReasonPhrase, State)

      


        Queue a CONNECTION_CLOSE frame with a transport error code.



    


    
      
        close_app(ErrorCode, ReasonPhrase, State)

      


        Queue a CONNECTION_CLOSE frame with an application error code.



    


    
      
        close_stream(StreamID, State)

      


        Close the send side of a stream by latching FIN.
The actual FIN-bearing STREAM frame is emitted by the next drain at flush
time (see nquic_protocol_streams_send:drain_pending_sends/1). Send-side
cleanup happens later, once the FIN frame has been queued and the stream
reaches the data_sent state.



    


    
      
        error_code/1

      


    


    
      
        error_to_reason_phrase/1

      


    


    
      
        flush/1

      


        Encrypt all queued frames into QUIC packets and return them.
Returns {ok, [iodata()], State, [timeout_action()]} with packets
and timer actions when there are frames to send, or {ok, State}
if there is nothing to flush.
The timer actions restart the PTO only when the flush sent an
ack-eliciting packet (RFC 9002 §6.2). A flush of ACK-only packets
leaves the PTO timer as it is.
The ACK of one application packet stays pending when the flush has no
other frame to send (nquic_protocol_ack:is_ack_due/1). The next frame
that the application queues carries it, or the ack_delay timer sends
it.
When the pacer blocks, the flush sends the Initial and Handshake frames,
the pending ACK and the 1-RTT control frames, and keeps STREAM and
DATAGRAM data queued. The timer actions then include the pace timer.
After a PTO or on entry to recovery, the next packet can exceed the
congestion window (RFC 9002 §6.2.4 and §7.3.2). That flush sends as if
the pacer passed, still bounded by the window, and also sets the pace
timer.
The packets are produced in encryption-level order: Initial first,
then Handshake, then 1-RTT (application). Each is a separate datagram;
there is no in-datagram coalescing today, so the wrapper sends each
as an independent UDP datagram.



    


    
      
        get_draining_timeout/1

      


    


    
      
        get_idle_timeout/2

      


    


    
      
        handle_handshake_timeout/3

      


        Handle a timer expiration before the connection is established.



    


    
      
        handle_packet(PacketBin, Source, State)

      


        Process an incoming UDP packet.
Source is the sockaddr map from the socket recv (e.g.
#{family => inet, addr => {127,0,0,1}, port => 4433}).
Returns events for the caller to handle, may queue internal frames
(ACKs, window updates) that flush/1 will encrypt, and returns
timeout actions for the caller to schedule.



    


    
      
        handle_packet(PacketBin, Source, State, ECN)

      


        Process an incoming UDP packet with an ECN codepoint from IP header.



    


    
      
        handle_packet_notimers(PacketBin, Source, State)

      


        Process an incoming UDP packet without computing timer actions.
Same as handle_packet/3 but skips
nquic_protocol_timer:compute_timer_actions/1 at the end. Use this
for batched recv loops where timer computation is deferred to the
final packet. The caller must call
nquic_protocol_timer:compute_timer_actions/1 after the batch
completes.



    


    
      
        handle_packet_notimers(PacketBin, Source, State, ECN)

      


        Process an incoming packet without timer actions, with ECN codepoint.



    


    
      
        handle_timeout/2

      


        Handle a timer expiry.
Returns events, updated state, and new timer actions.
The caller should deliver events and schedule returned timers.



    


    
      
        info(StateName, State)

      


        Get connection information as a map.



    


    
      
        local_cids/1

      


        Get all local connection IDs.



    


    
      
        odcid/1

      


        Get the original destination connection ID (server connections).



    


    
      
        open_stream(Opts, State)

      


        Open a new stream. Returns {ok, StreamId, State} on success.



    


    
      
        path_stats/1

      


        Project path-level statistics from the connection state.
Combines RTT estimator state (smoothed_rtt, rttvar, min_rtt,
latest_rtt), congestion window state (cwnd, bytes_in_flight,
ssthresh), lifetime packet counters, and ECN state into a flat map
suitable for routing decisions and operational dashboards.



    


    
      
        peer/1

      


        Get the current peer address.



    


    
      
        peercert/1

      


        Get the peer's TLS certificate in DER form, or undefined if none.



    


    
      
        pending_stream_ids/1

      


        Return IDs of peer-initiated streams that have buffered application data.



    


    
      
        read_stream/2

      


        Read and consume buffered data from a stream.
Returns the accumulated data and whether FIN has been received. Clears
the stream's application buffer so subsequent calls return new data only.



    


    
      
        reset_stream(StreamID, ErrorCode, State)

      


        Reset a stream with an application error code.



    


    
      
        reset_timer_cache(State)

      


        Clear the cached timer values so
nquic_protocol_timer:compute_timer_actions/1 re-emits set_timer
actions for every live timer.
Use this at an ownership boundary (for example on library-mode
takeover/1), where the previous owner's timers were not transferred
and the new owner must schedule them afresh.



    


    
      
        scale_ack_delay/2

      


    


    
      
        send_datagram/2

      


        Send an unreliable DATAGRAM frame (RFC 9221).
Checks that datagrams were negotiated, that the data fits within the peer's
max_datagram_frame_size, and that the congestion window allows it.
Datagrams are not retransmitted on loss and are not flow-controlled.



    


    
      
        send_stream(StreamID, DataBin, Fin, State)

      


        Queue a STREAM frame for sending. Call flush/1 to encrypt and retrieve packets.
On flow-control or congestion-control block, returns {error, Reason, State}
with the stream recorded in the state's blocked_streams set. Callers that
need the updated state (to observe a subsequent {stream_writable, _}
event) should propagate it; callers that don't can discard the third
element.



    


    
      
        send_stream_capped(StreamID, DataBin, Fin, State)

      


        Queue at most send_buffer_high_water - byte_size(pending_send_data)
bytes of DataBin onto the stream's outbound buffer, capped further by
the peer's connection / stream flow-control windows. Returns the number
of bytes accepted; the caller is responsible for parking the unaccepted
tail (e.g. as a send_waiter) so it can be queued later when the drain
or a peer flow-control update frees room.
fin is only latched when the entire input fits; a partial accept
leaves FIN un-latched so the eventual final byte carries the FIN.
On stream / connection flow-control rejection (peer's window is full),
returns {error, Reason, State} with the stream recorded in
blocked_streams so a later stream_writable event can fire.



    


    
      
        socket_connected/1

      


        True when the connection's socket has been connect(2)-bound to its
peer 4-tuple. Set after server_per_conn_fd migration (RFC 9000 §9):
callers exporting such a connection into library mode must drive the
send path through socket:send/2 instead of sendto.



    





      


      
        Types


        


  
    
      
    
    
      event()



        
          
        

    

  


  

      

          -type event() ::
          {stream_data, nquic:stream_id()} |
          {stream_opened, nquic:stream_id()} |
          {stream_reset, nquic:stream_id(), non_neg_integer()} |
          {stop_sending, nquic:stream_id(), non_neg_integer()} |
          connection_closed |
          {datagram_received, binary()} |
          {new_session_ticket, binary()} |
          {new_token_received, binary()} |
          {stream_writable, nquic:stream_id()} |
          {state_transition, handshake | established} |
          connected | listener_established |
          {migrate_to_preferred, nquic_transport:preferred_address()} |
          local_migration_validated.


      



  



  
    
      
    
    
      state()



        
          
        

    

  


  

      

          -type state() ::
          #conn_state{role :: client | server,
                      scid :: nquic:connection_id(),
                      dcid :: nquic:connection_id(),
                      odcid :: nquic:connection_id() | undefined,
                      retry_scid :: nquic:connection_id() | undefined,
                      retry_token :: binary(),
                      version :: non_neg_integer(),
                      version_preference :: [non_neg_integer()],
                      socket :: nquic_socket:t() | undefined,
                      peer :: nquic_socket:sockaddr() | undefined,
                      select_info :: nquic_socket:select_info() | undefined,
                      pn_spaces :: #{nquic_packet:space() => map()},
                      app_next_pn :: non_neg_integer(),
                      app_largest_received :: integer(),
                      app_largest_received_us :: integer() | undefined,
                      loss_state :: nquic_loss:loss_state() | undefined,
                      dispatch_table :: nquic_dispatch:t() | undefined,
                      listener :: pid() | undefined,
                      connect_waiters :: [gen_server:from()],
                      local_params ::
                          #transport_params{original_destination_connection_id ::
                                                nquic:connection_id() | undefined,
                                            max_idle_timeout :: non_neg_integer(),
                                            stateless_reset_token :: binary() | undefined,
                                            max_udp_payload_size :: pos_integer(),
                                            initial_max_data :: non_neg_integer(),
                                            initial_max_stream_data_bidi_local :: non_neg_integer(),
                                            initial_max_stream_data_bidi_remote :: non_neg_integer(),
                                            initial_max_stream_data_uni :: non_neg_integer(),
                                            initial_max_streams_bidi :: non_neg_integer(),
                                            initial_max_streams_uni :: non_neg_integer(),
                                            ack_delay_exponent :: 0..20,
                                            max_ack_delay :: non_neg_integer(),
                                            disable_active_migration :: boolean(),
                                            preferred_address ::
                                                nquic_transport:preferred_address() | undefined,
                                            active_connection_id_limit :: non_neg_integer(),
                                            initial_source_connection_id ::
                                                nquic:connection_id() | undefined,
                                            retry_source_connection_id ::
                                                nquic:connection_id() | undefined,
                                            version_information ::
                                                nquic_transport:version_information() | undefined,
                                            max_datagram_frame_size :: non_neg_integer() | undefined},
                      remote_params ::
                          #transport_params{original_destination_connection_id ::
                                                nquic:connection_id() | undefined,
                                            max_idle_timeout :: non_neg_integer(),
                                            stateless_reset_token :: binary() | undefined,
                                            max_udp_payload_size :: pos_integer(),
                                            initial_max_data :: non_neg_integer(),
                                            initial_max_stream_data_bidi_local :: non_neg_integer(),
                                            initial_max_stream_data_bidi_remote :: non_neg_integer(),
                                            initial_max_stream_data_uni :: non_neg_integer(),
                                            initial_max_streams_bidi :: non_neg_integer(),
                                            initial_max_streams_uni :: non_neg_integer(),
                                            ack_delay_exponent :: 0..20,
                                            max_ack_delay :: non_neg_integer(),
                                            disable_active_migration :: boolean(),
                                            preferred_address ::
                                                nquic_transport:preferred_address() | undefined,
                                            active_connection_id_limit :: non_neg_integer(),
                                            initial_source_connection_id ::
                                                nquic:connection_id() | undefined,
                                            retry_source_connection_id ::
                                                nquic:connection_id() | undefined,
                                            version_information ::
                                                nquic_transport:version_information() | undefined,
                                            max_datagram_frame_size :: non_neg_integer() | undefined} |
                          undefined,
                      server_packet_processed :: boolean(),
                      owner :: pid() | undefined,
                      owner_mon :: reference() | undefined,
                      deferred_flush_pending :: boolean(),
                      pending_ack_count :: non_neg_integer(),
                      ack_immediate :: boolean(),
                      last_idle_ms :: non_neg_integer() | infinity | undefined,
                      last_pto_ms :: nquic_protocol_timer:loss_detection_timer() | undefined,
                      recv_ecn :: nquic_socket:ecn_mark(),
                      pmtud :: nquic_pmtud:pmtud_state() | undefined,
                      gso_size :: undefined | pos_integer(),
                      max_payload_size :: pos_integer(),
                      server_per_conn_fd :: boolean(),
                      proactive_cids :: boolean(),
                      socket_connected :: boolean(),
                      self_migration_pending :: boolean(),
                      metrics_counters :: nquic_metrics:conn_counters() | undefined,
                      spin_enabled :: boolean(),
                      peer_spin :: 0..1,
                      new_token_enabled :: boolean(),
                      new_token_lifetime :: pos_integer(),
                      qlog :: undefined | nquic_qlog:qlog_state(),
                      close_kind :: undefined | local | peer | idle_timeout | protocol_error,
                      crypto ::
                          #conn_crypto{tls_state :: term(),
                                       keys :: nquic_keys:key_map(),
                                       app_send_keys :: map() | undefined,
                                       app_recv_keys :: map() | undefined,
                                       crypto_buffer ::
                                           #{nquic_packet:space() =>
                                                 {non_neg_integer(), binary(), list()}},
                                       cipher :: aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                       cipher_suites ::
                                           [aes_128_gcm | aes_256_gcm | chacha20_poly1305] | undefined,
                                       key_phase :: boolean(),
                                       key_update_pending :: boolean(),
                                       client_app_secret :: binary() | undefined,
                                       server_app_secret :: binary() | undefined,
                                       old_read_keys :: #{key := binary(), iv := binary()} | undefined,
                                       zero_rtt_accepted :: boolean(),
                                       replay_protection :: module() | undefined,
                                       session_ticket :: map() | undefined,
                                       resumption_secret :: binary() | undefined,
                                       session_cache :: atom() | false | {module, module()} | undefined,
                                       token_cache :: atom() | false | {module, module()},
                                       alpn :: [binary()] | undefined,
                                       hostname :: string() | binary() | undefined,
                                       cert :: binary() | undefined,
                                       cert_chain :: [binary()],
                                       key :: any() | undefined,
                                       verify :: verify_none | verify_peer,
                                       cacerts :: [binary()],
                                       peer_cert :: binary() | undefined,
                                       static_key :: binary() | undefined},
                      streams_state ::
                          #conn_streams{streams ::
                                            #{nquic:stream_id() =>
                                                  #stream_state{stream_id :: nquic:stream_id(),
                                                                type :: bidi | uni,
                                                                send_state ::
                                                                    ready | send | data_sent |
                                                                    data_recvd | reset_sent |
                                                                    reset_recvd,
                                                                send_offset :: non_neg_integer(),
                                                                send_max_data :: non_neg_integer(),
                                                                last_stream_data_blocked ::
                                                                    non_neg_integer(),
                                                                pending_send_data :: [binary()],
                                                                pending_send_size :: non_neg_integer(),
                                                                pending_send_fin :: boolean(),
                                                                recv_state ::
                                                                    recv | size_known | data_recvd |
                                                                    reset_recvd | data_read | reset_read,
                                                                recv_offset :: non_neg_integer(),
                                                                recv_max_offset :: non_neg_integer(),
                                                                recv_window :: non_neg_integer(),
                                                                recv_buffer ::
                                                                    gb_trees:tree(non_neg_integer(),
                                                                                  {binary(), boolean()}),
                                                                app_buffer :: iodata(),
                                                                app_buffer_size :: non_neg_integer()}},
                                        next_bidi_stream :: nquic:stream_id() | undefined,
                                        next_uni_stream :: nquic:stream_id() | undefined,
                                        peer_max_streams_bidi :: non_neg_integer(),
                                        peer_max_streams_uni :: non_neg_integer(),
                                        local_max_streams_bidi :: non_neg_integer(),
                                        local_max_streams_uni :: non_neg_integer(),
                                        last_sent_max_streams_bidi :: non_neg_integer(),
                                        last_sent_max_streams_uni :: non_neg_integer(),
                                        max_peer_bidi_stream_id :: non_neg_integer() | undefined,
                                        max_peer_uni_stream_id :: non_neg_integer() | undefined,
                                        opened_peer_bidi_count :: non_neg_integer(),
                                        opened_peer_uni_count :: non_neg_integer(),
                                        closed_peer_bidi_wm :: integer(),
                                        closed_peer_uni_wm :: integer(),
                                        closed_peer_streams :: #{nquic:stream_id() => true},
                                        recv_waiters :: #{nquic:stream_id() => gen_statem:from()},
                                        accept_stream_waiters :: queue:queue(gen_statem:from()),
                                        pending_streams :: queue:queue(nquic:stream_id()),
                                        blocked_streams :: #{nquic:stream_id() => true},
                                        pending_send_streams :: #{nquic:stream_id() => true},
                                        send_buffer_high_water :: pos_integer(),
                                        send_timeout :: timeout(),
                                        send_waiters :: queue:queue(nquic_conn_send_waiters:t())},
                      flow ::
                          #conn_flow{local_max_data :: non_neg_integer(),
                                     remote_max_data :: non_neg_integer(),
                                     data_sent :: non_neg_integer(),
                                     data_received :: non_neg_integer(),
                                     last_data_blocked :: non_neg_integer(),
                                     pending_initial_frames :: [nquic_frame:t()],
                                     pending_handshake_frames :: [nquic_frame:t()],
                                     pending_app_frames :: [nquic_frame:t()],
                                     pending_app_pre_encoded ::
                                         [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                     queued_app_send_bytes :: non_neg_integer(),
                                     cwnd_exempt :: boolean()},
                      path ::
                          #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                          peer_cids ::
                                              #{non_neg_integer() =>
                                                    #{cid := nquic:connection_id(), token := binary()}},
                                          local_cids :: #{non_neg_integer() => nquic:connection_id()},
                                          local_cid_seq :: non_neg_integer(),
                                          peer_retire_prior_to :: non_neg_integer(),
                                          anti_amp_bytes_received :: non_neg_integer(),
                                          anti_amp_bytes_sent :: non_neg_integer(),
                                          address_validated :: boolean()}}.


      



  



  
    
      
    
    
      timeout_action()



        
          
        

    

  


  

      

          -type timeout_action() :: {set_timer, timer_type(), non_neg_integer()} | {cancel_timer, timer_type()}.


      



  



  
    
      
    
    
      timer_type()



        
          
        

    

  


  

      

          -type timer_type() :: idle | pto | path_validation | draining | ack_delay | pmtud | pace.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      clear_dispatch_table/1



        
          
        

    

  


  

      

          -spec clear_dispatch_table(state()) -> {nquic_dispatch:t() | undefined, state()}.


      


Tear down the listener-side dispatch routing for this connection.
Pure state operation paired with the side-effecting CID
dispatch_unregister/2 calls in
nquic_conn_migration:finalize_server_migration/1. Library-mode callers invoke this after
seeing local_migration_validated so subsequent CID frame handling
(RETIRE_CONNECTION_ID, key rotation issuance) stops consulting a
dispatch table that is no longer authoritative; the kernel already
routes new packets by 4-tuple to the per-connection FD.
Returns the dispatch table reference that was previously set
(undefined if none), letting the caller run the matching
dispatch_unregister loop without re-reading state.

  



  
    
      
    
    
      close(ErrorCode, ReasonPhrase, State)



        
          
        

    

  


  

      

          -spec close(non_neg_integer(), binary(), state()) -> {ok, state()}.


      


Queue a CONNECTION_CLOSE frame with a transport error code.

  



  
    
      
    
    
      close_app(ErrorCode, ReasonPhrase, State)



        
          
        

    

  


  

      

          -spec close_app(non_neg_integer(), binary(), state()) -> {ok, state()}.


      


Queue a CONNECTION_CLOSE frame with an application error code.

  



  
    
      
    
    
      close_stream(StreamID, State)



        
          
        

    

  


  

      

          -spec close_stream(nquic:stream_id(), state()) -> {ok, state()} | {error, term()}.


      


Close the send side of a stream by latching FIN.
The actual FIN-bearing STREAM frame is emitted by the next drain at flush
time (see nquic_protocol_streams_send:drain_pending_sends/1). Send-side
cleanup happens later, once the FIN frame has been queued and the stream
reaches the data_sent state.

  



  
    
      
    
    
      error_code/1



        
          
        

    

  


  

      

          -spec error_code(nquic_error:any_reason()) -> non_neg_integer().


      



  



  
    
      
    
    
      error_to_reason_phrase/1



        
          
        

    

  


  

      

          -spec error_to_reason_phrase(nquic_error:any_reason()) -> binary().


      



  



  
    
      
    
    
      flush/1



        
          
        

    

  


  

      

          -spec flush(state()) -> {ok, [iodata()], state(), [timeout_action()]} | {ok, state()}.


      


Encrypt all queued frames into QUIC packets and return them.
Returns {ok, [iodata()], State, [timeout_action()]} with packets
and timer actions when there are frames to send, or {ok, State}
if there is nothing to flush.
The timer actions restart the PTO only when the flush sent an
ack-eliciting packet (RFC 9002 §6.2). A flush of ACK-only packets
leaves the PTO timer as it is.
The ACK of one application packet stays pending when the flush has no
other frame to send (nquic_protocol_ack:is_ack_due/1). The next frame
that the application queues carries it, or the ack_delay timer sends
it.
When the pacer blocks, the flush sends the Initial and Handshake frames,
the pending ACK and the 1-RTT control frames, and keeps STREAM and
DATAGRAM data queued. The timer actions then include the pace timer.
After a PTO or on entry to recovery, the next packet can exceed the
congestion window (RFC 9002 §6.2.4 and §7.3.2). That flush sends as if
the pacer passed, still bounded by the window, and also sets the pace
timer.
The packets are produced in encryption-level order: Initial first,
then Handshake, then 1-RTT (application). Each is a separate datagram;
there is no in-datagram coalescing today, so the wrapper sends each
as an independent UDP datagram.

  



  
    
      
    
    
      get_draining_timeout/1



        
          
        

    

  


  

      

          -spec get_draining_timeout(state()) -> non_neg_integer().


      



  



  
    
      
    
    
      get_idle_timeout/2



        
          
        

    

  


  

      

          -spec get_idle_timeout(non_neg_integer(), non_neg_integer()) -> pos_integer() | infinity.


      



  



  
    
      
    
    
      handle_handshake_timeout/3



        
          
        

    

  


  

      

          -spec handle_handshake_timeout(initial | handshake, timer_type(), state()) ->
                                  {ok, [event()], state(), [timeout_action()]} |
                                  {error, term(), state()}.


      


Handle a timer expiration before the connection is established.
The pto timer is the loss detection timer. When a loss time is set,
the packets lost at that time are queued again
(nquic_protocol_send:handle_loss_timeout/2). Otherwise it is a PTO:
the probes go to every space in [initial, handshake] with
ack-eliciting packets in flight, and resend the CRYPTO data of those
packets (nquic_protocol_send:queue_handshake_probes/2).
Phase is the encryption level that the owner drives. It selects the
probe level only when nothing is in flight and no Handshake keys exist.
The owner tracks Phase from the {state_transition, handshake} event
and switches to the established handle_timeout/2 when it observes
connected.

  



  
    
      
    
    
      handle_packet(PacketBin, Source, State)



        
          
        

    

  


  

      

          -spec handle_packet(binary(), nquic_socket:sockaddr(), state()) ->
                       {ok, [event()], state(), [timeout_action()]} | {error, term(), state()}.


      


Process an incoming UDP packet.
Source is the sockaddr map from the socket recv (e.g.
#{family => inet, addr => {127,0,0,1}, port => 4433}).
Returns events for the caller to handle, may queue internal frames
(ACKs, window updates) that flush/1 will encrypt, and returns
timeout actions for the caller to schedule.

  



  
    
      
    
    
      handle_packet(PacketBin, Source, State, ECN)



        
          
        

    

  


  

      

          -spec handle_packet(binary(), nquic_socket:sockaddr(), state(), nquic_socket:ecn_mark()) ->
                       {ok, [event()], state(), [timeout_action()]} | {error, term(), state()}.


      


Process an incoming UDP packet with an ECN codepoint from IP header.

  



  
    
      
    
    
      handle_packet_notimers(PacketBin, Source, State)



        
          
        

    

  


  

      

          -spec handle_packet_notimers(binary(), nquic_socket:sockaddr(), state()) ->
                                {ok, [event()], state()} | {error, term(), state()}.


      


Process an incoming UDP packet without computing timer actions.
Same as handle_packet/3 but skips
nquic_protocol_timer:compute_timer_actions/1 at the end. Use this
for batched recv loops where timer computation is deferred to the
final packet. The caller must call
nquic_protocol_timer:compute_timer_actions/1 after the batch
completes.

  



  
    
      
    
    
      handle_packet_notimers(PacketBin, Source, State, ECN)



        
          
        

    

  


  

      

          -spec handle_packet_notimers(binary(), nquic_socket:sockaddr(), state(), nquic_socket:ecn_mark()) ->
                                {ok, [event()], state()} | {error, term(), state()}.


      


Process an incoming packet without timer actions, with ECN codepoint.

  



  
    
      
    
    
      handle_timeout/2



        
          
        

    

  


  

      

          -spec handle_timeout(timer_type(), state()) ->
                        {ok, [event()], state(), [timeout_action()]} | {error, term(), state()}.


      


Handle a timer expiry.
Returns events, updated state, and new timer actions.
The caller should deliver events and schedule returned timers.
The pto timer is the loss detection timer of RFC 9002 Appendix A.8.
When a loss time is set, the packets lost at that time are queued again
and the timer restarts. Otherwise it is a PTO. The 1-RTT probe carries
new data, the oldest unacknowledged data or a PING
(nquic_protocol_send:queue_app_probe/1), and the next flush can send
one packet over the congestion window and the pacer.
While Handshake keys exist and the Handshake space has ack-eliciting
packets in flight, a PTO probes the Handshake space as
handle_handshake_timeout/3 does (RFC 9002 Appendix A.8). This resends
a lost client Finished before the handshake is confirmed.

  



  
    
      
    
    
      info(StateName, State)



        
          
        

    

  


  

      

          -spec info(atom(), state()) -> map().


      


Get connection information as a map.

  



  
    
      
    
    
      local_cids/1



        
          
        

    

  


  

      

          -spec local_cids(state()) -> [nquic:connection_id()].


      


Get all local connection IDs.

  



  
    
      
    
    
      odcid/1



        
          
        

    

  


  

      

          -spec odcid(state()) -> nquic:connection_id() | undefined.


      


Get the original destination connection ID (server connections).

  



  
    
      
    
    
      open_stream(Opts, State)



        
          
        

    

  


  

      

          -spec open_stream(#{type => bidi | uni}, state()) -> {ok, nquic:stream_id(), state()} | {error, term()}.


      


Open a new stream. Returns {ok, StreamId, State} on success.

  



  
    
      
    
    
      path_stats/1



        
          
        

    

  


  

      

          -spec path_stats(state()) -> nquic_loss:path_stats().


      


Project path-level statistics from the connection state.
Combines RTT estimator state (smoothed_rtt, rttvar, min_rtt,
latest_rtt), congestion window state (cwnd, bytes_in_flight,
ssthresh), lifetime packet counters, and ECN state into a flat map
suitable for routing decisions and operational dashboards.

  



  
    
      
    
    
      peer/1



        
          
        

    

  


  

      

          -spec peer(state()) -> nquic_socket:sockaddr() | undefined.


      


Get the current peer address.

  



  
    
      
    
    
      peercert/1



        
          
        

    

  


  

      

          -spec peercert(state()) -> binary() | undefined.


      


Get the peer's TLS certificate in DER form, or undefined if none.

  



  
    
      
    
    
      pending_stream_ids/1



        
          
        

    

  


  

      

          -spec pending_stream_ids(state()) -> [nquic:stream_id()].


      


Return IDs of peer-initiated streams that have buffered application data.

  



  
    
      
    
    
      read_stream/2



        
          
        

    

  


  

      

          -spec read_stream(nquic:stream_id(), state()) -> {ok, binary(), boolean(), state()} | {error, term()}.


      


Read and consume buffered data from a stream.
Returns the accumulated data and whether FIN has been received. Clears
the stream's application buffer so subsequent calls return new data only.

  



  
    
      
    
    
      reset_stream(StreamID, ErrorCode, State)



        
          
        

    

  


  

      

          -spec reset_stream(nquic:stream_id(), non_neg_integer(), state()) -> {ok, state()} | {error, term()}.


      


Reset a stream with an application error code.

  



  
    
      
    
    
      reset_timer_cache(State)



        
          
        

    

  


  

      

          -spec reset_timer_cache(state()) -> state().


      


Clear the cached timer values so
nquic_protocol_timer:compute_timer_actions/1 re-emits set_timer
actions for every live timer.
Use this at an ownership boundary (for example on library-mode
takeover/1), where the previous owner's timers were not transferred
and the new owner must schedule them afresh.

  



  
    
      
    
    
      scale_ack_delay/2



        
          
        

    

  


  

      

          -spec scale_ack_delay(non_neg_integer(),
                      #transport_params{original_destination_connection_id ::
                                            nquic:connection_id() | undefined,
                                        max_idle_timeout :: non_neg_integer(),
                                        stateless_reset_token :: binary() | undefined,
                                        max_udp_payload_size :: pos_integer(),
                                        initial_max_data :: non_neg_integer(),
                                        initial_max_stream_data_bidi_local :: non_neg_integer(),
                                        initial_max_stream_data_bidi_remote :: non_neg_integer(),
                                        initial_max_stream_data_uni :: non_neg_integer(),
                                        initial_max_streams_bidi :: non_neg_integer(),
                                        initial_max_streams_uni :: non_neg_integer(),
                                        ack_delay_exponent :: 0..20,
                                        max_ack_delay :: non_neg_integer(),
                                        disable_active_migration :: boolean(),
                                        preferred_address ::
                                            nquic_transport:preferred_address() | undefined,
                                        active_connection_id_limit :: non_neg_integer(),
                                        initial_source_connection_id ::
                                            nquic:connection_id() | undefined,
                                        retry_source_connection_id :: nquic:connection_id() | undefined,
                                        version_information ::
                                            nquic_transport:version_information() | undefined,
                                        max_datagram_frame_size :: non_neg_integer() | undefined} |
                      undefined) ->
                         non_neg_integer().


      



  



  
    
      
    
    
      send_datagram/2



        
          
        

    

  


  

      

          -spec send_datagram(binary(), state()) -> {ok, state()} | {error, nquic_error:any_reason()}.


      


Send an unreliable DATAGRAM frame (RFC 9221).
Checks that datagrams were negotiated, that the data fits within the peer's
max_datagram_frame_size, and that the congestion window allows it.
Datagrams are not retransmitted on loss and are not flow-controlled.

  



  
    
      
    
    
      send_stream(StreamID, DataBin, Fin, State)



        
          
        

    

  


  

      

          -spec send_stream(nquic:stream_id(), iodata(), fin | nofin, state()) ->
                     {ok, state()} | {error, term()} | {error, term(), state()}.


      


Queue a STREAM frame for sending. Call flush/1 to encrypt and retrieve packets.
On flow-control or congestion-control block, returns {error, Reason, State}
with the stream recorded in the state's blocked_streams set. Callers that
need the updated state (to observe a subsequent {stream_writable, _}
event) should propagate it; callers that don't can discard the third
element.

  



  
    
      
    
    
      send_stream_capped(StreamID, DataBin, Fin, State)



        
          
        

    

  


  

      

          -spec send_stream_capped(nquic:stream_id(), iodata(), fin | nofin, state()) ->
                            {ok, non_neg_integer(), state()} |
                            {error, term()} |
                            {error, term(), state()}.


      


Queue at most send_buffer_high_water - byte_size(pending_send_data)
bytes of DataBin onto the stream's outbound buffer, capped further by
the peer's connection / stream flow-control windows. Returns the number
of bytes accepted; the caller is responsible for parking the unaccepted
tail (e.g. as a send_waiter) so it can be queued later when the drain
or a peer flow-control update frees room.
fin is only latched when the entire input fits; a partial accept
leaves FIN un-latched so the eventual final byte carries the FIN.
On stream / connection flow-control rejection (peer's window is full),
returns {error, Reason, State} with the stream recorded in
blocked_streams so a later stream_writable event can fire.

  



  
    
      
    
    
      socket_connected/1



        
          
        

    

  


  

      

          -spec socket_connected(state()) -> boolean().


      


True when the connection's socket has been connect(2)-bound to its
peer 4-tuple. Set after server_per_conn_fd migration (RFC 9000 §9):
callers exporting such a connection into library mode must drive the
send path through socket:send/2 instead of sendto.

  


        

      


  

    
nquic_protocol_ack 
    



      
ACK generation and received-packet-number bookkeeping (RFC 9000 §13.2,
§19.3).
Pure functions over #conn_state{} covering received-PN range algebra
(insert / merge / prune), per-space received_ranges and
largest_received tracking, ECN counter accounting, ACK-frame
construction, and the ack-eliciting decision that governs whether an
ACK is queued. Queued ACKs drain into the per-encryption-level frame
queues owned by nquic_protocol_send, which this module calls
module-qualified.

      


      
        Summary


  
    Functions
  


    
      
        apply_received_ranges_prune(Space, AckedFrames, State)

      


        Apply RFC 9000 §13.2.4 pruning to received_ranges for Space.



    


    
      
        build_ack_for_space/2

      


    


    
      
        insert_pn_range/2

      


    


    
      
        is_ack_due/1

      


        Whether the pending application ACK must leave on a flush that carries
no other frame. One ack-eliciting packet can wait for up to
max_ack_delay (RFC 9000 §13.2.1), so that the response of the
application carries the ACK. The ACK leaves at once after two
ack-eliciting packets (§13.2.2), after a packet out of order or after a
gap, after an ECN-CE mark (§13.2.1), and while this endpoint has
ack-eliciting packets in flight. In the last case the peer is in a
transfer and a held ACK stalls its ACK clock.



    


    
      
        maybe_queue_ack(Header, Frames, State)

      


    


    
      
        merge_ranges/1

      


    


    
      
        prune_received_ranges/2

      


        Drop ranges from received_ranges (descending list of {High, Low}
pairs) whose entire span is at or below Threshold. The range that
straddles Threshold is truncated; ranges entirely above Threshold
are unchanged. Used by apply_received_ranges_prune/3 to apply RFC
9000 §13.2.4.



    


    
      
        queue_pending_ack/1

      


        Queue the pending application ACK as a frame and clear the pending state.



    


    
      
        ranges_to_ack_ranges/2

      


    


    
      
        track_ecn_mark/3

      


        Increment the per-space ECN counter for the given mark.



    


    
      
        track_received_pn/3

      


    


    
      
        track_received_pn_and_ecn/4

      


        Fused PN tracking + ECN counter update in a single pn_spaces rewrite.
Replaces track_received_pn/3 followed by track_ecn_mark/3 on the
recv hot path, halving the #conn_state{} record copies and the
outer pn_spaces map updates. Behaviourally equivalent to calling
both helpers in sequence.



    





      


      
        Functions


        


  
    
      
    
    
      apply_received_ranges_prune(Space, AckedFrames, State)



        
          
        

    

  


  

      

          -spec apply_received_ranges_prune(nquic_packet:space(), [nquic_frame:t()], nquic_protocol:state()) ->
                                     nquic_protocol:state().


      


Apply RFC 9000 §13.2.4 pruning to received_ranges for Space.
AckedFrames is the flattened frame list returned by
nquic_loss:on_ack_received/6 for an incoming ACK in Space. Any
#ack{} frames in that list are ACKs we previously sent that the peer
has now acknowledged; their largest_acknowledged value is therefore
known-known on both sides, so the corresponding tracked PNs can be
dropped from our received_ranges. Without this prune received_ranges
grows monotonically across a connection's lifetime and inflates both
ACK build cost and the work the peer does to process those ACKs.

  



  
    
      
    
    
      build_ack_for_space/2



        
          
        

    

  


  

      

          -spec build_ack_for_space(nquic_packet:space(), nquic_protocol:state()) ->
                             {ok,
                              #ack{largest_acknowledged :: nquic_packet_number:t(),
                                   delay :: non_neg_integer(),
                                   first_ack_range :: non_neg_integer(),
                                   ack_ranges ::
                                       [#ack_range{gap :: non_neg_integer(),
                                                   length :: non_neg_integer()}],
                                   ecn_counts ::
                                       {non_neg_integer(), non_neg_integer(), non_neg_integer()} |
                                       undefined}} |
                             none.


      



  



  
    
      
    
    
      insert_pn_range/2



        
          
        

    

  


  

      

          -spec insert_pn_range(nquic_packet_number:t(), [{nquic_packet_number:t(), nquic_packet_number:t()}]) ->
                         [{nquic_packet_number:t(), nquic_packet_number:t()}].


      



  



  
    
      
    
    
      is_ack_due/1



        
          
        

    

  


  

      

          -spec is_ack_due(nquic_protocol:state()) -> boolean().


      


Whether the pending application ACK must leave on a flush that carries
no other frame. One ack-eliciting packet can wait for up to
max_ack_delay (RFC 9000 §13.2.1), so that the response of the
application carries the ACK. The ACK leaves at once after two
ack-eliciting packets (§13.2.2), after a packet out of order or after a
gap, after an ECN-CE mark (§13.2.1), and while this endpoint has
ack-eliciting packets in flight. In the last case the peer is in a
transfer and a held ACK stalls its ACK clock.

  



  
    
      
    
    
      maybe_queue_ack(Header, Frames, State)



        
          
        

    

  


  

      

          -spec maybe_queue_ack(nquic_packet:header(), [nquic_frame:t()], nquic_protocol:state()) ->
                         nquic_protocol:state().


      



  



  
    
      
    
    
      merge_ranges/1



        
          
        

    

  


  

      

          -spec merge_ranges([{nquic_packet_number:t(), nquic_packet_number:t()}]) ->
                      [{nquic_packet_number:t(), nquic_packet_number:t()}].


      



  



  
    
      
    
    
      prune_received_ranges/2



        
          
        

    

  


  

      

          -spec prune_received_ranges([{nquic_packet_number:t(), nquic_packet_number:t()}],
                            nquic_packet_number:t()) ->
                               [{nquic_packet_number:t(), nquic_packet_number:t()}].


      


Drop ranges from received_ranges (descending list of {High, Low}
pairs) whose entire span is at or below Threshold. The range that
straddles Threshold is truncated; ranges entirely above Threshold
are unchanged. Used by apply_received_ranges_prune/3 to apply RFC
9000 §13.2.4.

  



  
    
      
    
    
      queue_pending_ack/1



        
          
        

    

  


  

      

          -spec queue_pending_ack(nquic_protocol:state()) -> nquic_protocol:state().


      


Queue the pending application ACK as a frame and clear the pending state.

  



  
    
      
    
    
      ranges_to_ack_ranges/2



        
          
        

    

  


  

      

          -spec ranges_to_ack_ranges(nquic_packet_number:t(),
                           [{nquic_packet_number:t(), nquic_packet_number:t()}]) ->
                              [#ack_range{gap :: non_neg_integer(), length :: non_neg_integer()}].


      



  



  
    
      
    
    
      track_ecn_mark/3



        
          
        

    

  


  

      

          -spec track_ecn_mark(nquic_packet:space(), nquic_socket:ecn_mark(), nquic_protocol:state()) ->
                        nquic_protocol:state().


      


Increment the per-space ECN counter for the given mark.

  



  
    
      
    
    
      track_received_pn/3



        
          
        

    

  


  

      

          -spec track_received_pn(nquic_packet:space(), nquic_packet_number:t(), nquic_protocol:state()) ->
                           nquic_protocol:state().


      



  



  
    
      
    
    
      track_received_pn_and_ecn/4



        
          
        

    

  


  

      

          -spec track_received_pn_and_ecn(nquic_packet:space(),
                                nquic_packet_number:t(),
                                nquic_socket:ecn_mark(),
                                nquic_protocol:state()) ->
                                   nquic_protocol:state().


      


Fused PN tracking + ECN counter update in a single pn_spaces rewrite.
Replaces track_received_pn/3 followed by track_ecn_mark/3 on the
recv hot path, halving the #conn_state{} record copies and the
outer pn_spaces map updates. Behaviourally equivalent to calling
both helpers in sequence.

  


        

      


  

    
nquic_protocol_cid 
    



      
Connection ID management for the QUIC protocol state.
Pure functions over #conn_state{} that handle peer CID issuance
(NEW_CONNECTION_ID), retirement (RETIRE_CONNECTION_ID), local CID
rotation, and DCID switching for path migration. Extracted from
nquic_protocol as part of REVIEW_PLAN.md Phase 4.4.
Side effects are limited to nquic_listener:dispatch_register/3 and
nquic_listener:dispatch_unregister/2 for keeping the dispatch table
in sync when the connection has one set; everything else is functional
state manipulation.

      


      
        Summary


  
    Functions
  


    
      
        find_cid_seq(CID, PeerCids)

      


    


    
      
        handle_new_connection_id(SeqNum, RetirePriorTo, CID, Token, State)

      


    


    
      
        handle_retire_connection_id(SeqNum, State)

      


    


    
      
        issue_new_connection_id(State)

      


    


    
      
        issue_spare_cids/1

      


        Issue spare NEW_CONNECTION_ID frames up to the peer's
active_connection_id_limit.
Both endpoints account the SCID delivered in transport parameters as a
single local CID (sequence 0); peers tolerate up to limit concurrent
CIDs (RFC 9000 §5.1.1). We top up the gap so a future migration has
spare CIDs on both sides; without this, server-initiated migration
(per-conn FDs) cannot rotate DCID and the path validation refuses to
flip.
No-op when remote transport parameters have not been processed yet:
the limit is unknown, and the existing reactive issue_new_connection_id
path picks up the slack on demand.



    


    
      
        retire_peer_cids(RetirePriorTo, PeerCids)

      


    


    
      
        rotate_dcid/1

      


    





      


      
        Functions


        


  
    
      
    
    
      find_cid_seq(CID, PeerCids)



        
          
        

    

  


  

      

          -spec find_cid_seq(nquic:connection_id(), #{non_neg_integer() => map()}) ->
                      non_neg_integer() | undefined.


      



  



  
    
      
    
    
      handle_new_connection_id(SeqNum, RetirePriorTo, CID, Token, State)



        
          
        

    

  


  

      

          -spec handle_new_connection_id(non_neg_integer(),
                               non_neg_integer(),
                               nquic:connection_id(),
                               binary(),
                               nquic_protocol:state()) ->
                                  {ok, nquic_protocol:state()}.


      



  



  
    
      
    
    
      handle_retire_connection_id(SeqNum, State)



        
          
        

    

  


  

      

          -spec handle_retire_connection_id(non_neg_integer(), nquic_protocol:state()) ->
                                     {ok, nquic_protocol:state()}.


      



  



  
    
      
    
    
      issue_new_connection_id(State)



        
          
        

    

  


  

      

          -spec issue_new_connection_id(nquic_protocol:state()) -> {ok, nquic_protocol:state()}.


      



  



  
    
      
    
    
      issue_spare_cids/1



        
          
        

    

  


  

      

          -spec issue_spare_cids(nquic_protocol:state()) -> {ok, nquic_protocol:state()}.


      


Issue spare NEW_CONNECTION_ID frames up to the peer's
active_connection_id_limit.
Both endpoints account the SCID delivered in transport parameters as a
single local CID (sequence 0); peers tolerate up to limit concurrent
CIDs (RFC 9000 §5.1.1). We top up the gap so a future migration has
spare CIDs on both sides; without this, server-initiated migration
(per-conn FDs) cannot rotate DCID and the path validation refuses to
flip.
No-op when remote transport parameters have not been processed yet:
the limit is unknown, and the existing reactive issue_new_connection_id
path picks up the slack on demand.

  



  
    
      
    
    
      retire_peer_cids(RetirePriorTo, PeerCids)



        
          
        

    

  


  

      

          -spec retire_peer_cids(non_neg_integer(), #{non_neg_integer() => map()}) ->
                          {[non_neg_integer()], #{non_neg_integer() => map()}}.


      



  



  
    
      
    
    
      rotate_dcid/1



        
          
        

    

  


  

      

          -spec rotate_dcid(nquic_protocol:state()) -> {ok, nquic_protocol:state()} | {error, no_available_cids}.


      



  


        

      


  

    
nquic_protocol_handshake 
    



      
TLS 1.3 handshake driver for the QUIC protocol state.
Pure functions over #conn_state{} covering the QUIC half of the
handshake (RFC 9001 §4 client initiation, §6 secret installation,
§4.1 CRYPTO buffering and dispatch, §8.3 0-RTT acceptance, RFC 8446
§4.6.1 NewSessionTicket emission). The TLS 1.3 message construction
itself lives in nquic_tls_client / nquic_tls_server (with shared
codec helpers in nquic_tls); this module owns the QUIC-side wiring:
key installation, transport-parameter validation, packet number space
initialisation, CRYPTO fragment reassembly, and event emission.
Extracted from nquic_protocol as part of REVIEW_PLAN.md Phase 4.4.
The trunk still owns Version Negotiation and Retry orchestration, plus
the public dispatchers; both call back into this module.

      


      
        Summary


  
    Functions
  


    
      
        apply_server_compat_version_switch(NewVersion, State)

      


        Apply a Compatible Version Negotiation switch on the server side.
Rederives Initial-space packet protection keys against the wire DCID
used for the client's most recent Initial (the original DCID, or the
Retry-rewritten one when a Retry was issued), updates
conn_state.version, propagates the new version into the TLS state's
quic_version so subsequent handshake/app key derivations pick the
RFC 9369 labels, and rewrites the server's own
version_information.chosen_version so the outgoing EncryptedExtensions
TPs reflect the switch (RFC 9368 §4).



    


    
      
        buffer_crypto(Space, Offset, CryptoData, State)

      


    


    
      
        discard_handshake_keys/1

      


        Discard Handshake-level keys and state once the handshake is confirmed.
RFC 9001 §4.9.2 / RFC 9000 §4.1.2: the client confirms the handshake on
receipt of a HANDSHAKE_DONE frame, after which Handshake keys MUST be
discarded. Dropping the keyring entry makes any retransmitted
Handshake-level packet fail to decrypt and be dropped, rather than
re-entering TLS handshake processing with a torn-down tls_state.



    


    
      
        discard_initial_keys/1

      


        Discard Initial-level keys and state.
RFC 9001 §4.9.1: the client MUST discard Initial keys when it first
sends a Handshake packet. The server MUST discard Initial keys when
it first successfully processes a Handshake packet. After discard,
the endpoint MUST NOT send or process Initial packets. Dropping the
keyring entry makes any later Initial packet fail to decrypt and be
silently dropped via the existing decrypt-error path.



    


    
      
        gate_zero_rtt_replay/2

      


    


    
      
        install_app_keys(Keys, State, Buffers)

      


        Install 1-RTT (application) packet protection keys.
Client-side also validates the peer's retry_source_connection_id
(RFC 9000 §7.3) and version_information (RFC 9369 §3) transport
parameters, initialises connection-level flow limits, and updates the
loss detector's max-datagram budget.



    


    
      
        install_handshake_keys(Keys, State, Buffers)

      


        Install Handshake-space packet protection keys derived from the TLS
handshake secret. Server-side also extracts the peer's transport
parameters (remote_params), initialises connection-level flow
limits, and updates the loss detector's max-datagram budget.



    


    
      
        load_certs/2

      


        Load a leaf certificate (DER) and private key from PEM files.
Used by the gen_statem wrapper at conn startup when the listener has
not pre-loaded certificates. Returns {undefined, undefined} when no
file is configured or the file cannot be read; the caller treats that
as "no local cert", which is fine for clients that do not require
client authentication and for tests that drive the handshake without
real certs.
The listener has its own preload path (nquic_listener_sup:preload_certs/1)
that supports chains and CA certificates.



    


    
      
        make_client_hello_maybe_psk(Params, ALPN, Hostname, Ticket)

      


    


    
      
        make_client_hello_maybe_psk/5

      


    


    
      
        preferred_address_event/1

      


    


    
      
        process_handshake_crypto_client/2

      


    


    
      
        process_handshake_crypto_server/2

      


    


    
      
        process_initial_crypto_client(NewBuf, State)

      


    


    
      
        process_initial_crypto_server(NewBuf, State)

      


    


    
      
        queue_new_session_ticket(HSSecret, TranscriptCtx, ClientFinBin, State)

      


    


    
      
        select_server_compat_version/3

      


        Pure selection of a Compatible Version Negotiation target (RFC 9368 §4.1).
Walks the server's preference list and returns the first version that
is in the client's advertised other_versions, is supported locally,
and is compatible with VInitial (the version on the wire of the
client's first Initial). If that first match equals VInitial, or if
no version qualifies, the result is no_switch. The server MUST NOT
pick a version the client did not list.
Preference semantics: list order is preference order, first match
wins. The default [1] is the only-v1 / no-switch configuration.



    


    
      
        start_client_handshake(State)

      


        Begin a client handshake.
Generates the ClientHello (with optional PSK / 0-RTT material when a
session ticket is configured), derives Initial-space packet protection
keys, optionally installs 0-RTT keys, initialises the Initial packet
number space, and queues the ClientHello as an Initial-space CRYPTO
frame for the next flush/1. The caller is responsible for flushing
the queue and transmitting the resulting datagram.
Used by the gen_statem wrapper at handshake start, and re-used by the
Version Negotiation handler in nquic_protocol when restarting under
a new version.



    


    
      
        try_psk_resumption(TLSState, State, NegCipher)

      


    


    
      
        validate_retry_scid/2

      


    


    
      
        validate_version_info/2

      


    





      


      
        Functions


        


  
    
      
    
    
      apply_server_compat_version_switch(NewVersion, State)



        
          
        

    

  


  

      

          -spec apply_server_compat_version_switch(non_neg_integer(), nquic_protocol:state()) ->
                                            nquic_protocol:state().


      


Apply a Compatible Version Negotiation switch on the server side.
Rederives Initial-space packet protection keys against the wire DCID
used for the client's most recent Initial (the original DCID, or the
Retry-rewritten one when a Retry was issued), updates
conn_state.version, propagates the new version into the TLS state's
quic_version so subsequent handshake/app key derivations pick the
RFC 9369 labels, and rewrites the server's own
version_information.chosen_version so the outgoing EncryptedExtensions
TPs reflect the switch (RFC 9368 §4).

  



  
    
      
    
    
      buffer_crypto(Space, Offset, CryptoData, State)



        
          
        

    

  


  

      

          -spec buffer_crypto(nquic_packet:space(), non_neg_integer(), binary(), nquic_protocol:state()) ->
                       {binary(), nquic_protocol:state()}.


      



  



  
    
      
    
    
      discard_handshake_keys/1



        
          
        

    

  


  

      

          -spec discard_handshake_keys(nquic_protocol:state()) -> nquic_protocol:state().


      


Discard Handshake-level keys and state once the handshake is confirmed.
RFC 9001 §4.9.2 / RFC 9000 §4.1.2: the client confirms the handshake on
receipt of a HANDSHAKE_DONE frame, after which Handshake keys MUST be
discarded. Dropping the keyring entry makes any retransmitted
Handshake-level packet fail to decrypt and be dropped, rather than
re-entering TLS handshake processing with a torn-down tls_state.

  



  
    
      
    
    
      discard_initial_keys/1



        
          
        

    

  


  

      

          -spec discard_initial_keys(nquic_protocol:state()) -> nquic_protocol:state().


      


Discard Initial-level keys and state.
RFC 9001 §4.9.1: the client MUST discard Initial keys when it first
sends a Handshake packet. The server MUST discard Initial keys when
it first successfully processes a Handshake packet. After discard,
the endpoint MUST NOT send or process Initial packets. Dropping the
keyring entry makes any later Initial packet fail to decrypt and be
silently dropped via the existing decrypt-error path.

  



  
    
      
    
    
      gate_zero_rtt_replay/2



        
          
        

    

  


  

      

          -spec gate_zero_rtt_replay({ok, binary(), atom(), boolean(), binary()} | {error, term()},
                           nquic_protocol:state()) ->
                              {ok, binary(), atom(), boolean(), binary()} | {error, term()}.


      



  



  
    
      
    
    
      install_app_keys(Keys, State, Buffers)



        
          
        

    

  


  

      

          -spec install_app_keys(map(), nquic_protocol:state(), map()) ->
                          {ok, nquic_protocol:state()} |
                          {error, {transport_parameter_error | version_negotiation_error, term()}}.


      


Install 1-RTT (application) packet protection keys.
Client-side also validates the peer's retry_source_connection_id
(RFC 9000 §7.3) and version_information (RFC 9369 §3) transport
parameters, initialises connection-level flow limits, and updates the
loss detector's max-datagram budget.

  



  
    
      
    
    
      install_handshake_keys(Keys, State, Buffers)



        
          
        

    

  


  

      

          -spec install_handshake_keys(map(), nquic_protocol:state(), map()) -> {ok, nquic_protocol:state()}.


      


Install Handshake-space packet protection keys derived from the TLS
handshake secret. Server-side also extracts the peer's transport
parameters (remote_params), initialises connection-level flow
limits, and updates the loss detector's max-datagram budget.

  



  
    
      
    
    
      load_certs/2



        
          
        

    

  


  

      

          -spec load_certs(file:filename() | undefined, file:filename() | undefined) ->
                    {binary() | undefined, term() | undefined}.


      


Load a leaf certificate (DER) and private key from PEM files.
Used by the gen_statem wrapper at conn startup when the listener has
not pre-loaded certificates. Returns {undefined, undefined} when no
file is configured or the file cannot be read; the caller treats that
as "no local cert", which is fine for clients that do not require
client authentication and for tests that drive the handshake without
real certs.
The listener has its own preload path (nquic_listener_sup:preload_certs/1)
that supports chains and CA certificates.

  



  
    
      
    
    
      make_client_hello_maybe_psk(Params, ALPN, Hostname, Ticket)



        
          
        

    

  


  

      

          -spec make_client_hello_maybe_psk(#transport_params{original_destination_connection_id ::
                                                        nquic:connection_id() | undefined,
                                                    max_idle_timeout :: non_neg_integer(),
                                                    stateless_reset_token :: binary() | undefined,
                                                    max_udp_payload_size :: pos_integer(),
                                                    initial_max_data :: non_neg_integer(),
                                                    initial_max_stream_data_bidi_local ::
                                                        non_neg_integer(),
                                                    initial_max_stream_data_bidi_remote ::
                                                        non_neg_integer(),
                                                    initial_max_stream_data_uni :: non_neg_integer(),
                                                    initial_max_streams_bidi :: non_neg_integer(),
                                                    initial_max_streams_uni :: non_neg_integer(),
                                                    ack_delay_exponent :: 0..20,
                                                    max_ack_delay :: non_neg_integer(),
                                                    disable_active_migration :: boolean(),
                                                    preferred_address ::
                                                        nquic_transport:preferred_address() | undefined,
                                                    active_connection_id_limit :: non_neg_integer(),
                                                    initial_source_connection_id ::
                                                        nquic:connection_id() | undefined,
                                                    retry_source_connection_id ::
                                                        nquic:connection_id() | undefined,
                                                    version_information ::
                                                        nquic_transport:version_information() |
                                                        undefined,
                                                    max_datagram_frame_size ::
                                                        non_neg_integer() | undefined},
                                  [binary()] | undefined,
                                  string() | binary() | undefined,
                                  map() | undefined) ->
                                     {ok, binary(), map()} | {error, term()}.


      



  



  
    
      
    
    
      make_client_hello_maybe_psk/5



        
          
        

    

  


  

      

          -spec make_client_hello_maybe_psk(#transport_params{original_destination_connection_id ::
                                                        nquic:connection_id() | undefined,
                                                    max_idle_timeout :: non_neg_integer(),
                                                    stateless_reset_token :: binary() | undefined,
                                                    max_udp_payload_size :: pos_integer(),
                                                    initial_max_data :: non_neg_integer(),
                                                    initial_max_stream_data_bidi_local ::
                                                        non_neg_integer(),
                                                    initial_max_stream_data_bidi_remote ::
                                                        non_neg_integer(),
                                                    initial_max_stream_data_uni :: non_neg_integer(),
                                                    initial_max_streams_bidi :: non_neg_integer(),
                                                    initial_max_streams_uni :: non_neg_integer(),
                                                    ack_delay_exponent :: 0..20,
                                                    max_ack_delay :: non_neg_integer(),
                                                    disable_active_migration :: boolean(),
                                                    preferred_address ::
                                                        nquic_transport:preferred_address() | undefined,
                                                    active_connection_id_limit :: non_neg_integer(),
                                                    initial_source_connection_id ::
                                                        nquic:connection_id() | undefined,
                                                    retry_source_connection_id ::
                                                        nquic:connection_id() | undefined,
                                                    version_information ::
                                                        nquic_transport:version_information() |
                                                        undefined,
                                                    max_datagram_frame_size ::
                                                        non_neg_integer() | undefined},
                                  [binary()] | undefined,
                                  string() | binary() | undefined,
                                  map() | undefined,
                                  [aes_128_gcm | aes_256_gcm | chacha20_poly1305] | undefined) ->
                                     {ok, binary(), map()} | {error, term()}.


      



  



  
    
      
    
    
      preferred_address_event/1



        
          
        

    

  


  

      

          -spec preferred_address_event(nquic_protocol:state()) -> [nquic_protocol:event()].


      



  



  
    
      
    
    
      process_handshake_crypto_client/2



        
          
        

    

  


  

      

          -spec process_handshake_crypto_client(binary(), nquic_protocol:state()) ->
                                         {ok, [nquic_protocol:event()], nquic_protocol:state()} |
                                         {error, term(), nquic_protocol:state()}.


      



  



  
    
      
    
    
      process_handshake_crypto_server/2



        
          
        

    

  


  

      

          -spec process_handshake_crypto_server(binary(), nquic_protocol:state()) ->
                                         {ok, [nquic_protocol:event()], nquic_protocol:state()} |
                                         {error, term(), nquic_protocol:state()}.


      



  



  
    
      
    
    
      process_initial_crypto_client(NewBuf, State)



        
          
        

    

  


  

      

          -spec process_initial_crypto_client(binary(), nquic_protocol:state()) ->
                                       {ok, [nquic_protocol:event()], nquic_protocol:state()} |
                                       {error, term(), nquic_protocol:state()}.


      



  



  
    
      
    
    
      process_initial_crypto_server(NewBuf, State)



        
          
        

    

  


  

      

          -spec process_initial_crypto_server(binary(), nquic_protocol:state()) ->
                                       {ok, [nquic_protocol:event()], nquic_protocol:state()} |
                                       {error, term(), nquic_protocol:state()}.


      



  



  
    
      
    
    
      queue_new_session_ticket(HSSecret, TranscriptCtx, ClientFinBin, State)



        
          
        

    

  


  

      

          -spec queue_new_session_ticket(binary(), crypto:hash_state(), binary(), nquic_protocol:state()) ->
                                  nquic_protocol:state().


      



  



  
    
      
    
    
      select_server_compat_version/3



        
          
        

    

  


  

      

          -spec select_server_compat_version(#transport_params{original_destination_connection_id ::
                                                         nquic:connection_id() | undefined,
                                                     max_idle_timeout :: non_neg_integer(),
                                                     stateless_reset_token :: binary() | undefined,
                                                     max_udp_payload_size :: pos_integer(),
                                                     initial_max_data :: non_neg_integer(),
                                                     initial_max_stream_data_bidi_local ::
                                                         non_neg_integer(),
                                                     initial_max_stream_data_bidi_remote ::
                                                         non_neg_integer(),
                                                     initial_max_stream_data_uni :: non_neg_integer(),
                                                     initial_max_streams_bidi :: non_neg_integer(),
                                                     initial_max_streams_uni :: non_neg_integer(),
                                                     ack_delay_exponent :: 0..20,
                                                     max_ack_delay :: non_neg_integer(),
                                                     disable_active_migration :: boolean(),
                                                     preferred_address ::
                                                         nquic_transport:preferred_address() | undefined,
                                                     active_connection_id_limit :: non_neg_integer(),
                                                     initial_source_connection_id ::
                                                         nquic:connection_id() | undefined,
                                                     retry_source_connection_id ::
                                                         nquic:connection_id() | undefined,
                                                     version_information ::
                                                         nquic_transport:version_information() |
                                                         undefined,
                                                     max_datagram_frame_size ::
                                                         non_neg_integer() | undefined} |
                                   undefined,
                                   [non_neg_integer()],
                                   non_neg_integer()) ->
                                      no_switch | {switch, non_neg_integer()}.


      


Pure selection of a Compatible Version Negotiation target (RFC 9368 §4.1).
Walks the server's preference list and returns the first version that
is in the client's advertised other_versions, is supported locally,
and is compatible with VInitial (the version on the wire of the
client's first Initial). If that first match equals VInitial, or if
no version qualifies, the result is no_switch. The server MUST NOT
pick a version the client did not list.
Preference semantics: list order is preference order, first match
wins. The default [1] is the only-v1 / no-switch configuration.

  



  
    
      
    
    
      start_client_handshake(State)



        
          
        

    

  


  

      

          -spec start_client_handshake(nquic_protocol:state()) -> {ok, nquic_protocol:state()}.


      


Begin a client handshake.
Generates the ClientHello (with optional PSK / 0-RTT material when a
session ticket is configured), derives Initial-space packet protection
keys, optionally installs 0-RTT keys, initialises the Initial packet
number space, and queues the ClientHello as an Initial-space CRYPTO
frame for the next flush/1. The caller is responsible for flushing
the queue and transmitting the resulting datagram.
Used by the gen_statem wrapper at handshake start, and re-used by the
Version Negotiation handler in nquic_protocol when restarting under
a new version.

  



  
    
      
    
    
      try_psk_resumption(TLSState, State, NegCipher)



        
          
        

    

  


  

      

          -spec try_psk_resumption(map(), nquic_protocol:state(), atom()) ->
                            {ok, binary(), atom(), boolean(), binary()} | {error, term()}.


      



  



  
    
      
    
    
      validate_retry_scid/2



        
          
        

    

  


  

      

          -spec validate_retry_scid(nquic_protocol:state(),
                          #transport_params{original_destination_connection_id ::
                                                nquic:connection_id() | undefined,
                                            max_idle_timeout :: non_neg_integer(),
                                            stateless_reset_token :: binary() | undefined,
                                            max_udp_payload_size :: pos_integer(),
                                            initial_max_data :: non_neg_integer(),
                                            initial_max_stream_data_bidi_local :: non_neg_integer(),
                                            initial_max_stream_data_bidi_remote :: non_neg_integer(),
                                            initial_max_stream_data_uni :: non_neg_integer(),
                                            initial_max_streams_bidi :: non_neg_integer(),
                                            initial_max_streams_uni :: non_neg_integer(),
                                            ack_delay_exponent :: 0..20,
                                            max_ack_delay :: non_neg_integer(),
                                            disable_active_migration :: boolean(),
                                            preferred_address ::
                                                nquic_transport:preferred_address() | undefined,
                                            active_connection_id_limit :: non_neg_integer(),
                                            initial_source_connection_id ::
                                                nquic:connection_id() | undefined,
                                            retry_source_connection_id ::
                                                nquic:connection_id() | undefined,
                                            version_information ::
                                                nquic_transport:version_information() | undefined,
                                            max_datagram_frame_size :: non_neg_integer() | undefined}) ->
                             ok | {error, nquic_error:any_reason()}.


      



  



  
    
      
    
    
      validate_version_info/2



        
          
        

    

  


  

      

          -spec validate_version_info(nquic_protocol:state(),
                            #transport_params{original_destination_connection_id ::
                                                  nquic:connection_id() | undefined,
                                              max_idle_timeout :: non_neg_integer(),
                                              stateless_reset_token :: binary() | undefined,
                                              max_udp_payload_size :: pos_integer(),
                                              initial_max_data :: non_neg_integer(),
                                              initial_max_stream_data_bidi_local :: non_neg_integer(),
                                              initial_max_stream_data_bidi_remote :: non_neg_integer(),
                                              initial_max_stream_data_uni :: non_neg_integer(),
                                              initial_max_streams_bidi :: non_neg_integer(),
                                              initial_max_streams_uni :: non_neg_integer(),
                                              ack_delay_exponent :: 0..20,
                                              max_ack_delay :: non_neg_integer(),
                                              disable_active_migration :: boolean(),
                                              preferred_address ::
                                                  nquic_transport:preferred_address() | undefined,
                                              active_connection_id_limit :: non_neg_integer(),
                                              initial_source_connection_id ::
                                                  nquic:connection_id() | undefined,
                                              retry_source_connection_id ::
                                                  nquic:connection_id() | undefined,
                                              version_information ::
                                                  nquic_transport:version_information() | undefined,
                                              max_datagram_frame_size :: non_neg_integer() | undefined}) ->
                               ok | {error, nquic_error:any_reason()}.


      



  


        

      


  

    
nquic_protocol_key_update 
    



      
QUIC key update (RFC 9001 Section 6).
Pure functions over #conn_state{} implementing 1-RTT key rotation:
deriving the next application traffic secrets, flipping the key phase,
and tracking the previous read keys so packets sent with the old phase
can still be decrypted during the transition. External side effects
are limited to nquic_keys.

      


      
        Summary


  
    Functions
  


    
      
        initiate_key_update/1

      


    


    
      
        maybe_handle_key_update/2

      


    


    
      
        perform_key_update(State)

      


    





      


      
        Functions


        


  
    
      
    
    
      initiate_key_update/1



        
          
        

    

  


  

      

          -spec initiate_key_update(nquic_protocol:state()) ->
                             {ok, nquic_protocol:state()} | {error, key_update_pending}.


      



  



  
    
      
    
    
      maybe_handle_key_update/2



        
          
        

    

  


  

      

          -spec maybe_handle_key_update(nquic_packet:header(), nquic_protocol:state()) -> nquic_protocol:state().


      



  



  
    
      
    
    
      perform_key_update(State)



        
          
        

    

  


  

      

          -spec perform_key_update(nquic_protocol:state()) -> nquic_protocol:state().


      



  


        

      


  

    
nquic_protocol_migration 
    



      
Connection migration and PMTUD for the QUIC protocol state.
Pure functions over #conn_state{} covering RFC 9000 Section 9
(connection migration: peer-address update, path validation outcome,
preferred-address handoff) and RFC 8899 (Packetisation Layer Path MTU
Discovery: probe acknowledgement, loss, and black-hole reaction).
Extracted from nquic_protocol as part of REVIEW_PLAN.md Phase 4.4.
External side effects are limited to delegating into nquic_path,
nquic_pmtud, nquic_loss, nquic_socket, and nquic_protocol_cid.
PATH_CHALLENGE frames produced during preferred-address migration are
queued through nquic_protocol_send_queues:queue_app_frame/2.

      


      
        Summary


  
    Functions
  


    
      
        apply_peer_update/2

      


    


    
      
        check_migration_allowed/1

      


    


    
      
        complete_migration/1

      


    


    
      
        enable_pmtud/1

      


        Enable PMTUD on the connection. Starts probe search.



    


    
      
        handle_preferred_address/2

      


        Handle preferred address migration (RFC 9000 Section 9.6).
Installs the CID from the preferred_address transport parameter at
sequence 1, selects the matching address family, and initiates path
validation by queuing a PATH_CHALLENGE frame.
Returns the updated state and a path validation timeout action.



    


    
      
        maybe_detect_black_hole/1

      


    


    
      
        pmtud_on_black_hole/1

      


        Called on black hole detection. Reverts to BASE_PLPMTU.



    


    
      
        pmtud_on_probe_acked/1

      


        Called when a PMTUD probe was acknowledged. Updates the MTU if the search
progresses. The congestion controller gets the MTU bounded by
nquic_protocol_send:max_datagram_size/1.



    


    
      
        pmtud_on_probe_lost/1

      


        Called when a PMTUD probe was lost.



    


    
      
        revert_migration/1

      


    


    
      
        select_preferred_peer/2

      


    





      


      
        Functions


        


  
    
      
    
    
      apply_peer_update/2



        
          
        

    

  


  

      

          -spec apply_peer_update(nquic_socket:sockaddr(), nquic_protocol:state()) -> nquic_protocol:state().


      



  



  
    
      
    
    
      check_migration_allowed/1



        
          
        

    

  


  

      

          -spec check_migration_allowed(nquic_protocol:state()) -> ok | {error, nquic_error:any_reason()}.


      



  



  
    
      
    
    
      complete_migration/1



        
          
        

    

  


  

      

          -spec complete_migration(nquic_protocol:state()) ->
                            {ok, nquic_protocol:state()} | {error, no_available_cids}.


      



  



  
    
      
    
    
      enable_pmtud/1



        
          
        

    

  


  

      

          -spec enable_pmtud(nquic_protocol:state()) -> nquic_protocol:state().


      


Enable PMTUD on the connection. Starts probe search.

  



  
    
      
    
    
      handle_preferred_address/2



        
          
        

    

  


  

      

          -spec handle_preferred_address(nquic_transport:preferred_address(), nquic_protocol:state()) ->
                                  {ok, nquic_protocol:state(), [nquic_protocol:timeout_action()]}.


      


Handle preferred address migration (RFC 9000 Section 9.6).
Installs the CID from the preferred_address transport parameter at
sequence 1, selects the matching address family, and initiates path
validation by queuing a PATH_CHALLENGE frame.
Returns the updated state and a path validation timeout action.

  



  
    
      
    
    
      maybe_detect_black_hole/1



        
          
        

    

  


  

      

          -spec maybe_detect_black_hole(nquic_protocol:state()) -> nquic_protocol:state().


      



  



  
    
      
    
    
      pmtud_on_black_hole/1



        
          
        

    

  


  

      

          -spec pmtud_on_black_hole(nquic_protocol:state()) -> nquic_protocol:state().


      


Called on black hole detection. Reverts to BASE_PLPMTU.

  



  
    
      
    
    
      pmtud_on_probe_acked/1



        
          
        

    

  


  

      

          -spec pmtud_on_probe_acked(nquic_protocol:state()) -> nquic_protocol:state().


      


Called when a PMTUD probe was acknowledged. Updates the MTU if the search
progresses. The congestion controller gets the MTU bounded by
nquic_protocol_send:max_datagram_size/1.

  



  
    
      
    
    
      pmtud_on_probe_lost/1



        
          
        

    

  


  

      

          -spec pmtud_on_probe_lost(nquic_protocol:state()) -> nquic_protocol:state().


      


Called when a PMTUD probe was lost.

  



  
    
      
    
    
      revert_migration/1



        
          
        

    

  


  

      

          -spec revert_migration(nquic_protocol:state()) -> nquic_protocol:state().


      



  



  
    
      
    
    
      select_preferred_peer/2



        
          
        

    

  


  

      

          -spec select_preferred_peer(nquic_transport:preferred_address(), nquic_socket:sockaddr()) ->
                               nquic_socket:sockaddr().


      



  


        

      


  

    
nquic_protocol_recv 
    



      
Inbound side of the QUIC protocol state.
Pure functions over #conn_state{} covering datagram parsing
(process_datagram/3), per-packet dispatch (handle_single_packet/4,
decrypt_and_process/4), Version Negotiation and Retry handling
(RFC 9000 §6, §17.2.5), stateless-reset detection (RFC 9000 §10.3.1),
the per-frame handler dispatch table (handle_frame/3 for every
RFC 9000 / 9221 frame type), and CRYPTO fragment reassembly
(RFC 9001 §4.1.3).
Extracted from nquic_protocol as part of REVIEW_PLAN.md Phase 4.4.
The trunk's public dispatchers (handle_packet/3,4,
handle_packet_notimers/3,4) call into process_datagram/3 here;
stream-frame and stream-cleanup helpers live in nquic_protocol
until slice 7 moves them out.

      


      
        Summary


  
    Types
  


    
      
        crypto_buffer_entry()

      


    





  
    Functions
  


    
      
        check_stateless_reset/2

      


    


    
      
        crypto_buffer_add/3

      


    


    
      
        crypto_buffer_data/1

      


    


    
      
        crypto_buffer_merge/3

      


    


    
      
        handle_frame/3

      


    


    
      
        handle_frames(Frames, Header, State)

      


    


    
      
        handle_retry_packet/3

      


        Handle a Retry packet (RFC 9000 §17.2.5).
A client that has not yet processed a Retry verifies the integrity
tag, adopts the server's SCID as the new DCID, stashes the original
DCID as odcid and the Retry token on #conn_state.retry_token,
re-derives Initial-space keys against the new DCID, resets the
Initial PN space and loss detector, and queues a fresh ClientHello
via queue_initial_frame/2. Subsequent Initial packets (queued
retransmits, PTO probes) carry the token through
build_initial_packet/2.
A Retry that fails any check (server role, second Retry, parse
error, integrity-tag mismatch) is silently dropped per RFC 9000
§17.2.5.1.



    


    
      
        handle_single_packet(Packet, Rest, Header, State)

      


    


    
      
        handle_version_negotiation/2

      


        Handle a Version Negotiation packet.
RFC 9000 §6 governs acceptance



    


    
      
        maybe_update_peer_spin/4

      


    


    
      
        process_datagram/3

      


    





      


      
        Types


        


  
    
      
    
    
      crypto_buffer_entry()



        
          
        

    

  


  

      

          -type crypto_buffer_entry() :: {non_neg_integer(), iodata(), [{non_neg_integer(), binary()}]}.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      check_stateless_reset/2



        
          
        

    

  


  

      

          -spec check_stateless_reset(binary(), nquic_protocol:state()) ->
                               {ok, [nquic_protocol:event()], nquic_protocol:state()}.


      



  



  
    
      
    
    
      crypto_buffer_add/3



        
          
        

    

  


  

      

          -spec crypto_buffer_add(non_neg_integer(), binary(), crypto_buffer_entry()) -> crypto_buffer_entry().


      



  



  
    
      
    
    
      crypto_buffer_data/1



        
          
        

    

  


  

      

          -spec crypto_buffer_data(crypto_buffer_entry()) -> binary().


      



  



  
    
      
    
    
      crypto_buffer_merge/3



        
          
        

    

  


  

      

          -spec crypto_buffer_merge(non_neg_integer(), iodata(), [{non_neg_integer(), binary()}]) ->
                             crypto_buffer_entry().


      



  



  
    
      
    
    
      handle_frame/3



        
          
        

    

  


  

      

          -spec handle_frame(nquic_frame:t(), nquic_packet:header(), nquic_protocol:state()) ->
                      {ok, [nquic_protocol:event()], nquic_protocol:state()} |
                      {error, term(), nquic_protocol:state()}.


      



  



  
    
      
    
    
      handle_frames(Frames, Header, State)



        
          
        

    

  


  

      

          -spec handle_frames([nquic_frame:t()], nquic_packet:header(), nquic_protocol:state()) ->
                       {ok, [nquic_protocol:event()], nquic_protocol:state()} |
                       {error, term(), nquic_protocol:state()}.


      



  



  
    
      
    
    
      handle_retry_packet/3



        
          
        

    

  


  

      

          -spec handle_retry_packet(binary(),
                          #long_header{type :: initial | handshake | rtt0 | retry | version_negotiation,
                                       version :: 0..4294967295,
                                       dcid :: nquic:connection_id(),
                                       scid :: nquic:connection_id(),
                                       token :: binary() | undefined,
                                       payload_len :: non_neg_integer() | undefined,
                                       packet_number :: nquic_packet_number:t() | undefined,
                                       pn_len :: 1..4 | undefined},
                          nquic_protocol:state()) ->
                             {ok, [nquic_protocol:event()], nquic_protocol:state()}.


      


Handle a Retry packet (RFC 9000 §17.2.5).
A client that has not yet processed a Retry verifies the integrity
tag, adopts the server's SCID as the new DCID, stashes the original
DCID as odcid and the Retry token on #conn_state.retry_token,
re-derives Initial-space keys against the new DCID, resets the
Initial PN space and loss detector, and queues a fresh ClientHello
via queue_initial_frame/2. Subsequent Initial packets (queued
retransmits, PTO probes) carry the token through
build_initial_packet/2.
A Retry that fails any check (server role, second Retry, parse
error, integrity-tag mismatch) is silently dropped per RFC 9000
§17.2.5.1.

  



  
    
      
    
    
      handle_single_packet(Packet, Rest, Header, State)



        
          
        

    

  


  

      

          -spec handle_single_packet(binary(), binary(), nquic_packet:header(), nquic_protocol:state()) ->
                              {ok, [nquic_protocol:event()], nquic_protocol:state()} |
                              {error, term(), nquic_protocol:state()}.


      



  



  
    
      
    
    
      handle_version_negotiation/2



        
          
        

    

  


  

      

          -spec handle_version_negotiation(#long_header{type ::
                                                  initial | handshake | rtt0 | retry |
                                                  version_negotiation,
                                              version :: 0..4294967295,
                                              dcid :: nquic:connection_id(),
                                              scid :: nquic:connection_id(),
                                              token :: binary() | undefined,
                                              payload_len :: non_neg_integer() | undefined,
                                              packet_number :: nquic_packet_number:t() | undefined,
                                              pn_len :: 1..4 | undefined},
                                 nquic_protocol:state()) ->
                                    {ok, [nquic_protocol:event()], nquic_protocol:state()} |
                                    {error, term(), nquic_protocol:state()}.


      


Handle a Version Negotiation packet.
RFC 9000 §6 governs acceptance:
	a client MUST discard VN packets that arrive after any other
server packet has been successfully decrypted (the
server_packet_processed flag latches once that happens),
	VN must echo the client's chosen connection IDs (DCID = our SCID,
SCID = the DCID we used on the Initial that triggered the VN);
mismatched echoes look like injected VN and are dropped,
	a VN that lists the version the client was attempting MUST be
discarded (RFC 9000 §6.2),
	servers MUST NOT receive VN; drop for robustness.
When negotiation succeeds the function picks the highest-priority
version that both peers support and re-runs the client handshake on
that version (resetting Initial-space keys and the Initial PN space,
queueing a fresh ClientHello via start_client_handshake/1). When
no common version exists the function returns
{error, {transport_error, version_negotiation_error}, State} and
the wrapper drives the connection into the draining state.


  



  
    
      
    
    
      maybe_update_peer_spin/4



        
          
        

    

  


  

      

          -spec maybe_update_peer_spin(nquic_packet:header(),
                             nquic_packet:space(),
                             nquic_packet_number:t(),
                             nquic_protocol:state()) ->
                                nquic_protocol:state().


      



  



  
    
      
    
    
      process_datagram/3



        
          
        

    

  


  

      

          -spec process_datagram(binary(), nquic_protocol:state(), [nquic_protocol:event()]) ->
                          {ok, [nquic_protocol:event()], nquic_protocol:state()} |
                          {error, term(), nquic_protocol:state()}.


      



  


        

      


  

    
nquic_protocol_send 
    



      
Outbound side of the QUIC protocol state.
Pure functions over #conn_state{} covering encrypted packet
construction (Initial / Handshake / 1-RTT / 0-RTT), MTU-aware
splitting and batched send, the per-flush send context,
anti-amplification gating (RFC 9000 §8.1), congestion-control
admission (RFC 9002), header protection sample extraction
(RFC 9001 §5.4), Initial-key derivation, and the loss-detection
retransmission glue.
ACK generation lives in nquic_protocol_ack; the per-encryption-level
pending-frame queues and their flush drains live in
nquic_protocol_send_queues. Both call down into this module's packet
builders module-qualified; the dependency is one-way.

      


      
        Summary


  
    Types
  


    
      
        pre_encoded()

      


    





  
    Functions
  


    
      
        build_app_packet(Frames, State)

      


    


    
      
        build_app_packet_pre(PreEncoded, Time, State)

      


    


    
      
        build_app_packet_pre_ctx(PreEncoded, Ctx, State)

      


    


    
      
        build_handshake_packet(Frames, State)

      


        Build an encrypted Handshake-space packet from a list of frames.
Same return shape as build_initial_packet/2. Returns
{error, no_handshake_keys, nquic_protocol:state()} before Handshake keys are
installed.



    


    
      
        build_handshake_packets(Frames, State)

      


        Build one or more Handshake-space packets from Frames, fragmenting the
CRYPTO flight so that no datagram exceeds the path/peer UDP payload limit
(min(max_payload_size, peer max_udp_payload_size), RFC 9000 §14.1 and
§18.2). Each batch becomes its own Handshake packet/datagram; oversized
CRYPTO frames are split at their offset boundary (RFC 9000 §19.6) and
reassemble on the peer. Without this split a large server flight (cert
chain) is sent as one >1200-byte datagram, which Chromium/quiche drops on
receipt (ERR_MSG_TOO_BIG) since it exceeds the peer's advertised
max_udp_payload_size, stalling the handshake.



    


    
      
        build_initial_packet(Frames, State)

      


        Build an encrypted Initial-space packet from a list of frames.
Returns {ok, iodata(), nquic_protocol:state()} with the masked packet and the state
updated for loss detection, anti-amplification, and packet-number space.
The wire datagram is padded to RFC 9000 §14.1's 1200-byte minimum.
Returns {ok, <<>>, nquic_protocol:state()} if the connection is anti-amplification
limited (server has not yet validated the client). The caller should
not send anything in that case.
Returns {error, no_initial_keys, nquic_protocol:state()} if Initial keys have not
been derived yet (caller bug).
Used by flush/1 to drain pending_initial_frames and by callers that
need to send a single Initial packet directly (e.g. client first flight
once the handshake API exposes it).



    


    
      
        build_initial_packet(Frames, State, RetryToken)

      


        Build an encrypted Initial-space packet with a Retry token.
Same shape as build_initial_packet/2. The token is included in the
long-header packet (see RFC 9000 §17.2.5, Retry); pass <<>> for
no-token Initials.



    


    
      
        build_packets_mtu_pre/5

      


    


    
      
        build_packets_mtu_pre_ctx/5

      


    


    
      
        build_zero_rtt_packet_pre(PreEncoded, Time, State)

      


    


    
      
        check_anti_amplification/2

      


    


    
      
        check_congestion_control/2

      


    


    
      
        ensure_initial_keys/2

      


    


    
      
        ensure_sample_size(Payload, PnLen)

      


    


    
      
        get_packet_len/2

      


    


    
      
        handle_handshake_timer/2

      


        Service the loss detection timer before the handshake completes
(RFC 9002 Appendix A.10). A pending loss time runs
handle_loss_timeout/2. Otherwise the timer is a PTO, and
queue_handshake_probes/2 queues the probes.



    


    
      
        handle_loss_timeout/2

      


        Service the loss time of Space (RFC 9002 Appendix A.10). The frames
of the packets that the time threshold declares lost are queued again
by handle_lost_frames/3. When the congestion window decreases, one
packet can exceed it (RFC 9002 §7.3.2).



    


    
      
        handle_lost_frames/3

      


    


    
      
        make_app_send_ctx(State, Time)

      


    


    
      
        max_datagram_size/1

      


        Largest UDP payload this endpoint sends on the path:
min(max_payload_size, peer max_udp_payload_size), never below 1200
bytes. This is the maximum datagram size of the congestion controller
(RFC 9002 §7.2). The peer max_udp_payload_size is a receive limit,
not a path MTU (RFC 9000 §18.2), so it only bounds the value.



    


    
      
        maybe_update_dcid/2

      


    


    
      
        outgoing_spin/1

      


        Outgoing latency spin bit for 1-RTT packets (RFC 9000 §17.4).
Returns 0 when the spin bit is disabled or no peer packet has been
seen yet. When enabled, the server inverts the peer's last spin
sample and the client mirrors it.



    


    
      
        packet_number_from_header/1

      


    


    
      
        packet_overhead/1

      


        Upper bound of the bytes that a 1-RTT packet adds to its payload: the
short header with a 4-byte packet number and the AEAD tag.



    


    
      
        packet_payload_budget/1

      


    


    
      
        packet_space_from_header/1

      


    


    
      
        peer_max_ack_delay_us/1

      


        Get the max_ack_delay of the peer in microseconds. Before the transport
parameters of the peer arrive, the value is the 25 ms default of
RFC 9000 §18.2.



    


    
      
        queue_app_probe/1

      


        Queue the content of a 1-RTT PTO probe (RFC 9002 §6.2.4). Queued STREAM
or DATAGRAM data is new data, and the probe carries it. Otherwise the
frames of the oldest ack-eliciting packet in flight that still carries
retransmittable data are queued again, as handle_lost_frames/3 does.
When no packet in flight carries such data, the probe is a PING.



    


    
      
        queue_handshake_probes/2

      


        Count a handshake PTO and queue its probes (RFC 9002 §6.2.4).



    


    
      
        take_frames_for_mtu_pre(Frames, Budget)

      


    





      


      
        Types


        


  
    
      
    
    
      pre_encoded()



        
          
        

    

  


  

      

          -type pre_encoded() :: {non_neg_integer(), iodata(), nquic_frame:t()}.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      build_app_packet(Frames, State)



        
          
        

    

  


  

      

          -spec build_app_packet([nquic_frame:t()], nquic_protocol:state()) ->
                          {ok, iodata(), nquic_protocol:state()} |
                          {error, term(), nquic_protocol:state()}.


      



  



  
    
      
    
    
      build_app_packet_pre(PreEncoded, Time, State)



        
          
        

    

  


  

      

          -spec build_app_packet_pre([pre_encoded()], integer(), nquic_protocol:state()) ->
                              {ok, iodata(), nquic_protocol:state()} |
                              {error, term(), nquic_protocol:state()}.


      



  



  
    
      
    
    
      build_app_packet_pre_ctx(PreEncoded, Ctx, State)



        
          
        

    

  


  

      

          -spec build_app_packet_pre_ctx([pre_encoded()],
                               #app_send_ctx{cipher :: aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                             role_keys :: map(),
                                             key :: binary(),
                                             iv :: binary(),
                                             hp_source :: {ctx, crypto:crypto_state()} | {key, binary()},
                                             dcid :: nquic:connection_id(),
                                             dcid_prefix_size :: pos_integer(),
                                             gso_size :: undefined | pos_integer(),
                                             pad_bin :: undefined | binary(),
                                             key_phase :: boolean(),
                                             largest_acked :: non_neg_integer(),
                                             time :: integer(),
                                             track_anti_amp :: boolean()},
                               nquic_protocol:state()) ->
                                  {ok, iodata(), nquic_protocol:state()} |
                                  {error, term(), nquic_protocol:state()}.


      



  



  
    
      
    
    
      build_handshake_packet(Frames, State)



        
          
        

    

  


  

      

          -spec build_handshake_packet([nquic_frame:t()], nquic_protocol:state()) ->
                                {ok, iodata(), nquic_protocol:state()} |
                                {error, term(), nquic_protocol:state()}.


      


Build an encrypted Handshake-space packet from a list of frames.
Same return shape as build_initial_packet/2. Returns
{error, no_handshake_keys, nquic_protocol:state()} before Handshake keys are
installed.

  



  
    
      
    
    
      build_handshake_packets(Frames, State)



        
          
        

    

  


  

      

          -spec build_handshake_packets([nquic_frame:t()], nquic_protocol:state()) ->
                                 {ok, [iodata()], nquic_protocol:state()}.


      


Build one or more Handshake-space packets from Frames, fragmenting the
CRYPTO flight so that no datagram exceeds the path/peer UDP payload limit
(min(max_payload_size, peer max_udp_payload_size), RFC 9000 §14.1 and
§18.2). Each batch becomes its own Handshake packet/datagram; oversized
CRYPTO frames are split at their offset boundary (RFC 9000 §19.6) and
reassemble on the peer. Without this split a large server flight (cert
chain) is sent as one >1200-byte datagram, which Chromium/quiche drops on
receipt (ERR_MSG_TOO_BIG) since it exceeds the peer's advertised
max_udp_payload_size, stalling the handshake.
Stops early and re-queues the unsent remainder if anti-amplification
blocks a packet, so the rest is resent on the next flush / PTO.

  



  
    
      
    
    
      build_initial_packet(Frames, State)



        
          
        

    

  


  

      

          -spec build_initial_packet([nquic_frame:t()], nquic_protocol:state()) ->
                              {ok, iodata(), nquic_protocol:state()} |
                              {error, term(), nquic_protocol:state()}.


      


Build an encrypted Initial-space packet from a list of frames.
Returns {ok, iodata(), nquic_protocol:state()} with the masked packet and the state
updated for loss detection, anti-amplification, and packet-number space.
The wire datagram is padded to RFC 9000 §14.1's 1200-byte minimum.
Returns {ok, <<>>, nquic_protocol:state()} if the connection is anti-amplification
limited (server has not yet validated the client). The caller should
not send anything in that case.
Returns {error, no_initial_keys, nquic_protocol:state()} if Initial keys have not
been derived yet (caller bug).
Used by flush/1 to drain pending_initial_frames and by callers that
need to send a single Initial packet directly (e.g. client first flight
once the handshake API exposes it).

  



  
    
      
    
    
      build_initial_packet(Frames, State, RetryToken)



        
          
        

    

  


  

      

          -spec build_initial_packet([nquic_frame:t()], nquic_protocol:state(), binary()) ->
                              {ok, iodata(), nquic_protocol:state()} |
                              {error, term(), nquic_protocol:state()}.


      


Build an encrypted Initial-space packet with a Retry token.
Same shape as build_initial_packet/2. The token is included in the
long-header packet (see RFC 9000 §17.2.5, Retry); pass <<>> for
no-token Initials.

  



  
    
      
    
    
      build_packets_mtu_pre/5



        
          
        

    

  


  

      

          -spec build_packets_mtu_pre([pre_encoded()],
                            pos_integer(),
                            integer(),
                            nquic_protocol:state(),
                            [iodata()]) ->
                               {[iodata()], nquic_protocol:state()}.


      



  



  
    
      
    
    
      build_packets_mtu_pre_ctx/5



        
          
        

    

  


  

      

          -spec build_packets_mtu_pre_ctx([pre_encoded()],
                                pos_integer(),
                                #app_send_ctx{cipher :: aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                              role_keys :: map(),
                                              key :: binary(),
                                              iv :: binary(),
                                              hp_source ::
                                                  {ctx, crypto:crypto_state()} | {key, binary()},
                                              dcid :: nquic:connection_id(),
                                              dcid_prefix_size :: pos_integer(),
                                              gso_size :: undefined | pos_integer(),
                                              pad_bin :: undefined | binary(),
                                              key_phase :: boolean(),
                                              largest_acked :: non_neg_integer(),
                                              time :: integer(),
                                              track_anti_amp :: boolean()},
                                nquic_protocol:state(),
                                [iodata()]) ->
                                   {[iodata()], nquic_protocol:state()}.


      



  



  
    
      
    
    
      build_zero_rtt_packet_pre(PreEncoded, Time, State)



        
          
        

    

  


  

      

          -spec build_zero_rtt_packet_pre([pre_encoded()], integer(), nquic_protocol:state()) ->
                                   {ok, iodata(), nquic_protocol:state()} |
                                   {error, term(), nquic_protocol:state()}.


      



  



  
    
      
    
    
      check_anti_amplification/2



        
          
        

    

  


  

      

          -spec check_anti_amplification(nquic_protocol:state(), non_neg_integer()) ->
                                  ok_no_track | ok_track | amplification_limited.


      



  



  
    
      
    
    
      check_congestion_control/2



        
          
        

    

  


  

      

          -spec check_congestion_control(nquic_protocol:state(), non_neg_integer()) ->
                                  ok | {blocked, non_neg_integer()}.


      



  



  
    
      
    
    
      ensure_initial_keys/2



        
          
        

    

  


  

      

          -spec ensure_initial_keys(nquic_packet:header(), nquic_protocol:state()) ->
                             {ok, nquic_protocol:state()} | {error, nquic_error:any_reason()}.


      



  



  
    
      
    
    
      ensure_sample_size(Payload, PnLen)



        
          
        

    

  


  

      

          -spec ensure_sample_size(iodata(), 1..4) -> iodata().


      



  



  
    
      
    
    
      get_packet_len/2



        
          
        

    

  


  

      

          -spec get_packet_len(nquic_packet:header(), non_neg_integer()) -> {ok, non_neg_integer()}.


      



  



  
    
      
    
    
      handle_handshake_timer/2



        
          
        

    

  


  

      

          -spec handle_handshake_timer(initial | handshake, nquic_protocol:state()) -> nquic_protocol:state().


      


Service the loss detection timer before the handshake completes
(RFC 9002 Appendix A.10). A pending loss time runs
handle_loss_timeout/2. Otherwise the timer is a PTO, and
queue_handshake_probes/2 queues the probes.

  



  
    
      
    
    
      handle_loss_timeout/2



        
          
        

    

  


  

      

          -spec handle_loss_timeout(nquic_packet:space(), nquic_protocol:state()) -> nquic_protocol:state().


      


Service the loss time of Space (RFC 9002 Appendix A.10). The frames
of the packets that the time threshold declares lost are queued again
by handle_lost_frames/3. When the congestion window decreases, one
packet can exceed it (RFC 9002 §7.3.2).

  



  
    
      
    
    
      handle_lost_frames/3



        
          
        

    

  


  

      

          -spec handle_lost_frames([nquic_frame:t()], nquic_packet:space(), nquic_protocol:state()) ->
                            nquic_protocol:state().


      



  



  
    
      
    
    
      make_app_send_ctx(State, Time)



        
          
        

    

  


  

      

          -spec make_app_send_ctx(nquic_protocol:state(), integer()) ->
                           #app_send_ctx{cipher :: aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                         role_keys :: map(),
                                         key :: binary(),
                                         iv :: binary(),
                                         hp_source :: {ctx, crypto:crypto_state()} | {key, binary()},
                                         dcid :: nquic:connection_id(),
                                         dcid_prefix_size :: pos_integer(),
                                         gso_size :: undefined | pos_integer(),
                                         pad_bin :: undefined | binary(),
                                         key_phase :: boolean(),
                                         largest_acked :: non_neg_integer(),
                                         time :: integer(),
                                         track_anti_amp :: boolean()}.


      



  



  
    
      
    
    
      max_datagram_size/1



        
          
        

    

  


  

      

          -spec max_datagram_size(nquic_protocol:state()) -> pos_integer().


      


Largest UDP payload this endpoint sends on the path:
min(max_payload_size, peer max_udp_payload_size), never below 1200
bytes. This is the maximum datagram size of the congestion controller
(RFC 9002 §7.2). The peer max_udp_payload_size is a receive limit,
not a path MTU (RFC 9000 §18.2), so it only bounds the value.

  



  
    
      
    
    
      maybe_update_dcid/2



        
          
        

    

  


  

      

          -spec maybe_update_dcid(nquic_packet:header(), nquic_protocol:state()) -> nquic_protocol:state().


      



  



  
    
      
    
    
      outgoing_spin/1



        
          
        

    

  


  

      

          -spec outgoing_spin(nquic_protocol:state()) -> 0..1.


      


Outgoing latency spin bit for 1-RTT packets (RFC 9000 §17.4).
Returns 0 when the spin bit is disabled or no peer packet has been
seen yet. When enabled, the server inverts the peer's last spin
sample and the client mirrors it.

  



  
    
      
    
    
      packet_number_from_header/1



        
          
        

    

  


  

      

          -spec packet_number_from_header(nquic_packet:header()) -> nquic_packet_number:t() | undefined.


      



  



  
    
      
    
    
      packet_overhead/1



        
          
        

    

  


  

      

          -spec packet_overhead(nquic_protocol:state()) -> pos_integer().


      


Upper bound of the bytes that a 1-RTT packet adds to its payload: the
short header with a 4-byte packet number and the AEAD tag.

  



  
    
      
    
    
      packet_payload_budget/1



        
          
        

    

  


  

      

          -spec packet_payload_budget(nquic_protocol:state()) -> pos_integer().


      



  



  
    
      
    
    
      packet_space_from_header/1



        
          
        

    

  


  

      

          -spec packet_space_from_header(nquic_packet:header()) -> nquic_packet:space().


      



  



  
    
      
    
    
      peer_max_ack_delay_us/1



        
          
        

    

  


  

      

          -spec peer_max_ack_delay_us(#transport_params{original_destination_connection_id ::
                                                  nquic:connection_id() | undefined,
                                              max_idle_timeout :: non_neg_integer(),
                                              stateless_reset_token :: binary() | undefined,
                                              max_udp_payload_size :: pos_integer(),
                                              initial_max_data :: non_neg_integer(),
                                              initial_max_stream_data_bidi_local :: non_neg_integer(),
                                              initial_max_stream_data_bidi_remote :: non_neg_integer(),
                                              initial_max_stream_data_uni :: non_neg_integer(),
                                              initial_max_streams_bidi :: non_neg_integer(),
                                              initial_max_streams_uni :: non_neg_integer(),
                                              ack_delay_exponent :: 0..20,
                                              max_ack_delay :: non_neg_integer(),
                                              disable_active_migration :: boolean(),
                                              preferred_address ::
                                                  nquic_transport:preferred_address() | undefined,
                                              active_connection_id_limit :: non_neg_integer(),
                                              initial_source_connection_id ::
                                                  nquic:connection_id() | undefined,
                                              retry_source_connection_id ::
                                                  nquic:connection_id() | undefined,
                                              version_information ::
                                                  nquic_transport:version_information() | undefined,
                                              max_datagram_frame_size :: non_neg_integer() | undefined} |
                            undefined) ->
                               non_neg_integer().


      


Get the max_ack_delay of the peer in microseconds. Before the transport
parameters of the peer arrive, the value is the 25 ms default of
RFC 9000 §18.2.

  



  
    
      
    
    
      queue_app_probe/1



        
          
        

    

  


  

      

          -spec queue_app_probe(nquic_protocol:state()) -> nquic_protocol:state().


      


Queue the content of a 1-RTT PTO probe (RFC 9002 §6.2.4). Queued STREAM
or DATAGRAM data is new data, and the probe carries it. Otherwise the
frames of the oldest ack-eliciting packet in flight that still carries
retransmittable data are queued again, as handle_lost_frames/3 does.
When no packet in flight carries such data, the probe is a PING.

  



  
    
      
    
    
      queue_handshake_probes/2



        
          
        

    

  


  

      

          -spec queue_handshake_probes(initial | handshake, nquic_protocol:state()) -> nquic_protocol:state().


      


Count a handshake PTO and queue its probes (RFC 9002 §6.2.4).
Each of the Initial and Handshake spaces with ack-eliciting packets in
flight gets one probe. The probe carries the CRYPTO data of those
packets, merged by offset, or a PING when they carry no CRYPTO data.
When neither space has packets in flight, the PTO is the client
anti-deadlock PTO of RFC 9002 §6.2.2.1. One PING then goes out at the
Handshake level if Handshake keys exist, else at the Phase level.

  



  
    
      
    
    
      take_frames_for_mtu_pre(Frames, Budget)



        
          
        

    

  


  

      

          -spec take_frames_for_mtu_pre([pre_encoded()], pos_integer()) -> {[pre_encoded()], [pre_encoded()]}.


      



  


        

      


  

    
nquic_protocol_send_queues 
    



      
Per-encryption-level pending-frame queues and their flush drains.
Pure functions over #conn_state{} that buffer outbound frames into
three per-space queues (Initial / Handshake / 1-RTT), coalesce them,
and drain each queue into one or more encrypted packets via the packet
builders in nquic_protocol_send. The dependency is one-way: this
module calls down into nquic_protocol_send (builders, MTU batching,
send context) module-qualified, and into nquic_protocol_ack to
piggyback a pending ACK before an application flush. nquic_protocol
drives the flush; the queue functions are called from across the
protocol family whenever a control or stream frame is produced.

      


      
        Summary


  
    Functions
  


    
      
        build_app_or_zero_rtt(PreEncoded, Time, State)

      


    


    
      
        enter_recovery/2

      


        Let the next flush send one packet over the congestion window when the
window of the loss state Before is larger than the current one. This
is the packet on entry to recovery (RFC 9002 §7.3.2).



    


    
      
        flush_app(State0)

      


    


    
      
        flush_app_control/1

      


        Flush the pending ACK and the pending 1-RTT control frames while the
pacer holds back data. STREAM and DATAGRAM frames, and the stream data
not yet drained, stay queued for the next paced flush. ACK frames are
not congestion controlled (RFC 9002 §7) and leave within
max_ack_delay (RFC 9000 §13.2.1). A PTO probe is not blocked by the
congestion controller (RFC 9002 §7.5).



    


    
      
        flush_handshake/1

      


    


    
      
        flush_initial/1

      


    


    
      
        queue_app_frame(Frame, State)

      


    


    
      
        queue_app_frame(Frame, Bytes, State)

      


    


    
      
        queue_app_frames/3

      


    


    
      
        queue_app_pre_encoded/3

      


    


    
      
        queue_handshake_frame(Frame, State)

      


        Queue a frame for a Handshake-space packet. Drained by flush/1 into a
Handshake-coalesced packet at the next flush. Used for retransmits of
Handshake CRYPTO and PTO probes between Initial and Established.



    


    
      
        queue_initial_frame(Frame, State)

      


        Queue a frame for an Initial-space packet. Drained by flush/1 into an
Initial-coalesced packet at the next flush. Used for retransmits of
client/server Initial CRYPTO and PTO probes during the handshake.



    


    
      
        set_cwnd_exempt/1

      


        Let the next flush send one ack-eliciting packet over the congestion
window: a PTO probe (RFC 9002 §6.2.4) or the packet on entry to
recovery (RFC 9002 §7.3.2).



    


    
      
        sort_frames(Frames)

      


    





      


      
        Functions


        


  
    
      
    
    
      build_app_or_zero_rtt(PreEncoded, Time, State)



        
          
        

    

  


  

      

          -spec build_app_or_zero_rtt([nquic_protocol_send:pre_encoded()], integer(), nquic_protocol:state()) ->
                               {ok, iodata(), nquic_protocol:state()} |
                               {error, term(), nquic_protocol:state()}.


      



  



  
    
      
    
    
      enter_recovery/2



        
          
        

    

  


  

      

          -spec enter_recovery(nquic_loss:loss_state(), nquic_protocol:state()) -> nquic_protocol:state().


      


Let the next flush send one packet over the congestion window when the
window of the loss state Before is larger than the current one. This
is the packet on entry to recovery (RFC 9002 §7.3.2).

  



  
    
      
    
    
      flush_app(State0)



        
          
        

    

  


  

      

          -spec flush_app(nquic_protocol:state()) ->
                   {ok, [iodata()], nquic_protocol:state()} | {ok, nquic_protocol:state()}.


      



  



  
    
      
    
    
      flush_app_control/1



        
          
        

    

  


  

      

          -spec flush_app_control(nquic_protocol:state()) ->
                           {ok, [iodata()], nquic_protocol:state()} | {ok, nquic_protocol:state()}.


      


Flush the pending ACK and the pending 1-RTT control frames while the
pacer holds back data. STREAM and DATAGRAM frames, and the stream data
not yet drained, stay queued for the next paced flush. ACK frames are
not congestion controlled (RFC 9002 §7) and leave within
max_ack_delay (RFC 9000 §13.2.1). A PTO probe is not blocked by the
congestion controller (RFC 9002 §7.5).

  



  
    
      
    
    
      flush_handshake/1



        
          
        

    

  


  

      

          -spec flush_handshake(nquic_protocol:state()) -> {[iodata()], nquic_protocol:state()}.


      



  



  
    
      
    
    
      flush_initial/1



        
          
        

    

  


  

      

          -spec flush_initial(nquic_protocol:state()) -> {[iodata()], nquic_protocol:state()}.


      



  



  
    
      
    
    
      queue_app_frame(Frame, State)



        
          
        

    

  


  

      

          -spec queue_app_frame(nquic_frame:t(), nquic_protocol:state()) -> {ok, nquic_protocol:state()}.


      



  



  
    
      
    
    
      queue_app_frame(Frame, Bytes, State)



        
          
        

    

  


  

      

          -spec queue_app_frame(nquic_frame:t(), non_neg_integer(), nquic_protocol:state()) ->
                         {ok, nquic_protocol:state()}.


      



  



  
    
      
    
    
      queue_app_frames/3



        
          
        

    

  


  

      

          -spec queue_app_frames([nquic_frame:t()], non_neg_integer(), nquic_protocol:state()) ->
                          {ok, nquic_protocol:state()}.


      



  



  
    
      
    
    
      queue_app_pre_encoded/3



        
          
        

    

  


  

      

          -spec queue_app_pre_encoded([nquic_protocol_send:pre_encoded()],
                            non_neg_integer(),
                            nquic_protocol:state()) ->
                               {ok, nquic_protocol:state()}.


      



  



  
    
      
    
    
      queue_handshake_frame(Frame, State)



        
          
        

    

  


  

      

          -spec queue_handshake_frame(nquic_frame:t(), nquic_protocol:state()) -> {ok, nquic_protocol:state()}.


      


Queue a frame for a Handshake-space packet. Drained by flush/1 into a
Handshake-coalesced packet at the next flush. Used for retransmits of
Handshake CRYPTO and PTO probes between Initial and Established.

  



  
    
      
    
    
      queue_initial_frame(Frame, State)



        
          
        

    

  


  

      

          -spec queue_initial_frame(nquic_frame:t(), nquic_protocol:state()) -> {ok, nquic_protocol:state()}.


      


Queue a frame for an Initial-space packet. Drained by flush/1 into an
Initial-coalesced packet at the next flush. Used for retransmits of
client/server Initial CRYPTO and PTO probes during the handshake.

  



  
    
      
    
    
      set_cwnd_exempt/1



        
          
        

    

  


  

      

          -spec set_cwnd_exempt(nquic_protocol:state()) -> nquic_protocol:state().


      


Let the next flush send one ack-eliciting packet over the congestion
window: a PTO probe (RFC 9002 §6.2.4) or the packet on entry to
recovery (RFC 9002 §7.3.2).

  



  
    
      
    
    
      sort_frames(Frames)



        
          
        

    

  


  

      

          -spec sort_frames([nquic_frame:t()]) -> [nquic_frame:t()].


      



  


        

      


  

    
nquic_protocol_streams 
    



      
Inbound STREAM frame processing and RESET_STREAM / STOP_SENDING handling.
Pure functions over #conn_state{} covering peer-initiated stream
ingest: STREAM frame processing with connection- and stream-level flow
control and window-update emission (handle_stream_frame/7,
maybe_send_max_data/1), DATA_BLOCKED / STREAM_DATA_BLOCKED responses
(respond_to_data_blocked/2, respond_to_stream_data_blocked/3), the
sender-side blocked signal (signal_blocked/4), and RESET_STREAM /
STOP_SENDING dispatch with final-size flow accounting
(handle_reset_stream/5, handle_reset_stream_new/2,
handle_stop_sending/3).
Send-side drain/blocked bookkeeping lives in
nquic_protocol_streams_send; terminal-state reclamation and
stream-limit window bookkeeping in nquic_protocol_streams_lifecycle.

      


      
        Summary


  
    Functions
  


    
      
        handle_reset_stream(StreamID, FinalSize, AppErrorCode, Stream, State)

      


    


    
      
        handle_reset_stream_new(FinalSize, State)

      


    


    
      
        handle_stop_sending(StreamID, ErrCode, State)

      


    


    
      
        handle_stream_frame(StreamID, Offset, StreamData, Frame, Existing, Limits, State)

      


    


    
      
        maybe_send_max_data(State)

      


    


    
      
        respond_to_data_blocked(PeerLimit, State)

      


        Respond to a peer DATA_BLOCKED frame (RFC 9000 §4.1 / §19.12).
Unconditionally advertises a connection limit strictly above where
the peer reported it is blocked: max(local_max_data, PeerLimit + initial_max_data). This guarantees forward progress whenever a sender
signals it is stuck at the window edge; the receipt/reader ratchets
are proactive and can decline, but a peer that has explicitly said it
is blocked must always be granted headroom. Bounded and auto-tuning:
PeerLimit only grows as the peer makes progress, so the grant tracks
one window ahead of the peer's blocked offset rather than unbounded.



    


    
      
        respond_to_stream_data_blocked(StreamID, PeerLimit, State)

      


        Respond to a peer STREAM_DATA_BLOCKED frame (RFC 9000 §19.13).
Per-stream analogue of respond_to_data_blocked/2: unconditionally
advertise max(recv_window, PeerLimit + initial_max_stream_data_bidi_local)
so a peer blocked on a stream limit is always granted headroom.
Unknown streams are ignored.



    


    
      
        signal_blocked/4

      


        Mark a stream flow-control-blocked and signal the peer (RFC 9000 §4.1).
A sender that is blocked by a flow-control limit SHOULD emit
DATA_BLOCKED (connection) or STREAM_DATA_BLOCKED (stream) so the
receiver can extend the limit. Emission is deduplicated per limit
value so a stream parked across many retry turns produces one frame
per limit, not one per turn.



    





      


      
        Functions


        


  
    
      
    
    
      handle_reset_stream(StreamID, FinalSize, AppErrorCode, Stream, State)



        
          
        

    

  


  

      

          -spec handle_reset_stream(nquic:stream_id(),
                          non_neg_integer(),
                          non_neg_integer(),
                          #stream_state{stream_id :: nquic:stream_id(),
                                        type :: bidi | uni,
                                        send_state ::
                                            ready | send | data_sent | data_recvd | reset_sent |
                                            reset_recvd,
                                        send_offset :: non_neg_integer(),
                                        send_max_data :: non_neg_integer(),
                                        last_stream_data_blocked :: non_neg_integer(),
                                        pending_send_data :: [binary()],
                                        pending_send_size :: non_neg_integer(),
                                        pending_send_fin :: boolean(),
                                        recv_state ::
                                            recv | size_known | data_recvd | reset_recvd | data_read |
                                            reset_read,
                                        recv_offset :: non_neg_integer(),
                                        recv_max_offset :: non_neg_integer(),
                                        recv_window :: non_neg_integer(),
                                        recv_buffer ::
                                            gb_trees:tree(non_neg_integer(), {binary(), boolean()}),
                                        app_buffer :: iodata(),
                                        app_buffer_size :: non_neg_integer()},
                          nquic_protocol:state()) ->
                             {ok, [nquic_protocol:event()], nquic_protocol:state()} |
                             {error, term(), nquic_protocol:state()}.


      



  



  
    
      
    
    
      handle_reset_stream_new(FinalSize, State)



        
          
        

    

  


  

      

          -spec handle_reset_stream_new(non_neg_integer(), nquic_protocol:state()) ->
                                 {ok, [nquic_protocol:event()], nquic_protocol:state()} |
                                 {error, term(), nquic_protocol:state()}.


      



  



  
    
      
    
    
      handle_stop_sending(StreamID, ErrCode, State)



        
          
        

    

  


  

      

          -spec handle_stop_sending(nquic:stream_id(), non_neg_integer(), nquic_protocol:state()) ->
                             {ok, [nquic_protocol:event()], nquic_protocol:state()}.


      



  



  
    
      
    
    
      handle_stream_frame(StreamID, Offset, StreamData, Frame, Existing, Limits, State)



        
          
        

    

  


  

      

          -spec handle_stream_frame(nquic:stream_id(),
                          non_neg_integer(),
                          binary(),
                          nquic_frame:t(),
                          {ok,
                           #stream_state{stream_id :: nquic:stream_id(),
                                         type :: bidi | uni,
                                         send_state ::
                                             ready | send | data_sent | data_recvd | reset_sent |
                                             reset_recvd,
                                         send_offset :: non_neg_integer(),
                                         send_max_data :: non_neg_integer(),
                                         last_stream_data_blocked :: non_neg_integer(),
                                         pending_send_data :: [binary()],
                                         pending_send_size :: non_neg_integer(),
                                         pending_send_fin :: boolean(),
                                         recv_state ::
                                             recv | size_known | data_recvd | reset_recvd | data_read |
                                             reset_read,
                                         recv_offset :: non_neg_integer(),
                                         recv_max_offset :: non_neg_integer(),
                                         recv_window :: non_neg_integer(),
                                         recv_buffer ::
                                             gb_trees:tree(non_neg_integer(), {binary(), boolean()}),
                                         app_buffer :: iodata(),
                                         app_buffer_size :: non_neg_integer()}} |
                          error,
                          map(),
                          nquic_protocol:state()) ->
                             {ok, [nquic_protocol:event()], nquic_protocol:state()} |
                             {error, term(), nquic_protocol:state()}.


      



  



  
    
      
    
    
      maybe_send_max_data(State)



        
          
        

    

  


  

      

          -spec maybe_send_max_data(nquic_protocol:state()) -> nquic_protocol:state().


      



  



  
    
      
    
    
      respond_to_data_blocked(PeerLimit, State)



        
          
        

    

  


  

      

          -spec respond_to_data_blocked(non_neg_integer(), nquic_protocol:state()) ->
                                 {ok, [nquic_protocol:event()], nquic_protocol:state()}.


      


Respond to a peer DATA_BLOCKED frame (RFC 9000 §4.1 / §19.12).
Unconditionally advertises a connection limit strictly above where
the peer reported it is blocked: max(local_max_data, PeerLimit + initial_max_data). This guarantees forward progress whenever a sender
signals it is stuck at the window edge; the receipt/reader ratchets
are proactive and can decline, but a peer that has explicitly said it
is blocked must always be granted headroom. Bounded and auto-tuning:
PeerLimit only grows as the peer makes progress, so the grant tracks
one window ahead of the peer's blocked offset rather than unbounded.

  



  
    
      
    
    
      respond_to_stream_data_blocked(StreamID, PeerLimit, State)



        
          
        

    

  


  

      

          -spec respond_to_stream_data_blocked(nquic:stream_id(), non_neg_integer(), nquic_protocol:state()) ->
                                        {ok, [nquic_protocol:event()], nquic_protocol:state()}.


      


Respond to a peer STREAM_DATA_BLOCKED frame (RFC 9000 §19.13).
Per-stream analogue of respond_to_data_blocked/2: unconditionally
advertise max(recv_window, PeerLimit + initial_max_stream_data_bidi_local)
so a peer blocked on a stream limit is always granted headroom.
Unknown streams are ignored.

  



  
    
      
    
    
      signal_blocked/4



        
          
        

    

  


  

      

          -spec signal_blocked(atom(), non_neg_integer(), nquic:stream_id(), nquic_protocol:state()) ->
                        nquic_protocol:state().


      


Mark a stream flow-control-blocked and signal the peer (RFC 9000 §4.1).
A sender that is blocked by a flow-control limit SHOULD emit
DATA_BLOCKED (connection) or STREAM_DATA_BLOCKED (stream) so the
receiver can extend the limit. Emission is deduplicated per limit
value so a stream parked across many retry turns produces one frame
per limit, not one per turn.

  


        

      


  

    
nquic_protocol_streams_lifecycle 
    



      
Stream terminal-state cleanup and stream-limit bookkeeping.
Pure functions over #conn_state{} that decide when a stream has
reached a terminal state and reclaim it: per-side terminal predicates
(is_stream_terminal/3, is_send_done/1, is_recv_done/1,
is_closed_stream/2), terminal-state reclamation. The recv-side
predicate treats size_known with an empty app buffer as terminal:
the peer's FIN has been delivered and there is nothing left for the
caller to drain, so the stream can be reclaimed without waiting for
an explicit recv round-trip from the application.
(maybe_cleanup_stream/2,3, cleanup_stream/2), the watermark
bookkeeping that keeps closed_peer_streams bounded
(record_peer_closed/2, advance_peer_wm/3, set_peer_wm/3), and
MAX_STREAMS window-update emission as peer-initiated streams are
consumed and reclaimed (bump_max_streams/2,
maybe_send_max_streams/2, maybe_auto_extend_max_streams/2,
peer_consumed_bidi_streams/1, peer_consumed_uni_streams/1).
cleanup_stream/2 purges the reclaimed stream from the send-side
pending/blocked indices via nquic_protocol_streams_send; the send
engine calls back here for maybe_cleanup_stream/3 and
maybe_auto_extend_max_streams/2.

      


      
        Summary


  
    Functions
  


    
      
        bump_max_streams(StreamID, State)

      


    


    
      
        is_closed_stream(StreamID, State)

      


    


    
      
        is_stream_terminal/3

      


    


    
      
        maybe_auto_extend_max_streams/2

      


    


    
      
        maybe_cleanup_stream(StreamID, State)

      


    


    
      
        maybe_cleanup_stream(StreamID, Stream, State)

      


    


    
      
        peer_consumed_bidi_streams/1

      


    


    
      
        peer_consumed_uni_streams/1

      


    





      


      
        Functions


        


  
    
      
    
    
      bump_max_streams(StreamID, State)



        
          
        

    

  


  

      

          -spec bump_max_streams(nquic:stream_id(), nquic_protocol:state()) -> nquic_protocol:state().


      



  



  
    
      
    
    
      is_closed_stream(StreamID, State)



        
          
        

    

  


  

      

          -spec is_closed_stream(nquic:stream_id(), nquic_protocol:state()) -> boolean().


      



  



  
    
      
    
    
      is_stream_terminal/3



        
          
        

    

  


  

      

          -spec is_stream_terminal(nquic:stream_id(),
                         client | server | undefined,
                         #stream_state{stream_id :: nquic:stream_id(),
                                       type :: bidi | uni,
                                       send_state ::
                                           ready | send | data_sent | data_recvd | reset_sent |
                                           reset_recvd,
                                       send_offset :: non_neg_integer(),
                                       send_max_data :: non_neg_integer(),
                                       last_stream_data_blocked :: non_neg_integer(),
                                       pending_send_data :: [binary()],
                                       pending_send_size :: non_neg_integer(),
                                       pending_send_fin :: boolean(),
                                       recv_state ::
                                           recv | size_known | data_recvd | reset_recvd | data_read |
                                           reset_read,
                                       recv_offset :: non_neg_integer(),
                                       recv_max_offset :: non_neg_integer(),
                                       recv_window :: non_neg_integer(),
                                       recv_buffer ::
                                           gb_trees:tree(non_neg_integer(), {binary(), boolean()}),
                                       app_buffer :: iodata(),
                                       app_buffer_size :: non_neg_integer()}) ->
                            boolean().


      



  



  
    
      
    
    
      maybe_auto_extend_max_streams/2



        
          
        

    

  


  

      

          -spec maybe_auto_extend_max_streams(bidi | uni, nquic_protocol:state()) -> nquic_protocol:state().


      



  



  
    
      
    
    
      maybe_cleanup_stream(StreamID, State)



        
          
        

    

  


  

      

          -spec maybe_cleanup_stream(nquic:stream_id(), nquic_protocol:state()) -> nquic_protocol:state().


      



  



  
    
      
    
    
      maybe_cleanup_stream(StreamID, Stream, State)



        
          
        

    

  


  

      

          -spec maybe_cleanup_stream(nquic:stream_id(),
                           #stream_state{stream_id :: nquic:stream_id(),
                                         type :: bidi | uni,
                                         send_state ::
                                             ready | send | data_sent | data_recvd | reset_sent |
                                             reset_recvd,
                                         send_offset :: non_neg_integer(),
                                         send_max_data :: non_neg_integer(),
                                         last_stream_data_blocked :: non_neg_integer(),
                                         pending_send_data :: [binary()],
                                         pending_send_size :: non_neg_integer(),
                                         pending_send_fin :: boolean(),
                                         recv_state ::
                                             recv | size_known | data_recvd | reset_recvd | data_read |
                                             reset_read,
                                         recv_offset :: non_neg_integer(),
                                         recv_max_offset :: non_neg_integer(),
                                         recv_window :: non_neg_integer(),
                                         recv_buffer ::
                                             gb_trees:tree(non_neg_integer(), {binary(), boolean()}),
                                         app_buffer :: iodata(),
                                         app_buffer_size :: non_neg_integer()},
                           nquic_protocol:state()) ->
                              nquic_protocol:state().


      



  



  
    
      
    
    
      peer_consumed_bidi_streams/1



        
          
        

    

  


  

      

          -spec peer_consumed_bidi_streams(nquic_protocol:state()) -> non_neg_integer().


      



  



  
    
      
    
    
      peer_consumed_uni_streams/1



        
          
        

    

  


  

      

          -spec peer_consumed_uni_streams(nquic_protocol:state()) -> non_neg_integer().


      



  


        

      


  

    
nquic_protocol_streams_send 
    



      
Send-side stream drain engine and blocked/pending stream tracking.
Pure functions over #conn_state{} that turn buffered outbound stream
bytes into STREAM frames and maintain the indices that keep the flush
path O(1) in the number of idle streams.
The drain engine (drain_pending_sends/1, drain_round_robin/2,
drain_streams/3, drain_streams_capped/4, drain_one_stream/4,
drain_chunks/5, drain_chunks_loop/11, emit_lone_fin/5,
peel_bytes/2,3) walks the pending_send_streams index, sizing each
STREAM frame to fit one MTU-bounded short-header packet and capping the
total bytes per call by the connection cwnd headroom (cwnd_budget/1).
Frame sizing helpers are stream_frame_overhead/2 and
stream_frame_size/3.
Readiness/blocked tracking (check_writable_1byte/2, is_writable/2,
mark_blocked/2, clear_blocked/2, scan_blocked_streams/1,
scan_blocked_stream/2) detects flow/CC writable-edge transitions, and
the pending-send index (mark_pending_send/2, clear_pending_send/2,
has_pending_send/1, sync_pending_send/2, put_stream/3) plus peer
stream-id tracking (track_peer_stream_id/2) round out the send-side
bookkeeping. Terminal reclamation and MAX_STREAMS auto-extension are
delegated to nquic_protocol_streams_lifecycle.

      


      
        Summary


  
    Functions
  


    
      
        check_writable_1byte/2

      


        Check that at least one byte can be sent on the given stream right now.



    


    
      
        clear_blocked/2

      


    


    
      
        clear_pending_send/2

      


        Remove StreamID from the pending-send index. Idempotent.
Call after a drain empties the buffer (and any FIN has been emitted) or
after cleanup_stream/reset_stream purge the buffer.



    


    
      
        drain_pending_sends/1

      


        Walk all streams with buffered outbound data and produce STREAM frames.
Each frame is sized to fit in one MTU-bounded short-header packet and
is queued onto pending_app_frames. The per-connection cwnd headroom
caps the total bytes drained per call: anything that doesn't fit stays
in the stream's pending_send_data and is drained on the next flush
(typically triggered when an ACK frees bytes_in_flight).
Iterates the pending_send_streams index rather than the full streams
map, so connections with many idle streams pay only for the ones with
buffered bytes or a latched FIN.



    


    
      
        has_pending_send/1

      


        Quick check: does any stream still have buffered outbound data or a latched FIN?



    


    
      
        is_writable/2

      


        Public predicate: is this stream currently writable?
Unknown stream IDs return false. Applies the lazy stream-limit
initialisation used by send_stream/4 so freshly-opened streams report
accurately before the first send. Used by nquic_lib:is_writable/2.



    


    
      
        mark_blocked/2

      


    


    
      
        mark_pending_send/2

      


        Add StreamID to the pending-send index. Idempotent.
Call after any operation that grows pending_send_data or latches
pending_send_fin on a live stream. Maintaining the index allows
flush/1 and drain_pending_sends/1 to short-circuit in O(1).



    


    
      
        scan_blocked_stream/2

      


    


    
      
        scan_blocked_streams/1

      


    


    
      
        stream_frame_overhead(StreamID, Offset)

      


    


    
      
        stream_frame_size(StreamID, Offset, Length)

      


    


    
      
        sync_pending_send(StreamID, State)

      


        Reconcile the pending-send index for StreamID against the stream's
current pending_send_size / pending_send_fin. Use after operations
that may have flipped membership in either direction.



    


    
      
        track_peer_stream_id/2

      


    





      


      
        Functions


        


  
    
      
    
    
      check_writable_1byte/2



        
          
        

    

  


  

      

          -spec check_writable_1byte(#stream_state{stream_id :: nquic:stream_id(),
                                         type :: bidi | uni,
                                         send_state ::
                                             ready | send | data_sent | data_recvd | reset_sent |
                                             reset_recvd,
                                         send_offset :: non_neg_integer(),
                                         send_max_data :: non_neg_integer(),
                                         last_stream_data_blocked :: non_neg_integer(),
                                         pending_send_data :: [binary()],
                                         pending_send_size :: non_neg_integer(),
                                         pending_send_fin :: boolean(),
                                         recv_state ::
                                             recv | size_known | data_recvd | reset_recvd | data_read |
                                             reset_read,
                                         recv_offset :: non_neg_integer(),
                                         recv_max_offset :: non_neg_integer(),
                                         recv_window :: non_neg_integer(),
                                         recv_buffer ::
                                             gb_trees:tree(non_neg_integer(), {binary(), boolean()}),
                                         app_buffer :: iodata(),
                                         app_buffer_size :: non_neg_integer()},
                           nquic_protocol:state()) ->
                              boolean().


      


Check that at least one byte can be sent on the given stream right now.
Runs the three send-side checks (connection flow, stream flow, congestion
control) against a length of 1, gated on the stream's send state being
still writable. Returns true iff all checks pass. Used to detect
writable-edge transitions for previously flow/CC-blocked streams.

  



  
    
      
    
    
      clear_blocked/2



        
          
        

    

  


  

      

          -spec clear_blocked(nquic:stream_id(), nquic_protocol:state()) -> nquic_protocol:state().


      



  



  
    
      
    
    
      clear_pending_send/2



        
          
        

    

  


  

      

          -spec clear_pending_send(nquic:stream_id(), nquic_protocol:state()) -> nquic_protocol:state().


      


Remove StreamID from the pending-send index. Idempotent.
Call after a drain empties the buffer (and any FIN has been emitted) or
after cleanup_stream/reset_stream purge the buffer.

  



  
    
      
    
    
      drain_pending_sends/1



        
          
        

    

  


  

      

          -spec drain_pending_sends(nquic_protocol:state()) -> nquic_protocol:state().


      


Walk all streams with buffered outbound data and produce STREAM frames.
Each frame is sized to fit in one MTU-bounded short-header packet and
is queued onto pending_app_frames. The per-connection cwnd headroom
caps the total bytes drained per call: anything that doesn't fit stays
in the stream's pending_send_data and is drained on the next flush
(typically triggered when an ACK frees bytes_in_flight).
Iterates the pending_send_streams index rather than the full streams
map, so connections with many idle streams pay only for the ones with
buffered bytes or a latched FIN.

  



  
    
      
    
    
      has_pending_send/1



        
          
        

    

  


  

      

          -spec has_pending_send(nquic_protocol:state()) -> boolean().


      


Quick check: does any stream still have buffered outbound data or a latched FIN?

  



  
    
      
    
    
      is_writable/2



        
          
        

    

  


  

      

          -spec is_writable(nquic:stream_id(), nquic_protocol:state()) -> boolean().


      


Public predicate: is this stream currently writable?
Unknown stream IDs return false. Applies the lazy stream-limit
initialisation used by send_stream/4 so freshly-opened streams report
accurately before the first send. Used by nquic_lib:is_writable/2.

  



  
    
      
    
    
      mark_blocked/2



        
          
        

    

  


  

      

          -spec mark_blocked(nquic:stream_id(), nquic_protocol:state()) -> nquic_protocol:state().


      



  



  
    
      
    
    
      mark_pending_send/2



        
          
        

    

  


  

      

          -spec mark_pending_send(nquic:stream_id(), nquic_protocol:state()) -> nquic_protocol:state().


      


Add StreamID to the pending-send index. Idempotent.
Call after any operation that grows pending_send_data or latches
pending_send_fin on a live stream. Maintaining the index allows
flush/1 and drain_pending_sends/1 to short-circuit in O(1).

  



  
    
      
    
    
      scan_blocked_stream/2



        
          
        

    

  


  

      

          -spec scan_blocked_stream(nquic:stream_id(), nquic_protocol:state()) ->
                             {[nquic_protocol:event()], nquic_protocol:state()}.


      



  



  
    
      
    
    
      scan_blocked_streams/1



        
          
        

    

  


  

      

          -spec scan_blocked_streams(nquic_protocol:state()) -> {[nquic_protocol:event()], nquic_protocol:state()}.


      



  



  
    
      
    
    
      stream_frame_overhead(StreamID, Offset)



        
          
        

    

  


  

      

          -spec stream_frame_overhead(nquic:stream_id(), non_neg_integer()) -> pos_integer().


      



  



  
    
      
    
    
      stream_frame_size(StreamID, Offset, Length)



        
          
        

    

  


  

      

          -spec stream_frame_size(nquic:stream_id(), non_neg_integer(), non_neg_integer()) -> pos_integer().


      



  



  
    
      
    
    
      sync_pending_send(StreamID, State)



        
          
        

    

  


  

      

          -spec sync_pending_send(nquic:stream_id(), nquic_protocol:state()) -> nquic_protocol:state().


      


Reconcile the pending-send index for StreamID against the stream's
current pending_send_size / pending_send_fin. Use after operations
that may have flipped membership in either direction.

  



  
    
      
    
    
      track_peer_stream_id/2



        
          
        

    

  


  

      

          -spec track_peer_stream_id(nquic:stream_id(), nquic_protocol:state()) -> nquic_protocol:state().


      



  


        

      


  

    
nquic_protocol_timer 
    



      
Timer-action orchestration for the QUIC protocol state.
Pure functions over #conn_state{} that translate connection state
into the set_timer / cancel_timer actions the owner must schedule:
the ACK-delay timer, the idle timer (RFC 9000 Section 10.1), the loss
detection timer, the path-validation timer (RFC 9000 Section 8.2), and
the PMTUD probe timer (RFC 8899).
The loss detection timer uses the pto timer type. It runs to the loss
time of nquic_loss:get_loss_timer/1 when one is set, and to the PTO
(RFC 9002 Section 6.2) otherwise, as in RFC 9002 Appendix A.8.
compute_timer_actions/1 is the aggregate entry point used after
nquic_protocol:handle_packet/3 and nquic_protocol:flush/1. The
idle and loss detection timer values are cached in #conn_state{} so
unchanged timers do not re-emit actions. External side effects are limited to
delegating into nquic_loss, nquic_pmtud, and nquic_path; the
idle bound is resolved via nquic_protocol:get_idle_timeout/2.

      


      
        Summary


  
    Types
  


    
      
        loss_detection_timer()

      


    





  
    Functions
  


    
      
        arm_pto_timer(State)

      


        Compute the loss detection timer action unconditionally, and record it in
the cache that compute_timer_actions/1 reads. Use it after a send of an
ack-eliciting packet or after the timer fired, where the timer restarts
even when its value did not change.



    


    
      
        compute_path_validation_timeout/1

      


    


    
      
        compute_pto_timer_actions(State)

      


    


    
      
        compute_timer_actions(State)

      


        Compute timer actions based on current state.
Returns idle and PTO timer actions the caller should schedule.
Call after nquic_protocol:handle_packet/3 or nquic_protocol:flush/1
to keep timers up to date. Caches idle and PTO values to skip
unchanged timer actions. Uses accumulator to avoid ++ overhead.



    


    
      
        pto_deadline_ms/1

      


        Get the deadline of the loss detection timer in
erlang:monotonic_time(millisecond) units, or cancel when the timer
must not run. A pending loss time (nquic_loss:get_loss_timer/1) is the
deadline, rounded up to the next millisecond. Otherwise the timer is the
PTO.
The deadline is one PTO period after nquic_loss:get_pto_base_time/1
(RFC 9002 Appendix A.8). A recompute that sees no new ack-eliciting
packet gives the same deadline, so received datagrams do not push the
timer out. With nothing in flight, which is the client anti-deadlock
PTO, the deadline is one PTO period after now.



    





      


      
        Types


        


  
    
      
    
    
      loss_detection_timer()



        
          
        

    

  


  

      

          -type loss_detection_timer() :: {loss, integer()} | pos_integer() | cancel.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      arm_pto_timer(State)



        
          
        

    

  


  

      

          -spec arm_pto_timer(nquic_protocol:state()) ->
                       {[nquic_protocol:timeout_action()], nquic_protocol:state()}.


      


Compute the loss detection timer action unconditionally, and record it in
the cache that compute_timer_actions/1 reads. Use it after a send of an
ack-eliciting packet or after the timer fired, where the timer restarts
even when its value did not change.

  



  
    
      
    
    
      compute_path_validation_timeout/1



        
          
        

    

  


  

      

          -spec compute_path_validation_timeout(nquic_protocol:state()) -> non_neg_integer().


      



  



  
    
      
    
    
      compute_pto_timer_actions(State)



        
          
        

    

  


  

      

          -spec compute_pto_timer_actions(nquic_protocol:state()) -> [nquic_protocol:timeout_action()].


      



  



  
    
      
    
    
      compute_timer_actions(State)



        
          
        

    

  


  

      

          -spec compute_timer_actions(nquic_protocol:state()) ->
                               {[nquic_protocol:timeout_action()], nquic_protocol:state()}.


      


Compute timer actions based on current state.
Returns idle and PTO timer actions the caller should schedule.
Call after nquic_protocol:handle_packet/3 or nquic_protocol:flush/1
to keep timers up to date. Caches idle and PTO values to skip
unchanged timer actions. Uses accumulator to avoid ++ overhead.

  



  
    
      
    
    
      pto_deadline_ms/1



        
          
        

    

  


  

      

          -spec pto_deadline_ms(nquic_protocol:state()) -> integer() | cancel.


      


Get the deadline of the loss detection timer in
erlang:monotonic_time(millisecond) units, or cancel when the timer
must not run. A pending loss time (nquic_loss:get_loss_timer/1) is the
deadline, rounded up to the next millisecond. Otherwise the timer is the
PTO.
The deadline is one PTO period after nquic_loss:get_pto_base_time/1
(RFC 9002 Appendix A.8). A recompute that sees no new ack-eliciting
packet gives the same deadline, so received datagrams do not push the
timer out. With nothing in flight, which is the client anti-deadlock
PTO, the deadline is one PTO period after now.

  


        

      


  

    
nquic_protocol_zero_rtt 
    



      
0-RTT (early data) packet-protection key installation.
Derives and installs the client 0-RTT keys into #conn_state{} for
both the resumption-less path (keyed off the ClientHello hash) and the
PSK resumption path (keyed off the pre-shared key). RFC 9001 §4.3 /
RFC 8446 §7.1 early secret derivation. Behaviour is identical for both
entry points except the early-secret input.

      


      
        Summary


  
    Functions
  


    
      
        install_zero_rtt_keys(ClientHelloHash, Cipher, State)

      


        Install 0-RTT keys derived from the ClientHello hash and cipher.



    


    
      
        install_zero_rtt_keys_psk(PSK, ClientHelloHash, Cipher, State)

      


        Install 0-RTT keys with a pre-shared key from session resumption.



    





      


      
        Functions


        


  
    
      
    
    
      install_zero_rtt_keys(ClientHelloHash, Cipher, State)



        
          
        

    

  


  

      

          -spec install_zero_rtt_keys(binary(), nquic_keys:cipher(), nquic_protocol:state()) ->
                               nquic_protocol:state().


      


Install 0-RTT keys derived from the ClientHello hash and cipher.

  



  
    
      
    
    
      install_zero_rtt_keys_psk(PSK, ClientHelloHash, Cipher, State)



        
          
        

    

  


  

      

          -spec install_zero_rtt_keys_psk(binary(), binary(), nquic_keys:cipher(), nquic_protocol:state()) ->
                                   nquic_protocol:state().


      


Install 0-RTT keys with a pre-shared key from session resumption.

  


        

      


  

    
nquic_qlog behaviour
    



      
qlog tracing for nquic connections (draft-ietf-quic-qlog-main-schema).
qlog is the IETF-standard observability format for QUIC. A backend
records per-connection events to a sink (file, gen_event manager,
caller-supplied module); tools like
qvis render the resulting NDJSON
stream into time-series and packet-level diagrams.
This module defines the backend behaviour and a tiny dispatcher
the protocol calls at known hook points. Backends do all the
formatting work; the dispatcher only branches on whether a backend
is attached.
The protocol carries the active backend on #conn_state.qlog as
undefined | qlog_state(). When the field is undefined every
event/3 call returns immediately in a single field read.
Hook points
Currently wired:
	packet_sent: every wire packet leaves with a payload, header,
PN, encryption level. Fired from nquic_protocol_send.
	packet_received: every successfully decrypted packet. Fired
from nquic_protocol_recv.

Future hook points (documented in
plans/current/3_TRANSPORT_GAPS_PLAN.md §C2):
	transport:datagrams_received
	transport:packet_lost
	recovery:metrics_updated
	recovery:congestion_state_updated
	recovery:loss_timer_updated

Configuration
#{qlog => Backend} on nquic:listen_opts/0 and
nquic:connect_opts/0. Backend is one of:
	{file, Path}: open a per-connection NDJSON file at Path
(nquic_qlog_file).
	{Module, InitArgs}: caller-supplied backend that implements
this behaviour.


      


      
        Summary


  
    Types
  


    
      
        backend_config()

      


    


    
      
        event_data()

      


    


    
      
        event_name()

      


    


    
      
        qlog_state()

      


    





  
    Callbacks
  


    
      
        event(BackendState, Event)

      


    


    
      
        init/2

      


        Initialise the backend. Args is the second element of the
backend_config() tuple. The returned state is opaque to the
dispatcher and threaded through event/2 / terminate/2.



    


    
      
        terminate(BackendState, Reason)

      


    





  
    Functions
  


    
      
        attach/2

      


        Construct a qlog_state() from a backend_config() for the connection
whose original DCID is CID. {ok, undefined} if Cfg is the
sentinel undefined (the option was not set).



    


    
      
        detach/1

      


        Tear down the backend.



    


    
      
        event/3

      


        Record a qlog event. Zero-overhead when no backend is attached.
The dispatcher is intentionally unhelpful about misbehaving
backends: it threads the new backend state back into the connection
state and lets errors propagate. Backends MUST NOT crash on
malformed event payloads.



    





      


      
        Types


        


  
    
      
    
    
      backend_config()



        
          
        

    

  


  

      

          -type backend_config() :: {file, file:filename_all()} | {module(), term()}.


      



  



  
    
      
    
    
      event_data()



        
          
        

    

  


  

      

          -type event_data() :: #{atom() => term()}.


      



  



  
    
      
    
    
      event_name()



        
          
        

    

  


  

      

          -type event_name() ::
          transport_packet_sent | transport_packet_received | transport_packet_lost |
          recovery_metrics_updated.


      



  



  
    
      
    
    
      qlog_state()



        
          
        

    

  


  

      

          -type qlog_state() :: {module(), term()}.


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      event(BackendState, Event)



        
          
        

    

  


  

      

          -callback event(BackendState :: term(), Event :: {event_name(), event_data()}) ->
                   {ok, BackendState :: term()}.


      



  



  
    
      
    
    
      init/2



        
          
        

    

  


  

      

          -callback init(nquic:connection_id(), Args :: term()) -> {ok, BackendState :: term()} | {error, term()}.


      


Initialise the backend. Args is the second element of the
backend_config() tuple. The returned state is opaque to the
dispatcher and threaded through event/2 / terminate/2.

  



  
    
      
    
    
      terminate(BackendState, Reason)



        
          
        

    

  


  

      

          -callback terminate(BackendState :: term(), Reason :: term()) -> ok.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      attach/2



        
          
        

    

  


  

      

          -spec attach(nquic:connection_id(), undefined | backend_config()) ->
                {ok, undefined | qlog_state()} | {error, term()}.


      


Construct a qlog_state() from a backend_config() for the connection
whose original DCID is CID. {ok, undefined} if Cfg is the
sentinel undefined (the option was not set).

  



  
    
      
    
    
      detach/1



        
          
        

    

  


  

      

          -spec detach(undefined | qlog_state()) -> ok.


      


Tear down the backend.

  



  
    
      
    
    
      event/3



        
          
        

    

  


  

      

          -spec event(undefined | qlog_state(), event_name(), event_data()) -> undefined | qlog_state().


      


Record a qlog event. Zero-overhead when no backend is attached.
The dispatcher is intentionally unhelpful about misbehaving
backends: it threads the new backend state back into the connection
state and lets errors propagate. Backends MUST NOT crash on
malformed event payloads.

  


        

      


  

    
nquic_qlog_file 
    



      
File backend for nquic_qlog. Writes draft-ietf-quic-qlog NDJSON
to a per-connection file.
First line is a JSON object describing the trace
(qlog_format = "JSON-SEQ", schema version, connection ID, vantage
point). Each subsequent line is a single JSON event.
Path conventions: callers either pass an absolute path (file is
truncated and reopened) or a directory (a unique file is created
named after the connection's hex-encoded DCID).
This module deliberately uses raw, delayed-write file ports for
the steady-state event stream. Each event is one io_lib call and
one file:write (delayed by 256 KiB or 100 ms). Closing the file
flushes the buffer. The format is line-oriented so an interrupted
trace still loads in qvis.

      


      
        Summary


  
    Functions
  


    
      
        event/2

      


    


    
      
        init/2

      


    


    
      
        terminate/2

      


    





      


      
        Functions


        


  
    
      
    
    
      event/2



        
          
        

    

  


  

      

          -spec event(#state{fd :: file:io_device(),
                   path :: file:filename_all(),
                   cid_hex :: binary(),
                   start_us :: integer()},
            {nquic_qlog:event_name(), nquic_qlog:event_data()}) ->
               {ok,
                #state{fd :: file:io_device(),
                       path :: file:filename_all(),
                       cid_hex :: binary(),
                       start_us :: integer()}}.


      



  



  
    
      
    
    
      init/2



        
          
        

    

  


  

      

          -spec init(nquic:connection_id(), map()) ->
              {ok,
               #state{fd :: file:io_device(),
                      path :: file:filename_all(),
                      cid_hex :: binary(),
                      start_us :: integer()}} |
              {error, term()}.


      



  



  
    
      
    
    
      terminate/2



        
          
        

    

  


  

      

          -spec terminate(#state{fd :: file:io_device(),
                       path :: file:filename_all(),
                       cid_hex :: binary(),
                       start_us :: integer()},
                term()) ->
                   ok.


      



  


        

      


  

    
nquic_receiver_sup 
    



      
Receiver supervisor.
Holds N nquic_receiver processes under one_for_one. Each receiver
owns one UDP socket. When N > 1 the receivers bind with SO_REUSEPORT
so the kernel distributes incoming datagrams across sockets by 4-tuple
hash.
Started as the last child of nquic_listener_sup. By the time init/1
runs the listener manager is already alive and has published itself to
the dispatch table, so the receiver child specs can carry the resolved
manager pid (listener opt) without extra round-trips.

      


      
        Summary


  
    Functions
  


    
      
        init/1

      


    


    
      
        start_link(Args)

      


        Start the receiver supervisor. Args carries the dispatch handle and resolved opts.



    





      


      
        Functions


        


  
    
      
    
    
      init/1



        
          
        

    

  


  

      

          -spec init(#{dispatch := nquic_dispatch:t(), opts := map()}) ->
              {ok, {supervisor:sup_flags(), [supervisor:child_spec()]}}.


      



  



  
    
      
    
    
      start_link(Args)



        
          
        

    

  


  

      

          -spec start_link(#{dispatch := nquic_dispatch:t(), opts := map()}) ->
                    {ok, pid()} | ignore | {error, term()}.


      


Start the receiver supervisor. Args carries the dispatch handle and resolved opts.

  


        

      


  

    
nquic_retry 
    



      
Server-side Retry packet support per RFC 9000 Section 8.1.2.
Retry allows a server to validate a client's address before allocating
connection state. The server sends a Retry packet containing an opaque
token. The client must resend its Initial with this token. The server
validates the token (HMAC of original DCID, client address, timestamp)
before accepting the connection.

      


      
        Summary


  
    Functions
  


    
      
        compute_integrity_tag(ODCID, RetryPacketNoTag)

      


        Compute the Retry Integrity Tag (v1 default).



    


    
      
        compute_integrity_tag(ODCID, RetryPacketNoTag, Version)

      


        Compute the Retry Integrity Tag per RFC 9000/9369.
Version selects the fixed key and nonce (v1 vs v2).



    


    
      
        encode_addr/1

      


    


    
      
        encode_retry_packet(DCID, SCID, ODCID, RetryToken, Version)

      


        Encode a complete Retry packet with integrity tag.
DCID/SCID are from the server's perspective (DCID = client's SCID,
SCID = server's new CID).



    


    
      
        generate_token(StaticKey, ODCID, PeerAddr, TokenLifetime)

      


        Generate a Retry token containing the original DCID, client address, and
timestamp. HMAC-SHA256 provides integrity and authentication.
Token format: <<HMAC:32/binary, Timestamp:64, ODCIDLen:8, ODCID/binary, AddrBin/binary>>



    


    
      
        hmac_equal(A, B)

      


    


    
      
        retry_key/1

      


        Return the retry integrity key for a given QUIC version.



    


    
      
        retry_nonce/1

      


        Return the retry integrity nonce for a given QUIC version.



    


    
      
        validate_token/4

      


        Validate a Retry token. Returns {ok, ODCID} if the token is valid
(correct HMAC, not expired, matching client address), or {error, Reason}.



    


    
      
        verify_integrity_tag(ODCID, RetryPacketNoTag, IntegrityTag)

      


    


    
      
        verify_integrity_tag(ODCID, RetryPacketNoTag, IntegrityTag, Version)

      


        Verify the Retry Integrity Tag on a received Retry packet.



    





      


      
        Functions


        


  
    
      
    
    
      compute_integrity_tag(ODCID, RetryPacketNoTag)



        
          
        

    

  


  

      

          -spec compute_integrity_tag(nquic:connection_id(), binary()) -> binary().


      


Compute the Retry Integrity Tag (v1 default).

  



  
    
      
    
    
      compute_integrity_tag(ODCID, RetryPacketNoTag, Version)



        
          
        

    

  


  

      

          -spec compute_integrity_tag(nquic:connection_id(), binary(), non_neg_integer()) -> binary().


      


Compute the Retry Integrity Tag per RFC 9000/9369.
Version selects the fixed key and nonce (v1 vs v2).

  



  
    
      
    
    
      encode_addr/1



        
          
        

    

  


  

      

          -spec encode_addr(nquic_socket:sockaddr()) -> binary().


      



  



  
    
      
    
    
      encode_retry_packet(DCID, SCID, ODCID, RetryToken, Version)



        
          
        

    

  


  

      

          -spec encode_retry_packet(nquic:connection_id(),
                          nquic:connection_id(),
                          nquic:connection_id(),
                          binary(),
                          non_neg_integer()) ->
                             binary().


      


Encode a complete Retry packet with integrity tag.
DCID/SCID are from the server's perspective (DCID = client's SCID,
SCID = server's new CID).

  



  
    
      
    
    
      generate_token(StaticKey, ODCID, PeerAddr, TokenLifetime)



        
          
        

    

  


  

      

          -spec generate_token(binary(), nquic:connection_id(), nquic_socket:sockaddr(), non_neg_integer()) ->
                        binary().


      


Generate a Retry token containing the original DCID, client address, and
timestamp. HMAC-SHA256 provides integrity and authentication.
Token format: <<HMAC:32/binary, Timestamp:64, ODCIDLen:8, ODCID/binary, AddrBin/binary>>

  



  
    
      
    
    
      hmac_equal(A, B)



        
          
        

    

  


  

      

          -spec hmac_equal(binary(), binary()) -> boolean().


      



  



  
    
      
    
    
      retry_key/1



        
          
        

    

  


  

      

          -spec retry_key(non_neg_integer()) -> binary().


      


Return the retry integrity key for a given QUIC version.

  



  
    
      
    
    
      retry_nonce/1



        
          
        

    

  


  

      

          -spec retry_nonce(non_neg_integer()) -> binary().


      


Return the retry integrity nonce for a given QUIC version.

  



  
    
      
    
    
      validate_token/4



        
          
        

    

  


  

      

          -spec validate_token(binary(), binary(), nquic_socket:sockaddr(), non_neg_integer()) ->
                        {ok, nquic:connection_id()} | {error, term()}.


      


Validate a Retry token. Returns {ok, ODCID} if the token is valid
(correct HMAC, not expired, matching client address), or {error, Reason}.

  



  
    
      
    
    
      verify_integrity_tag(ODCID, RetryPacketNoTag, IntegrityTag)



        
          
        

    

  


  

      

          -spec verify_integrity_tag(nquic:connection_id(), binary(), binary()) ->
                              ok | {error, integrity_check_failed}.


      



  



  
    
      
    
    
      verify_integrity_tag(ODCID, RetryPacketNoTag, IntegrityTag, Version)



        
          
        

    

  


  

      

          -spec verify_integrity_tag(nquic:connection_id(), binary(), binary(), non_neg_integer()) ->
                              ok | {error, integrity_check_failed}.


      


Verify the Retry Integrity Tag on a received Retry packet.

  


        

      


  

    
nquic_session_ticket 
    



      
Client-side NewSessionTicket processing (RFC 8446 §4.6.1, RFC 9000 §7.4.1).
Decodes a post-handshake CRYPTO NewSessionTicket, derives the PSK
from the resumption secret + ticket nonce, attaches the server's
transport parameters (so a later 0-RTT connect can seed
remote_params), persists the ticket via the configured session
cache, and notifies the connection owner.

      


      
        Summary


  
    Functions
  


    
      
        process_new_session_ticket/2

      


        Process a received NewSessionTicket from post-handshake CRYPTO.



    





      


      
        Functions


        


  
    
      
    
    
      process_new_session_ticket/2



        
          
        

    

  


  

      

          -spec process_new_session_ticket(binary(),
                                 #conn_state{role :: client | server,
                                             scid :: nquic:connection_id(),
                                             dcid :: nquic:connection_id(),
                                             odcid :: nquic:connection_id() | undefined,
                                             retry_scid :: nquic:connection_id() | undefined,
                                             retry_token :: binary(),
                                             version :: non_neg_integer(),
                                             version_preference :: [non_neg_integer()],
                                             socket :: nquic_socket:t() | undefined,
                                             peer :: nquic_socket:sockaddr() | undefined,
                                             select_info :: nquic_socket:select_info() | undefined,
                                             pn_spaces :: #{nquic_packet:space() => map()},
                                             app_next_pn :: non_neg_integer(),
                                             app_largest_received :: integer(),
                                             app_largest_received_us :: integer() | undefined,
                                             loss_state :: nquic_loss:loss_state() | undefined,
                                             dispatch_table :: nquic_dispatch:t() | undefined,
                                             listener :: pid() | undefined,
                                             connect_waiters :: [gen_server:from()],
                                             local_params ::
                                                 #transport_params{original_destination_connection_id ::
                                                                       nquic:connection_id() | undefined,
                                                                   max_idle_timeout :: non_neg_integer(),
                                                                   stateless_reset_token ::
                                                                       binary() | undefined,
                                                                   max_udp_payload_size :: pos_integer(),
                                                                   initial_max_data :: non_neg_integer(),
                                                                   initial_max_stream_data_bidi_local ::
                                                                       non_neg_integer(),
                                                                   initial_max_stream_data_bidi_remote ::
                                                                       non_neg_integer(),
                                                                   initial_max_stream_data_uni ::
                                                                       non_neg_integer(),
                                                                   initial_max_streams_bidi ::
                                                                       non_neg_integer(),
                                                                   initial_max_streams_uni ::
                                                                       non_neg_integer(),
                                                                   ack_delay_exponent :: 0..20,
                                                                   max_ack_delay :: non_neg_integer(),
                                                                   disable_active_migration :: boolean(),
                                                                   preferred_address ::
                                                                       nquic_transport:preferred_address() |
                                                                       undefined,
                                                                   active_connection_id_limit ::
                                                                       non_neg_integer(),
                                                                   initial_source_connection_id ::
                                                                       nquic:connection_id() | undefined,
                                                                   retry_source_connection_id ::
                                                                       nquic:connection_id() | undefined,
                                                                   version_information ::
                                                                       nquic_transport:version_information() |
                                                                       undefined,
                                                                   max_datagram_frame_size ::
                                                                       non_neg_integer() | undefined},
                                             remote_params ::
                                                 #transport_params{original_destination_connection_id ::
                                                                       nquic:connection_id() | undefined,
                                                                   max_idle_timeout :: non_neg_integer(),
                                                                   stateless_reset_token ::
                                                                       binary() | undefined,
                                                                   max_udp_payload_size :: pos_integer(),
                                                                   initial_max_data :: non_neg_integer(),
                                                                   initial_max_stream_data_bidi_local ::
                                                                       non_neg_integer(),
                                                                   initial_max_stream_data_bidi_remote ::
                                                                       non_neg_integer(),
                                                                   initial_max_stream_data_uni ::
                                                                       non_neg_integer(),
                                                                   initial_max_streams_bidi ::
                                                                       non_neg_integer(),
                                                                   initial_max_streams_uni ::
                                                                       non_neg_integer(),
                                                                   ack_delay_exponent :: 0..20,
                                                                   max_ack_delay :: non_neg_integer(),
                                                                   disable_active_migration :: boolean(),
                                                                   preferred_address ::
                                                                       nquic_transport:preferred_address() |
                                                                       undefined,
                                                                   active_connection_id_limit ::
                                                                       non_neg_integer(),
                                                                   initial_source_connection_id ::
                                                                       nquic:connection_id() | undefined,
                                                                   retry_source_connection_id ::
                                                                       nquic:connection_id() | undefined,
                                                                   version_information ::
                                                                       nquic_transport:version_information() |
                                                                       undefined,
                                                                   max_datagram_frame_size ::
                                                                       non_neg_integer() | undefined} |
                                                 undefined,
                                             server_packet_processed :: boolean(),
                                             owner :: pid() | undefined,
                                             owner_mon :: reference() | undefined,
                                             deferred_flush_pending :: boolean(),
                                             pending_ack_count :: non_neg_integer(),
                                             ack_immediate :: boolean(),
                                             last_idle_ms :: non_neg_integer() | infinity | undefined,
                                             last_pto_ms ::
                                                 nquic_protocol_timer:loss_detection_timer() | undefined,
                                             recv_ecn :: nquic_socket:ecn_mark(),
                                             pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                             gso_size :: undefined | pos_integer(),
                                             max_payload_size :: pos_integer(),
                                             server_per_conn_fd :: boolean(),
                                             proactive_cids :: boolean(),
                                             socket_connected :: boolean(),
                                             self_migration_pending :: boolean(),
                                             metrics_counters ::
                                                 nquic_metrics:conn_counters() | undefined,
                                             spin_enabled :: boolean(),
                                             peer_spin :: 0..1,
                                             new_token_enabled :: boolean(),
                                             new_token_lifetime :: pos_integer(),
                                             qlog :: undefined | nquic_qlog:qlog_state(),
                                             close_kind ::
                                                 undefined | local | peer | idle_timeout |
                                                 protocol_error,
                                             crypto ::
                                                 #conn_crypto{tls_state :: term(),
                                                              keys :: nquic_keys:key_map(),
                                                              app_send_keys :: map() | undefined,
                                                              app_recv_keys :: map() | undefined,
                                                              crypto_buffer ::
                                                                  #{nquic_packet:space() =>
                                                                        {non_neg_integer(),
                                                                         binary(),
                                                                         list()}},
                                                              cipher ::
                                                                  aes_128_gcm | aes_256_gcm |
                                                                  chacha20_poly1305,
                                                              cipher_suites ::
                                                                  [aes_128_gcm | aes_256_gcm |
                                                                   chacha20_poly1305] |
                                                                  undefined,
                                                              key_phase :: boolean(),
                                                              key_update_pending :: boolean(),
                                                              client_app_secret :: binary() | undefined,
                                                              server_app_secret :: binary() | undefined,
                                                              old_read_keys ::
                                                                  #{key := binary(), iv := binary()} |
                                                                  undefined,
                                                              zero_rtt_accepted :: boolean(),
                                                              replay_protection :: module() | undefined,
                                                              session_ticket :: map() | undefined,
                                                              resumption_secret :: binary() | undefined,
                                                              session_cache ::
                                                                  atom() |
                                                                  false |
                                                                  {module, module()} |
                                                                  undefined,
                                                              token_cache ::
                                                                  atom() | false | {module, module()},
                                                              alpn :: [binary()] | undefined,
                                                              hostname ::
                                                                  string() | binary() | undefined,
                                                              cert :: binary() | undefined,
                                                              cert_chain :: [binary()],
                                                              key :: any() | undefined,
                                                              verify :: verify_none | verify_peer,
                                                              cacerts :: [binary()],
                                                              peer_cert :: binary() | undefined,
                                                              static_key :: binary() | undefined},
                                             streams_state ::
                                                 #conn_streams{streams ::
                                                                   #{nquic:stream_id() =>
                                                                         #stream_state{stream_id ::
                                                                                           nquic:stream_id(),
                                                                                       type ::
                                                                                           bidi | uni,
                                                                                       send_state ::
                                                                                           ready |
                                                                                           send |
                                                                                           data_sent |
                                                                                           data_recvd |
                                                                                           reset_sent |
                                                                                           reset_recvd,
                                                                                       send_offset ::
                                                                                           non_neg_integer(),
                                                                                       send_max_data ::
                                                                                           non_neg_integer(),
                                                                                       last_stream_data_blocked ::
                                                                                           non_neg_integer(),
                                                                                       pending_send_data ::
                                                                                           [binary()],
                                                                                       pending_send_size ::
                                                                                           non_neg_integer(),
                                                                                       pending_send_fin ::
                                                                                           boolean(),
                                                                                       recv_state ::
                                                                                           recv |
                                                                                           size_known |
                                                                                           data_recvd |
                                                                                           reset_recvd |
                                                                                           data_read |
                                                                                           reset_read,
                                                                                       recv_offset ::
                                                                                           non_neg_integer(),
                                                                                       recv_max_offset ::
                                                                                           non_neg_integer(),
                                                                                       recv_window ::
                                                                                           non_neg_integer(),
                                                                                       recv_buffer ::
                                                                                           gb_trees:tree(non_neg_integer(),
                                                                                                         {binary(),
                                                                                                          boolean()}),
                                                                                       app_buffer ::
                                                                                           iodata(),
                                                                                       app_buffer_size ::
                                                                                           non_neg_integer()}},
                                                               next_bidi_stream ::
                                                                   nquic:stream_id() | undefined,
                                                               next_uni_stream ::
                                                                   nquic:stream_id() | undefined,
                                                               peer_max_streams_bidi ::
                                                                   non_neg_integer(),
                                                               peer_max_streams_uni :: non_neg_integer(),
                                                               local_max_streams_bidi ::
                                                                   non_neg_integer(),
                                                               local_max_streams_uni ::
                                                                   non_neg_integer(),
                                                               last_sent_max_streams_bidi ::
                                                                   non_neg_integer(),
                                                               last_sent_max_streams_uni ::
                                                                   non_neg_integer(),
                                                               max_peer_bidi_stream_id ::
                                                                   non_neg_integer() | undefined,
                                                               max_peer_uni_stream_id ::
                                                                   non_neg_integer() | undefined,
                                                               opened_peer_bidi_count ::
                                                                   non_neg_integer(),
                                                               opened_peer_uni_count ::
                                                                   non_neg_integer(),
                                                               closed_peer_bidi_wm :: integer(),
                                                               closed_peer_uni_wm :: integer(),
                                                               closed_peer_streams ::
                                                                   #{nquic:stream_id() => true},
                                                               recv_waiters ::
                                                                   #{nquic:stream_id() =>
                                                                         gen_statem:from()},
                                                               accept_stream_waiters ::
                                                                   queue:queue(gen_statem:from()),
                                                               pending_streams ::
                                                                   queue:queue(nquic:stream_id()),
                                                               blocked_streams ::
                                                                   #{nquic:stream_id() => true},
                                                               pending_send_streams ::
                                                                   #{nquic:stream_id() => true},
                                                               send_buffer_high_water :: pos_integer(),
                                                               send_timeout :: timeout(),
                                                               send_waiters ::
                                                                   queue:queue(nquic_conn_send_waiters:t())},
                                             flow ::
                                                 #conn_flow{local_max_data :: non_neg_integer(),
                                                            remote_max_data :: non_neg_integer(),
                                                            data_sent :: non_neg_integer(),
                                                            data_received :: non_neg_integer(),
                                                            last_data_blocked :: non_neg_integer(),
                                                            pending_initial_frames :: [nquic_frame:t()],
                                                            pending_handshake_frames ::
                                                                [nquic_frame:t()],
                                                            pending_app_frames :: [nquic_frame:t()],
                                                            pending_app_pre_encoded ::
                                                                [{non_neg_integer(),
                                                                  iodata(),
                                                                  nquic_frame:t()}],
                                                            queued_app_send_bytes :: non_neg_integer(),
                                                            cwnd_exempt :: boolean()},
                                             path ::
                                                 #conn_path_mgmt{path_state ::
                                                                     nquic_path:state() | undefined,
                                                                 peer_cids ::
                                                                     #{non_neg_integer() =>
                                                                           #{cid :=
                                                                                 nquic:connection_id(),
                                                                             token := binary()}},
                                                                 local_cids ::
                                                                     #{non_neg_integer() =>
                                                                           nquic:connection_id()},
                                                                 local_cid_seq :: non_neg_integer(),
                                                                 peer_retire_prior_to ::
                                                                     non_neg_integer(),
                                                                 anti_amp_bytes_received ::
                                                                     non_neg_integer(),
                                                                 anti_amp_bytes_sent ::
                                                                     non_neg_integer(),
                                                                 address_validated :: boolean()}}) ->
                                    #conn_state{role :: client | server,
                                                scid :: nquic:connection_id(),
                                                dcid :: nquic:connection_id(),
                                                odcid :: nquic:connection_id() | undefined,
                                                retry_scid :: nquic:connection_id() | undefined,
                                                retry_token :: binary(),
                                                version :: non_neg_integer(),
                                                version_preference :: [non_neg_integer()],
                                                socket :: nquic_socket:t() | undefined,
                                                peer :: nquic_socket:sockaddr() | undefined,
                                                select_info :: nquic_socket:select_info() | undefined,
                                                pn_spaces :: #{nquic_packet:space() => map()},
                                                app_next_pn :: non_neg_integer(),
                                                app_largest_received :: integer(),
                                                app_largest_received_us :: integer() | undefined,
                                                loss_state :: nquic_loss:loss_state() | undefined,
                                                dispatch_table :: nquic_dispatch:t() | undefined,
                                                listener :: pid() | undefined,
                                                connect_waiters :: [gen_server:from()],
                                                local_params ::
                                                    #transport_params{original_destination_connection_id ::
                                                                          nquic:connection_id() |
                                                                          undefined,
                                                                      max_idle_timeout ::
                                                                          non_neg_integer(),
                                                                      stateless_reset_token ::
                                                                          binary() | undefined,
                                                                      max_udp_payload_size ::
                                                                          pos_integer(),
                                                                      initial_max_data ::
                                                                          non_neg_integer(),
                                                                      initial_max_stream_data_bidi_local ::
                                                                          non_neg_integer(),
                                                                      initial_max_stream_data_bidi_remote ::
                                                                          non_neg_integer(),
                                                                      initial_max_stream_data_uni ::
                                                                          non_neg_integer(),
                                                                      initial_max_streams_bidi ::
                                                                          non_neg_integer(),
                                                                      initial_max_streams_uni ::
                                                                          non_neg_integer(),
                                                                      ack_delay_exponent :: 0..20,
                                                                      max_ack_delay :: non_neg_integer(),
                                                                      disable_active_migration ::
                                                                          boolean(),
                                                                      preferred_address ::
                                                                          nquic_transport:preferred_address() |
                                                                          undefined,
                                                                      active_connection_id_limit ::
                                                                          non_neg_integer(),
                                                                      initial_source_connection_id ::
                                                                          nquic:connection_id() |
                                                                          undefined,
                                                                      retry_source_connection_id ::
                                                                          nquic:connection_id() |
                                                                          undefined,
                                                                      version_information ::
                                                                          nquic_transport:version_information() |
                                                                          undefined,
                                                                      max_datagram_frame_size ::
                                                                          non_neg_integer() | undefined},
                                                remote_params ::
                                                    #transport_params{original_destination_connection_id ::
                                                                          nquic:connection_id() |
                                                                          undefined,
                                                                      max_idle_timeout ::
                                                                          non_neg_integer(),
                                                                      stateless_reset_token ::
                                                                          binary() | undefined,
                                                                      max_udp_payload_size ::
                                                                          pos_integer(),
                                                                      initial_max_data ::
                                                                          non_neg_integer(),
                                                                      initial_max_stream_data_bidi_local ::
                                                                          non_neg_integer(),
                                                                      initial_max_stream_data_bidi_remote ::
                                                                          non_neg_integer(),
                                                                      initial_max_stream_data_uni ::
                                                                          non_neg_integer(),
                                                                      initial_max_streams_bidi ::
                                                                          non_neg_integer(),
                                                                      initial_max_streams_uni ::
                                                                          non_neg_integer(),
                                                                      ack_delay_exponent :: 0..20,
                                                                      max_ack_delay :: non_neg_integer(),
                                                                      disable_active_migration ::
                                                                          boolean(),
                                                                      preferred_address ::
                                                                          nquic_transport:preferred_address() |
                                                                          undefined,
                                                                      active_connection_id_limit ::
                                                                          non_neg_integer(),
                                                                      initial_source_connection_id ::
                                                                          nquic:connection_id() |
                                                                          undefined,
                                                                      retry_source_connection_id ::
                                                                          nquic:connection_id() |
                                                                          undefined,
                                                                      version_information ::
                                                                          nquic_transport:version_information() |
                                                                          undefined,
                                                                      max_datagram_frame_size ::
                                                                          non_neg_integer() | undefined} |
                                                    undefined,
                                                server_packet_processed :: boolean(),
                                                owner :: pid() | undefined,
                                                owner_mon :: reference() | undefined,
                                                deferred_flush_pending :: boolean(),
                                                pending_ack_count :: non_neg_integer(),
                                                ack_immediate :: boolean(),
                                                last_idle_ms :: non_neg_integer() | infinity | undefined,
                                                last_pto_ms ::
                                                    nquic_protocol_timer:loss_detection_timer() |
                                                    undefined,
                                                recv_ecn :: nquic_socket:ecn_mark(),
                                                pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                                gso_size :: undefined | pos_integer(),
                                                max_payload_size :: pos_integer(),
                                                server_per_conn_fd :: boolean(),
                                                proactive_cids :: boolean(),
                                                socket_connected :: boolean(),
                                                self_migration_pending :: boolean(),
                                                metrics_counters ::
                                                    nquic_metrics:conn_counters() | undefined,
                                                spin_enabled :: boolean(),
                                                peer_spin :: 0..1,
                                                new_token_enabled :: boolean(),
                                                new_token_lifetime :: pos_integer(),
                                                qlog :: undefined | nquic_qlog:qlog_state(),
                                                close_kind ::
                                                    undefined | local | peer | idle_timeout |
                                                    protocol_error,
                                                crypto ::
                                                    #conn_crypto{tls_state :: term(),
                                                                 keys :: nquic_keys:key_map(),
                                                                 app_send_keys :: map() | undefined,
                                                                 app_recv_keys :: map() | undefined,
                                                                 crypto_buffer ::
                                                                     #{nquic_packet:space() =>
                                                                           {non_neg_integer(),
                                                                            binary(),
                                                                            list()}},
                                                                 cipher ::
                                                                     aes_128_gcm | aes_256_gcm |
                                                                     chacha20_poly1305,
                                                                 cipher_suites ::
                                                                     [aes_128_gcm | aes_256_gcm |
                                                                      chacha20_poly1305] |
                                                                     undefined,
                                                                 key_phase :: boolean(),
                                                                 key_update_pending :: boolean(),
                                                                 client_app_secret ::
                                                                     binary() | undefined,
                                                                 server_app_secret ::
                                                                     binary() | undefined,
                                                                 old_read_keys ::
                                                                     #{key := binary(), iv := binary()} |
                                                                     undefined,
                                                                 zero_rtt_accepted :: boolean(),
                                                                 replay_protection ::
                                                                     module() | undefined,
                                                                 session_ticket :: map() | undefined,
                                                                 resumption_secret ::
                                                                     binary() | undefined,
                                                                 session_cache ::
                                                                     atom() |
                                                                     false |
                                                                     {module, module()} |
                                                                     undefined,
                                                                 token_cache ::
                                                                     atom() | false | {module, module()},
                                                                 alpn :: [binary()] | undefined,
                                                                 hostname ::
                                                                     string() | binary() | undefined,
                                                                 cert :: binary() | undefined,
                                                                 cert_chain :: [binary()],
                                                                 key :: any() | undefined,
                                                                 verify :: verify_none | verify_peer,
                                                                 cacerts :: [binary()],
                                                                 peer_cert :: binary() | undefined,
                                                                 static_key :: binary() | undefined},
                                                streams_state ::
                                                    #conn_streams{streams ::
                                                                      #{nquic:stream_id() =>
                                                                            #stream_state{stream_id ::
                                                                                              nquic:stream_id(),
                                                                                          type ::
                                                                                              bidi | uni,
                                                                                          send_state ::
                                                                                              ready |
                                                                                              send |
                                                                                              data_sent |
                                                                                              data_recvd |
                                                                                              reset_sent |
                                                                                              reset_recvd,
                                                                                          send_offset ::
                                                                                              non_neg_integer(),
                                                                                          send_max_data ::
                                                                                              non_neg_integer(),
                                                                                          last_stream_data_blocked ::
                                                                                              non_neg_integer(),
                                                                                          pending_send_data ::
                                                                                              [binary()],
                                                                                          pending_send_size ::
                                                                                              non_neg_integer(),
                                                                                          pending_send_fin ::
                                                                                              boolean(),
                                                                                          recv_state ::
                                                                                              recv |
                                                                                              size_known |
                                                                                              data_recvd |
                                                                                              reset_recvd |
                                                                                              data_read |
                                                                                              reset_read,
                                                                                          recv_offset ::
                                                                                              non_neg_integer(),
                                                                                          recv_max_offset ::
                                                                                              non_neg_integer(),
                                                                                          recv_window ::
                                                                                              non_neg_integer(),
                                                                                          recv_buffer ::
                                                                                              gb_trees:tree(non_neg_integer(),
                                                                                                            {binary(),
                                                                                                             boolean()}),
                                                                                          app_buffer ::
                                                                                              iodata(),
                                                                                          app_buffer_size ::
                                                                                              non_neg_integer()}},
                                                                  next_bidi_stream ::
                                                                      nquic:stream_id() | undefined,
                                                                  next_uni_stream ::
                                                                      nquic:stream_id() | undefined,
                                                                  peer_max_streams_bidi ::
                                                                      non_neg_integer(),
                                                                  peer_max_streams_uni ::
                                                                      non_neg_integer(),
                                                                  local_max_streams_bidi ::
                                                                      non_neg_integer(),
                                                                  local_max_streams_uni ::
                                                                      non_neg_integer(),
                                                                  last_sent_max_streams_bidi ::
                                                                      non_neg_integer(),
                                                                  last_sent_max_streams_uni ::
                                                                      non_neg_integer(),
                                                                  max_peer_bidi_stream_id ::
                                                                      non_neg_integer() | undefined,
                                                                  max_peer_uni_stream_id ::
                                                                      non_neg_integer() | undefined,
                                                                  opened_peer_bidi_count ::
                                                                      non_neg_integer(),
                                                                  opened_peer_uni_count ::
                                                                      non_neg_integer(),
                                                                  closed_peer_bidi_wm :: integer(),
                                                                  closed_peer_uni_wm :: integer(),
                                                                  closed_peer_streams ::
                                                                      #{nquic:stream_id() => true},
                                                                  recv_waiters ::
                                                                      #{nquic:stream_id() =>
                                                                            gen_statem:from()},
                                                                  accept_stream_waiters ::
                                                                      queue:queue(gen_statem:from()),
                                                                  pending_streams ::
                                                                      queue:queue(nquic:stream_id()),
                                                                  blocked_streams ::
                                                                      #{nquic:stream_id() => true},
                                                                  pending_send_streams ::
                                                                      #{nquic:stream_id() => true},
                                                                  send_buffer_high_water ::
                                                                      pos_integer(),
                                                                  send_timeout :: timeout(),
                                                                  send_waiters ::
                                                                      queue:queue(nquic_conn_send_waiters:t())},
                                                flow ::
                                                    #conn_flow{local_max_data :: non_neg_integer(),
                                                               remote_max_data :: non_neg_integer(),
                                                               data_sent :: non_neg_integer(),
                                                               data_received :: non_neg_integer(),
                                                               last_data_blocked :: non_neg_integer(),
                                                               pending_initial_frames ::
                                                                   [nquic_frame:t()],
                                                               pending_handshake_frames ::
                                                                   [nquic_frame:t()],
                                                               pending_app_frames :: [nquic_frame:t()],
                                                               pending_app_pre_encoded ::
                                                                   [{non_neg_integer(),
                                                                     iodata(),
                                                                     nquic_frame:t()}],
                                                               queued_app_send_bytes ::
                                                                   non_neg_integer(),
                                                               cwnd_exempt :: boolean()},
                                                path ::
                                                    #conn_path_mgmt{path_state ::
                                                                        nquic_path:state() | undefined,
                                                                    peer_cids ::
                                                                        #{non_neg_integer() =>
                                                                              #{cid :=
                                                                                    nquic:connection_id(),
                                                                                token := binary()}},
                                                                    local_cids ::
                                                                        #{non_neg_integer() =>
                                                                              nquic:connection_id()},
                                                                    local_cid_seq :: non_neg_integer(),
                                                                    peer_retire_prior_to ::
                                                                        non_neg_integer(),
                                                                    anti_amp_bytes_received ::
                                                                        non_neg_integer(),
                                                                    anti_amp_bytes_sent ::
                                                                        non_neg_integer(),
                                                                    address_validated :: boolean()}}.


      


Process a received NewSessionTicket from post-handshake CRYPTO.
Bin is the raw TLS handshake message (msgtype=4); anything else is
returned untouched. Updates the connection state with the cached
ticket map, persists to the configured session cache (if any), and
sends `{quic_session_ticket, , _}` to the owner.

  


        

      


  

    
nquic_tls_client 
    



      
Client-side TLS 1.3 handshake flow for QUIC per RFC 9001.
Builds ClientHello (full and PSK-resumption variants), processes
ServerHello, drives the post-ServerHello handshake (EncryptedExtensions,
Certificate, CertificateVerify, Finished) for both fresh and PSK
handshakes, and emits the client Finished. Certificate-chain
validation against a trust store lives here too because only the
client validates server certificates today. Codec helpers shared with
the server live in nquic_tls; the binder / NewSessionTicket helpers
remain there because they straddle both roles.

      


      
        Summary


  
    Functions
  


    
      
        compute_ticket_age(TicketData)

      


    


    
      
        encode_early_data_extension()

      


    


    
      
        encode_psk_identity(Identity, ObfuscatedAge)

      


    


    
      
        encode_psk_ke_modes_extension()

      


    


    
      
        find_message/2

      


    


    
      
        make_client_finished(HandshakeSecret, Keys)

      


        Construct the client Finished message and derive application keys.



    


    
      
        make_client_hello(TransportParams, ALPNProtos, Hostname)

      


        Construct a TLS 1.3 ClientHello message with the default cipher suites.



    


    
      
        make_client_hello(TransportParams, ALPNProtos, Hostname, CipherSuites)

      


        Construct a TLS 1.3 ClientHello message with an explicit cipher suite
list. undefined advertises all three RFC 8446 TLS 1.3 suites.



    


    
      
        make_client_hello_psk(TransportParams, ALPNProtos, Hostname, PSKInfo)

      


        Build a ClientHello with PSK extensions for session resumption, using
the default cipher suites.



    


    
      
        make_client_hello_psk(TransportParams, ALPNProtos, Hostname, PSKInfo, CipherSuites)

      


        Build a ClientHello with PSK extensions for session resumption.
TicketData is the map received from a prior NewSessionTicket message.
PSK is the pre-shared key derived from the resumption master secret.
The pre_shared_key extension MUST be the last extension (RFC 8446 S4.2.11).
CipherSuites controls which suites are advertised; undefined keeps
the default of all three RFC 8446 TLS 1.3 suites.



    


    
      
        parse_cert_entries/1

      


    


    
      
        parse_remaining_cert_entries/1

      


    


    
      
        process_handshake_messages(Data, HandshakeSecret, State)

      


        Process handshake messages (EncryptedExtensions, Certificate, CertificateVerify, Finished).



    


    
      
        process_handshake_messages_psk(Data, HandshakeSecret, State)

      


        Process PSK handshake messages (EncryptedExtensions + Finished only).
No Certificate or CertificateVerify in PSK mode (RFC 8446 S2.3).



    


    
      
        process_server_hello(ServerHelloBin, ClientHelloBin, State)

      


        Process a ServerHello, extract the key share, and derive handshake secrets.



    


    
      
        take_through_type(Type, Messages)

      


    


    
      
        update_transcript_ctx(Ctx, Messages)

      


    





      


      
        Functions


        


  
    
      
    
    
      compute_ticket_age(TicketData)



        
          
        

    

  


  

      

          -spec compute_ticket_age(map()) -> non_neg_integer().


      



  



  
    
      
    
    
      encode_early_data_extension()



        
          
        

    

  


  

      

          -spec encode_early_data_extension() -> binary().


      



  



  
    
      
    
    
      encode_psk_identity(Identity, ObfuscatedAge)



        
          
        

    

  


  

      

          -spec encode_psk_identity(binary(), non_neg_integer()) -> binary().


      



  



  
    
      
    
    
      encode_psk_ke_modes_extension()



        
          
        

    

  


  

      

          -spec encode_psk_ke_modes_extension() -> binary().


      



  



  
    
      
    
    
      find_message/2



        
          
        

    

  


  

      

          -spec find_message(non_neg_integer(), [binary()]) -> binary() | undefined.


      



  



  
    
      
    
    
      make_client_finished(HandshakeSecret, Keys)



        
          
        

    

  


  

      

          -spec make_client_finished(binary(), map()) ->
                              {ok, binary(), map(), map()} | {error, nquic_error:any_reason()}.


      


Construct the client Finished message and derive application keys.

  



  
    
      
    
    
      make_client_hello(TransportParams, ALPNProtos, Hostname)



        
          
        

    

  


  

      

          -spec make_client_hello(nquic_transport:params(),
                        [binary()] | undefined,
                        string() | binary() | undefined) ->
                           {ok, binary(), map()} | {error, term()}.


      


Construct a TLS 1.3 ClientHello message with the default cipher suites.

  



  
    
      
    
    
      make_client_hello(TransportParams, ALPNProtos, Hostname, CipherSuites)



        
          
        

    

  


  

      

          -spec make_client_hello(nquic_transport:params(),
                        [binary()] | undefined,
                        string() | binary() | undefined,
                        [aes_128_gcm | aes_256_gcm | chacha20_poly1305] | undefined) ->
                           {ok, binary(), map()} | {error, term()}.


      


Construct a TLS 1.3 ClientHello message with an explicit cipher suite
list. undefined advertises all three RFC 8446 TLS 1.3 suites.

  



  
    
      
    
    
      make_client_hello_psk(TransportParams, ALPNProtos, Hostname, PSKInfo)



        
          
        

    

  


  

      

          -spec make_client_hello_psk(nquic_transport:params(),
                            [binary()] | undefined,
                            string() | binary() | undefined,
                            #{psk := binary(), ticket := map(), cipher := nquic_keys:cipher()}) ->
                               {ok, binary(), map()} | {error, term()}.


      


Build a ClientHello with PSK extensions for session resumption, using
the default cipher suites.

  



  
    
      
    
    
      make_client_hello_psk(TransportParams, ALPNProtos, Hostname, PSKInfo, CipherSuites)



        
          
        

    

  


  

      

          -spec make_client_hello_psk(nquic_transport:params(),
                            [binary()] | undefined,
                            string() | binary() | undefined,
                            #{psk := binary(), ticket := map(), cipher := nquic_keys:cipher()},
                            [aes_128_gcm | aes_256_gcm | chacha20_poly1305] | undefined) ->
                               {ok, binary(), map()} | {error, term()}.


      


Build a ClientHello with PSK extensions for session resumption.
TicketData is the map received from a prior NewSessionTicket message.
PSK is the pre-shared key derived from the resumption master secret.
The pre_shared_key extension MUST be the last extension (RFC 8446 S4.2.11).
CipherSuites controls which suites are advertised; undefined keeps
the default of all three RFC 8446 TLS 1.3 suites.

  



  
    
      
    
    
      parse_cert_entries/1



        
          
        

    

  


  

      

          -spec parse_cert_entries(binary()) -> {binary(), [binary()]}.


      



  



  
    
      
    
    
      parse_remaining_cert_entries/1



        
          
        

    

  


  

      

          -spec parse_remaining_cert_entries(binary()) -> [binary()].


      



  



  
    
      
    
    
      process_handshake_messages(Data, HandshakeSecret, State)



        
          
        

    

  


  

      

          -spec process_handshake_messages(binary(), binary(), map()) ->
                                    {ok, map()} | {error, nquic_error:any_reason()}.


      


Process handshake messages (EncryptedExtensions, Certificate, CertificateVerify, Finished).

  



  
    
      
    
    
      process_handshake_messages_psk(Data, HandshakeSecret, State)



        
          
        

    

  


  

      

          -spec process_handshake_messages_psk(binary(), binary(), map()) -> {ok, map()} | {error, term()}.


      


Process PSK handshake messages (EncryptedExtensions + Finished only).
No Certificate or CertificateVerify in PSK mode (RFC 8446 S2.3).

  



  
    
      
    
    
      process_server_hello(ServerHelloBin, ClientHelloBin, State)



        
          
        

    

  


  

      

          -spec process_server_hello(binary(), binary(), map()) -> {ok, map()} | {error, nquic_error:any_reason()}.


      


Process a ServerHello, extract the key share, and derive handshake secrets.

  



  
    
      
    
    
      take_through_type(Type, Messages)



        
          
        

    

  


  

      

          -spec take_through_type(non_neg_integer(), [binary()]) -> [binary()].


      



  



  
    
      
    
    
      update_transcript_ctx(Ctx, Messages)



        
          
        

    

  


  

      

          -spec update_transcript_ctx(crypto:hash_state(), [binary()]) -> crypto:hash_state().


      



  


        

      


  

    
nquic_tls_server 
    



      
Server-side TLS 1.3 handshake flow for QUIC per RFC 9001.
Processes ClientHello, builds the server handshake flight
(EncryptedExtensions, Certificate, CertificateVerify, Finished) for
full handshakes and the abbreviated EE+Finished flight for PSK
resumption, and verifies the client Finished. Codec helpers shared
with the client live in nquic_tls; PSK / NewSessionTicket helpers
remain there too because they straddle both roles.

      


      
        Summary


  
    Functions
  


    
      
        encode_extensions(Exts)

      


    


    
      
        find_alpn(ExtMap)

      


    


    
      
        find_cipher_match/2

      


    


    
      
        find_match/2

      


    


    
      
        make_certificate_message(LeafDER, ChainDERs)

      


    


    
      
        make_server_handshake_flight(HandshakeSecret, Keys, State, CertDER, CertChain, PrivKey)

      


        Build the server handshake flight (EncryptedExtensions, Certificate, CertificateVerify, Finished).



    


    
      
        make_server_handshake_flight_psk(HandshakeSecret, Keys, State, AcceptEarlyData)

      


        Build the server handshake flight for PSK resumption (no Certificate/CertificateVerify).
EncryptedExtensions + Finished only. Optionally includes early_data extension
to signal 0-RTT acceptance.



    


    
      
        parse_alpn_items/1

      


    


    
      
        parse_cipher_suites/1

      


    


    
      
        process_client_hello(ClientHelloBin, TransportParams, SupportedALPNs)

      


        Process a ClientHello, generate a ServerHello, and derive handshake secrets.



    


    
      
        process_client_hello(ClientHelloBin, TransportParams, SupportedALPNs, Opts)

      


        Process a ClientHello with options.
Opts may include psk_selected => Index to include pre_shared_key in ServerHello.



    


    
      
        select_alpn/2

      


    


    
      
        select_cipher(ClientCiphers)

      


    


    
      
        select_cipher/2

      


    


    
      
        validate_psk_offer(PSKInfo, ClientHelloBin, StaticKey, NegCipher)

      


        Validate a PSK offer from a ClientHello against the server's ticket.
Decrypts the first matching identity, verifies the binder, and returns
the PSK and whether 0-RTT should be accepted.
StaticKey is the server's ticket encryption key.
ClientHelloBin is the raw ClientHello (needed for binder verification).



    


    
      
        verify_client_finished(Data, ClientSecret, TranscriptCtx)

      


        Verify the client Finished message using the client handshake traffic secret.



    


    
      
        verify_client_finished(Data, ClientSecret, TranscriptCtx, Cipher)

      


        Verify the client Finished message with an explicit cipher suite.



    





      


      
        Functions


        


  
    
      
    
    
      encode_extensions(Exts)



        
          
        

    

  


  

      

          -spec encode_extensions(map()) -> binary().


      



  



  
    
      
    
    
      find_alpn(ExtMap)



        
          
        

    

  


  

      

          -spec find_alpn(map()) -> [binary()] | undefined.


      



  



  
    
      
    
    
      find_cipher_match/2



        
          
        

    

  


  

      

          -spec find_cipher_match([atom()], [atom()]) -> atom() | undefined.


      



  



  
    
      
    
    
      find_match/2



        
          
        

    

  


  

      

          -spec find_match([binary()], [binary()]) -> binary() | undefined.


      



  



  
    
      
    
    
      make_certificate_message(LeafDER, ChainDERs)



        
          
        

    

  


  

      

          -spec make_certificate_message(binary(), [binary()]) -> binary().


      



  



  
    
      
    
    
      make_server_handshake_flight(HandshakeSecret, Keys, State, CertDER, CertChain, PrivKey)



        
          
        

    

  


  

      

          -spec make_server_handshake_flight(binary(),
                                   map(),
                                   map(),
                                   binary(),
                                   [binary()],
                                   public_key:private_key()) ->
                                      {ok, binary(), map(), map()} | {error, nquic_error:any_reason()}.


      


Build the server handshake flight (EncryptedExtensions, Certificate, CertificateVerify, Finished).

  



  
    
      
    
    
      make_server_handshake_flight_psk(HandshakeSecret, Keys, State, AcceptEarlyData)



        
          
        

    

  


  

      

          -spec make_server_handshake_flight_psk(binary(), map(), map(), boolean()) ->
                                          {ok, binary(), map(), map()} | {error, term()}.


      


Build the server handshake flight for PSK resumption (no Certificate/CertificateVerify).
EncryptedExtensions + Finished only. Optionally includes early_data extension
to signal 0-RTT acceptance.

  



  
    
      
    
    
      parse_alpn_items/1



        
          
        

    

  


  

      

          -spec parse_alpn_items(binary()) -> [binary()].


      



  



  
    
      
    
    
      parse_cipher_suites/1



        
          
        

    

  


  

      

          -spec parse_cipher_suites(binary()) -> [aes_128_gcm | aes_256_gcm | chacha20_poly1305].


      



  



  
    
      
    
    
      process_client_hello(ClientHelloBin, TransportParams, SupportedALPNs)



        
          
        

    

  


  

      

          -spec process_client_hello(binary(), nquic_transport:params(), [binary()] | undefined) ->
                              {ok, binary(), map(), map()} | {error, term()}.


      


Process a ClientHello, generate a ServerHello, and derive handshake secrets.

  



  
    
      
    
    
      process_client_hello(ClientHelloBin, TransportParams, SupportedALPNs, Opts)



        
          
        

    

  


  

      

          -spec process_client_hello(binary(), nquic_transport:params(), [binary()] | undefined, map()) ->
                              {ok, binary(), map(), map()} | {error, term()}.


      


Process a ClientHello with options.
Opts may include psk_selected => Index to include pre_shared_key in ServerHello.

  



  
    
      
    
    
      select_alpn/2



        
          
        

    

  


  

      

          -spec select_alpn([binary()] | undefined, [binary()] | undefined) ->
                     {ok, binary() | undefined} | {error, nquic_error:any_reason()}.


      



  



  
    
      
    
    
      select_cipher(ClientCiphers)



        
          
        

    

  


  

      

          -spec select_cipher([aes_128_gcm | aes_256_gcm | chacha20_poly1305]) ->
                       {ok, aes_128_gcm | aes_256_gcm | chacha20_poly1305} |
                       {error, nquic_error:any_reason()}.


      



  



  
    
      
    
    
      select_cipher/2



        
          
        

    

  


  

      

          -spec select_cipher([aes_128_gcm | aes_256_gcm | chacha20_poly1305],
                    [aes_128_gcm | aes_256_gcm | chacha20_poly1305] | undefined) ->
                       {ok, aes_128_gcm | aes_256_gcm | chacha20_poly1305} |
                       {error, nquic_error:any_reason()}.


      



  



  
    
      
    
    
      validate_psk_offer(PSKInfo, ClientHelloBin, StaticKey, NegCipher)



        
          
        

    

  


  

      

          -spec validate_psk_offer(map(), binary(), binary(), nquic_keys:cipher()) ->
                            {ok, binary(), nquic_keys:cipher(), boolean(), binary()} | {error, term()}.


      


Validate a PSK offer from a ClientHello against the server's ticket.
Decrypts the first matching identity, verifies the binder, and returns
the PSK and whether 0-RTT should be accepted.
StaticKey is the server's ticket encryption key.
ClientHelloBin is the raw ClientHello (needed for binder verification).

  



  
    
      
    
    
      verify_client_finished(Data, ClientSecret, TranscriptCtx)



        
          
        

    

  


  

      

          -spec verify_client_finished(binary(), binary(), crypto:hash_state()) ->
                                ok | {error, nquic_error:any_reason()}.


      


Verify the client Finished message using the client handshake traffic secret.

  



  
    
      
    
    
      verify_client_finished(Data, ClientSecret, TranscriptCtx, Cipher)



        
          
        

    

  


  

      

          -spec verify_client_finished(binary(),
                             binary(),
                             crypto:hash_state(),
                             aes_128_gcm | aes_256_gcm | chacha20_poly1305) ->
                                ok | {error, term()}.


      


Verify the client Finished message with an explicit cipher suite.

  


        

      


  

    
nquic_token_cache 
    



      
Per-instance NEW_TOKEN cache for QUIC client reconnection (RFC 9000 §8.1.3).
Mirrors nquic_session_cache: each cache is a gen_server that owns
one named ETS table and runs a periodic eviction sweep. The cache is
opt-in; the caller starts it under its own supervisor and references
it by name on nquic:connect/3.
Usage
[nquic_token_cache:child_spec(my_quic_tokens, #{sweep_ms => 60_000})].
{ok, Conn} = nquic:connect(Host, Port, #{token_cache => my_quic_tokens}).
The client records any NEW_TOKEN frame received from the server into
the cache. A subsequent connect/4 to the same {Host, Port} reads
back the token and attaches it to the outgoing Initial; the server
validates it against its static key, treats the source address as
already-validated, and skips the Retry round-trip.
The cache stores raw token bytes; the server's HMAC binds the token
to a specific address + lifetime, so a stale or address-mismatched
token simply fails server-side validation and triggers a normal
Retry. Keep the client TTL shorter than the server's Lifetime
(default 24 h) to avoid presenting tokens the server will reject.
Custom backends
The token_cache connect option also accepts {module, Mod} where
Mod exports:
store(Host, Port, Token) -> ok.
lookup(Host, Port)       -> {ok, binary()} | {error, not_found}.
delete(Host, Port)       -> ok.

      


      
        Summary


  
    Types
  


    
      
        cache_name()

      


    


    
      
        host()

      


    





  
    Functions
  


    
      
        child_spec(Name)

      


        Standard child spec with the default sweep interval.



    


    
      
        child_spec(Name, Opts)

      


        Standard child spec with custom options.



    


    
      
        clear(Name)

      


        Drop every entry in cache Name. Raises badarg if not started.



    


    
      
        delete(Name, Host, Port)

      


        Delete a token from cache Name. Raises badarg if not started.



    


    
      
        handle_call(Request, From, State)

      


    


    
      
        handle_cast(Msg, State)

      


    


    
      
        handle_info/2

      


    


    
      
        init/1

      


    


    
      
        lookup(Name, Host, Port)

      


        Look up a NEW_TOKEN for {Host, Port} in cache Name.
Returns {ok, Token} for a live token, {error, not_found} for a
miss or an expired entry. Raises badarg if Name is not a live
cache.



    


    
      
        maybe_load_token(Host, Port, Opts)

      


        If Opts does not already carry a client_token, resolve the
configured token_cache selector and inject any cached NEW_TOKEN
into Opts. Returns Opts unchanged on miss or when no cache is
configured.
Accepts the same selector shape as the connect/3,4 option:
false (no cache), an atom naming a started cache, or
{module, Mod} for a custom backend exporting lookup/2.



    


    
      
        size(Name)

      


        Return the number of entries in cache Name.



    


    
      
        start_link(Name)

      


        Start a cache registered under Name with default options.



    


    
      
        start_link(Name, Opts)

      


        Start a cache registered under Name.
Accepted options



    


    
      
        stop(Name)

      


        Stop the cache and tear down its ETS table.



    


    
      
        store(Name, Host, Port, Token)

      


        Store a NEW_TOKEN under {Host, Port} for the cache Name.
The optional TTL (seconds) bounds how long the cache will hand the
token back; default 24 h. Keep this less-than-or-equal to the
server's new_token_lifetime so the cache never serves a token the
server would reject.



    


    
      
        terminate/2

      


    





      


      
        Types


        


  
    
      
    
    
      cache_name()



        
          
        

    

  


  

      

          -type cache_name() :: atom().


      



  



  
    
      
    
    
      host()



        
          
        

    

  


  

      

          -type host() :: inet:hostname() | inet:ip_address().


      



  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(Name)



        
          
        

    

  


  

      

          -spec child_spec(cache_name()) -> supervisor:child_spec().


      


Standard child spec with the default sweep interval.

  



  
    
      
    
    
      child_spec(Name, Opts)



        
          
        

    

  


  

      

          -spec child_spec(cache_name(), map()) -> supervisor:child_spec().


      


Standard child spec with custom options.

  



  
    
      
    
    
      clear(Name)



        
          
        

    

  


  

      

          -spec clear(cache_name()) -> ok.


      


Drop every entry in cache Name. Raises badarg if not started.

  



  
    
      
    
    
      delete(Name, Host, Port)



        
          
        

    

  


  

      

          -spec delete(cache_name(), host(), inet:port_number()) -> ok.


      


Delete a token from cache Name. Raises badarg if not started.

  



  
    
      
    
    
      handle_call(Request, From, State)



        
          
        

    

  


  

      

          -spec handle_call(term(),
                  gen_server:from(),
                  #state{name :: cache_name(),
                         sweep_ms :: pos_integer(),
                         sweep_ref :: reference() | undefined}) ->
                     {reply,
                      {error, unknown_request},
                      #state{name :: cache_name(),
                             sweep_ms :: pos_integer(),
                             sweep_ref :: reference() | undefined}}.


      



  



  
    
      
    
    
      handle_cast(Msg, State)



        
          
        

    

  


  

      

          -spec handle_cast(term(),
                  #state{name :: cache_name(),
                         sweep_ms :: pos_integer(),
                         sweep_ref :: reference() | undefined}) ->
                     {noreply,
                      #state{name :: cache_name(),
                             sweep_ms :: pos_integer(),
                             sweep_ref :: reference() | undefined}}.


      



  



  
    
      
    
    
      handle_info/2



        
          
        

    

  


  

      

          -spec handle_info(sweep | term(),
                  #state{name :: cache_name(),
                         sweep_ms :: pos_integer(),
                         sweep_ref :: reference() | undefined}) ->
                     {noreply,
                      #state{name :: cache_name(),
                             sweep_ms :: pos_integer(),
                             sweep_ref :: reference() | undefined}}.


      



  



  
    
      
    
    
      init/1



        
          
        

    

  


  

      

          -spec init({cache_name(), map()}) ->
              {ok,
               #state{name :: cache_name(),
                      sweep_ms :: pos_integer(),
                      sweep_ref :: reference() | undefined}}.


      



  



  
    
      
    
    
      lookup(Name, Host, Port)



        
          
        

    

  


  

      

          -spec lookup(cache_name(), host(), inet:port_number()) -> {ok, binary()} | {error, not_found}.


      


Look up a NEW_TOKEN for {Host, Port} in cache Name.
Returns {ok, Token} for a live token, {error, not_found} for a
miss or an expired entry. Raises badarg if Name is not a live
cache.

  



  
    
      
    
    
      maybe_load_token(Host, Port, Opts)



        
          
        

    

  


  

      

          -spec maybe_load_token(host(), inet:port_number(), map()) -> map().


      


If Opts does not already carry a client_token, resolve the
configured token_cache selector and inject any cached NEW_TOKEN
into Opts. Returns Opts unchanged on miss or when no cache is
configured.
Accepts the same selector shape as the connect/3,4 option:
false (no cache), an atom naming a started cache, or
{module, Mod} for a custom backend exporting lookup/2.

  



  
    
      
    
    
      size(Name)



        
          
        

    

  


  

      

          -spec size(cache_name()) -> non_neg_integer().


      


Return the number of entries in cache Name.

  



  
    
      
    
    
      start_link(Name)



        
          
        

    

  


  

      

          -spec start_link(cache_name()) -> {ok, pid()} | ignore | {error, term()}.


      


Start a cache registered under Name with default options.

  



  
    
      
    
    
      start_link(Name, Opts)



        
          
        

    

  


  

      

          -spec start_link(cache_name(), map()) -> {ok, pid()} | ignore | {error, term()}.


      


Start a cache registered under Name.
Accepted options:
	sweep_ms - eviction interval in milliseconds (default 60_000).
Returns {error, {already_started, Pid}} if a cache with this name is
already registered.


  



  
    
      
    
    
      stop(Name)



        
          
        

    

  


  

      

          -spec stop(cache_name()) -> ok.


      


Stop the cache and tear down its ETS table.

  



  
    
      
    
    
      store(Name, Host, Port, Token)



        
          
        

    

  


  

      

          -spec store(cache_name(), host(), inet:port_number(), binary()) -> ok.


      


Store a NEW_TOKEN under {Host, Port} for the cache Name.
The optional TTL (seconds) bounds how long the cache will hand the
token back; default 24 h. Keep this less-than-or-equal to the
server's new_token_lifetime so the cache never serves a token the
server would reject.

  



  
    
      
    
    
      terminate/2



        
          
        

    

  


  

      

          -spec terminate(term(),
                #state{name :: cache_name(),
                       sweep_ms :: pos_integer(),
                       sweep_ref :: reference() | undefined}) ->
                   ok.


      



  


        

      


  

    
nquic 
    



      
QUIC transport library for Erlang/OTP, implementing RFC 9000
(transport), RFC 9001 (TLS binding), RFC 9002 (loss detection and
congestion control), and RFC 9221 (unreliable datagrams).
This module is the umbrella API: client connect, server listen and
accept, and listener lifecycle and metrics. connect/3 and
accept/1,2 return an opaque ctx/0 connection handle; all
post-handshake traffic (streams, datagrams, close, timers) is driven
through nquic_lib, which threads the updated context through each
call. Closed-form error values are defined in nquic_error.
Connection model
nquic owns exactly one process per connection: the handshake driver.
When the handshake completes the connection (a ctx/0 value) is
handed to the caller of connect/3 or accept/1,2 and the driver
exits. From that point the owning process is the connection: it
drives the protocol core directly through nquic_lib by function
call against the context, with no message hop and no nquic-owned
process. The owner pulls data when ready
(nquic_lib:recv/2, nquic_lib:recv_pending/1); there is no
pushed-message envelope and no ownership-reassignment call. To serve
a connection from a dedicated worker, call accept/1,2 (or
connect/3) from that worker. This is the only connection model;
read the owner-liveness contract below before writing one.
Owner-liveness contract
There is no per-connection nquic process after the handshake, so
nothing services the connection unless the owner's loop does.
ACKs, PTO, loss detection, and the idle timer all fire only when the
owner calls back into nquic_lib. An owner that blocks, or that
reads streams without also draining inbound packets and timer
expiries, will silently stall the connection: the peer times it out
while the owner waits forever.
The contract the owner MUST satisfy, in one loop:
	ingest every inbound packet: nquic_lib:handle_packet/3 for the
dispatched server path ({packet, Source, Bin} messages from the
listener's receiver) or nquic_lib:recv_direct/1 for a connected
or client-owned socket;
	service every {quic_timeout, Type} message via
nquic_lib:timeout/2 (this is what drives ACK/PTO/idle);
	nquic_lib:flush/1 after each of the above so queued frames
reach the wire;
	observe {quic_drain, Listener} (the listener cascade-stop
signal) and close.owner_loop(Ctx) ->
 Socket = nquic_lib:ctx_socket(Ctx),
 receive
     {'$socket', Socket, select, _Info} ->
         after_io(nquic_lib:recv_direct(Ctx));
     {packet, Source, Bin} ->
         after_io(nquic_lib:handle_packet(Ctx, Source, Bin));
     {quic_timeout, Type} ->
         after_io(nquic_lib:timeout(Ctx, Type));
     {quic_drain, _Listener} ->
         {ok, _Ctx1} = nquic_lib:close(Ctx)
 end.

after_io({ok, Events, Ctx1}) ->
 {ok, Ctx2} = nquic_lib:flush(Ctx1),
 owner_loop(handle_events(Events, Ctx2));
after_io({error, _Reason, _Ctx1}) ->
 ok.


nquic_lib:recv_direct/1 folds packet ingest and timer servicing
into a single blocking call (it handles {packet, _},
{quic_timeout, _}, and the connected-socket select cycle
internally), so a connected/client owner can collapse steps 1-2 to
recv_direct/1; it still does not observe {quic_drain, _}, which
the owner handles itself.
Quick start: client
{ok, Ctx0} = nquic:connect("example.com", 443,
                            #{tls => #{alpn => [<<"h3">>]}}),
{ok, Sid, Ctx1}       = nquic_lib:open_stream(Ctx0, #{type => bidi}),
{ok, Ctx2}            = nquic_lib:send_fin(Ctx1, Sid,
                                           <<"GET / HTTP/1.1\\r\\n\\r\\n">>),
{ok, Body, fin, Ctx3} = nquic_lib:recv(Ctx2, Sid),
{ok, _Ctx4}           = nquic_lib:close(Ctx3).
connect/3 blocks until the handshake completes (or timeout
elapses) and returns {ok, Ctx}. The context cannot exist before
the handshake, so nowait => true is rejected with
{error, {opts, ctx_requires_wait}}.
Quick start: server
{ok, Listener} = nquic:listen(4433, #{
    tls => #{certfile => "server.pem",
             keyfile  => "server.key",
             alpn     => [<<"h3">>]}
}),
{ok, Ctx0}         = nquic:accept(Listener),
{ok, Ctx1}         = nquic_lib:takeover(Ctx0),
{ok, Events, Ctx2} = nquic_lib:recv_pending(Ctx1).
The listener owns one or more UDP sockets (set receivers => N to
fan packets across schedulers with SO_REUSEPORT) and a striped
dispatch table that routes datagrams to existing connections without
spawning a process per packet. An accepted context stays on the
listener's dispatch path; the owner calls nquic_lib:takeover/1 to
re-target the connection's CIDs to itself and then drives it through
nquic_lib. Listener-wide observability is exported through
metrics/1.
Listener lifecycle
listen/2 starts a supervision tree with supervisor:start_link/2,
so the listener is linked to the calling process. If that process
dies, the listener tree comes down with it; if the listener tree
crashes abnormally, the link propagates to the owner. This is the
intended contract: tie listener lifetime to an owning process.
Stop a listener explicitly with stop_listener/1,2. It is
synchronous, idempotent, and exits the listener supervisor with
reason normal, so the owner link never turns into a kill. cascade
(the default) stops accepting, signals every owner-held established
connection to close (a {quic_drain, Listener} message the owner
loop observes), then tears down the listener tree and frees the port;
detach stops accepting and frees the port but sends no drain signal,
leaving established connections to run until their own idle timeout. A
blocked accept/1,2 on a stopped listener returns {error, closed}.
Send and backpressure
A stream send is bounded by two windows: the connection's MAX_DATA
and the stream's MAX_STREAM_DATA credit, both granted by the peer.
nquic_lib:send/3 / nquic_lib:send_fin/3 admit as much as the
windows allow and return the updated context; the owner's recv loop
processes inbound MAX_DATA / MAX_STREAM_DATA frames that reopen
the window and resumes parked stream writes.
nquic_lib:is_writable/2 is a point-in-time probe the owner can
check between recv turns: a false does not guarantee the next send
fails, and a true can be stale before the owner acts on it.
Datagrams
RFC 9221 unreliable datagrams are supported when both peers
negotiate max_datagram_frame_size. Datagrams are not retransmitted
and are not flow-controlled. Send via nquic_lib:send_datagram/2;
receive via nquic_lib:recv_datagram/1.
Session caching and 0-RTT
The optional session_cache and token_cache options on
connect/3 opt into TLS 1.3 session resumption and address
validation tokens. The server exposes the same surface via the
replay_protection and new_token listen options. See
nquic_session_cache for the cache contract and
nquic_zero_rtt for early-data handling on the server.
Error handling
Every public function returns {ok, _} | {error, t:error_reason/0}.
error_reason/0 is the closed taxonomy defined in nquic_error,
covering closed, {timeout, Phase}, {transport, _}, {tls, _},
{application, Code, Reason}, {protocol, _}, {flow_control, _},
{opts, _}, {connect, _}, and {listen, _}. Use
nquic_error:category/1, nquic_error:is_retryable/1, and
nquic_error:format/1 to interrogate values without pattern-matching
on the inner shape.

      


      
        Summary


  
    Types
  


    
      
        accept_opts()

      


        Options accepted by accept/2.



    


    
      
        cc_opts()

      


        Congestion-control submap shared by listen/2 and connect/3.
algo selects the controller; slow_start selects the start-up
phase behaviour.



    


    
      
        cipher_suite()

      


    


    
      
        client_tls_opts()

      


        Client TLS submap (connect/3). All keys optional: a client
presents no server certificate, so certfile/keyfile are absent.



    


    
      
        close_opts()

      


        Options for close/2.



    


    
      
        conn_info()

      


        Public connection-info map returned by nquic_conn:info/1. The shape
is intentionally a plain map (not a record) so the library can evolve
fields without breaking callers.



    


    
      
        connect_opts()

      


        Options for connect/3. TLS, transport, and congestion-control
tuning live in the optional tls / transport / cc submaps.
Remaining keys are connection-level policy and session resumption.



    


    
      
        connection_id()

      


    


    
      
        ctx()

      


    


    
      
        error_code()

      


    


    
      
        error_reason()

      


        Closed error taxonomy returned by every public function. Use
nquic_error:category/1, nquic_error:is_retryable/1, and
nquic_error:format/1 to interrogate values.



    


    
      
        listen_opts()

      


        Options for listen/2. Endpoint TLS credentials live in the
required tls submap; transport and congestion-control tuning in
the optional transport / cc submaps. Remaining keys are
listener-level policy.



    


    
      
        listener()

      


    


    
      
        listener_metrics()

      


        Per-listener metrics snapshot returned by metrics/1. The listener's
atomic counters are monotonic; consumers compute deltas themselves.



    


    
      
        stop_listener_opts()

      


        Options for stop_listener/2.



    


    
      
        stream_id()

      


    


    
      
        stream_opts()

      


        Options for open_stream/2 and nquic_lib:open_stream/2. Defaults
to a bidirectional stream if omitted entirely.



    


    
      
        tls_opts()

      


        Server TLS / credentials submap (listen/2). certfile and
keyfile are required; the rest tune verification and negotiation.



    


    
      
        transport_opts()

      


        Transport tuning submap shared by listen/2 and connect/3:
offload (GSO/GRO), pacing, datagram sizing, socket buffering.



    


    
      
        verify_mode()

      


    





  
    Functions
  


    
      
        accept(Listener)

      


        Accept an incoming QUIC connection with default options
(timeout => infinity).



    


    
      
        accept(Listener, Opts)

      


        Accept an incoming QUIC connection.
Blocks until a client connects and the handshake completes, or until
timeout expires, then returns the connection as an opaque
ctx/0. The owning process drives it through nquic_lib,
starting with nquic_lib:takeover/1.



    


    
      
        connect(Host, Port, Opts)

      


        Connect to a QUIC server.
Host and Port identify the endpoint; Opts carries everything
else: timeout (default infinity) and the tls / transport /
cc tuning submaps (e.g.
#{tls => #{alpn => [<<"h3">>], verify => verify_peer}}). See
connect_opts/0.
Blocks until the handshake completes (or timeout elapses) and
returns the connection as an opaque ctx/0, driven through
nquic_lib. The context cannot exist before the handshake, so
nowait => true is rejected with
{error, {opts, ctx_requires_wait}}.



    


    
      
        get_port(Listener)

      


        Return the UDP port the listener is bound to.
Useful when the listener was started with port 0 (let the kernel
pick a free port) and the caller needs the actual port to advertise.



    


    
      
        listen(Port, Opts)

      


        Start a QUIC listener bound to Port.
Opts requires a tls submap carrying at least certfile and
keyfile (e.g. #{tls => #{certfile => C, keyfile => K}}).
Transport and congestion-control tuning live in the optional
transport / cc submaps. See listen_opts/0 for the full set.



    


    
      
        metrics(Listener)

      


        Snapshot of the listener-wide observability counters. Counters are
monotonic; consumers compute deltas between snapshots themselves. The
udp_rcvbuf_errs field is a delta against the kernel value seen at
listener start on Linux; on other platforms it is always 0.



    


    
      
        stop_listener(Listener)

      


        Stop a listener returned by listen/2.
Cascade shutdown: stops accepting, broadcasts {quic_drain, Listener}
to every owner-held established connection so each closes gracefully,
then closes the listen sockets, releases the port, and tears down the
listener tree (receivers and dispatch). The drain message is delivered
to the connection's owner process; the reference owner loop closes the
connection and exits on it.
Idempotent: stopping an already-stopped listener returns ok. Safe
to call from any process,
including one that did not open the listener; the owner's link is
never turned into an exit. See stop_listener/2 for the detach
variant and the lifecycle contract.



    


    
      
        stop_listener(Listener, Opts)

      


        Stop a listener with options.



    





      


      
        Types


        


  
    
      
    
    
      accept_opts()



        
          
        

    

  


  

      

          -type accept_opts() :: #{timeout => timeout()}.


      


Options accepted by accept/2.

  



  
    
      
    
    
      cc_opts()



        
          
        

    

  


  

      

          -type cc_opts() :: #{algo => newreno | cubic, slow_start => standard | hystart_plus_plus}.


      


Congestion-control submap shared by listen/2 and connect/3.
algo selects the controller; slow_start selects the start-up
phase behaviour.

  



  
    
      
    
    
      cipher_suite()



        
          
        

    

  


  

      

          -type cipher_suite() :: aes_128_gcm | aes_256_gcm | chacha20_poly1305.


      



  



  
    
      
    
    
      client_tls_opts()



        
          
        

    

  


  

      

          -type client_tls_opts() ::
          #{cacertfile => file:filename(),
            cacerts => [binary()],
            verify => verify_mode(),
            cipher_suites => [cipher_suite()],
            alpn => [binary()]}.


      


Client TLS submap (connect/3). All keys optional: a client
presents no server certificate, so certfile/keyfile are absent.

  



  
    
      
    
    
      close_opts()



        
          
        

    

  


  

      

          -type close_opts() ::
          #{scope => transport | application, error_code => non_neg_integer(), reason => binary()}.


      


Options for close/2.
	scope (default transport) - transport emits CONNECTION_CLOSE
type 0x1c, application emits type 0x1d (RFC 9000 §19.19).
	error_code (default 0) - protocol or application error code.
	reason (default <<>>) - operator-visible reason phrase.


  



  
    
      
    
    
      conn_info()



        
          
        

    

  


  

      

          -type conn_info() ::
          #{state := initial | handshake | established | draining | closed,
            role := client | server,
            scid := binary(),
            dcid := binary(),
            rtt :=
                #{smoothed_rtt := non_neg_integer(),
                  min_rtt := non_neg_integer(),
                  latest_rtt := non_neg_integer(),
                  rttvar := non_neg_integer()},
            cwnd := non_neg_integer(),
            bytes_in_flight := non_neg_integer(),
            streams_open := non_neg_integer(),
            data_sent := non_neg_integer(),
            data_received := non_neg_integer(),
            _ => _}.


      


Public connection-info map returned by nquic_conn:info/1. The shape
is intentionally a plain map (not a record) so the library can evolve
fields without breaking callers.

  



  
    
      
    
    
      connect_opts()



        
          
        

    

  


  

      

          -type connect_opts() ::
          #{timeout => timeout(),
            tls => client_tls_opts(),
            transport => transport_opts(),
            cc => cc_opts(),
            qlog => nquic_qlog:backend_config(),
            idle_timeout => timeout(),
            nowait => boolean(),
            version => non_neg_integer(),
            session_ticket => map(),
            session_cache => false | atom() | {module, module()},
            token_cache => false | atom() | {module, module()},
            client_token => binary(),
            proactive_cids => boolean()}.


      


Options for connect/3. TLS, transport, and congestion-control
tuning live in the optional tls / transport / cc submaps.
Remaining keys are connection-level policy and session resumption.

  



  
    
      
    
    
      connection_id()



        
          
        

    

  


  

      

          -type connection_id() :: binary().


      



  



  
    
      
    
    
      ctx()



        
          
        

    

  


  

      

          -type ctx() :: nquic_ctx:t().


      



  



  
    
      
    
    
      error_code()



        
          
        

    

  


  

      

          -type error_code() :: non_neg_integer().


      



  



  
    
      
    
    
      error_reason()



        
          
        

    

  


  

      

          -type error_reason() :: nquic_error:error_reason().


      


Closed error taxonomy returned by every public function. Use
nquic_error:category/1, nquic_error:is_retryable/1, and
nquic_error:format/1 to interrogate values.
Outer arms:
	closed - connection has been closed locally or by the peer.
	{timeout, Phase} - Phase :: handshake | idle | recv | send | accept.

	{transport, Reason} - peer-sent CONNECTIONCLOSE (0x1c) or local
transport-layer I/O failure (`{posix, }` payload).
	{tls, Reason} - TLS alert or local handshake-side validation error.
	{application, Code, Reason} - peer-sent CONNECTION_CLOSE (0x1d).
	{protocol, Reason} - wire-format or RFC 9000 violation detected
locally (frame encoding, transport parameters, packet integrity, ...).
	{flow_control, Reason} - local flow or congestion blocking
(eagain, congestion_control_blocked, partial_send, ...).
	{opts, Reason} - options / configuration / API misuse.
	{connect, Posix} - DNS or client-side connect failure.
	{listen, Posix} - server-side bind failure.

Example:
case nquic:connect(Host, Port, #{tls => #{alpn => [<<"h3">>]}}) of
    {ok, Conn} -> ok;
    {error, {timeout, handshake}} -> retry;
    {error, {tls, _}} -> bad_tls;
    {error, {connect, _}} -> network;
    {error, _} -> giveup
end.

  



  
    
      
    
    
      listen_opts()



        
          
        

    

  


  

      

          -type listen_opts() ::
          #{tls := tls_opts(),
            transport => transport_opts(),
            cc => cc_opts(),
            qlog => nquic_qlog:backend_config(),
            receivers => pos_integer(),
            ip => inet:ip_address(),
            ipv6_v6only => boolean(),
            idle_timeout => timeout(),
            max_new_conns_per_sec => non_neg_integer(),
            max_accept_queue => non_neg_integer(),
            retry => boolean(),
            retry_token_lifetime => pos_integer(),
            new_token => boolean(),
            new_token_lifetime => pos_integer(),
            spin_bit => boolean(),
            version => non_neg_integer(),
            version_preference => [non_neg_integer()],
            replay_protection => module(),
            server_per_conn_fd => boolean(),
            conn_handler => module(),
            conn_handler_opts => term()}.


      


Options for listen/2. Endpoint TLS credentials live in the
required tls submap; transport and congestion-control tuning in
the optional transport / cc submaps. Remaining keys are
listener-level policy.
ip is the local address of every receiver socket. Default {0,0,0,0}.
An IPv6 address opens IPv6 sockets. ipv6_v6only => false on ::
also accepts IPv4 peers, which appear as IPv4-mapped IPv6 addresses.

  



  
    
      
    
    
      listener()



        
          
        

    

  


  

      

          -opaque listener()


      



  



  
    
      
    
    
      listener_metrics()



        
          
        

    

  


  

      

          -type listener_metrics() ::
          #{packets_in := non_neg_integer(),
            packets_dropped_mailbox := non_neg_integer(),
            packets_dropped_ratelimit := non_neg_integer(),
            conns_established := non_neg_integer(),
            conns_closed_normal := non_neg_integer(),
            conns_closed_idle_timeout := non_neg_integer(),
            conns_closed_peer := non_neg_integer(),
            conns_closed_protocol_error := non_neg_integer(),
            handshakes_inflight := integer(),
            accept_queue_depth := integer(),
            udp_rcvbuf_errs := non_neg_integer(),
            uptime_ms := non_neg_integer()}.


      


Per-listener metrics snapshot returned by metrics/1. The listener's
atomic counters are monotonic; consumers compute deltas themselves.

  



  
    
      
    
    
      stop_listener_opts()



        
          
        

    

  


  

      

          -type stop_listener_opts() :: #{mode => cascade | detach, timeout => timeout()}.


      


Options for stop_listener/2.
	mode (default cascade) - cascade stops accepting, broadcasts
a {quic_drain, Listener} close signal to every owner-held
established connection, then tears the whole listener tree down
(port released, handshake-phase processes terminated); detach
stops accepting and frees the port but sends no drain signal,
leaving established connections running until their own idle
timeout.
	timeout (default 5000) - milliseconds to wait for a graceful
cascade shutdown before the supervisor is brutally killed.


  



  
    
      
    
    
      stream_id()



        
          
        

    

  


  

      

          -type stream_id() :: non_neg_integer().


      



  



  
    
      
    
    
      stream_opts()



        
          
        

    

  


  

      

          -type stream_opts() :: #{type => bidi | uni}.


      


Options for open_stream/2 and nquic_lib:open_stream/2. Defaults
to a bidirectional stream if omitted entirely.

  



  
    
      
    
    
      tls_opts()



        
          
        

    

  


  

      

          -type tls_opts() ::
          #{certfile := file:filename(),
            keyfile := file:filename(),
            cacertfile => file:filename(),
            cacerts => [binary()],
            verify => verify_mode(),
            cipher_suites => [cipher_suite()],
            alpn => [binary()]}.


      


Server TLS / credentials submap (listen/2). certfile and
keyfile are required; the rest tune verification and negotiation.

  



  
    
      
    
    
      transport_opts()



        
          
        

    

  


  

      

          -type transport_opts() ::
          #{gso => boolean() | pos_integer(),
            gro => boolean(),
            pacing => boolean(),
            pacing_factor => number(),
            pacing_burst => pos_integer(),
            max_payload_size => pos_integer(),
            send_buffer => pos_integer(),
            send_timeout => timeout()}.


      


Transport tuning submap shared by listen/2 and connect/3:
offload (GSO/GRO), pacing, datagram sizing, socket buffering.

  



  
    
      
    
    
      verify_mode()



        
          
        

    

  


  

      

          -type verify_mode() :: verify_none | verify_peer.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      accept(Listener)



        
          
        

    

  


  

      

          -spec accept(listener()) -> {ok, ctx()} | {error, error_reason()}.


      


Accept an incoming QUIC connection with default options
(timeout => infinity).

  



  
    
      
    
    
      accept(Listener, Opts)



        
          
        

    

  


  

      

          -spec accept(listener(), accept_opts()) -> {ok, ctx()} | {error, error_reason()}.


      


Accept an incoming QUIC connection.
Blocks until a client connects and the handshake completes, or until
timeout expires, then returns the connection as an opaque
ctx/0. The owning process drives it through nquic_lib,
starting with nquic_lib:takeover/1.

  



  
    
      
    
    
      connect(Host, Port, Opts)



        
          
        

    

  


  

      

          -spec connect(inet:hostname() | inet:ip_address(), inet:port_number(), connect_opts()) ->
                 {ok, ctx()} | {error, error_reason()}.


      


Connect to a QUIC server.
Host and Port identify the endpoint; Opts carries everything
else: timeout (default infinity) and the tls / transport /
cc tuning submaps (e.g.
#{tls => #{alpn => [<<"h3">>], verify => verify_peer}}). See
connect_opts/0.
Blocks until the handshake completes (or timeout elapses) and
returns the connection as an opaque ctx/0, driven through
nquic_lib. The context cannot exist before the handshake, so
nowait => true is rejected with
{error, {opts, ctx_requires_wait}}.

  



  
    
      
    
    
      get_port(Listener)



        
          
        

    

  


  

      

          -spec get_port(listener()) -> {ok, inet:port_number()} | {error, error_reason()}.


      


Return the UDP port the listener is bound to.
Useful when the listener was started with port 0 (let the kernel
pick a free port) and the caller needs the actual port to advertise.

  



  
    
      
    
    
      listen(Port, Opts)



        
          
        

    

  


  

      

          -spec listen(inet:port_number(), listen_opts()) -> {ok, listener()} | {error, error_reason()}.


      


Start a QUIC listener bound to Port.
Opts requires a tls submap carrying at least certfile and
keyfile (e.g. #{tls => #{certfile => C, keyfile => K}}).
Transport and congestion-control tuning live in the optional
transport / cc submaps. See listen_opts/0 for the full set.
Returns
	{ok, Listener} on success
	{error, Reason} on failure

See Also
	accept/1
	accept/2
	stop_listener/1


  



  
    
      
    
    
      metrics(Listener)



        
          
        

    

  


  

      

          -spec metrics(listener()) -> {ok, listener_metrics()} | {error, error_reason()}.


      


Snapshot of the listener-wide observability counters. Counters are
monotonic; consumers compute deltas between snapshots themselves. The
udp_rcvbuf_errs field is a delta against the kernel value seen at
listener start on Linux; on other platforms it is always 0.

  



  
    
      
    
    
      stop_listener(Listener)



        
          
        

    

  


  

      

          -spec stop_listener(listener()) -> ok.


      


Stop a listener returned by listen/2.
Cascade shutdown: stops accepting, broadcasts {quic_drain, Listener}
to every owner-held established connection so each closes gracefully,
then closes the listen sockets, releases the port, and tears down the
listener tree (receivers and dispatch). The drain message is delivered
to the connection's owner process; the reference owner loop closes the
connection and exits on it.
Idempotent: stopping an already-stopped listener returns ok. Safe
to call from any process,
including one that did not open the listener; the owner's link is
never turned into an exit. See stop_listener/2 for the detach
variant and the lifecycle contract.

  



  
    
      
    
    
      stop_listener(Listener, Opts)



        
          
        

    

  


  

      

          -spec stop_listener(listener(), stop_listener_opts()) -> ok.


      


Stop a listener with options.
nquic:stop_listener(L, #{mode => detach, timeout => 10000}).
mode => cascade (default) stops accepting, drains every owner-held
established connection via a {quic_drain, Listener} signal, then
tears the whole tree down; mode => detach stops accepting and frees
the port but sends no drain signal, leaving established connections
running until their own idle timeout. timeout (default 5000 ms)
bounds a graceful cascade before the supervisor is brutally killed.
See stop_listener_opts/0.

  


        

      


  

    
nquic_conn 
    



      
QUIC Connection Management API.
This module provides functions to query connection state, statistics,
and to close connections. Use nquic for establishing connections
and stream operations.
Connection Information
The info/1 function returns a map containing:
	state - Connection state (initial, handshake, established)
	role - client or server
	scid - Source connection ID
	dcid - Destination connection ID
	rtt - RTT statistics (smoothed, variance, min, latest)
	cwnd - Congestion window size in bytes
	bytes_in_flight - Unacknowledged bytes
	streams_open - Number of active streams


      


      
        Summary


  
    Types
  


    
      
        conn_info()

      


    





  
    Functions
  


    
      
        close(Conn)

      


        Close the connection gracefully with no error.



    


    
      
        close(Conn, ErrorCode, ReasonPhrase)

      


        Close the connection with an error code and reason.
Sends a CONNECTION_CLOSE frame with the specified error code and
reason phrase, then terminates the connection.
Common error codes (RFC 9000 Section 20)



    


    
      
        info(Conn)

      


        Get connection information and statistics.
Returns detailed information about the connection including RTT
measurements, congestion control state, and transport parameters.



    


    
      
        migrate(Conn, NewLocalAddr)

      


        Migrate the connection to a new local address (RFC 9000 Section 9).
Initiates active connection migration by rebinding the client socket to the
new local address and sending a PATH_CHALLENGE to validate the new path.
Returns {error, migration_disabled} if the peer set disable_active_migration.
Only works in the established state.



    


    
      
        path_stats(Conn)

      


        Get path-level statistics for the connection.
Returns a flat map suitable for routing decisions (srtt_us, cwnd,
bytes_in_flight, ssthresh, ...) and for operational dashboards
(lifetime packets_sent, packets_lost, packets_acked, ECN
counters, pto_count).
Reads cached state inside the gen_statem; no protocol I/O.



    


    
      
        peercert(Conn)

      


        Get the peer's TLS certificate in DER format.



    


    
      
        peername(Conn)

      


        Get the peer's address and port.



    


    
      
        sockname(Conn)

      


        Get the local address and port.



    


    
      
        streams(Conn)

      


        List active stream IDs on the connection.



    





      


      
        Types


        


  
    
      
    
    
      conn_info()



        
          
        

    

  


  

      

          -type conn_info() ::
          #{state := atom(),
            role := client | server,
            scid := nquic:connection_id(),
            dcid := nquic:connection_id(),
            rtt :=
                #{smoothed := non_neg_integer(),
                  variance := non_neg_integer(),
                  min := non_neg_integer(),
                  latest := non_neg_integer()},
            cwnd := non_neg_integer(),
            bytes_in_flight := non_neg_integer(),
            streams_open := non_neg_integer(),
            local_params :=
                #transport_params{original_destination_connection_id ::
                                      nquic:connection_id() | undefined,
                                  max_idle_timeout :: non_neg_integer(),
                                  stateless_reset_token :: binary() | undefined,
                                  max_udp_payload_size :: pos_integer(),
                                  initial_max_data :: non_neg_integer(),
                                  initial_max_stream_data_bidi_local :: non_neg_integer(),
                                  initial_max_stream_data_bidi_remote :: non_neg_integer(),
                                  initial_max_stream_data_uni :: non_neg_integer(),
                                  initial_max_streams_bidi :: non_neg_integer(),
                                  initial_max_streams_uni :: non_neg_integer(),
                                  ack_delay_exponent :: 0..20,
                                  max_ack_delay :: non_neg_integer(),
                                  disable_active_migration :: boolean(),
                                  preferred_address :: nquic_transport:preferred_address() | undefined,
                                  active_connection_id_limit :: non_neg_integer(),
                                  initial_source_connection_id :: nquic:connection_id() | undefined,
                                  retry_source_connection_id :: nquic:connection_id() | undefined,
                                  version_information ::
                                      nquic_transport:version_information() | undefined,
                                  max_datagram_frame_size :: non_neg_integer() | undefined},
            remote_params :=
                #transport_params{original_destination_connection_id ::
                                      nquic:connection_id() | undefined,
                                  max_idle_timeout :: non_neg_integer(),
                                  stateless_reset_token :: binary() | undefined,
                                  max_udp_payload_size :: pos_integer(),
                                  initial_max_data :: non_neg_integer(),
                                  initial_max_stream_data_bidi_local :: non_neg_integer(),
                                  initial_max_stream_data_bidi_remote :: non_neg_integer(),
                                  initial_max_stream_data_uni :: non_neg_integer(),
                                  initial_max_streams_bidi :: non_neg_integer(),
                                  initial_max_streams_uni :: non_neg_integer(),
                                  ack_delay_exponent :: 0..20,
                                  max_ack_delay :: non_neg_integer(),
                                  disable_active_migration :: boolean(),
                                  preferred_address :: nquic_transport:preferred_address() | undefined,
                                  active_connection_id_limit :: non_neg_integer(),
                                  initial_source_connection_id :: nquic:connection_id() | undefined,
                                  retry_source_connection_id :: nquic:connection_id() | undefined,
                                  version_information ::
                                      nquic_transport:version_information() | undefined,
                                  max_datagram_frame_size :: non_neg_integer() | undefined} |
                undefined}.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      close(Conn)



        
          
        

    

  


  

      

          -spec close(pid()) -> ok.


      


Close the connection gracefully with no error.

  



  
    
      
    
    
      close(Conn, ErrorCode, ReasonPhrase)



        
          
        

    

  


  

      

          -spec close(pid(), non_neg_integer(), binary()) -> ok.


      


Close the connection with an error code and reason.
Sends a CONNECTION_CLOSE frame with the specified error code and
reason phrase, then terminates the connection.
Common error codes (RFC 9000 Section 20):
	0 - NO_ERROR (graceful close)
	1 - INTERNAL_ERROR
	2 - CONNECTION_REFUSED
	3 - FLOW_CONTROL_ERROR
	10 - APPLICATION_ERROR (generic application error)


  



  
    
      
    
    
      info(Conn)



        
          
        

    

  


  

      

          -spec info(pid()) -> {ok, conn_info()} | {error, nquic_error:any_reason()}.


      


Get connection information and statistics.
Returns detailed information about the connection including RTT
measurements, congestion control state, and transport parameters.

  



  
    
      
    
    
      migrate(Conn, NewLocalAddr)



        
          
        

    

  


  

      

          -spec migrate(pid(), nquic_socket:sockaddr()) -> ok | {error, nquic_error:any_reason()}.


      


Migrate the connection to a new local address (RFC 9000 Section 9).
Initiates active connection migration by rebinding the client socket to the
new local address and sending a PATH_CHALLENGE to validate the new path.
Returns {error, migration_disabled} if the peer set disable_active_migration.
Only works in the established state.

  



  
    
      
    
    
      path_stats(Conn)



        
          
        

    

  


  

      

          -spec path_stats(pid()) -> {ok, nquic_loss:path_stats()} | {error, nquic_error:any_reason()}.


      


Get path-level statistics for the connection.
Returns a flat map suitable for routing decisions (srtt_us, cwnd,
bytes_in_flight, ssthresh, ...) and for operational dashboards
(lifetime packets_sent, packets_lost, packets_acked, ECN
counters, pto_count).
Reads cached state inside the gen_statem; no protocol I/O.

  



  
    
      
    
    
      peercert(Conn)



        
          
        

    

  


  

      

          -spec peercert(pid()) -> {ok, binary()} | {error, no_peercert | closed | timeout}.


      


Get the peer's TLS certificate in DER format.

  



  
    
      
    
    
      peername(Conn)



        
          
        

    

  


  

      

          -spec peername(pid()) ->
                  {ok, {inet:ip_address(), inet:port_number()}} | {error, nquic_error:any_reason()}.


      


Get the peer's address and port.

  



  
    
      
    
    
      sockname(Conn)



        
          
        

    

  


  

      

          -spec sockname(pid()) ->
                  {ok, {inet:ip_address(), inet:port_number()}} | {error, nquic_error:any_reason()}.


      


Get the local address and port.

  



  
    
      
    
    
      streams(Conn)



        
          
        

    

  


  

      

          -spec streams(pid()) -> {ok, [nquic:stream_id()]} | {error, nquic_error:any_reason()}.


      


List active stream IDs on the connection.

  


        

      


  

    
nquic_lib 
    



      
Library-mode API for nquic.
Library mode exposes the QUIC protocol as pure functions over an
opaque nquic:ctx() value. The owning process drives the socket,
receives packets, and flushes outgoing data. Compared to
gen_statem mode this avoids every gen_statem round trip on the
hot path.
Production use requires the caller to understand the protocol
carefully; the compiler will not stop you from calling the library
functions out of order.
Typical usage
{ok, Ctx}  = nquic:accept(Listener),
{ok, Ctx1} = nquic_lib:takeover(Ctx),
{ok, Ctx2} = nquic_lib:upgrade_to_connected(Ctx1),
loop(Ctx2).

loop(Ctx) ->
    case nquic_lib:recv_and_process(Ctx, 5000) of
        {ok, Events, Ctx1} -> handle(Events), loop(Ctx1);
        {error, _Reason, _} -> ok
    end.
Listener drain
A server connection's owner process is sent
{quic_drain, Listener} when its listener is torn down via
nquic:stop_listener/1,2 with mode => cascade (the default).
The owner SHOULD handle this message by closing the connection
(shutdown/1 for a graceful CONNECTION_CLOSE) and terminating.
An owner that ignores it is not leaked indefinitely (the connection
still closes on its idle timeout), but a prompt cascade depends on
owners honouring the signal. Client connections own their socket,
have no listener, and never receive it.

      


      
        Summary


  
    Functions
  


    
      
        buffer_events(Events, Ctx)

      


        Buffer protocol events into the context.



    


    
      
        close(Ctx)

      


        Close the connection gracefully (transport scope, error code 0, empty reason).



    


    
      
        close(Ctx, Opts)

      


        Close the connection with the given options.
scope => transport (default) emits CONNECTION_CLOSE type 0x1c;
application emits type 0x1d (RFC 9000 §19.19).



    


    
      
        close_stream(Ctx, StreamId)

      


        Close a stream.



    


    
      
        flush(Ctx)

      


        Flush pending frames into packets and send them.
Encrypts queued frames, sends the resulting packets via the socket,
and schedules any timer updates.



    


    
      
        flush_notimers(Ctx)

      


        Flush pending frames without scheduling timers.
Use this when the caller will immediately call a recv function that
handles timers; avoids redundant cancel_timer / send_after
syscalls.



    


    
      
        handle_packet(Ctx, Source, Bin)

      


        Process an incoming packet.
Decrypts, decodes, and handles every frame in the packet. Returns the
protocol events and the context with timers scheduled.



    


    
      
        handle_packet(Ctx, Source, Bin, ECN)

      


        Like handle_packet/3 but carries the inbound ECN codepoint.



    


    
      
        handle_packet_batch(Ctx, Source, Buf, GsoSize, ECN)

      


        Process a GRO-coalesced datagram delivered as a single
{packet_batch, Source, Buf, GsoSize, ECN} message.
Splits the buffer per GsoSize bytes and runs handle_packet/4 on each
segment, consolidating events. Schedules timers once at the end.



    


    
      
        handle_packet_batch_notimers(Ctx, Source, Buf, GsoSize, ECN)

      


        Like handle_packet_batch/5 but without scheduling timers.
For callers that drain many datagrams per wakeup and call
schedule_timers/1 once at the end before flushing (the batch sibling of
handle_packet_notimers/3). Per-segment decode errors are dropped rather
than fatal, mirroring drain_packet_batch/6: an undecryptable packet in a
GRO-coalesced buffer must not tear down the connection (RFC 9000 §12.2).



    


    
      
        handle_packet_notimers(Ctx, Source, Bin)

      


        Process an incoming packet without scheduling timers.
Use for batch processing: call this once per packet, then call
schedule_timers/1 once at the end before flushing.



    


    
      
        handle_packet_notimers(Ctx, Source, Bin, ECN)

      


        Like handle_packet_notimers/3 but carries an ECN mark.



    


    
      
        handshake_timeout(Ctx, Phase, Type)

      


        Handle a {quic_timeout, Type} expiration during the server handshake.
Phase is the encryption level that the owner drives: initial until
it observes {state_transition, handshake}, then handshake. On a PTO
the probes go to every handshake space with packets in flight, as
nquic_protocol:handle_handshake_timeout/3 describes. Phase selects
the probe level only when nothing is in flight. Switch to timeout/2
when connected is observed. The established timeout/2 probes at the
1-RTT level only.



    


    
      
        initiate_key_update(Ctx)

      


        Initiate a client-side key update (RFC 9001 Section 6).
Rotates the 1-RTT traffic secrets and flips the key phase so the next
sent 1-RTT packet carries the new keys. No frame is emitted and no
packet is sent here; the owner's next flush/1 (or any send) carries
the rotation, and the peer's reply confirms it. Returns
{error, key_update_pending} if a previously initiated update has not
yet been confirmed by the peer.



    


    
      
        is_writable(Ctx, StreamId)

      


        Point-in-time stream writability probe on a library-mode context.
Pure projection on the conn_state held inside the nquic:ctx():
returns true when the stream exists, its send side is not
terminal, and one byte fits under current connection-flow,
stream-flow, and congestion limits. false otherwise (including
unknown streams). A false does not guarantee the next send
succeeds, and a true can be stale before the caller acts; it is a
between-recv-turns probe, not a poll loop.



    


    
      
        open_stream(Ctx, Opts)

      


        Open a new stream.



    


    
      
        path_stats(Ctx)

      


        Project path-level statistics from a library-mode context.
Pure projection on the conn_state held inside the nquic:ctx(). No
message hops, no syscalls. See nquic_conn:path_stats/1 for the field
list.



    


    
      
        recv(Ctx, StreamId)

      


        Read available data from a stream buffer.
Does not block. Returns {ok, Data, IsFin, Ctx} where IsFin marks
end of stream.



    


    
      
        recv_and_process(Ctx)

      


        Receive and process the next packet or timeout.
Waits for either a {packet, Source, Bin} message or a
{quic_timeout, Type} timer expiration. Equivalent to
recv_and_process(Ctx, infinity).



    


    
      
        recv_and_process(Ctx, Timeout)

      


        Receive and process the next packet or timeout, with timeout.
Returns {ok, [], Ctx} if no message arrives within Timeout ms.



    


    
      
        recv_batch(Ctx)

      


        Receive and process ALL available packets, then schedule timers and
flush once.
For ctxs upgraded with upgrade_to_connected/1, drains both the
mailbox and the kernel queue (via non-blocking socket:recvfrom/3).
For dispatched-mode ctxs (sharing the listener socket), drains only
the mailbox; polling the shared socket would steal packets routed
to sibling connections. Blocks up to Timeout ms for the first
packet if none are available.
The batch equivalent of recv_direct/1 / recv_and_process/1.
Amortises timer scheduling and flushing across many packets.



    


    
      
        recv_batch(Ctx, Timeout)

      


        Like recv_batch/1 with a timeout on the first packet.



    


    
      
        recv_datagram(Ctx)

      


        Receive a buffered DATAGRAM.
Returns the oldest datagram from the buffer, or {error, empty} if
none are available. Use buffer_events/2 after handle_packet/3 to
move received datagrams into the buffer.



    


    
      
        recv_direct(Ctx)

      


        Receive and process the next packet directly from the socket.
For connections that called upgrade_to_connected/1, reads packets
directly via socket:recvfrom/3 instead of waiting for {packet,...}
messages. Also services timer expirations.



    


    
      
        recv_direct(Ctx, Timeout)

      


        Like recv_direct/1 with a timeout.



    


    
      
        recv_pending(Ctx)

      


        Process every buffered {packet, Source, Bin} message in the current
process mailbox.
Call after takeover/1 and/or upgrade_to_connected/1 to handle
packets that arrived during the ownership transition window. Returns
accumulated events, or {error, Reason, Ctx} on transport error.



    


    
      
        reset_stream(Ctx, StreamId, ErrorCode)

      


        Reset a stream with an error code.



    


    
      
        schedule_timers(Ctx)

      


        Compute and schedule timer actions for the current protocol state.
Call this after a batch of handle_packet_notimers/3 calls and before
flush/1. Computes loss detection, idle, and ACK delay timers and
schedules them as erlang:send_after messages.



    


    
      
        send(Ctx, StreamId, Data)

      


        Send data on a stream.
Queues the data, flushes pending frames into packets, and writes them
to the socket.



    


    
      
        send_datagram(Ctx, Data)

      


        Send an unreliable DATAGRAM frame.



    


    
      
        send_fin(Ctx, StreamId, Data)

      


        Send data with FIN on a stream.



    


    
      
        send_fin_noflush(Ctx, StreamId, Data)

      


        Queue data + FIN on a stream without flushing.
Use to batch multiple stream sends into a single subsequent flush/1
call.



    


    
      
        server_accept_init(Opts)

      


        Seed a server-side nquic:ctx/0 for an owner that drives the
handshake itself, from the first Initial packet's options.
Opts is the option map the receiver builds for a new connection
(role, socket, peer, dcid/odcid, version, dispatchtable, listener,
certs, alpn, static_key, transport params, ...). Builds the same
#conn_state{} as nquic_conn_statem:init/1 (via
nquic_conn_init:new_conn_state/1), registers SCID -> self() in the
dispatch table so the connection's own CIDs route to this owner, and
returns a context in the initial phase.
The owner then drives initial -> handshake -> established by calling
handle_packet/3,4 + flush/1 on inbound `{packet, }messages andhandshaketimeout/3on{quic_timeout, }, untilhandle_packetemitsconnected`. There is no export, accept queue, or takeover: the
owner is the registrant from the first packet, so the connection's CID
never resolves to a non-owner.



    


    
      
        shutdown(Ctx)

      


        Shut down a library-mode connection.
Sends CONNECTION_CLOSE with error code 0, flushes pending packets,
cancels all timers, and explicitly closes the connected UDP socket
(if any). Idempotent. Always returns ok.
The caller is expected to clean up dispatch table entries and exit
the process itself after this returns.



    


    
      
        shutdown(Ctx, ErrorCode, Reason)

      


        Like shutdown/1 but sends an application error code.



    


    
      
        takeover(Ctx)

      


        Take ownership of a library-mode context in this process.
Re-registers all local connection IDs in the dispatch table to point to
self(). Call this when a process receives a nquic:ctx() from another
process (e.g. an accept loop handing off to a per-connection handler).
After takeover/1, call recv_pending/1 to process any packets that
were buffered in the previous owner's mailbox during the transition.



    


    
      
        timeout(Ctx, Type)

      


        Handle a QUIC timer expiration.
Called when a {quic_timeout, Type} message is received by the owner.
Processes the timeout (loss detection, idle, path validation),
flushes any resulting packets, and returns protocol events.



    


    
      
        upgrade_to_connected(Ctx)

      


        Upgrade the context to use a connected UDP socket.
Opens a new UDP socket on the same port as the listener, then
connect(2)s it to the peer. The kernel routes packets from this peer
directly to the new socket, bypassing the receiver dispatch entirely.
After this call, use recv_direct/1,2 instead of
recv_and_process/1,2.



    





      


      
        Functions


        


  
    
      
    
    
      buffer_events(Events, Ctx)



        
          
        

    

  


  

      

          -spec buffer_events([nquic_protocol:event()], nquic:ctx()) -> {[nquic_protocol:event()], nquic:ctx()}.


      


Buffer protocol events into the context.
Moves {datagram_received, Data} events into the datagram buffer
(bounded, drops oldest on overflow). Returns remaining non-datagram
events and the updated context.

  



  
    
      
    
    
      close(Ctx)



        
          
        

    

  


  

      

          -spec close(nquic:ctx()) -> {ok, nquic:ctx()}.


      


Close the connection gracefully (transport scope, error code 0, empty reason).

  



  
    
      
    
    
      close(Ctx, Opts)



        
          
        

    

  


  

      

          -spec close(nquic:ctx(), nquic:close_opts()) -> {ok, nquic:ctx()}.


      


Close the connection with the given options.
scope => transport (default) emits CONNECTION_CLOSE type 0x1c;
application emits type 0x1d (RFC 9000 §19.19).

  



  
    
      
    
    
      close_stream(Ctx, StreamId)



        
          
        

    

  


  

      

          -spec close_stream(nquic:ctx(), nquic:stream_id()) ->
                      {ok, nquic:ctx()} | {error, nquic_error:any_reason()}.


      


Close a stream.

  



  
    
      
    
    
      flush(Ctx)



        
          
        

    

  


  

      

          -spec flush(nquic:ctx()) -> {ok, nquic:ctx()}.


      


Flush pending frames into packets and send them.
Encrypts queued frames, sends the resulting packets via the socket,
and schedules any timer updates.
The ACK of a single request packet stays pending when nothing else is
queued and no data of this endpoint is in flight. The response that the
owner writes next carries the ACK in the same packet. If no response
follows, the {quic_timeout, ack_delay} timer sends the ACK.

  



  
    
      
    
    
      flush_notimers(Ctx)



        
          
        

    

  


  

      

          -spec flush_notimers(nquic:ctx()) -> {ok, nquic:ctx()}.


      


Flush pending frames without scheduling timers.
Use this when the caller will immediately call a recv function that
handles timers; avoids redundant cancel_timer / send_after
syscalls.

  



  
    
      
    
    
      handle_packet(Ctx, Source, Bin)



        
          
        

    

  


  

      

          -spec handle_packet(nquic:ctx(), nquic_socket:sockaddr(), binary()) ->
                       {ok, [nquic_protocol:event()], nquic:ctx()} | {error, term(), nquic:ctx()}.


      


Process an incoming packet.
Decrypts, decodes, and handles every frame in the packet. Returns the
protocol events and the context with timers scheduled.

  



  
    
      
    
    
      handle_packet(Ctx, Source, Bin, ECN)



        
          
        

    

  


  

      

          -spec handle_packet(nquic:ctx(), nquic_socket:sockaddr(), binary(), nquic_socket:ecn_mark()) ->
                       {ok, [nquic_protocol:event()], nquic:ctx()} | {error, term(), nquic:ctx()}.


      


Like handle_packet/3 but carries the inbound ECN codepoint.

  



  
    
      
    
    
      handle_packet_batch(Ctx, Source, Buf, GsoSize, ECN)



        
          
        

    

  


  

      

          -spec handle_packet_batch(nquic:ctx(),
                          nquic_socket:sockaddr(),
                          binary(),
                          pos_integer(),
                          nquic_socket:ecn_mark()) ->
                             {ok, [nquic_protocol:event()], nquic:ctx()}.


      


Process a GRO-coalesced datagram delivered as a single
{packet_batch, Source, Buf, GsoSize, ECN} message.
Splits the buffer per GsoSize bytes and runs handle_packet/4 on each
segment, consolidating events. Schedules timers once at the end.

  



  
    
      
    
    
      handle_packet_batch_notimers(Ctx, Source, Buf, GsoSize, ECN)



        
          
        

    

  


  

      

          -spec handle_packet_batch_notimers(nquic:ctx(),
                                   nquic_socket:sockaddr(),
                                   binary(),
                                   pos_integer(),
                                   nquic_socket:ecn_mark()) ->
                                      {ok, [nquic_protocol:event()], nquic:ctx()}.


      


Like handle_packet_batch/5 but without scheduling timers.
For callers that drain many datagrams per wakeup and call
schedule_timers/1 once at the end before flushing (the batch sibling of
handle_packet_notimers/3). Per-segment decode errors are dropped rather
than fatal, mirroring drain_packet_batch/6: an undecryptable packet in a
GRO-coalesced buffer must not tear down the connection (RFC 9000 §12.2).

  



  
    
      
    
    
      handle_packet_notimers(Ctx, Source, Bin)



        
          
        

    

  


  

      

          -spec handle_packet_notimers(nquic:ctx(), nquic_socket:sockaddr(), binary()) ->
                                {ok, [nquic_protocol:event()], nquic:ctx()} |
                                {error, term(), nquic:ctx()}.


      


Process an incoming packet without scheduling timers.
Use for batch processing: call this once per packet, then call
schedule_timers/1 once at the end before flushing.

  



  
    
      
    
    
      handle_packet_notimers(Ctx, Source, Bin, ECN)



        
          
        

    

  


  

      

          -spec handle_packet_notimers(nquic:ctx(), nquic_socket:sockaddr(), binary(), nquic_socket:ecn_mark()) ->
                                {ok, [nquic_protocol:event()], nquic:ctx()} |
                                {error, term(), nquic:ctx()}.


      


Like handle_packet_notimers/3 but carries an ECN mark.

  



  
    
      
    
    
      handshake_timeout(Ctx, Phase, Type)



        
          
        

    

  


  

      

          -spec handshake_timeout(nquic:ctx(), initial | handshake, nquic_protocol:timer_type()) ->
                           {ok, [nquic_protocol:event()], nquic:ctx()} | {error, term(), nquic:ctx()}.


      


Handle a {quic_timeout, Type} expiration during the server handshake.
Phase is the encryption level that the owner drives: initial until
it observes {state_transition, handshake}, then handshake. On a PTO
the probes go to every handshake space with packets in flight, as
nquic_protocol:handle_handshake_timeout/3 describes. Phase selects
the probe level only when nothing is in flight. Switch to timeout/2
when connected is observed. The established timeout/2 probes at the
1-RTT level only.

  



  
    
      
    
    
      initiate_key_update(Ctx)



        
          
        

    

  


  

      

          -spec initiate_key_update(nquic:ctx()) -> {ok, nquic:ctx()} | {error, key_update_pending}.


      


Initiate a client-side key update (RFC 9001 Section 6).
Rotates the 1-RTT traffic secrets and flips the key phase so the next
sent 1-RTT packet carries the new keys. No frame is emitted and no
packet is sent here; the owner's next flush/1 (or any send) carries
the rotation, and the peer's reply confirms it. Returns
{error, key_update_pending} if a previously initiated update has not
yet been confirmed by the peer.

  



  
    
      
    
    
      is_writable(Ctx, StreamId)



        
          
        

    

  


  

      

          -spec is_writable(nquic:ctx(), nquic:stream_id()) -> boolean().


      


Point-in-time stream writability probe on a library-mode context.
Pure projection on the conn_state held inside the nquic:ctx():
returns true when the stream exists, its send side is not
terminal, and one byte fits under current connection-flow,
stream-flow, and congestion limits. false otherwise (including
unknown streams). A false does not guarantee the next send
succeeds, and a true can be stale before the caller acts; it is a
between-recv-turns probe, not a poll loop.

  



  
    
      
    
    
      open_stream(Ctx, Opts)



        
          
        

    

  


  

      

          -spec open_stream(nquic:ctx(), nquic:stream_opts()) ->
                     {ok, nquic:stream_id(), nquic:ctx()} | {error, term()}.


      


Open a new stream.

  



  
    
      
    
    
      path_stats(Ctx)



        
          
        

    

  


  

      

          -spec path_stats(nquic:ctx()) -> nquic_loss:path_stats().


      


Project path-level statistics from a library-mode context.
Pure projection on the conn_state held inside the nquic:ctx(). No
message hops, no syscalls. See nquic_conn:path_stats/1 for the field
list.

  



  
    
      
    
    
      recv(Ctx, StreamId)



        
          
        

    

  


  

      

          -spec recv(nquic:ctx(), nquic:stream_id()) -> {ok, binary(), boolean(), nquic:ctx()} | {error, term()}.


      


Read available data from a stream buffer.
Does not block. Returns {ok, Data, IsFin, Ctx} where IsFin marks
end of stream.

  



  
    
      
    
    
      recv_and_process(Ctx)



        
          
        

    

  


  

      

          -spec recv_and_process(nquic:ctx()) ->
                          {ok, [nquic_protocol:event()], nquic:ctx()} | {error, term(), nquic:ctx()}.


      


Receive and process the next packet or timeout.
Waits for either a {packet, Source, Bin} message or a
{quic_timeout, Type} timer expiration. Equivalent to
recv_and_process(Ctx, infinity).

  



  
    
      
    
    
      recv_and_process(Ctx, Timeout)



        
          
        

    

  


  

      

          -spec recv_and_process(nquic:ctx(), timeout()) ->
                          {ok, [nquic_protocol:event()], nquic:ctx()} | {error, term(), nquic:ctx()}.


      


Receive and process the next packet or timeout, with timeout.
Returns {ok, [], Ctx} if no message arrives within Timeout ms.

  



  
    
      
    
    
      recv_batch(Ctx)



        
          
        

    

  


  

      

          -spec recv_batch(nquic:ctx()) ->
                    {ok, [nquic_protocol:event()], nquic:ctx()} | {error, term(), nquic:ctx()}.


      


Receive and process ALL available packets, then schedule timers and
flush once.
For ctxs upgraded with upgrade_to_connected/1, drains both the
mailbox and the kernel queue (via non-blocking socket:recvfrom/3).
For dispatched-mode ctxs (sharing the listener socket), drains only
the mailbox; polling the shared socket would steal packets routed
to sibling connections. Blocks up to Timeout ms for the first
packet if none are available.
The batch equivalent of recv_direct/1 / recv_and_process/1.
Amortises timer scheduling and flushing across many packets.

  



  
    
      
    
    
      recv_batch(Ctx, Timeout)



        
          
        

    

  


  

      

          -spec recv_batch(nquic:ctx(), timeout()) ->
                    {ok, [nquic_protocol:event()], nquic:ctx()} | {error, term(), nquic:ctx()}.


      


Like recv_batch/1 with a timeout on the first packet.

  



  
    
      
    
    
      recv_datagram(Ctx)



        
          
        

    

  


  

      

          -spec recv_datagram(nquic:ctx()) -> {ok, binary(), nquic:ctx()} | {error, empty}.


      


Receive a buffered DATAGRAM.
Returns the oldest datagram from the buffer, or {error, empty} if
none are available. Use buffer_events/2 after handle_packet/3 to
move received datagrams into the buffer.

  



  
    
      
    
    
      recv_direct(Ctx)



        
          
        

    

  


  

      

          -spec recv_direct(nquic:ctx()) ->
                     {ok, [nquic_protocol:event()], nquic:ctx()} | {error, term(), nquic:ctx()}.


      


Receive and process the next packet directly from the socket.
For connections that called upgrade_to_connected/1, reads packets
directly via socket:recvfrom/3 instead of waiting for {packet,...}
messages. Also services timer expirations.

  



  
    
      
    
    
      recv_direct(Ctx, Timeout)



        
          
        

    

  


  

      

          -spec recv_direct(nquic:ctx(), timeout()) ->
                     {ok, [nquic_protocol:event()], nquic:ctx()} | {error, term(), nquic:ctx()}.


      


Like recv_direct/1 with a timeout.

  



  
    
      
    
    
      recv_pending(Ctx)



        
          
        

    

  


  

      

          -spec recv_pending(nquic:ctx()) ->
                      {ok, [nquic_protocol:event()], nquic:ctx()} | {error, term(), nquic:ctx()}.


      


Process every buffered {packet, Source, Bin} message in the current
process mailbox.
Call after takeover/1 and/or upgrade_to_connected/1 to handle
packets that arrived during the ownership transition window. Returns
accumulated events, or {error, Reason, Ctx} on transport error.

  



  
    
      
    
    
      reset_stream(Ctx, StreamId, ErrorCode)



        
          
        

    

  


  

      

          -spec reset_stream(nquic:ctx(), nquic:stream_id(), non_neg_integer()) ->
                      {ok, nquic:ctx()} | {error, term()}.


      


Reset a stream with an error code.

  



  
    
      
    
    
      schedule_timers(Ctx)



        
          
        

    

  


  

      

          -spec schedule_timers(nquic:ctx()) -> nquic:ctx().


      


Compute and schedule timer actions for the current protocol state.
Call this after a batch of handle_packet_notimers/3 calls and before
flush/1. Computes loss detection, idle, and ACK delay timers and
schedules them as erlang:send_after messages.

  



  
    
      
    
    
      send(Ctx, StreamId, Data)



        
          
        

    

  


  

      

          -spec send(nquic:ctx(), nquic:stream_id(), iodata()) ->
              {ok, nquic:ctx()} | {error, term(), nquic:ctx()} | {error, term()}.


      


Send data on a stream.
Queues the data, flushes pending frames into packets, and writes them
to the socket.

  



  
    
      
    
    
      send_datagram(Ctx, Data)



        
          
        

    

  


  

      

          -spec send_datagram(nquic:ctx(), binary()) -> {ok, nquic:ctx()} | {error, nquic_error:any_reason()}.


      


Send an unreliable DATAGRAM frame.

  



  
    
      
    
    
      send_fin(Ctx, StreamId, Data)



        
          
        

    

  


  

      

          -spec send_fin(nquic:ctx(), nquic:stream_id(), iodata()) ->
                  {ok, nquic:ctx()} | {error, term(), nquic:ctx()} | {error, term()}.


      


Send data with FIN on a stream.

  



  
    
      
    
    
      send_fin_noflush(Ctx, StreamId, Data)



        
          
        

    

  


  

      

          -spec send_fin_noflush(nquic:ctx(), nquic:stream_id(), iodata()) ->
                          {ok, nquic:ctx()} | {error, term(), nquic:ctx()} | {error, term()}.


      


Queue data + FIN on a stream without flushing.
Use to batch multiple stream sends into a single subsequent flush/1
call.

  



  
    
      
    
    
      server_accept_init(Opts)



        
          
        

    

  


  

      

          -spec server_accept_init(map()) -> {ok, nquic:ctx()}.


      


Seed a server-side nquic:ctx/0 for an owner that drives the
handshake itself, from the first Initial packet's options.
Opts is the option map the receiver builds for a new connection
(role, socket, peer, dcid/odcid, version, dispatchtable, listener,
certs, alpn, static_key, transport params, ...). Builds the same
#conn_state{} as nquic_conn_statem:init/1 (via
nquic_conn_init:new_conn_state/1), registers SCID -> self() in the
dispatch table so the connection's own CIDs route to this owner, and
returns a context in the initial phase.
The owner then drives initial -> handshake -> established by calling
handle_packet/3,4 + flush/1 on inbound `{packet, }messages andhandshaketimeout/3on{quic_timeout, }, untilhandle_packetemitsconnected`. There is no export, accept queue, or takeover: the
owner is the registrant from the first packet, so the connection's CID
never resolves to a non-owner.

  



  
    
      
    
    
      shutdown(Ctx)



        
          
        

    

  


  

      

          -spec shutdown(nquic:ctx()) -> ok.


      


Shut down a library-mode connection.
Sends CONNECTION_CLOSE with error code 0, flushes pending packets,
cancels all timers, and explicitly closes the connected UDP socket
(if any). Idempotent. Always returns ok.
The caller is expected to clean up dispatch table entries and exit
the process itself after this returns.

  



  
    
      
    
    
      shutdown(Ctx, ErrorCode, Reason)



        
          
        

    

  


  

      

          -spec shutdown(nquic:ctx(), non_neg_integer(), binary()) -> ok.


      


Like shutdown/1 but sends an application error code.

  



  
    
      
    
    
      takeover(Ctx)



        
          
        

    

  


  

      

          -spec takeover(nquic:ctx()) -> {ok, nquic:ctx()}.


      


Take ownership of a library-mode context in this process.
Re-registers all local connection IDs in the dispatch table to point to
self(). Call this when a process receives a nquic:ctx() from another
process (e.g. an accept loop handing off to a per-connection handler).
After takeover/1, call recv_pending/1 to process any packets that
were buffered in the previous owner's mailbox during the transition.

  



  
    
      
    
    
      timeout(Ctx, Type)



        
          
        

    

  


  

      

          -spec timeout(nquic:ctx(), nquic_protocol:timer_type()) ->
                 {ok, [nquic_protocol:event()], nquic:ctx()} | {error, term(), nquic:ctx()}.


      


Handle a QUIC timer expiration.
Called when a {quic_timeout, Type} message is received by the owner.
Processes the timeout (loss detection, idle, path validation),
flushes any resulting packets, and returns protocol events.

  



  
    
      
    
    
      upgrade_to_connected(Ctx)



        
          
        

    

  


  

      

          -spec upgrade_to_connected(nquic:ctx()) -> {ok, nquic:ctx()} | {error, term()}.


      


Upgrade the context to use a connected UDP socket.
Opens a new UDP socket on the same port as the listener, then
connect(2)s it to the peer. The kernel routes packets from this peer
directly to the new socket, bypassing the receiver dispatch entirely.
After this call, use recv_direct/1,2 instead of
recv_and_process/1,2.
Warning: handshake race under burst load
The connected socket must bind to the listener's port with
SO_REUSEPORT (Linux requires all sockets sharing a port to have it
if any does). Each upgraded connection adds another member to the
reuseport group. For a new client's Initial (no existing 4-tuple
match), Linux hashes across the group and may land on a connected
socket whose peer does not match; compute_score() returns -1 and
the kernel drops the packet rather than retrying another slot. The
new client then stalls until wait_established times out.
Under sequential-but-bursty connects the observed loss rate is ~1%
per new handshake once many connections are held open. The proper
fix is an SO_ATTACH_REUSEPORT_CBPF filter pinning fallback hashes
to the listener slot (exact 4-tuple matches bypass it and keep the
fast path). OTP 28's socket module does not yet expose this option
and setopt_native cannot marshal the required struct sock_fprog
pointer, so the fix is pending.
Callers that accept many concurrent connections should avoid this
helper until the library-level fix lands, or tolerate the rare
timeout at the accept layer.

  


        

      


  

    
nquic_session_cache 
    



      
Per-instance session ticket cache for QUIC 0-RTT resumption.
Each cache is a gen_server that owns one named ETS table and runs a
periodic eviction sweep. Multiple caches can coexist on the same node
(one per logical client of the library), identified by the Name atom
passed to start_link/1,2.
Usage
Start the cache under your own supervisor before using nquic:
-spec children() -> [supervisor:child_spec()].
children() ->
    [nquic_session_cache:child_spec(my_quic_tickets, #{sweep_ms => 60_000})].
Then reference it in connect options:
{ok, Conn} = nquic:connect(Host, Port, #{session_cache => my_quic_tickets}).
All cache functions fail loudly (badarg from the underlying ETS call)
if Name does not refer to a live cache. There is no auto-start: the
caller is responsible for initialising the cache synchronously before
any nquic connect is issued.
Custom backends
The session_cache connect option also accepts {module, Mod} where
Mod exports the triple:
store(Host, Port, Ticket) -> ok.
lookup(Host, Port)        -> {ok, Ticket} | {error, not_found}.
delete(Host, Port)        -> ok.
Use this to plug in an application-specific storage (Redis, Mnesia,
etc).

      


      
        Summary


  
    Types
  


    
      
        cache_name()

      


    


    
      
        host()

      


    





  
    Functions
  


    
      
        child_spec(Name)

      


        Standard child spec with the default sweep interval.



    


    
      
        child_spec(Name, Opts)

      


        Standard child spec with custom options.



    


    
      
        clear(Name)

      


        Drop every entry in cache Name. Raises badarg if not started.



    


    
      
        delete(Name, Host, Port)

      


        Delete a ticket from cache Name. Raises badarg if not started.



    


    
      
        handle_call(Request, From, State)

      


    


    
      
        handle_cast(Msg, State)

      


    


    
      
        handle_info/2

      


    


    
      
        init/1

      


    


    
      
        lookup(Name, Host, Port)

      


        Look up a session ticket for {Host, Port} in cache Name.
Returns {ok, Ticket} for a live ticket, {error, not_found} for a
miss or an expired entry. Raises badarg if Name is not a live
cache.



    


    
      
        maybe_load_ticket(Host, Port, Opts)

      


        If Opts does not already carry a session_ticket, resolve the
configured session_cache selector and inject any cached ticket
into Opts. Returns Opts unchanged on miss or when no cache is
configured.
Accepts the same selector shape as the connect/3,4 option:
false (no cache), an atom naming a started cache, or
{module, Mod} for a custom backend exporting lookup/2.



    


    
      
        size(Name)

      


        Return the number of entries in cache Name.



    


    
      
        start_link(Name)

      


        Start a cache registered under Name with default options.



    


    
      
        start_link(Name, Opts)

      


        Start a cache registered under Name.
Accepted options



    


    
      
        stop(Name)

      


        Stop the cache and tear down its ETS table.



    


    
      
        store(Name, Host, Port, TicketData)

      


        Store a session ticket under {Host, Port} for the cache Name.
Raises badarg if Name is not a live cache; start it via
start_link/1,2 or child_spec/1,2 first.



    


    
      
        terminate/2

      


    





      


      
        Types


        


  
    
      
    
    
      cache_name()



        
          
        

    

  


  

      

          -type cache_name() :: atom().


      



  



  
    
      
    
    
      host()



        
          
        

    

  


  

      

          -type host() :: inet:hostname() | inet:ip_address().


      



  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(Name)



        
          
        

    

  


  

      

          -spec child_spec(cache_name()) -> supervisor:child_spec().


      


Standard child spec with the default sweep interval.

  



  
    
      
    
    
      child_spec(Name, Opts)



        
          
        

    

  


  

      

          -spec child_spec(cache_name(), map()) -> supervisor:child_spec().


      


Standard child spec with custom options.

  



  
    
      
    
    
      clear(Name)



        
          
        

    

  


  

      

          -spec clear(cache_name()) -> ok.


      


Drop every entry in cache Name. Raises badarg if not started.

  



  
    
      
    
    
      delete(Name, Host, Port)



        
          
        

    

  


  

      

          -spec delete(cache_name(), host(), inet:port_number()) -> ok.


      


Delete a ticket from cache Name. Raises badarg if not started.

  



  
    
      
    
    
      handle_call(Request, From, State)



        
          
        

    

  


  

      

          -spec handle_call(term(),
                  gen_server:from(),
                  #state{name :: cache_name(),
                         sweep_ms :: pos_integer(),
                         sweep_ref :: reference() | undefined}) ->
                     {reply,
                      {error, unknown_request},
                      #state{name :: cache_name(),
                             sweep_ms :: pos_integer(),
                             sweep_ref :: reference() | undefined}}.


      



  



  
    
      
    
    
      handle_cast(Msg, State)



        
          
        

    

  


  

      

          -spec handle_cast(term(),
                  #state{name :: cache_name(),
                         sweep_ms :: pos_integer(),
                         sweep_ref :: reference() | undefined}) ->
                     {noreply,
                      #state{name :: cache_name(),
                             sweep_ms :: pos_integer(),
                             sweep_ref :: reference() | undefined}}.


      



  



  
    
      
    
    
      handle_info/2



        
          
        

    

  


  

      

          -spec handle_info(sweep | term(),
                  #state{name :: cache_name(),
                         sweep_ms :: pos_integer(),
                         sweep_ref :: reference() | undefined}) ->
                     {noreply,
                      #state{name :: cache_name(),
                             sweep_ms :: pos_integer(),
                             sweep_ref :: reference() | undefined}}.


      



  



  
    
      
    
    
      init/1



        
          
        

    

  


  

      

          -spec init({cache_name(), map()}) ->
              {ok,
               #state{name :: cache_name(),
                      sweep_ms :: pos_integer(),
                      sweep_ref :: reference() | undefined}}.


      



  



  
    
      
    
    
      lookup(Name, Host, Port)



        
          
        

    

  


  

      

          -spec lookup(cache_name(), host(), inet:port_number()) -> {ok, map()} | {error, not_found}.


      


Look up a session ticket for {Host, Port} in cache Name.
Returns {ok, Ticket} for a live ticket, {error, not_found} for a
miss or an expired entry. Raises badarg if Name is not a live
cache.

  



  
    
      
    
    
      maybe_load_ticket(Host, Port, Opts)



        
          
        

    

  


  

      

          -spec maybe_load_ticket(host(), inet:port_number(), map()) -> map().


      


If Opts does not already carry a session_ticket, resolve the
configured session_cache selector and inject any cached ticket
into Opts. Returns Opts unchanged on miss or when no cache is
configured.
Accepts the same selector shape as the connect/3,4 option:
false (no cache), an atom naming a started cache, or
{module, Mod} for a custom backend exporting lookup/2.

  



  
    
      
    
    
      size(Name)



        
          
        

    

  


  

      

          -spec size(cache_name()) -> non_neg_integer().


      


Return the number of entries in cache Name.

  



  
    
      
    
    
      start_link(Name)



        
          
        

    

  


  

      

          -spec start_link(cache_name()) -> {ok, pid()} | ignore | {error, term()}.


      


Start a cache registered under Name with default options.

  



  
    
      
    
    
      start_link(Name, Opts)



        
          
        

    

  


  

      

          -spec start_link(cache_name(), map()) -> {ok, pid()} | ignore | {error, term()}.


      


Start a cache registered under Name.
Accepted options:
	sweep_ms - eviction interval in milliseconds (default 60000).
Returns {error, {already_started, Pid}} if a cache with this name is
already registered.
This call is synchronous: when it returns `{ok, }the ETS table is live and ready forstore/4/lookup/3`.


  



  
    
      
    
    
      stop(Name)



        
          
        

    

  


  

      

          -spec stop(cache_name()) -> ok.


      


Stop the cache and tear down its ETS table.

  



  
    
      
    
    
      store(Name, Host, Port, TicketData)



        
          
        

    

  


  

      

          -spec store(cache_name(), host(), inet:port_number(), map()) -> ok.


      


Store a session ticket under {Host, Port} for the cache Name.
Raises badarg if Name is not a live cache; start it via
start_link/1,2 or child_spec/1,2 first.

  



  
    
      
    
    
      terminate/2



        
          
        

    

  


  

      

          -spec terminate(term(),
                #state{name :: cache_name(),
                       sweep_ms :: pos_integer(),
                       sweep_ref :: reference() | undefined}) ->
                   ok.


      



  


        

      


  

    
nquic_socket 
    



      
UDP socket abstraction using OTP socket module.
Provides a high-level interface for UDP socket operations optimized for QUIC.
Uses completion-based async I/O for efficient packet reception.
Example Usage
{ok, Socket} = nquic_socket:open(4433, #{}),

{select, SelectInfo} = nquic_socket:recv_start(Socket),

handle_info({'$socket', Socket, select, _Info}, State) ->
    case nquic_socket:recv_now(Socket) of
        {ok, {Source, Data}} ->
            {noreply, State};
        {select, NewSelectInfo} ->
            {noreply, State#state{select_info = NewSelectInfo}}
    end.

      


      
        Summary


  
    Types
  


    
      
        capabilities()

      


    


    
      
        ecn_mark()

      


    


    
      
        open_opts()

      


    


    
      
        select_info()

      


    


    
      
        sockaddr()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        capabilities()

      


        Probe the running kernel for UDP_SEGMENT (GSO) and UDP_GRO support.
Result is cached in persistent_term; the probe runs at most once per
node. On non-Linux platforms (or older kernels missing one or both
features) the corresponding capability comes back false. Callers can
treat the result as opaque and pass gso => true / gro => true only
when the matching capability is set; the open path silently no-ops if
the kernel rejects the setsockopt.



    


    
      
        close(Socket)

      


        Close the socket.



    


    
      
        controlling_process(Socket, Pid)

      


        Transfer socket ownership to another process.



    


    
      
        get_ecn_from_cmsg/1

      


        Extract the ECN codepoint from recvmsg control messages.
Returns not_ect (0), ect1 (1), ect0 (2), or ce (3).



    


    
      
        get_gso_size_from_cmsg/1

      


        Extract the GRO segment size from a recvmsg control-message list.
Returns the segment size in bytes when the kernel coalesced the recv,
undefined otherwise. The 16-bit segment-size value sits in the lower
two bytes of the cmsg payload, which the kernel pads to a 4-byte
multiple, so the trailing bytes are matched as a wildcard.



    


    
      
        make_sockaddr/2

      


        Create a sockaddr from IP and port.



    


    
      
        open(Opts)

      


        Open a UDP socket on an ephemeral port.



    


    
      
        open(Port, Opts)

      


        Open a UDP socket on a specific port.



    


    
      
        open_connected(ListenerPort, Peer)

      


        Open a connected UDP socket bound to the same port as the listener.
Creates a new UDP socket on ListenerPort, then calls socket:connect/2
to bind it to Peer. The kernel will route datagrams from Peer to this
socket (higher priority than the unconnected listener socket). This enables
direct recv on the connection owner process, bypassing the receiver dispatch.
GRO is left off here; callers that expect bursty replies enable it
adaptively via set_gro/2 once the reply pattern warrants it (a coalesced
datagram is then split per get_gso_size_from_cmsg/1).



    


    
      
        open_ephemeral/2

      


        Open an ephemeral connected UDP socket for server-side per-conn FDs.
Binds to a kernel-chosen local port (no SO_REUSEPORT) on the same family
as the peer, then connect(2)s the socket to Peer. The kernel then
delivers any datagram whose 4-tuple matches (peer addr/port, local
addr/port) directly to this socket, bypassing the listener's
SO_REUSEPORT group entirely. Used post-handshake to migrate a server
connection off the shared listener FD onto its own 4-tuple
(RFC 9000 §9).
Opts lets the caller inherit socket-level features (ECN, GSO, GRO,
rcvbuf, sndbuf) from the listener configuration; the function forces
reuseaddr => false and reuseport => false so the new socket owns
its 4-tuple exclusively.



    


    
      
        port(Socket)

      


        Get the local port number of the socket.



    


    
      
        rebind(OldSocket, NewAddr)

      


        Rebind a socket to a new local address for connection migration.
Opens a new socket on the new address, closes the old one, returns the new socket.



    


    
      
        recv_cancel(Socket, SelectInfo)

      


        Cancel a pending async receive.



    


    
      
        recv_msg_now(Socket)

      


        Receive data with ancillary data without blocking. Same as recv_msg_start/1.



    


    
      
        recv_msg_start(Socket)

      


        Start async receive with ancillary data (for ECN marks).
Uses socket:recvmsg to receive control messages alongside the packet data.
When IP_RECVTOS is set (via set_ecn/2), the control messages include the
TOS byte. Use get_ecn_from_cmsg/1 to extract the ECN codepoint.



    


    
      
        recv_now(Socket)

      


        Receive data without blocking. Call this after receiving a select message.
Returns



    


    
      
        recv_start(Socket)

      


        Start async receive. Returns {select, Info} when waiting for data.
After calling this, the process will receive a message of the form:
{'$socket', Socket, select, SelectInfo} when data is available.
Then call recv_now/1 to get the actual data.



    


    
      
        send(Socket, Dest, Data)

      


        Send data to a destination address.



    


    
      
        send_connected(Socket, Data)

      


        Send data on a connected socket (no destination needed).



    


    
      
        send_connected_with_ecn(Socket, Data, ECN)

      


        Send data on a connected socket with a specific ECN codepoint.
Uses sendmsg with an IP_TOS / IPV6_TCLASS cmsg. Slower than
send_connected/2 because of the extra cmsg processing, so the hot path
relies on socket-level TOS pre-stamping (see set_ecn/2) and only falls
back to this primitive when per-packet control is required. Future work
(GSO batching, pacing) is the expected caller.
iolist_to_iovec/1 flattens the iolist into a list of binaries without
materialising a single concatenated binary, preserving the zero-copy
property of the encrypt path.



    


    
      
        send_with_ecn(Socket, Dest, Data, ECN)

      


        Send data with a specific ECN codepoint using sendmsg. See send_connected_with_ecn/3.



    


    
      
        set_ecn/2

      


        Enable ECN on a socket.
Configures both directions



    


    
      
        set_egress_ecn(Socket, Mark)

      


        Flip the socket-level egress ECN mark.
Use after a path validation failure (RFC 9000 §13.4.2.1) to stop
emitting ECT-marked packets on this path. Best-effort: errors from the
non-matching family are ignored.



    


    
      
        set_gro/2

      


        Enable UDPGRO on a socket.
Once GRO is on, the kernel coalesces consecutive equal-size datagrams of
the same flow into a single buffer; socket:recvmsg/5 then returns a
control message with `#{level => udp, type => 104, data => <<Size:16/native, /binary>>}that the caller must use to split the buffer back into per-packet chunks. Seeget_gso_size_from_cmsg/1`.



    


    
      
        set_gso_size(Socket, Size)

      


        Configure sticky UDP_SEGMENT (GSO) on a socket.
After this call, any socket:send/sendto whose payload exceeds Size
will be split by the kernel into segments of Size bytes each (the
final segment may be shorter). Size = 0 disables segmentation.
Returns ok even when the kernel rejects the option, mirroring
set_ecn/2's best-effort policy: callers who care must check
capabilities/0 first.
Pair with set_gro/2 on the peer's receive socket: without GRO,
the coalesced segments arrive as individual datagrams that overrun
the UDP receive buffer on loopback / fast paths, causing 2-3x
retransmissions and a net throughput regression versus the
un-offloaded send path.



    


    
      
        sockaddr_to_tuple/1

      


        Convert a sockaddr to {IP, Port} tuple for compatibility.



    


    
      
        sockname(Socket)

      


        Get the local address of the socket.



    





      


      
        Types


        


  
    
      
    
    
      capabilities()



        
          
        

    

  


  

      

          -type capabilities() :: #{gso := boolean(), gro := boolean()}.


      



  



  
    
      
    
    
      ecn_mark()



        
          
        

    

  


  

      

          -type ecn_mark() :: not_ect | ect0 | ect1 | ce.


      



  



  
    
      
    
    
      open_opts()



        
          
        

    

  


  

      

          -type open_opts() ::
          #{port => inet:port_number(),
            ip => inet:ip_address() | any,
            recbuf => pos_integer(),
            sndbuf => pos_integer(),
            reuseaddr => boolean(),
            reuseport => boolean(),
            ipv6_v6only => boolean(),
            ecn => boolean(),
            gso => boolean() | pos_integer(),
            gro => boolean()}.


      



  



  
    
      
    
    
      select_info()



        
          
        

    

  


  

      

          -type select_info() :: socket:select_info().


      



  



  
    
      
    
    
      sockaddr()



        
          
        

    

  


  

      

          -type sockaddr() :: socket:sockaddr_in() | socket:sockaddr_in6().


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          -type t() :: socket:socket().


      



  


        

      

      
        Functions


        


  
    
      
    
    
      capabilities()



        
          
        

    

  


  

      

          -spec capabilities() -> capabilities().


      


Probe the running kernel for UDP_SEGMENT (GSO) and UDP_GRO support.
Result is cached in persistent_term; the probe runs at most once per
node. On non-Linux platforms (or older kernels missing one or both
features) the corresponding capability comes back false. Callers can
treat the result as opaque and pass gso => true / gro => true only
when the matching capability is set; the open path silently no-ops if
the kernel rejects the setsockopt.

  



  
    
      
    
    
      close(Socket)



        
          
        

    

  


  

      

          -spec close(t()) -> ok | {error, nquic_error:any_reason()}.


      


Close the socket.

  



  
    
      
    
    
      controlling_process(Socket, Pid)



        
          
        

    

  


  

      

          -spec controlling_process(t(), pid()) -> ok | {error, nquic_error:any_reason()}.


      


Transfer socket ownership to another process.

  



  
    
      
    
    
      get_ecn_from_cmsg/1



        
          
        

    

  


  

      

          -spec get_ecn_from_cmsg(list() | undefined) -> not_ect | ect0 | ect1 | ce.


      


Extract the ECN codepoint from recvmsg control messages.
Returns not_ect (0), ect1 (1), ect0 (2), or ce (3).

  



  
    
      
    
    
      get_gso_size_from_cmsg/1



        
          
        

    

  


  

      

          -spec get_gso_size_from_cmsg(list() | undefined) -> undefined | pos_integer().


      


Extract the GRO segment size from a recvmsg control-message list.
Returns the segment size in bytes when the kernel coalesced the recv,
undefined otherwise. The 16-bit segment-size value sits in the lower
two bytes of the cmsg payload, which the kernel pads to a 4-byte
multiple, so the trailing bytes are matched as a wildcard.

  



  
    
      
    
    
      make_sockaddr/2



        
          
        

    

  


  

      

          -spec make_sockaddr(inet:ip_address(), inet:port_number()) -> sockaddr().


      


Create a sockaddr from IP and port.

  



  
    
      
    
    
      open(Opts)



        
          
        

    

  


  

      

          -spec open(open_opts()) -> {ok, t()} | {error, nquic_error:any_reason()}.


      


Open a UDP socket on an ephemeral port.

  



  
    
      
    
    
      open(Port, Opts)



        
          
        

    

  


  

      

          -spec open(inet:port_number(), open_opts()) -> {ok, t()} | {error, nquic_error:any_reason()}.


      


Open a UDP socket on a specific port.

  



  
    
      
    
    
      open_connected(ListenerPort, Peer)



        
          
        

    

  


  

      

          -spec open_connected(inet:port_number(), sockaddr()) -> {ok, t()} | {error, nquic_error:any_reason()}.


      


Open a connected UDP socket bound to the same port as the listener.
Creates a new UDP socket on ListenerPort, then calls socket:connect/2
to bind it to Peer. The kernel will route datagrams from Peer to this
socket (higher priority than the unconnected listener socket). This enables
direct recv on the connection owner process, bypassing the receiver dispatch.
GRO is left off here; callers that expect bursty replies enable it
adaptively via set_gro/2 once the reply pattern warrants it (a coalesced
datagram is then split per get_gso_size_from_cmsg/1).

  



  
    
      
    
    
      open_ephemeral/2



        
          
        

    

  


  

      

          -spec open_ephemeral(sockaddr(), open_opts()) -> {ok, t()} | {error, nquic_error:any_reason()}.


      


Open an ephemeral connected UDP socket for server-side per-conn FDs.
Binds to a kernel-chosen local port (no SO_REUSEPORT) on the same family
as the peer, then connect(2)s the socket to Peer. The kernel then
delivers any datagram whose 4-tuple matches (peer addr/port, local
addr/port) directly to this socket, bypassing the listener's
SO_REUSEPORT group entirely. Used post-handshake to migrate a server
connection off the shared listener FD onto its own 4-tuple
(RFC 9000 §9).
Opts lets the caller inherit socket-level features (ECN, GSO, GRO,
rcvbuf, sndbuf) from the listener configuration; the function forces
reuseaddr => false and reuseport => false so the new socket owns
its 4-tuple exclusively.

  



  
    
      
    
    
      port(Socket)



        
          
        

    

  


  

      

          -spec port(t()) -> {ok, inet:port_number()} | {error, nquic_error:any_reason()}.


      


Get the local port number of the socket.

  



  
    
      
    
    
      rebind(OldSocket, NewAddr)



        
          
        

    

  


  

      

          -spec rebind(t(), sockaddr()) -> {ok, t()} | {error, nquic_error:any_reason()}.


      


Rebind a socket to a new local address for connection migration.
Opens a new socket on the new address, closes the old one, returns the new socket.

  



  
    
      
    
    
      recv_cancel(Socket, SelectInfo)



        
          
        

    

  


  

      

          -spec recv_cancel(t(), select_info()) -> ok | {error, nquic_error:any_reason()}.


      


Cancel a pending async receive.

  



  
    
      
    
    
      recv_msg_now(Socket)



        
          
        

    

  


  

      

          -spec recv_msg_now(t()) ->
                      {ok, {sockaddr(), binary(), list()}} |
                      {select, select_info()} |
                      {error, nquic_error:any_reason()}.


      


Receive data with ancillary data without blocking. Same as recv_msg_start/1.

  



  
    
      
    
    
      recv_msg_start(Socket)



        
          
        

    

  


  

      

          -spec recv_msg_start(t()) ->
                        {ok, {sockaddr(), binary(), list()}} |
                        {select, select_info()} |
                        {error, nquic_error:any_reason()}.


      


Start async receive with ancillary data (for ECN marks).
Uses socket:recvmsg to receive control messages alongside the packet data.
When IP_RECVTOS is set (via set_ecn/2), the control messages include the
TOS byte. Use get_ecn_from_cmsg/1 to extract the ECN codepoint.

  



  
    
      
    
    
      recv_now(Socket)



        
          
        

    

  


  

      

          -spec recv_now(t()) ->
                  {ok, {sockaddr(), binary()}} |
                  {select, select_info()} |
                  {select_read, {select_info(), {sockaddr(), binary()}}} |
                  {completion, socket:completion_info()} |
                  {error, nquic_error:any_reason()}.


      


Receive data without blocking. Call this after receiving a select message.
Returns:
	{ok, {Source, Data}} - Packet received
	{select, SelectInfo} - No data ready, wait for next select message
	{error, Reason} - Error occurred


  



  
    
      
    
    
      recv_start(Socket)



        
          
        

    

  


  

      

          -spec recv_start(t()) ->
                    {ok, {sockaddr(), binary()}} |
                    {select, select_info()} |
                    {select_read, {select_info(), {sockaddr(), binary()}}} |
                    {completion, socket:completion_info()} |
                    {error, nquic_error:any_reason()}.


      


Start async receive. Returns {select, Info} when waiting for data.
After calling this, the process will receive a message of the form:
{'$socket', Socket, select, SelectInfo} when data is available.
Then call recv_now/1 to get the actual data.

  



  
    
      
    
    
      send(Socket, Dest, Data)



        
          
        

    

  


  

      

          -spec send(t(), sockaddr(), iodata()) -> ok | {error, nquic_error:any_reason()}.


      


Send data to a destination address.

  



  
    
      
    
    
      send_connected(Socket, Data)



        
          
        

    

  


  

      

          -spec send_connected(t(), iodata()) -> ok | {error, nquic_error:any_reason()}.


      


Send data on a connected socket (no destination needed).

  



  
    
      
    
    
      send_connected_with_ecn(Socket, Data, ECN)



        
          
        

    

  


  

      

          -spec send_connected_with_ecn(t(), iodata(), ecn_mark()) -> ok | {error, nquic_error:any_reason()}.


      


Send data on a connected socket with a specific ECN codepoint.
Uses sendmsg with an IP_TOS / IPV6_TCLASS cmsg. Slower than
send_connected/2 because of the extra cmsg processing, so the hot path
relies on socket-level TOS pre-stamping (see set_ecn/2) and only falls
back to this primitive when per-packet control is required. Future work
(GSO batching, pacing) is the expected caller.
iolist_to_iovec/1 flattens the iolist into a list of binaries without
materialising a single concatenated binary, preserving the zero-copy
property of the encrypt path.

  



  
    
      
    
    
      send_with_ecn(Socket, Dest, Data, ECN)



        
          
        

    

  


  

      

          -spec send_with_ecn(t(), sockaddr(), iodata(), ecn_mark()) -> ok | {error, nquic_error:any_reason()}.


      


Send data with a specific ECN codepoint using sendmsg. See send_connected_with_ecn/3.

  



  
    
      
    
    
      set_ecn/2



        
          
        

    

  


  

      

          -spec set_ecn(t(), boolean()) -> ok | {error, nquic_error:any_reason()}.


      


Enable ECN on a socket.
Configures both directions:
	Inbound: IP_RECVTOS / IPV6_RECVTCLASS so recvmsg returns the TOS
/ traffic-class byte in ancillary data. The receiver decodes it via
get_ecn_from_cmsg/1 and feeds the per-packet ECN counts into the
protocol layer.
	Outbound: IP_TOS = 2 / IPV6_TCLASS = 2 so the kernel stamps every
outgoing datagram as ECT(0) without per-packet sendmsg overhead.
Validation failure flips this back to 0 via set_egress_ecn/2.
Errors from setopt are tolerated per-option when the family is not
present (a v4-only socket cannot accept ipv6/* and vice versa).


  



  
    
      
    
    
      set_egress_ecn(Socket, Mark)



        
          
        

    

  


  

      

          -spec set_egress_ecn(t(), ecn_mark()) -> ok.


      


Flip the socket-level egress ECN mark.
Use after a path validation failure (RFC 9000 §13.4.2.1) to stop
emitting ECT-marked packets on this path. Best-effort: errors from the
non-matching family are ignored.

  



  
    
      
    
    
      set_gro/2



        
          
        

    

  


  

      

          -spec set_gro(t(), boolean()) -> ok.


      


Enable UDPGRO on a socket.
Once GRO is on, the kernel coalesces consecutive equal-size datagrams of
the same flow into a single buffer; socket:recvmsg/5 then returns a
control message with `#{level => udp, type => 104, data => <<Size:16/native, /binary>>}that the caller must use to split the buffer back into per-packet chunks. Seeget_gso_size_from_cmsg/1`.

  



  
    
      
    
    
      set_gso_size(Socket, Size)



        
          
        

    

  


  

      

          -spec set_gso_size(t(), non_neg_integer()) -> ok.


      


Configure sticky UDP_SEGMENT (GSO) on a socket.
After this call, any socket:send/sendto whose payload exceeds Size
will be split by the kernel into segments of Size bytes each (the
final segment may be shorter). Size = 0 disables segmentation.
Returns ok even when the kernel rejects the option, mirroring
set_ecn/2's best-effort policy: callers who care must check
capabilities/0 first.
Pair with set_gro/2 on the peer's receive socket: without GRO,
the coalesced segments arrive as individual datagrams that overrun
the UDP receive buffer on loopback / fast paths, causing 2-3x
retransmissions and a net throughput regression versus the
un-offloaded send path.

  



  
    
      
    
    
      sockaddr_to_tuple/1



        
          
        

    

  


  

      

          -spec sockaddr_to_tuple(sockaddr()) -> {inet:ip_address(), inet:port_number()}.


      


Convert a sockaddr to {IP, Port} tuple for compatibility.

  



  
    
      
    
    
      sockname(Socket)



        
          
        

    

  


  

      

          -spec sockname(t()) -> {ok, sockaddr()} | {error, nquic_error:any_reason()}.


      


Get the local address of the socket.

  


        

      


  

    
nquic_zero_rtt behaviour
    



      
Behaviour for 0-RTT anti-replay protection (RFC 9001 Section 9.2).
A QUIC server that accepts 0-RTT application data MUST implement a
single-use / time-bounded replay cache for PSK identities (session
tickets). nquic refuses 0-RTT entirely unless the listener opts supply
{replay_protection, Module} and Module implements this behaviour.
Minimum security requirements
Per RFC 9001 Section 9.2 and RFC 8446 Appendix E.5 the implementation
MUST, for each PSK identity, ensure:
	the identity is only ever accepted at most once, or
	the combination of identity and the server-authenticated
early_data_context is only ever accepted at most once.

Identities outside the ticket lifetime MUST be rejected. A replay
cache whose window is shorter than the ticket lifetime is acceptable
and SHOULD be preferred.
Callback contract
check/2 receives the opaque PSK identity bytes and the peer
address. Returning accept installs 0-RTT keys and signals
early_data back to the client. Returning reject makes the server
ignore the early-data indication and behave as a normal handshake
(the client will queue the 0-RTT data and retransmit after
handshake completes).
Implementations SHOULD be non-blocking and constant-time.

      


      
        Summary


  
    Callbacks
  


    
      
        check(Identity, Peer)

      


    





  
    Functions
  


    
      
        check/3

      


        Invoke a replay-protection module, if configured.



    





      


      
        Callbacks


        


  
    
      
    
    
      check(Identity, Peer)



        
          
        

    

  


  

      

          -callback check(Identity :: binary(), Peer :: nquic_socket:sockaddr()) -> accept | reject.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      check/3



        
          
        

    

  


  

      

          -spec check(module() | undefined, binary(), nquic_socket:sockaddr()) -> accept | reject.


      


Invoke a replay-protection module, if configured.
Module can be undefined (the listener did not opt-in); in that
case this function returns reject unconditionally, which is the
safe default. Non-undefined modules are required to implement the
check/2 callback.

  


        

      


  

    
nquic_frame 
    



      
QUIC frame encoding and decoding per RFC 9000 Section 12.4.
Handles all 20+ frame types defined by the QUIC protocol. Encoding produces
iodata for zero-copy sending. Decoding uses inline varint macros
(?DECODE_VARINT) that preserve the binary match context for performance.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        decode/1

      


        Decode a single QUIC frame from binary. Returns {ok, Frame, Rest} or {error, Reason}.



    


    
      
        encode/1

      


        Encode a QUIC frame record to iodata.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          -type t() ::
          #padding{} |
          #ping{} |
          #ack{largest_acknowledged :: nquic_packet_number:t(),
               delay :: non_neg_integer(),
               first_ack_range :: non_neg_integer(),
               ack_ranges :: [#ack_range{gap :: non_neg_integer(), length :: non_neg_integer()}],
               ecn_counts :: {non_neg_integer(), non_neg_integer(), non_neg_integer()} | undefined} |
          #reset_stream{stream_id :: nquic:stream_id(),
                        app_error_code :: nquic:error_code(),
                        final_size :: non_neg_integer()} |
          #stop_sending{stream_id :: nquic:stream_id(), app_error_code :: nquic:error_code()} |
          #crypto{offset :: non_neg_integer(), data :: binary()} |
          #new_token{token :: binary()} |
          #stream{stream_id :: nquic:stream_id(),
                  offset :: non_neg_integer(),
                  length :: non_neg_integer(),
                  fin :: boolean(),
                  data :: iodata()} |
          #max_data{max_data :: non_neg_integer()} |
          #max_stream_data{stream_id :: nquic:stream_id(), max_stream_data :: non_neg_integer()} |
          #max_streams{max_streams :: non_neg_integer(), is_uni :: boolean()} |
          #data_blocked{limit :: non_neg_integer()} |
          #stream_data_blocked{stream_id :: nquic:stream_id(), limit :: non_neg_integer()} |
          #streams_blocked{limit :: non_neg_integer(), is_uni :: boolean()} |
          #new_connection_id{seq_num :: non_neg_integer(),
                             retire_prior_to :: non_neg_integer(),
                             cid :: nquic:connection_id(),
                             stateless_reset_token :: binary()} |
          #retire_connection_id{seq_num :: non_neg_integer()} |
          #path_challenge{data :: binary()} |
          #path_response{data :: binary()} |
          #connection_close{error_code :: non_neg_integer(),
                            frame_type :: non_neg_integer(),
                            reason_phrase :: binary(),
                            is_application :: boolean()} |
          #handshake_done{} |
          #datagram{data :: binary()}.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode/1



        
          
        

    

  


  

      

          -spec decode(binary()) -> {ok, t(), binary()} | {error, nquic_error:any_reason()}.


      


Decode a single QUIC frame from binary. Returns {ok, Frame, Rest} or {error, Reason}.

  



  
    
      
    
    
      encode/1



        
          
        

    

  


  

      

          -spec encode(t()) -> iodata().


      


Encode a QUIC frame record to iodata.

  


        

      


  

    
nquic_packet 
    



      
QUIC packet parsing and encoding per RFC 9000 Section 17.
Handles long headers (Initial, Handshake, 0-RTT, Retry), short headers
(1-RTT), and version negotiation packets. Provides the combined
unmask-and-decrypt pipeline for received packets.

      


      
        Summary


  
    Types
  


    
      
        header()

      


    


    
      
        space()

      


    





  
    Functions
  


    
      
        bits_to_packet_type/2

      


        Map header bits to packet type atom for the given QUIC version.



    


    
      
        decrypt_unmasked(Cipher, Keys, PN, AAD, CT)

      


        Phase 2 of the receive pipeline: AEAD-decrypt and decode frames.
Pair with unmask_header/6.



    


    
      
        encode_header/1

      


        Encode a QUIC packet header to binary.



    


    
      
        encode_version_negotiation(DCID, SCID, SupportedVersions)

      


        Encode a Version Negotiation packet with DCID/SCID swapped per RFC 9000 Section 17.2.1.



    


    
      
        is_supported_version(Version)

      


        Check whether a QUIC version is supported.



    


    
      
        maybe_extract_key_phase/2

      


    


    
      
        packet_type_bits/2

      


        Map packet type atom to header bits for the given QUIC version.



    


    
      
        parse_header(Bin)

      


        Parse a QUIC packet header from binary.



    


    
      
        parse_header/2

      


        Parse a QUIC packet header with a known DCID length for short headers.



    


    
      
        parse_retry/2

      


        Parse a Retry packet's token payload into {RetryToken, IntegrityTag}.
The raw token field from parse_header contains both the retry token
and the 16-byte integrity tag appended at the end.



    


    
      
        supported_versions()

      


        Return the list of supported QUIC versions (preferred first).



    


    
      
        unmask_and_decrypt(Packet, Rest, Header, Cipher, Keys, LargestRecv)

      


        Remove header protection and decrypt a QUIC packet in one pass.



    


    
      
        unmask_header(Packet, Rest, Header, Cipher, Keys, LargestRecv)

      


        Phase 1 of the receive pipeline: strip header protection and recover
the full packet number, returning the unmasked header alongside the
recovered packet number, AAD, and ciphertext+tag. The caller is
responsible for choosing AEAD keys (e.g. based on the unmasked
short-header key_phase) and then calling decrypt_unmasked/5 to finish
the AEAD step.



    





      


      
        Types


        


  
    
      
    
    
      header()



        
          
        

    

  


  

      

          -type header() ::
          #long_header{type :: initial | handshake | rtt0 | retry | version_negotiation,
                       version :: 0..4294967295,
                       dcid :: nquic:connection_id(),
                       scid :: nquic:connection_id(),
                       token :: binary() | undefined,
                       payload_len :: non_neg_integer() | undefined,
                       packet_number :: nquic_packet_number:t() | undefined,
                       pn_len :: 1..4 | undefined} |
          #short_header{dcid :: nquic:connection_id(),
                        packet_number :: nquic_packet_number:t() | undefined,
                        key_phase :: boolean(),
                        spin :: 0..1,
                        pn_len :: 1..4 | undefined}.


      



  



  
    
      
    
    
      space()



        
          
        

    

  


  

      

          -type space() :: initial | handshake | application.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      bits_to_packet_type/2



        
          
        

    

  


  

      

          -spec bits_to_packet_type(0..3, non_neg_integer()) -> initial | rtt0 | handshake | retry.


      


Map header bits to packet type atom for the given QUIC version.

  



  
    
      
    
    
      decrypt_unmasked(Cipher, Keys, PN, AAD, CT)



        
          
        

    

  


  

      

          -spec decrypt_unmasked(aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                       map(),
                       non_neg_integer(),
                       binary(),
                       binary()) ->
                          {ok, [nquic_frame:t()]} | {error, term()}.


      


Phase 2 of the receive pipeline: AEAD-decrypt and decode frames.
Pair with unmask_header/6.

  



  
    
      
    
    
      encode_header/1



        
          
        

    

  


  

      

          -spec encode_header(#long_header{type :: initial | rtt0 | handshake | retry,
                                 version :: 0..4294967295,
                                 dcid :: nquic:connection_id(),
                                 scid :: nquic:connection_id(),
                                 token :: binary() | undefined,
                                 payload_len :: non_neg_integer() | undefined,
                                 packet_number :: nquic_packet_number:t() | undefined,
                                 pn_len :: 1..4 | undefined} |
                    #short_header{dcid :: nquic:connection_id(),
                                  packet_number :: nquic_packet_number:t() | undefined,
                                  key_phase :: boolean(),
                                  spin :: 0..1,
                                  pn_len :: 1..4 | undefined}) ->
                       binary().


      


Encode a QUIC packet header to binary.

  



  
    
      
    
    
      encode_version_negotiation(DCID, SCID, SupportedVersions)



        
          
        

    

  


  

      

          -spec encode_version_negotiation(nquic:connection_id(), nquic:connection_id(), [non_neg_integer()]) ->
                                    binary().


      


Encode a Version Negotiation packet with DCID/SCID swapped per RFC 9000 Section 17.2.1.

  



  
    
      
    
    
      is_supported_version(Version)



        
          
        

    

  


  

      

          -spec is_supported_version(non_neg_integer()) -> boolean().


      


Check whether a QUIC version is supported.

  



  
    
      
    
    
      maybe_extract_key_phase/2



        
          
        

    

  


  

      

          -spec maybe_extract_key_phase(header(), non_neg_integer()) -> header().


      



  



  
    
      
    
    
      packet_type_bits/2



        
          
        

    

  


  

      

          -spec packet_type_bits(initial | rtt0 | handshake | retry, non_neg_integer()) -> 0..3.


      


Map packet type atom to header bits for the given QUIC version.

  



  
    
      
    
    
      parse_header(Bin)



        
          
        

    

  


  

      

          -spec parse_header(binary()) -> {ok, header(), binary()} | {error, nquic_error:any_reason()}.


      


Parse a QUIC packet header from binary.

  



  
    
      
    
    
      parse_header/2



        
          
        

    

  


  

      

          -spec parse_header(binary(), non_neg_integer()) ->
                      {ok, header(), binary()} | {error, nquic_error:any_reason()}.


      


Parse a QUIC packet header with a known DCID length for short headers.

  



  
    
      
    
    
      parse_retry/2



        
          
        

    

  


  

      

          -spec parse_retry(binary(), binary()) ->
                     {ok, binary(), nquic:connection_id(), binary()} | {error, term()}.


      


Parse a Retry packet's token payload into {RetryToken, IntegrityTag}.
The raw token field from parse_header contains both the retry token
and the 16-byte integrity tag appended at the end.

  



  
    
      
    
    
      supported_versions()



        
          
        

    

  


  

      

          -spec supported_versions() -> [non_neg_integer()].


      


Return the list of supported QUIC versions (preferred first).

  



  
    
      
    
    
      unmask_and_decrypt(Packet, Rest, Header, Cipher, Keys, LargestRecv)



        
          
        

    

  


  

      

          -spec unmask_and_decrypt(binary(),
                         binary(),
                         header(),
                         aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                         map(),
                         non_neg_integer()) ->
                            {ok, header(), [nquic_frame:t()]} | {error, term()}.


      


Remove header protection and decrypt a QUIC packet in one pass.

  



  
    
      
    
    
      unmask_header(Packet, Rest, Header, Cipher, Keys, LargestRecv)



        
          
        

    

  


  

      

          -spec unmask_header(binary(),
                    binary(),
                    header(),
                    aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                    map(),
                    non_neg_integer()) ->
                       {ok, header(), non_neg_integer(), binary(), binary()} | {error, term()}.


      


Phase 1 of the receive pipeline: strip header protection and recover
the full packet number, returning the unmasked header alongside the
recovered packet number, AAD, and ciphertext+tag. The caller is
responsible for choosing AEAD keys (e.g. based on the unmasked
short-header key_phase) and then calling decrypt_unmasked/5 to finish
the AEAD step.

  


        

      


  

    
nquic_packet_number 
    



      
Packet number encoding and decoding per RFC 9000 Appendix A.
Packet numbers are truncated to 1-4 bytes based on the distance from the
largest acknowledged packet number. The receiver reconstructs the full
packet number using the closest value to the largest acknowledged.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        decode(LargestAcked, TruncatedPN, PnLen)

      


        Reconstruct a full packet number from a truncated value.



    


    
      
        encode(FullPN, LargestAcked)

      


        Truncate a full packet number for wire encoding based on largest acknowledged.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          -type t() :: non_neg_integer().


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode(LargestAcked, TruncatedPN, PnLen)



        
          
        

    

  


  

      

          -spec decode(LargestAcked :: non_neg_integer(), TruncatedPN :: non_neg_integer(), PnLen :: 1..4) ->
                FullPN :: non_neg_integer().


      


Reconstruct a full packet number from a truncated value.

  



  
    
      
    
    
      encode(FullPN, LargestAcked)



        
          
        

    

  


  

      

          -spec encode(FullPN :: non_neg_integer(), LargestAcked :: non_neg_integer()) ->
                {PnLen :: 1..4, TruncatedPN :: non_neg_integer()}.


      


Truncate a full packet number for wire encoding based on largest acknowledged.

  


        

      


  

    
nquic_transport 
    



      
QUIC transport parameter encoding and decoding per RFC 9000 Section 18.
Transport parameters are exchanged during the TLS handshake and configure
connection behavior: flow control limits, stream limits, idle timeout,
connection ID management, and more.

      


      
        Summary


  
    Types
  


    
      
        params()

      


    


    
      
        preferred_address()

      


    


    
      
        version_information()

      


    





  
    Functions
  


    
      
        decode(Bin, SenderRole)

      


        Decode transport parameters from binary. SenderRole identifies who sent them.



    


    
      
        encode(Params)

      


        Encode transport parameters to binary for the TLS handshake.



    





      


      
        Types


        


  
    
      
    
    
      params()



        
          
        

    

  


  

      

          -type params() ::
          #transport_params{original_destination_connection_id :: nquic:connection_id() | undefined,
                            max_idle_timeout :: non_neg_integer(),
                            stateless_reset_token :: binary() | undefined,
                            max_udp_payload_size :: pos_integer(),
                            initial_max_data :: non_neg_integer(),
                            initial_max_stream_data_bidi_local :: non_neg_integer(),
                            initial_max_stream_data_bidi_remote :: non_neg_integer(),
                            initial_max_stream_data_uni :: non_neg_integer(),
                            initial_max_streams_bidi :: non_neg_integer(),
                            initial_max_streams_uni :: non_neg_integer(),
                            ack_delay_exponent :: 0..20,
                            max_ack_delay :: non_neg_integer(),
                            disable_active_migration :: boolean(),
                            preferred_address :: nquic_transport:preferred_address() | undefined,
                            active_connection_id_limit :: non_neg_integer(),
                            initial_source_connection_id :: nquic:connection_id() | undefined,
                            retry_source_connection_id :: nquic:connection_id() | undefined,
                            version_information :: nquic_transport:version_information() | undefined,
                            max_datagram_frame_size :: non_neg_integer() | undefined}.


      



  



  
    
      
    
    
      preferred_address()



        
          
        

    

  


  

      

          -type preferred_address() ::
          #{ipv4 := {inet:ip4_address(), inet:port_number()},
            ipv6 := {inet:ip6_address(), inet:port_number()},
            cid := nquic:connection_id(),
            stateless_reset_token := binary()}.


      



  



  
    
      
    
    
      version_information()



        
          
        

    

  


  

      

          -type version_information() ::
          #{chosen_version := non_neg_integer(), other_versions := [non_neg_integer()]}.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode(Bin, SenderRole)



        
          
        

    

  


  

      

          -spec decode(binary(), client | server) -> {ok, params()} | {error, nquic_error:any_reason()}.


      


Decode transport parameters from binary. SenderRole identifies who sent them.

  



  
    
      
    
    
      encode(Params)



        
          
        

    

  


  

      

          -spec encode(params()) -> binary().


      


Encode transport parameters to binary for the TLS handshake.

  


        

      


  

    
nquic_varint 
    



      
Variable-length integer encoding per RFC 9000 Section 16.
QUIC uses a variable-length encoding for integers up to 2^62 - 1.
The two most significant bits indicate the encoding length: 1, 2, 4, or 8 bytes.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        decode/1

      


        Decode a variable-length integer from the head of a binary.



    


    
      
        encode/1

      


        Encode an integer as a QUIC variable-length integer.



    


    
      
        safe_encode/1

      


        Encode with overflow checking. Returns {error, overflow} for values >= 2^62.



    


    
      
        size/1

      


        Return the encoded byte size of a variable-length integer (1, 2, 4, or 8).



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          -type t() :: 0..4611686018427387903.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode/1



        
          
        

    

  


  

      

          -spec decode(binary()) -> {ok, t(), binary()} | {error, incomplete_binary}.


      


Decode a variable-length integer from the head of a binary.

  



  
    
      
    
    
      encode/1



        
          
        

    

  


  

      

          -spec encode(t()) -> binary().


      


Encode an integer as a QUIC variable-length integer.

  



  
    
      
    
    
      safe_encode/1



        
          
        

    

  


  

      

          -spec safe_encode(integer()) -> {ok, binary()} | {error, overflow}.


      


Encode with overflow checking. Returns {error, overflow} for values >= 2^62.

  



  
    
      
    
    
      size/1



        
          
        

    

  


  

      

          -spec size(t()) -> 1 | 2 | 4 | 8.


      


Return the encoded byte size of a variable-length integer (1, 2, 4, or 8).

  


        

      


  

    
nquic_crypto 
    



      
QUIC payload protection using AEAD (RFC 9001 Section 5).
Handles AES-128-GCM and ChaCha20-Poly1305 encryption and decryption
of QUIC packet payloads. Nonces are constructed by XORing the IV with
the packet number.

      


      
        Summary


  
    Functions
  


    
      
        constant_time_equal/2

      


        Constant-time equality for binaries.



    


    
      
        decrypt(Cipher, Key, IV, PN, AAD, CiphertextAndTag)

      


        Decrypt a QUIC packet payload with AEAD. Returns plaintext or {error, decrypt_failed}.



    


    
      
        encrypt(Cipher, Key, IV, PN, AAD, Plaintext)

      


        Encrypt a QUIC packet payload with AEAD.



    





      


      
        Functions


        


  
    
      
    
    
      constant_time_equal/2



        
          
        

    

  


  

      

          -spec constant_time_equal(binary(), binary()) -> boolean().


      


Constant-time equality for binaries.
Use for any security-sensitive comparison (tokens, MACs, reset tokens)
to avoid revealing length or content through timing.
Returns false immediately on length mismatch, which leaks length but
not content. Callers that must also hide length should pad the inputs
to a fixed size before comparing.

  



  
    
      
    
    
      decrypt(Cipher, Key, IV, PN, AAD, CiphertextAndTag)



        
          
        

    

  


  

      

          -spec decrypt(nquic_keys:cipher(), binary(), 
  
    
    nquic_hp - nquic v1.2.0
    
    

    


  
  

    
nquic_hp 
    



      
QUIC header protection per RFC 9001 Section 5.4.
Masks and unmasks the first byte and packet number bytes of QUIC packets.
Supports AES-128-ECB, AES-256-ECB, and ChaCha20 mask generation.
The 5-byte mask protects 1 byte of flags and up to 4 bytes of packet number.

      


      
        Summary


  
    Functions
  


    
      
        generate_mask/3

      


        Generate the 5-byte HP mask from the cipher, HP key, and 16-byte sample.



    


    
      
        generate_mask_ctx(HpCtx, Sample)

      


        Generate the 5-byte HP mask using a cached cipher context.



    


    
      
        generate_mask_from_keys/3

      


        Generate the 5-byte HP mask from a role key map.
Uses cached cipher context (hp_ctx) when present, falls back to one-shot.



    


    
      
        init_hp_ctx/2

      


        Create a cached AES-ECB cipher context for header protection.
Avoids per-packet EVP_CIPHER_CTX alloc/destroy (~200-400ns savings per packet).
Only works for AES ciphers; ChaCha20 uses a different IV per packet.



    


    
      
        mask(Cipher, HPKey, Sample, Packet, PnOffset)

      


        Apply header protection to a packet.



    


    
      
        mask_header/4

      


        Apply header protection to just the header bytes (send path optimization).
Returns {MaskedHeader, PnLen}. The caller assembles
[MaskedHeader, Ciphertext, Tag] as an iolist, avoiding a full packet copy.
Inlines the PN XOR per PnLen so the masked header is built in a single
binary allocation (no xor_pn intermediate). Mirrors unmask_header_mask/3.



    


    
      
        sample/3

      


        Take the 16-byte header protection sample at SampleOff bytes into
the ciphertext (RFC 9001 §5.4.2). When the ciphertext is shorter than
SampleOff + 16, the sample continues into the AEAD Tag.



    


    
      
        unmask(Cipher, HPKey, Sample, Packet, PnOffset)

      


        Remove header protection from a packet.



    


    
      
        unmask_header(Cipher, HPKey, Sample, PnOffset, Packet)

      


        Unmask just the header of a protected packet (recv path optimization).
Returns {UnmaskedFirstByte, PnLen, TruncatedPN, UnmaskedHeader}
without rebuilding the full packet. CiphertextAndTag can be extracted
as a zero-copy sub-binary of the original packet.



    


    
      
        unmask_header_mask/3

      


        Unmask header using a pre-computed 5-byte mask (recv path optimization).
Callers generate the mask via generate_mask_ctx/2 or generate_mask/3,
then pass it here. Avoids coupling mask generation to header unmasking.
Returns {UnmaskedFirstByte, PnLen, TruncatedPN, UnmaskedHeader}.
The truncated packet number is also returned as an integer so the
recv path can hand it to nquic_packet_number:decode/3 without a
second binary slice.



    





      


      
        Functions


        


  
    
      
    
    
      generate_mask/3



        
          
        

    

  


  

      

          -spec generate_mask(aes_128_gcm | aes_256_gcm | chacha20_poly1305, binary(), binary()) -> binary().


      


Generate the 5-byte HP mask from the cipher, HP key, and 16-byte sample.

  



  
    
      
    
    
      generate_mask_ctx(HpCtx, Sample)



        
          
        

    

  


  

      

          -spec generate_mask_ctx(crypto:crypto_state(), binary()) -> binary().


      


Generate the 5-byte HP mask using a cached cipher context.

  



  
    
      
    
    
      generate_mask_from_keys/3



        
          
        

    

  


  

      

          -spec generate_mask_from_keys(#{hp := term(), hp_ctx => crypto:crypto_state(), atom() => term()},
                              aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                              binary()) ->
                                 binary().


      


Generate the 5-byte HP mask from a role key map.
Uses cached cipher context (hp_ctx) when present, falls back to one-shot.

  



  
    
      
    
    
      init_hp_ctx/2



        
          
        

    

  


  

      

          -spec init_hp_ctx(aes_128_gcm | aes_256_gcm, binary()) -> crypto:crypto_state().


      


Create a cached AES-ECB cipher context for header protection.
Avoids per-packet EVP_CIPHER_CTX alloc/destroy (~200-400ns savings per packet).
Only works for AES ciphers; ChaCha20 uses a different IV per packet.

  



  
    
      
    
    
      mask(Cipher, HPKey, Sample, Packet, PnOffset)



        
          
        

    

  


  

      

          -spec mask(aes_128_gcm | aes_256_gcm | chacha20_poly1305,
           binary(),
           binary(),
           binary(),
           non_neg_integer()) ->
              binary().


      


Apply header protection to a packet.

  



  
    
      
    
    
      mask_header/4



        
          
        

    

  


  

      

          -spec mask_header(binary(), binary(), non_neg_integer(), boolean()) -> {binary(), 1..4}.


      


Apply header protection to just the header bytes (send path optimization).
Returns {MaskedHeader, PnLen}. The caller assembles
[MaskedHeader, Ciphertext, Tag] as an iolist, avoiding a full packet copy.
Inlines the PN XOR per PnLen so the masked header is built in a single
binary allocation (no xor_pn intermediate). Mirrors unmask_header_mask/3.

  



  
    
      
    
    
      sample/3



        
          
        

    

  


  

      

          -spec sample(binary(), binary(), non_neg_integer()) -> binary().


      


Take the 16-byte header protection sample at SampleOff bytes into
the ciphertext (RFC 9001 §5.4.2). When the ciphertext is shorter than
SampleOff + 16, the sample continues into the AEAD Tag.

  



  
    
      
    
    
      unmask(Cipher, HPKey, Sample, Packet, PnOffset)



        
          
        

    

  


  

      

          -spec unmask(aes_128_gcm | aes_256_gcm | chacha20_poly1305,
             binary(),
             binary(),
             binary(),
             non_neg_integer()) ->
                binary().


      


Remove header protection from a packet.

  



  
    
      
    
    
      unmask_header(Cipher, HPKey, Sample, PnOffset, Packet)



        
          
        

    

  


  

      

          -spec unmask_header(aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                    binary(),
                    binary(),
                    non_neg_integer(),
                    binary()) ->
                       {non_neg_integer(), 1..4, non_neg_integer(), binary()}.


      


Unmask just the header of a protected packet (recv path optimization).
Returns {UnmaskedFirstByte, PnLen, TruncatedPN, UnmaskedHeader}
without rebuilding the full packet. CiphertextAndTag can be extracted
as a zero-copy sub-binary of the original packet.

  



  
    
      
    
    
      unmask_header_mask/3



        
          
        

    

  


  

      

          -spec unmask_header_mask(binary(), non_neg_integer(), binary()) ->
                            {non_neg_integer(), 1..4, non_neg_integer(), binary()}.


      


Unmask header using a pre-computed 5-byte mask (recv path optimization).
Callers generate the mask via generate_mask_ctx/2 or generate_mask/3,
then pass it here. Avoids coupling mask generation to header unmasking.
Returns {UnmaskedFirstByte, PnLen, TruncatedPN, UnmaskedHeader}.
The truncated packet number is also returned as an integer so the
recv path can hand it to nquic_packet_number:decode/3 without a
second binary slice.

  


        

      


  

  
    
    nquic_keys - nquic v1.2.0
    
    

    


  
  

    
nquic_keys 
    



      
QUIC key derivation per RFC 9001 Section 5.
Derives initial, handshake, and application traffic secrets using HKDF.
Supports key update (RFC 9001 Section 6), 0-RTT early secrets, and
connection ID generation.

      


      
        Summary


  
    Types
  


    
      
        cipher()

      


    


    
      
        key_map()

      


    


    
      
        packet_keys()

      


    


    
      
        role()

      


    


    
      
        role_keys()

      


    





  
    Functions
  


    
      
        cipher_to_hash/1

      


        Map a TLS cipher suite to its HKDF hash algorithm.



    


    
      
        derive_packet_protection(Secret, Cipher, Version)

      


        Derive key, IV, and header protection key from a traffic secret for a
QUIC version. RFC 9001 uses the "quic key/iv/hp" HKDF labels; RFC 9369
substitutes "quicv2 key/iv/hp" for QUIC v2 (0x6b3343cf).



    


    
      
        early_secrets(ClientHelloHash, Hash)

      


        Derive 0-RTT client secret without PSK.



    


    
      
        early_secrets(PSK, ClientHelloHash, Hash)

      


        Derive 0-RTT client secret with optional PSK for session resumption.



    


    
      
        generate_connection_id()

      


        Generate a random 8-byte connection ID.



    


    
      
        generate_connection_id(Len)

      


        Generate a random connection ID of the given length (1-20 bytes).



    


    
      
        handshake_secrets(SharedSecret, TranscriptHash)

      


        Derive handshake traffic secrets from shared secret and transcript hash.



    


    
      
        handshake_secrets(SharedSecret, TranscriptHash, Hash)

      


        Derive handshake traffic secrets with explicit hash algorithm.



    


    
      
        handshake_secrets(SharedSecret, TranscriptHash, Hash, PSK)

      


        Derive handshake traffic secrets with optional PSK (RFC 8446 Section 7.1).
When PSK is provided (session resumption), it is used as the IKM for
EarlySecret. Without PSK, zeros are used (standard non-resumption path).



    


    
      
        hkdf_extract(Hash, Salt, IKM)

      


        HKDF-Extract (RFC 5869 §2.2).



    


    
      
        initial_salt/1

      


        Return the initial salt for the given QUIC version.



    


    
      
        initial_secrets(DestCID)

      


        Derive client and server initial secrets from the destination connection ID.



    


    
      
        initial_secrets(DestCID, Version)

      


        Derive initial secrets for the given QUIC version.



    


    
      
        local_keys/2

      


        Return the local role's packet protection keys from a #{client => _, server => _}
map. The local side uses these to encrypt outbound packets.



    


    
      
        make_role_keys/4

      


        Build a role key map from derive_packet_protection output.
For AES ciphers, includes a cached HP cipher context (hp_ctx) that
avoids per-packet EVP_CIPHER_CTX creation in the mask/unmask hot path.
ChaCha20 omits hp_ctx since its IV changes per packet.



    


    
      
        master_secrets(HandshakeSecret, TranscriptHash)

      


        Derive application traffic secrets from handshake secret and transcript hash.



    


    
      
        master_secrets(HandshakeSecret, TranscriptHash, Hash)

      


        Derive application traffic secrets with explicit hash algorithm.



    


    
      
        peer_keys/2

      


        Return the peer role's packet protection keys from a #{client => _, server => _}
map. The local side uses these to decrypt inbound packets.



    


    
      
        qhkdf_expand(PRK, Label, Context, Length)

      


        QUIC HKDF-Expand-Label with sha256 default.



    


    
      
        qhkdf_expand(PRK, Label, Context, Length, Hash)

      


        QUIC HKDF-Expand-Label with explicit hash algorithm.



    


    
      
        resolve_role_keys/2

      


        Resolve a role_keys() map into {LocalKeys, PeerKeys} for the given
role. Convenience used at app-keys install time to populate the
per-role caches on #conn_crypto{} (app_send_keys / app_recv_keys)
in one map walk instead of separate local_keys/2 + peer_keys/2
calls.



    


    
      
        update_traffic_secret(CurrentSecret, Cipher, Version)

      


        Derive next traffic secret, key, and IV for key update.
RFC 9001 uses the "quic ku" label; RFC 9369 substitutes "quicv2 ku"
for QUIC v2.



    





      


      
        Types


        


  
    
      
    
    
      cipher()



        
          
        

    

  


  

      

          -type cipher() :: aes_128_gcm | aes_256_gcm | chacha20_poly1305.


      



  



  
    
      
    
    
      key_map()



        
          
        

    

  


  

      

          -type key_map() :: #{nquic_packet:space() => role_keys(), rtt0 => #{client := packet_keys()}}.


      



  



  
    
      
    
    
      packet_keys()



        
          
        

    

  


  

      

          -type packet_keys() ::
          #{key := binary(), iv := 
  
    
    nquic_tls - nquic v1.2.0
    
    

    


  
  

    
nquic_tls 
    



      
Shared TLS 1.3 codec for QUIC per RFC 9001.
Holds the wire-format parse/encode helpers used by both
nquic_tls_client and nquic_tls_server, plus the PSK and
NewSessionTicket helpers that straddle the two roles. Role-specific
flows (ClientHello / ServerHello construction, handshake-flight
generation, Finished verification, certificate-chain validation) live
in the role modules.

      


      
        Summary


  
    Functions
  


    
      
        compute_psk_binder(PSK, PartialCH, Hash, HashLen)

      


    


    
      
        decode_cipher_suite/1

      


    


    
      
        decode_new_session_ticket/1

      


        Decode a NewSessionTicket TLS message.



    


    
      
        decrypt_ticket(TicketValue, StaticKey)

      


        Decrypt a ticket value using the server's static key.
Returns {ok, PSK, Cipher} on success, {error, Reason} on failure.



    


    
      
        derive_resumption_secret(HandshakeSecret, TranscriptCtx, ClientFinishedBin, Cipher)

      


        Derive the resumption_master_secret after client Finished is verified.



    


    
      
        encode_cipher_suite/1

      


    


    
      
        encode_new_session_ticket/1

      


        Encode a NewSessionTicket message (RFC 8446 S4.6.1).
Ticket map keys: lifetime, age_add, nonce, ticket, max_early_data (optional).



    


    
      
        extract_partial_client_hello(CHBin, BindersLen)

      


        Extract the partial ClientHello for binder verification.
The partial CH is the full ClientHello minus the binders list at the end.
BindersLen is the length of the binders field (including the 2-byte length prefix).



    


    
      
        find_quic_params(ExtMap, SenderRole)

      


    


    
      
        has_psk_dhe_ke_mode(ExtMap)

      


        Check if the psk_key_exchange_modes extension includes psk_dhe_ke (mode 1).
Returns true if present, false otherwise.



    


    
      
        hash_length/1

      


    


    
      
        parse_extensions_recursive/1

      


    


    
      
        parse_psk_extension(ExtMap)

      


        Parse a pre_shared_key extension from a ClientHello extension map.
Returns {ok, Identities, Binders} or undefined if not present.
Identities: [{Identity, ObfuscatedAge}], Binders: [binary()].



    


    
      
        parse_vec8/1

      


    


    
      
        parse_vec16/1

      


    


    
      
        verify_psk_binder(PSK, PartialCH, Binder, Hash, HashLen)

      


        Verify a PSK binder against the partial ClientHello transcript.
The partial CH is everything in the ClientHello up to (but not including)
the binders list in the pre_shared_key extension.



    





      


      
        Functions


        


  
    
      
    
    
      compute_psk_binder(PSK, PartialCH, Hash, HashLen)



        
          
        

    

  


  

      

          -spec compute_psk_binder(binary(), binary(), sha256 | sha384, pos_integer()) -> binary().


      



  



  
    
      
    
    
      decode_cipher_suite/1



        
          
        

    

  


  

      

          -spec decode_cipher_suite(binary()) ->
                             {ok, aes_128_gcm | aes_256_gcm | chacha20_poly1305} |
                             {error, {unsupported_cipher_suite, binary()}}.


      



  



  
    
      
    
    
      decode_new_session_ticket/1



        
          
        

    

  


  

      

          -spec decode_new_session_ticket(binary()) -> {ok, map()} | {error, term()}.


      


Decode a NewSessionTicket TLS message.

  



  
    
      
    
    
      decrypt_ticket(TicketValue, StaticKey)



        
          
        

    

  


  

      

          -spec decrypt_ticket(binary(), binary()) -> {ok, binary(), nquic_keys:cipher()} | {error, term()}.


      


Decrypt a ticket value using the server's static key.
Returns {ok, PSK, Cipher} on success, {error, Reason} on failure.

  



  
    
      
    
    
      derive_resumption_secret(HandshakeSecret, TranscriptCtx, ClientFinishedBin, Cipher)



        
          
        

    

  


  

      

          -spec derive_resumption_secret(binary(),
                               crypto:hash_state(),
                               binary(),
                               aes_128_gcm | aes_256_gcm | chacha20_poly1305) ->
                                  binary().


      


Derive the resumption_master_secret after client Finished is verified.

  



  
    
      
    
    
      encode_cipher_suite/1



        
          
        

    

  


  

      

          -spec encode_cipher_suite(aes_128_gcm | aes_256_gcm | chacha20_poly1305) -> binary().


      



  



  
    
      
    
    
      encode_new_session_ticket/1



        
          
        

    

  


  

      

          -spec encode_new_session_ticket(map()) -> binary().


      


Encode a NewSessionTicket message (RFC 8446 S4.6.1).
Ticket map keys: lifetime, age_add, nonce, ticket, max_early_data (optional).

  



  
    
      
    
    
      extract_partial_client_hello(CHBin, BindersLen)



        
          
        

    

  


  

      

          -spec extract_partial_client_hello(binary(), non_neg_integer()) -> binary().


      


Extract the partial ClientHello for binder verification.
The partial CH is the full ClientHello minus the binders list at the end.
BindersLen is the length of the binders field (including the 2-byte length prefix).

  



  
    
      
    
    
      find_quic_params(ExtMap, SenderRole)



        
          
        

    

  


  

      

          -spec find_quic_params(#{non_neg_integer() => binary()}, client | server) ->
                          {ok, nquic_transport:params()} | {error, term()}.


      



  



  
    
      
    
    
      has_psk_dhe_ke_mode(ExtMap)



        
          
        

    

  


  

      

          -spec has_psk_dhe_ke_mode(map()) -> boolean().


      


Check if the psk_key_exchange_modes extension includes psk_dhe_ke (mode 1).
Returns true if present, false otherwise.

  



  
    
      
    
    
      hash_length/1



        
          
        

    

  


  

      

          -spec hash_length(sha256 | sha384) -> pos_integer().


      



  



  
    
      
    
    
      parse_extensions_recursive/1



        
          
        

    

  


  

      

          -spec parse_extensions_recursive(binary()) -> #{non_neg_integer() => binary()}.


      



  



  
    
      
    
    
      parse_psk_extension(ExtMap)



        
          
        

    

  


  

      

          -spec parse_psk_extension(map()) -> {ok, [{binary(), non_neg_integer()}], [binary()]} | undefined.


      


Parse a pre_shared_key extension from a ClientHello extension map.
Returns {ok, Identities, Binders} or undefined if not present.
Identities: [{Identity, ObfuscatedAge}], Binders: [binary()].

  



  
    
      
    
    
      parse_vec8/1



        
          
        

    

  


  

      

          -spec parse_vec8(binary()) -> {binary(), binary()}.


      



  



  
    
      
    
    
      parse_vec16/1



        
          
        

    

  


  

      

          -spec parse_vec16(binary()) -> {binary(), binary()}.


      



  



  
    
      
    
    
      verify_psk_binder(PSK, PartialCH, Binder, Hash, HashLen)



        
          
        

    

  


  

      

          -spec verify_psk_binder(binary(), binary(), binary(), sha256 | sha384, pos_integer()) ->
                           ok | {error, term()}.


      


Verify a PSK binder against the partial ClientHello transcript.
The partial CH is everything in the ClientHello up to (but not including)
the binders list in the pre_shared_key extension.

  


        

      


  

  
    
    nquic_conn_statem - nquic v1.2.0
    
    

    


  
  

    
nquic_conn_statem 
    



      
QUIC connection handshake state machine.
Each connection is a single gen_statem process that drives the
handshake only, with states initial, handshake, and draining.
On handshake completion the process proactively exports the
connection (#quic_ctx{}, plus the connected UDP socket on a
per-conn-fd server) to its owner and terminates with {shutdown, exported}; the owner then drives the established connection through
nquic_lib / nquic_protocol. There is no post-handshake
state in this process.

      


      
        Summary


  
    Types
  


    
      
        state_name()

      


    





  
    Functions
  


    
      
        apply_peer_change/2

      


    


    
      
        callback_mode()

      


    


    
      
        close(Conn, ErrorCode, ReasonPhrase)

      


    


    
      
        draining/3

      


    


    
      
        flush_and_send(Data)

      


    


    
      
        flush_pending_result/1

      


    


    
      
        handle_common/4

      


    


    
      
        handle_packet_event(Pid, Event)

      


        Deliver a received packet to a connection process.
A bare Pid ! Event send. Backpressure relies on the kernel UDP socket
buffer (overflow drops at the kernel level), QUIC retransmission (peer
recovers any dropped packet), and the receiver-side rate limit on the
slow path. A previous revision performed a per-packet
process_info(Pid, message_queue_len) check; on a 1M req/s pipelined
echo it cost ~26us per cross-process call and tanked throughput by ~3x.
The mailbox uses message_queue_data => off_heap, so unbounded growth
under sustained overload still drives the node to memory pressure
rather than OOMing the scheduler heap; if that becomes a problem in
production the right answer is sampled telemetry, not a per-packet
syscall.



    


    
      
        handle_preferred_address_migration(PA, Data)

      


    


    
      
        handshake/3

      


    


    
      
        info(Conn)

      


    


    
      
        init(Opts)

      


    


    
      
        initial/3

      


    


    
      
        migrate(Conn, NewLocalAddr)

      


    


    
      
        path_stats(Conn)

      


    


    
      
        peercert(Conn)

      


    


    
      
        peername(Conn)

      


    


    
      
        schedule_deferred_flush/1

      


    


    
      
        sockname(Conn)

      


    


    
      
        start_link(Opts)

      


        Start a connection state machine with the given options.



    


    
      
        streams(Conn)

      


    


    
      
        terminate/3

      


    





      


      
        Types


        


  
    
      
    
    
      state_name()



        
          
        

    

  


  

      

          -type state_name() :: initial | handshake | draining.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      apply_peer_change/2



        
          
        

    

  


  

      

          -spec apply_peer_change(nquic_socket:sockaddr(),
                        #conn_state{role :: client | server,
                                    scid :: nquic:connection_id(),
                                    dcid :: nquic:connection_id(),
                                    odcid :: nquic:connection_id() | undefined,
                                    retry_scid :: nquic:connection_id() | undefined,
                                    retry_token :: binary(),
                                    version :: non_neg_integer(),
                                    version_preference :: [non_neg_integer()],
                                    socket :: nquic_socket:t() | undefined,
                                    peer :: nquic_socket:sockaddr() | undefined,
                                    select_info :: nquic_socket:select_info() | undefined,
                                    pn_spaces :: #{nquic_packet:space() => map()},
                                    app_next_pn :: non_neg_integer(),
                                    app_largest_received :: integer(),
                                    app_largest_received_us :: integer() | undefined,
                                    loss_state :: nquic_loss:loss_state() | undefined,
                                    dispatch_table :: nquic_dispatch:t() | undefined,
                                    listener :: pid() | undefined,
                                    connect_waiters :: [gen_server:from()],
                                    local_params ::
                                        #transport_params{original_destination_connection_id ::
                                                              nquic:connection_id() | undefined,
                                                          max_idle_timeout :: non_neg_integer(),
                                                          stateless_reset_token :: binary() | undefined,
                                                          max_udp_payload_size :: pos_integer(),
                                                          initial_max_data :: non_neg_integer(),
                                                          initial_max_stream_data_bidi_local ::
                                                              non_neg_integer(),
                                                          initial_max_stream_data_bidi_remote ::
                                                              non_neg_integer(),
                                                          initial_max_stream_data_uni ::
                                                              non_neg_integer(),
                                                          initial_max_streams_bidi :: non_neg_integer(),
                                                          initial_max_streams_uni :: non_neg_integer(),
                                                          ack_delay_exponent :: 0..20,
                                                          max_ack_delay :: non_neg_integer(),
                                                          disable_active_migration :: boolean(),
                                                          preferred_address ::
                                                              nquic_transport:preferred_address() |
                                                              undefined,
                                                          active_connection_id_limit ::
                                                              non_neg_integer(),
                                                          initial_source_connection_id ::
                                                              nquic:connection_id() | undefined,
                                                          retry_source_connection_id ::
                                                              nquic:connection_id() | undefined,
                                                          version_information ::
                                                              nquic_transport:version_information() |
                                                              undefined,
                                                          max_datagram_frame_size ::
                                                              non_neg_integer() | undefined},
                                    remote_params ::
                                        #transport_params{original_destination_connection_id ::
                                                              nquic:connection_id() | undefined,
                                                          max_idle_timeout :: non_neg_integer(),
                                                          stateless_reset_token :: binary() | undefined,
                                                          max_udp_payload_size :: pos_integer(),
                                                          initial_max_data :: non_neg_integer(),
                                                          initial_max_stream_data_bidi_local ::
                                                              non_neg_integer(),
                                                          initial_max_stream_data_bidi_remote ::
                                                              non_neg_integer(),
                                                          initial_max_stream_data_uni ::
                                                              non_neg_integer(),
                                                          initial_max_streams_bidi :: non_neg_integer(),
                                                          initial_max_streams_uni :: non_neg_integer(),
                                                          ack_delay_exponent :: 0..20,
                                                          max_ack_delay :: non_neg_integer(),
                                                          disable_active_migration :: boolean(),
                                                          preferred_address ::
                                                              nquic_transport:preferred_address() |
                                                              undefined,
                                                          active_connection_id_limit ::
                                                              non_neg_integer(),
                                                          initial_source_connection_id ::
                                                              nquic:connection_id() | undefined,
                                                          retry_source_connection_id ::
                                                              nquic:connection_id() | undefined,
                                                          version_information ::
                                                              nquic_transport:version_information() |
                                                              undefined,
                                                          max_datagram_frame_size ::
                                                              non_neg_integer() | undefined} |
                                        undefined,
                                    server_packet_processed :: boolean(),
                                    owner :: pid() | undefined,
                                    owner_mon :: reference() | undefined,
                                    deferred_flush_pending :: boolean(),
                                    pending_ack_count :: non_neg_integer(),
                                    ack_immediate :: boolean(),
                                    last_idle_ms :: non_neg_integer() | infinity | undefined,
                                    last_pto_ms ::
                                        nquic_protocol_timer:loss_detection_timer() | undefined,
                                    recv_ecn :: nquic_socket:ecn_mark(),
                                    pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                    gso_size :: undefined | pos_integer(),
                                    max_payload_size :: pos_integer(),
                                    server_per_conn_fd :: boolean(),
                                    proactive_cids :: boolean(),
                                    socket_connected :: boolean(),
                                    self_migration_pending :: boolean(),
                                    metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                    spin_enabled :: boolean(),
                                    peer_spin :: 0..1,
                                    new_token_enabled :: boolean(),
                                    new_token_lifetime :: pos_integer(),
                                    qlog :: undefined | nquic_qlog:qlog_state(),
                                    close_kind ::
                                        undefined | local | peer | idle_timeout | protocol_error,
                                    crypto ::
                                        #conn_crypto{tls_state :: term(),
                                                     keys :: nquic_keys:key_map(),
                                                     app_send_keys :: map() | undefined,
                                                     app_recv_keys :: map() | undefined,
                                                     crypto_buffer ::
                                                         #{nquic_packet:space() =>
                                                               {non_neg_integer(), binary(), list()}},
                                                     cipher ::
                                                         aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                                     cipher_suites ::
                                                         [aes_128_gcm | aes_256_gcm | chacha20_poly1305] |
                                                         undefined,
                                                     key_phase :: boolean(),
                                                     key_update_pending :: boolean(),
                                                     client_app_secret :: binary() | undefined,
                                                     server_app_secret :: binary() | undefined,
                                                     old_read_keys ::
                                                         #{key := binary(), iv := binary()} | undefined,
                                                     zero_rtt_accepted :: boolean(),
                                                     replay_protection :: module() | undefined,
                                                     session_ticket :: map() | undefined,
                                                     resumption_secret :: binary() | undefined,
                                                     session_cache ::
                                                         atom() | false | {module, module()} | undefined,
                                                     token_cache :: atom() | false | {module, module()},
                                                     alpn :: [binary()] | undefined,
                                                     hostname :: string() | binary() | undefined,
                                                     cert :: binary() | undefined,
                                                     cert_chain :: [binary()],
                                                     key :: any() | undefined,
                                                     verify :: verify_none | verify_peer,
                                                     cacerts :: [binary()],
                                                     peer_cert :: binary() | undefined,
                                                     static_key :: binary() | undefined},
                                    streams_state ::
                                        #conn_streams{streams ::
                                                          #{nquic:stream_id() =>
                                                                #stream_state{stream_id ::
                                                                                  nquic:stream_id(),
                                                                              type :: bidi | uni,
                                                                              send_state ::
                                                                                  ready | send |
                                                                                  data_sent |
                                                                                  data_recvd |
                                                                                  reset_sent |
                                                                                  reset_recvd,
                                                                              send_offset ::
                                                                                  non_neg_integer(),
                                                                              send_max_data ::
                                                                                  non_neg_integer(),
                                                                              last_stream_data_blocked ::
                                                                                  non_neg_integer(),
                                                                              pending_send_data ::
                                                                                  [binary()],
                                                                              pending_send_size ::
                                                                                  non_neg_integer(),
                                                                              pending_send_fin ::
                                                                                  boolean(),
                                                                              recv_state ::
                                                                                  recv | size_known |
                                                                                  data_recvd |
                                                                                  reset_recvd |
                                                                                  data_read | reset_read,
                                                                              recv_offset ::
                                                                                  non_neg_integer(),
                                                                              recv_max_offset ::
                                                                                  non_neg_integer(),
                                                                              recv_window ::
                                                                                  non_neg_integer(),
                                                                              recv_buffer ::
                                                                                  gb_trees:tree(non_neg_integer(),
                                                                                                {binary(),
                                                                                                 boolean()}),
                                                                              app_buffer :: iodata(),
                                                                              app_buffer_size ::
                                                                                  non_neg_integer()}},
                                                      next_bidi_stream :: nquic:stream_id() | undefined,
                                                      next_uni_stream :: nquic:stream_id() | undefined,
                                                      peer_max_streams_bidi :: non_neg_integer(),
                                                      peer_max_streams_uni :: non_neg_integer(),
                                                      local_max_streams_bidi :: non_neg_integer(),
                                                      local_max_streams_uni :: non_neg_integer(),
                                                      last_sent_max_streams_bidi :: non_neg_integer(),
                                                      last_sent_max_streams_uni :: non_neg_integer(),
                                                      max_peer_bidi_stream_id ::
                                                          non_neg_integer() | undefined,
                                                      max_peer_uni_stream_id ::
                                                          non_neg_integer() | undefined,
                                                      opened_peer_bidi_count :: non_neg_integer(),
                                                      opened_peer_uni_count :: non_neg_integer(),
                                                      closed_peer_bidi_wm :: integer(),
                                                      closed_peer_uni_wm :: integer(),
                                                      closed_peer_streams ::
                                                          #{nquic:stream_id() => true},
                                                      recv_waiters ::
                                                          #{nquic:stream_id() => gen_statem:from()},
                                                      accept_stream_waiters ::
                                                          queue:queue(gen_statem:from()),
                                                      pending_streams :: queue:queue(nquic:stream_id()),
                                                      blocked_streams :: #{nquic:stream_id() => true},
                                                      pending_send_streams ::
                                                          #{nquic:stream_id() => true},
                                                      send_buffer_high_water :: pos_integer(),
                                                      send_timeout :: timeout(),
                                                      send_waiters ::
                                                          queue:queue(nquic_conn_send_waiters:t())},
                                    flow ::
                                        #conn_flow{local_max_data :: non_neg_integer(),
                                                   remote_max_data :: non_neg_integer(),
                                                   data_sent :: non_neg_integer(),
                                                   data_received :: non_neg_integer(),
                                                   last_data_blocked :: non_neg_integer(),
                                                   pending_initial_frames :: [nquic_frame:t()],
                                                   pending_handshake_frames :: [nquic_frame:t()],
                                                   pending_app_frames :: [nquic_frame:t()],
                                                   pending_app_pre_encoded ::
                                                       [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                                   queued_app_send_bytes :: non_neg_integer(),
                                                   cwnd_exempt :: boolean()},
                                    path ::
                                        #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                                        peer_cids ::
                                                            #{non_neg_integer() =>
                                                                  #{cid := nquic:connection_id(),
                                                                    token := binary()}},
                                                        local_cids ::
                                                            #{non_neg_integer() => nquic:connection_id()},
                                                        local_cid_seq :: non_neg_integer(),
                                                        peer_retire_prior_to :: non_neg_integer(),
                                                        anti_amp_bytes_received :: non_neg_integer(),
                                                        anti_amp_bytes_sent :: non_neg_integer(),
                                                        address_validated :: boolean()}}) ->
                           {unchanged | changed,
                            #conn_state{role :: client | server,
                                        scid :: nquic:connection_id(),
                                        dcid :: nquic:connection_id(),
                                        odcid :: nquic:connection_id() | undefined,
                                        retry_scid :: nquic:connection_id() | undefined,
                                        retry_token :: binary(),
                                        version :: non_neg_integer(),
                                        version_preference :: [non_neg_integer()],
                                        socket :: nquic_socket:t() | undefined,
                                        peer :: nquic_socket:sockaddr() | undefined,
                                        select_info :: nquic_socket:select_info() | undefined,
                                        pn_spaces :: #{nquic_packet:space() => map()},
                                        app_next_pn :: non_neg_integer(),
                                        app_largest_received :: integer(),
                                        app_largest_received_us :: integer() | undefined,
                                        loss_state :: nquic_loss:loss_state() | undefined,
                                        dispatch_table :: nquic_dispatch:t() | undefined,
                                        listener :: pid() | undefined,
                                        connect_waiters :: [gen_server:from()],
                                        local_params ::
                                            #transport_params{original_destination_connection_id ::
                                                                  nquic:connection_id() | undefined,
                                                              max_idle_timeout :: non_neg_integer(),
                                                              stateless_reset_token ::
                                                                  binary() | undefined,
                                                              max_udp_payload_size :: pos_integer(),
                                                              initial_max_data :: non_neg_integer(),
                                                              initial_max_stream_data_bidi_local ::
                                                                  non_neg_integer(),
                                                              initial_max_stream_data_bidi_remote ::
                                                                  non_neg_integer(),
                                                              initial_max_stream_data_uni ::
                                                                  non_neg_integer(),
                                                              initial_max_streams_bidi ::
                                                                  non_neg_integer(),
                                                              initial_max_streams_uni ::
                                                                  non_neg_integer(),
                                                              ack_delay_exponent :: 0..20,
                                                              max_ack_delay :: non_neg_integer(),
                                                              disable_active_migration :: boolean(),
                                                              preferred_address ::
                                                                  nquic_transport:preferred_address() |
                                                                  undefined,
                                                              active_connection_id_limit ::
                                                                  non_neg_integer(),
                                                              initial_source_connection_id ::
                                                                  nquic:connection_id() | undefined,
                                                              retry_source_connection_id ::
                                                                  nquic:connection_id() | undefined,
                                                              version_information ::
                                                                  nquic_transport:version_information() |
                                                                  undefined,
                                                              max_datagram_frame_size ::
                                                                  non_neg_integer() | undefined},
                                        remote_params ::
                                            #transport_params{original_destination_connection_id ::
                                                                  nquic:connection_id() | undefined,
                                                              max_idle_timeout :: non_neg_integer(),
                                                              stateless_reset_token ::
                                                                  binary() | undefined,
                                                              max_udp_payload_size :: pos_integer(),
                                                              initial_max_data :: non_neg_integer(),
                                                              initial_max_stream_data_bidi_local ::
                                                                  non_neg_integer(),
                                                              initial_max_stream_data_bidi_remote ::
                                                                  non_neg_integer(),
                                                              initial_max_stream_data_uni ::
                                                                  non_neg_integer(),
                                                              initial_max_streams_bidi ::
                                                                  non_neg_integer(),
                                                              initial_max_streams_uni ::
                                                                  non_neg_integer(),
                                                              ack_delay_exponent :: 0..20,
                                                              max_ack_delay :: non_neg_integer(),
                                                              disable_active_migration :: boolean(),
                                                              preferred_address ::
                                                                  nquic_transport:preferred_address() |
                                                                  undefined,
                                                              active_connection_id_limit ::
                                                                  non_neg_integer(),
                                                              initial_source_connection_id ::
                                                                  nquic:connection_id() | undefined,
                                                              retry_source_connection_id ::
                                                                  nquic:connection_id() | undefined,
                                                              version_information ::
                                                                  nquic_transport:version_information() |
                                                                  undefined,
                                                              max_datagram_frame_size ::
                                                                  non_neg_integer() | undefined} |
                                            undefined,
                                        server_packet_processed :: boolean(),
                                        owner :: pid() | undefined,
                                        owner_mon :: reference() | undefined,
                                        deferred_flush_pending :: boolean(),
                                        pending_ack_count :: non_neg_integer(),
                                        ack_immediate :: boolean(),
                                        last_idle_ms :: non_neg_integer() | infinity | undefined,
                                        last_pto_ms ::
                                            nquic_protocol_timer:loss_detection_timer() | undefined,
                                        recv_ecn :: nquic_socket:ecn_mark(),
                                        pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                        gso_size :: undefined | pos_integer(),
                                        max_payload_size :: pos_integer(),
                                        server_per_conn_fd :: boolean(),
                                        proactive_cids :: boolean(),
                                        socket_connected :: boolean(),
                                        self_migration_pending :: boolean(),
                                        metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                        spin_enabled :: boolean(),
                                        peer_spin :: 0..1,
                                        new_token_enabled :: boolean(),
                                        new_token_lifetime :: pos_integer(),
                                        qlog :: undefined | nquic_qlog:qlog_state(),
                                        close_kind ::
                                            undefined | local | peer | idle_timeout | protocol_error,
                                        crypto ::
                                            #conn_crypto{tls_state :: term(),
                                                         keys :: nquic_keys:key_map(),
                                                         app_send_keys :: map() | undefined,
                                                         app_recv_keys :: map() | undefined,
                                                         crypto_buffer ::
                                                             #{nquic_packet:space() =>
                                                                   {non_neg_integer(), binary(), list()}},
                                                         cipher ::
                                                             aes_128_gcm | aes_256_gcm |
                                                             chacha20_poly1305,
                                                         cipher_suites ::
                                                             [aes_128_gcm | aes_256_gcm |
                                                              chacha20_poly1305] |
                                                             undefined,
                                                         key_phase :: boolean(),
                                                         key_update_pending :: boolean(),
                                                         client_app_secret :: binary() | undefined,
                                                         server_app_secret :: binary() | undefined,
                                                         old_read_keys ::
                                                             #{key := binary(), iv := binary()} |
                                                             undefined,
                                                         zero_rtt_accepted :: boolean(),
                                                         replay_protection :: module() | undefined,
                                                         session_ticket :: map() | undefined,
                                                         resumption_secret :: binary() | undefined,
                                                         session_cache ::
                                                             atom() |
                                                             false |
                                                             {module, module()} |
                                                             undefined,
                                                         token_cache ::
                                                             atom() | false | {module, module()},
                                                         alpn :: [binary()] | undefined,
                                                         hostname :: string() | binary() | undefined,
                                                         cert :: binary() | undefined,
                                                         cert_chain :: [binary()],
                                                         key :: any() | undefined,
                                                         verify :: verify_none | verify_peer,
                                                         cacerts :: [binary()],
                                                         peer_cert :: binary() | undefined,
                                                         static_key :: binary() | undefined},
                                        streams_state ::
                                            #conn_streams{streams ::
                                                              #{nquic:stream_id() =>
                                                                    #stream_state{stream_id ::
                                                                                      nquic:stream_id(),
                                                                                  type :: bidi | uni,
                                                                                  send_state ::
                                                                                      ready | send |
                                                                                      data_sent |
                                                                                      data_recvd |
                                                                                      reset_sent |
                                                                                      reset_recvd,
                                                                                  send_offset ::
                                                                                      non_neg_integer(),
                                                                                  send_max_data ::
                                                                                      non_neg_integer(),
                                                                                  last_stream_data_blocked ::
                                                                                      non_neg_integer(),
                                                                                  pending_send_data ::
                                                                                      [binary()],
                                                                                  pending_send_size ::
                                                                                      non_neg_integer(),
                                                                                  pending_send_fin ::
                                                                                      boolean(),
                                                                                  recv_state ::
                                                                                      recv |
                                                                                      size_known |
                                                                                      data_recvd |
                                                                                      reset_recvd |
                                                                                      data_read |
                                                                                      reset_read,
                                                                                  recv_offset ::
                                                                                      non_neg_integer(),
                                                                                  recv_max_offset ::
                                                                                      non_neg_integer(),
                                                                                  recv_window ::
                                                                                      non_neg_integer(),
                                                                                  recv_buffer ::
                                                                                      gb_trees:tree(non_neg_integer(),
                                                                                                    {binary(),
                                                                                                     boolean()}),
                                                                                  app_buffer :: iodata(),
                                                                                  app_buffer_size ::
                                                                                      non_neg_integer()}},
                                                          next_bidi_stream ::
                                                              nquic:stream_id() | undefined,
                                                          next_uni_stream ::
                                                              nquic:stream_id() | undefined,
                                                          peer_max_streams_bidi :: non_neg_integer(),
                                                          peer_max_streams_uni :: non_neg_integer(),
                                                          local_max_streams_bidi :: non_neg_integer(),
                                                          local_max_streams_uni :: non_neg_integer(),
                                                          last_sent_max_streams_bidi ::
                                                              non_neg_integer(),
                                                          last_sent_max_streams_uni :: non_neg_integer(),
                                                          max_peer_bidi_stream_id ::
                                                              non_neg_integer() | undefined,
                                                          max_peer_uni_stream_id ::
                                                              non_neg_integer() | undefined,
                                                          opened_peer_bidi_count :: non_neg_integer(),
                                                          opened_peer_uni_count :: non_neg_integer(),
                                                          closed_peer_bidi_wm :: integer(),
                                                          closed_peer_uni_wm :: integer(),
                                                          closed_peer_streams ::
                                                              #{nquic:stream_id() => true},
                                                          recv_waiters ::
                                                              #{nquic:stream_id() => gen_statem:from()},
                                                          accept_stream_waiters ::
                                                              queue:queue(gen_statem:from()),
                                                          pending_streams ::
                                                              queue:queue(nquic:stream_id()),
                                                          blocked_streams ::
                                                              #{nquic:stream_id() => true},
                                                          pending_send_streams ::
                                                              #{nquic:stream_id() => true},
                                                          send_buffer_high_water :: pos_integer(),
                                                          send_timeout :: timeout(),
                                                          send_waiters ::
                                                              queue:queue(nquic_conn_send_waiters:t())},
                                        flow ::
                                            #conn_flow{local_max_data :: non_neg_integer(),
                                                       remote_max_data :: non_neg_integer(),
                                                       data_sent :: non_neg_integer(),
                                                       data_received :: non_neg_integer(),
                                                       last_data_blocked :: non_neg_integer(),
                                                       pending_initial_frames :: [nquic_frame:t()],
                                                       pending_handshake_frames :: [nquic_frame:t()],
                                                       pending_app_frames :: [nquic_frame:t()],
                                                       pending_app_pre_encoded ::
                                                           [{non_neg_integer(),
                                                             iodata(),
                                                             nquic_frame:t()}],
                                                       queued_app_send_bytes :: non_neg_integer(),
                                                       cwnd_exempt :: boolean()},
                                        path ::
                                            #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                                            peer_cids ::
                                                                #{non_neg_integer() =>
                                                                      #{cid := nquic:connection_id(),
                                                                        token := binary()}},
                                                            local_cids ::
                                                                #{non_neg_integer() =>
                                                                      nquic:connection_id()},
                                                            local_cid_seq :: non_neg_integer(),
                                                            peer_retire_prior_to :: non_neg_integer(),
                                                            anti_amp_bytes_received :: non_neg_integer(),
                                                            anti_amp_bytes_sent :: non_neg_integer(),
                                                            address_validated :: boolean()}}}.


      



  



  
    
      
    
    
      callback_mode()



        
          
        

    

  


  

      

          -spec callback_mode() -> gen_statem:callback_mode_result().


      



  



  
    
      
    
    
      close(Conn, ErrorCode, ReasonPhrase)



        
          
        

    

  


  

      

          -spec close(pid(), non_neg_integer(), binary()) -> ok | {error, nquic_error:error_reason()}.
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          -spec draining(gen_statem:event_type(),
               dynamic(),
               #conn_state{role :: client | server,
                           scid :: nquic:connection_id(),
                           dcid :: nquic:connection_id(),
                           odcid :: nquic:connection_id() | undefined,
                           retry_scid :: nquic:connection_id() | undefined,
                           retry_token :: binary(),
                           version :: non_neg_integer(),
                           version_preference :: [non_neg_integer()],
                           socket :: nquic_socket:t() | undefined,
                           peer :: nquic_socket:sockaddr() | undefined,
                           select_info :: nquic_socket:select_info() | undefined,
                           pn_spaces :: #{nquic_packet:space() => map()},
                           app_next_pn :: non_neg_integer(),
                           app_largest_received :: integer(),
                           app_largest_received_us :: integer() | undefined,
                           loss_state :: nquic_loss:loss_state() | undefined,
                           dispatch_table :: nquic_dispatch:t() | undefined,
                           listener :: pid() | undefined,
                           connect_waiters :: [gen_server:from()],
                           local_params ::
                               #transport_params{original_destination_connection_id ::
                                                     nquic:connection_id() | undefined,
                                                 max_idle_timeout :: non_neg_integer(),
                                                 stateless_reset_token :: binary() | undefined,
                                                 max_udp_payload_size :: pos_integer(),
                                                 initial_max_data :: non_neg_integer(),
                                                 initial_max_stream_data_bidi_local :: non_neg_integer(),
                                                 initial_max_stream_data_bidi_remote ::
                                                     non_neg_integer(),
                                                 initial_max_stream_data_uni :: non_neg_integer(),
                                                 initial_max_streams_bidi :: non_neg_integer(),
                                                 initial_max_streams_uni :: non_neg_integer(),
                                                 ack_delay_exponent :: 0..20,
                                                 max_ack_delay :: non_neg_integer(),
                                                 disable_active_migration :: boolean(),
                                                 preferred_address ::
                                                     nquic_transport:preferred_address() | undefined,
                                                 active_connection_id_limit :: non_neg_integer(),
                                                 initial_source_connection_id ::
                                                     nquic:connection_id() | undefined,
                                                 retry_source_connection_id ::
                                                     nquic:connection_id() | undefined,
                                                 version_information ::
                                                     nquic_transport:version_information() | undefined,
                                                 max_datagram_frame_size ::
                                                     non_neg_integer() | undefined},
                           remote_params ::
                               #transport_params{original_destination_connection_id ::
                                                     nquic:connection_id() | undefined,
                                                 max_idle_timeout :: non_neg_integer(),
                                                 stateless_reset_token :: binary() | undefined,
                                                 max_udp_payload_size :: pos_integer(),
                                                 initial_max_data :: non_neg_integer(),
                                                 initial_max_stream_data_bidi_local :: non_neg_integer(),
                                                 initial_max_stream_data_bidi_remote ::
                                                     non_neg_integer(),
                                                 initial_max_stream_data_uni :: non_neg_integer(),
                                                 initial_max_streams_bidi :: non_neg_integer(),
                                                 initial_max_streams_uni :: non_neg_integer(),
                                                 ack_delay_exponent :: 0..20,
                                                 max_ack_delay :: non_neg_integer(),
                                                 disable_active_migration :: boolean(),
                                                 preferred_address ::
                                                     nquic_transport:preferred_address() | undefined,
                                                 active_connection_id_limit :: non_neg_integer(),
                                                 initial_source_connection_id ::
                                                     nquic:connection_id() | undefined,
                                                 retry_source_connection_id ::
                                                     nquic:connection_id() | undefined,
                                                 version_information ::
                                                     nquic_transport:version_information() | undefined,
                                                 max_datagram_frame_size ::
                                                     non_neg_integer() | undefined} |
                               undefined,
                           server_packet_processed :: boolean(),
                           owner :: pid() | undefined,
                           owner_mon :: reference() | undefined,
                           deferred_flush_pending :: boolean(),
                           pending_ack_count :: non_neg_integer(),
                           ack_immediate :: boolean(),
                           last_idle_ms :: non_neg_integer() | infinity | undefined,
                           last_pto_ms :: nquic_protocol_timer:loss_detection_timer() | undefined,
                           recv_ecn :: nquic_socket:ecn_mark(),
                           pmtud :: nquic_pmtud:pmtud_state() | undefined,
                           gso_size :: undefined | pos_integer(),
                           max_payload_size :: pos_integer(),
                           server_per_conn_fd :: boolean(),
                           proactive_cids :: boolean(),
                           socket_connected :: boolean(),
                           self_migration_pending :: boolean(),
                           metrics_counters :: nquic_metrics:conn_counters() | undefined,
                           spin_enabled :: boolean(),
                           peer_spin :: 0..1,
                           new_token_enabled :: boolean(),
                           new_token_lifetime :: pos_integer(),
                           qlog :: undefined | nquic_qlog:qlog_state(),
                           close_kind :: undefined | local | peer | idle_timeout | protocol_error,
                           crypto ::
                               #conn_crypto{tls_state :: term(),
                                            keys :: nquic_keys:key_map(),
                                            app_send_keys :: map() | undefined,
                                            app_recv_keys :: map() | undefined,
                                            crypto_buffer ::
                                                #{nquic_packet:space() =>
                                                      {non_neg_integer(), binary(), list()}},
                                            cipher :: aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                            cipher_suites ::
                                                [aes_128_gcm | aes_256_gcm | chacha20_poly1305] |
                                                undefined,
                                            key_phase :: boolean(),
                                            key_update_pending :: boolean(),
                                            client_app_secret :: binary() | undefined,
                                            server_app_secret :: binary() | undefined,
                                            old_read_keys ::
                                                #{key := binary(), iv := binary()} | undefined,
                                            zero_rtt_accepted :: boolean(),
                                            replay_protection :: module() | undefined,
                                            session_ticket :: map() | undefined,
                                            resumption_secret :: binary() | undefined,
                                            session_cache ::
                                                atom() | false | {module, module()} | undefined,
                                            token_cache :: atom() | false | {module, module()},
                                            alpn :: [binary()] | undefined,
                                            hostname :: string() | binary() | undefined,
                                            cert :: binary() | undefined,
                                            cert_chain :: [binary()],
                                            key :: any() | undefined,
                                            verify :: verify_none | verify_peer,
                                            cacerts :: [binary()],
                                            peer_cert :: binary() | undefined,
                                            static_key :: binary() | undefined},
                           streams_state ::
                               #conn_streams{streams ::
                                                 #{nquic:stream_id() =>
                                                       #stream_state{stream_id :: nquic:stream_id(),
                                                                     type :: bidi | uni,
                                                                     send_state ::
                                                                         ready | send | data_sent |
                                                                         data_recvd | reset_sent |
                                                                         reset_recvd,
                                                                     send_offset :: non_neg_integer(),
                                                                     send_max_data :: non_neg_integer(),
                                                                     last_stream_data_blocked ::
                                                                         non_neg_integer(),
                                                                     pending_send_data :: [binary()],
                                                                     pending_send_size ::
                                                                         non_neg_integer(),
                                                                     pending_send_fin :: boolean(),
                                                                     recv_state ::
                                                                         recv | size_known |
                                                                         data_recvd | reset_recvd |
                                                                         data_read | reset_read,
                                                                     recv_offset :: non_neg_integer(),
                                                                     recv_max_offset ::
                                                                         non_neg_integer(),
                                                                     recv_window :: non_neg_integer(),
                                                                     recv_buffer ::
                                                                         gb_trees:tree(non_neg_integer(),
                                                                                       {binary(),
                                                                                        boolean()}),
                                                                     app_buffer :: iodata(),
                                                                     app_buffer_size ::
                                                                         non_neg_integer()}},
                                             next_bidi_stream :: nquic:stream_id() | undefined,
                                             next_uni_stream :: nquic:stream_id() | undefined,
                                             peer_max_streams_bidi :: non_neg_integer(),
                                             peer_max_streams_uni :: non_neg_integer(),
                                             local_max_streams_bidi :: non_neg_integer(),
                                             local_max_streams_uni :: non_neg_integer(),
                                             last_sent_max_streams_bidi :: non_neg_integer(),
                                             last_sent_max_streams_uni :: non_neg_integer(),
                                             max_peer_bidi_stream_id :: non_neg_integer() | undefined,
                                             max_peer_uni_stream_id :: non_neg_integer() | undefined,
                                             opened_peer_bidi_count :: non_neg_integer(),
                                             opened_peer_uni_count :: non_neg_integer(),
                                             closed_peer_bidi_wm :: integer(),
                                             closed_peer_uni_wm :: integer(),
                                             closed_peer_streams :: #{nquic:stream_id() => true},
                                             recv_waiters :: #{nquic:stream_id() => gen_statem:from()},
                                             accept_stream_waiters :: queue:queue(gen_statem:from()),
                                             pending_streams :: queue:queue(nquic:stream_id()),
                                             blocked_streams :: #{nquic:stream_id() => true},
                                             pending_send_streams :: #{nquic:stream_id() => true},
                                             send_buffer_high_water :: pos_integer(),
                                             send_timeout :: timeout(),
                                             send_waiters :: queue:queue(nquic_conn_send_waiters:t())},
                           flow ::
                               #conn_flow{local_max_data :: non_neg_integer(),
                                          remote_max_data :: non_neg_integer(),
                                          data_sent :: non_neg_integer(),
                                          data_received :: non_neg_integer(),
                                          last_data_blocked :: non_neg_integer(),
                                          pending_initial_frames :: [nquic_frame:t()],
                                          pending_handshake_frames :: [nquic_frame:t()],
                                          pending_app_frames :: [nquic_frame:t()],
                                          pending_app_pre_encoded ::
                                              [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                          queued_app_send_bytes :: non_neg_integer(),
                                          cwnd_exempt :: boolean()},
                           path ::
                               #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                               peer_cids ::
                                                   #{non_neg_integer() =>
                                                         #{cid := nquic:connection_id(),
                                                           token := binary()}},
                                               local_cids ::
                                                   #{non_neg_integer() => nquic:connection_id()},
                                               local_cid_seq :: non_neg_integer(),
                                               peer_retire_prior_to :: non_neg_integer(),
                                               anti_amp_bytes_received :: non_neg_integer(),
                                               anti_amp_bytes_sent :: non_neg_integer(),
                                               address_validated :: boolean()}}) ->
                  gen_statem:event_handler_result(state_name()).
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          -spec flush_and_send(#conn_state{role :: client | server,
                                 scid :: nquic:connection_id(),
                                 dcid :: nquic:connection_id(),
                                 odcid :: nquic:connection_id() | undefined,
                                 retry_scid :: nquic:connection_id() | undefined,
                                 retry_token :: binary(),
                                 version :: non_neg_integer(),
                                 version_preference :: [non_neg_integer()],
                                 socket :: nquic_socket:t() | undefined,
                                 peer :: nquic_socket:sockaddr() | undefined,
                                 select_info :: nquic_socket:select_info() | undefined,
                                 pn_spaces :: #{nquic_packet:space() => map()},
                                 app_next_pn :: non_neg_integer(),
                                 app_largest_received :: integer(),
                                 app_largest_received_us :: integer() | undefined,
                                 loss_state :: nquic_loss:loss_state() | undefined,
                                 dispatch_table :: nquic_dispatch:t() | undefined,
                                 listener :: pid() | undefined,
                                 connect_waiters :: [gen_server:from()],
                                 local_params ::
                                     #transport_params{original_destination_connection_id ::
                                                           nquic:connection_id() | undefined,
                                                       max_idle_timeout :: non_neg_integer(),
                                                       stateless_reset_token :: binary() | undefined,
                                                       max_udp_payload_size :: pos_integer(),
                                                       initial_max_data :: non_neg_integer(),
                                                       initial_max_stream_data_bidi_local ::
                                                           non_neg_integer(),
                                                       initial_max_stream_data_bidi_remote ::
                                                           non_neg_integer(),
                                                       initial_max_stream_data_uni :: non_neg_integer(),
                                                       initial_max_streams_bidi :: non_neg_integer(),
                                                       initial_max_streams_uni :: non_neg_integer(),
                                                       ack_delay_exponent :: 0..20,
                                                       max_ack_delay :: non_neg_integer(),
                                                       disable_active_migration :: boolean(),
                                                       preferred_address ::
                                                           nquic_transport:preferred_address() |
                                                           undefined,
                                                       active_connection_id_limit :: non_neg_integer(),
                                                       initial_source_connection_id ::
                                                           nquic:connection_id() | undefined,
                                                       retry_source_connection_id ::
                                                           nquic:connection_id() | undefined,
                                                       version_information ::
                                                           nquic_transport:version_information() |
                                                           undefined,
                                                       max_datagram_frame_size ::
                                                           non_neg_integer() | undefined},
                                 remote_params ::
                                     #transport_params{original_destination_connection_id ::
                                                           nquic:connection_id() | undefined,
                                                       max_idle_timeout :: non_neg_integer(),
                                                       stateless_reset_token :: binary() | undefined,
                                                       max_udp_payload_size :: pos_integer(),
                                                       initial_max_data :: non_neg_integer(),
                                                       initial_max_stream_data_bidi_local ::
                                                           non_neg_integer(),
                                                       initial_max_stream_data_bidi_remote ::
                                                           non_neg_integer(),
                                                       initial_max_stream_data_uni :: non_neg_integer(),
                                                       initial_max_streams_bidi :: non_neg_integer(),
                                                       initial_max_streams_uni :: non_neg_integer(),
                                                       ack_delay_exponent :: 0..20,
                                                       max_ack_delay :: non_neg_integer(),
                                                       disable_active_migration :: boolean(),
                                                       preferred_address ::
                                                           nquic_transport:preferred_address() |
                                                           undefined,
                                                       active_connection_id_limit :: non_neg_integer(),
                                                       initial_source_connection_id ::
                                                           nquic:connection_id() | undefined,
                                                       retry_source_connection_id ::
                                                           nquic:connection_id() | undefined,
                                                       version_information ::
                                                           nquic_transport:version_information() |
                                                           undefined,
                                                       max_datagram_frame_size ::
                                                           non_neg_integer() | undefined} |
                                     undefined,
                                 server_packet_processed :: boolean(),
                                 owner :: pid() | undefined,
                                 owner_mon :: reference() | undefined,
                                 deferred_flush_pending :: boolean(),
                                 pending_ack_count :: non_neg_integer(),
                                 ack_immediate :: boolean(),
                                 last_idle_ms :: non_neg_integer() | infinity | undefined,
                                 last_pto_ms :: nquic_protocol_timer:loss_detection_timer() | undefined,
                                 recv_ecn :: nquic_socket:ecn_mark(),
                                 pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                 gso_size :: undefined | pos_integer(),
                                 max_payload_size :: pos_integer(),
                                 server_per_conn_fd :: boolean(),
                                 proactive_cids :: boolean(),
                                 socket_connected :: boolean(),
                                 self_migration_pending :: boolean(),
                                 metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                 spin_enabled :: boolean(),
                                 peer_spin :: 0..1,
                                 new_token_enabled :: boolean(),
                                 new_token_lifetime :: pos_integer(),
                                 qlog :: undefined | nquic_qlog:qlog_state(),
                                 close_kind :: undefined | local | peer | idle_timeout | protocol_error,
                                 crypto ::
                                     #conn_crypto{tls_state :: term(),
                                                  keys :: nquic_keys:key_map(),
                                                  app_send_keys :: map() | undefined,
                                                  app_recv_keys :: map() | undefined,
                                                  crypto_buffer ::
                                                      #{nquic_packet:space() =>
                                                            {non_neg_integer(), binary(), list()}},
                                                  cipher ::
                                                      aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                                  cipher_suites ::
                                                      [aes_128_gcm | aes_256_gcm | chacha20_poly1305] |
                                                      undefined,
                                                  key_phase :: boolean(),
                                                  key_update_pending :: boolean(),
                                                  client_app_secret :: binary() | undefined,
                                                  server_app_secret :: binary() | undefined,
                                                  old_read_keys ::
                                                      #{key := binary(), iv := binary()} | undefined,
                                                  zero_rtt_accepted :: boolean(),
                                                  replay_protection :: module() | undefined,
                                                  session_ticket :: map() | undefined,
                                                  resumption_secret :: binary() | undefined,
                                                  session_cache ::
                                                      atom() | false | {module, module()} | undefined,
                                                  token_cache :: atom() | false | {module, module()},
                                                  alpn :: [binary()] | undefined,
                                                  hostname :: string() | binary() | undefined,
                                                  cert :: binary() | undefined,
                                                  cert_chain :: [binary()],
                                                  key :: any() | undefined,
                                                  verify :: verify_none | verify_peer,
                                                  cacerts :: [binary()],
                                                  peer_cert :: binary() | undefined,
                                                  static_key :: binary() | undefined},
                                 streams_state ::
                                     #conn_streams{streams ::
                                                       #{nquic:stream_id() =>
                                                             #stream_state{stream_id ::
                                                                               nquic:stream_id(),
                                                                           type :: bidi | uni,
                                                                           send_state ::
                                                                               ready | send |
                                                                               data_sent | data_recvd |
                                                                               reset_sent | reset_recvd,
                                                                           send_offset ::
                                                                               non_neg_integer(),
                                                                           send_max_data ::
                                                                               non_neg_integer(),
                                                                           last_stream_data_blocked ::
                                                                               non_neg_integer(),
                                                                           pending_send_data ::
                                                                               [binary()],
                                                                           pending_send_size ::
                                                                               non_neg_integer(),
                                                                           pending_send_fin :: boolean(),
                                                                           recv_state ::
                                                                               recv | size_known |
                                                                               data_recvd |
                                                                               reset_recvd | data_read |
                                                                               reset_read,
                                                                           recv_offset ::
                                                                               non_neg_integer(),
                                                                           recv_max_offset ::
                                                                               non_neg_integer(),
                                                                           recv_window ::
                                                                               non_neg_integer(),
                                                                           recv_buffer ::
                                                                               gb_trees:tree(non_neg_integer(),
                                                                                             {binary(),
                                                                                              boolean()}),
                                                                           app_buffer :: iodata(),
                                                                           app_buffer_size ::
                                                                               non_neg_integer()}},
                                                   next_bidi_stream :: nquic:stream_id() | undefined,
                                                   next_uni_stream :: nquic:stream_id() | undefined,
                                                   peer_max_streams_bidi :: non_neg_integer(),
                                                   peer_max_streams_uni :: non_neg_integer(),
                                                   local_max_streams_bidi :: non_neg_integer(),
                                                   local_max_streams_uni :: non_neg_integer(),
                                                   last_sent_max_streams_bidi :: non_neg_integer(),
                                                   last_sent_max_streams_uni :: non_neg_integer(),
                                                   max_peer_bidi_stream_id ::
                                                       non_neg_integer() | undefined,
                                                   max_peer_uni_stream_id ::
                                                       non_neg_integer() | undefined,
                                                   opened_peer_bidi_count :: non_neg_integer(),
                                                   opened_peer_uni_count :: non_neg_integer(),
                                                   closed_peer_bidi_wm :: integer(),
                                                   closed_peer_uni_wm :: integer(),
                                                   closed_peer_streams :: #{nquic:stream_id() => true},
                                                   recv_waiters ::
                                                       #{nquic:stream_id() => gen_statem:from()},
                                                   accept_stream_waiters ::
                                                       queue:queue(gen_statem:from()),
                                                   pending_streams :: queue:queue(nquic:stream_id()),
                                                   blocked_streams :: #{nquic:stream_id() => true},
                                                   pending_send_streams :: #{nquic:stream_id() => true},
                                                   send_buffer_high_water :: pos_integer(),
                                                   send_timeout :: timeout(),
                                                   send_waiters ::
                                                       queue:queue(nquic_conn_send_waiters:t())},
                                 flow ::
                                     #conn_flow{local_max_data :: non_neg_integer(),
                                                remote_max_data :: non_neg_integer(),
                                                data_sent :: non_neg_integer(),
                                                data_received :: non_neg_integer(),
                                                last_data_blocked :: non_neg_integer(),
                                                pending_initial_frames :: [nquic_frame:t()],
                                                pending_handshake_frames :: [nquic_frame:t()],
                                                pending_app_frames :: [nquic_frame:t()],
                                                pending_app_pre_encoded ::
                                                    [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                                queued_app_send_bytes :: non_neg_integer(),
                                                cwnd_exempt :: boolean()},
                                 path ::
                                     #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                                     peer_cids ::
                                                         #{non_neg_integer() =>
                                                               #{cid := nquic:connection_id(),
                                                                 token := binary()}},
                                                     local_cids ::
                                                         #{non_neg_integer() => nquic:connection_id()},
                                                     local_cid_seq :: non_neg_integer(),
                                                     peer_retire_prior_to :: non_neg_integer(),
                                                     anti_amp_bytes_received :: non_neg_integer(),
                                                     anti_amp_bytes_sent :: non_neg_integer(),
                                                     address_validated :: boolean()}}) ->
                        {#conn_state{role :: client | server,
                                     scid :: nquic:connection_id(),
                                     dcid :: nquic:connection_id(),
                                     odcid :: nquic:connection_id() | undefined,
                                     retry_scid :: nquic:connection_id() | undefined,
                                     retry_token :: binary(),
                                     version :: non_neg_integer(),
                                     version_preference :: [non_neg_integer()],
                                     socket :: nquic_socket:t() | undefined,
                                     peer :: nquic_socket:sockaddr() | undefined,
                                     select_info :: nquic_socket:select_info() | undefined,
                                     pn_spaces :: #{nquic_packet:space() => map()},
                                     app_next_pn :: non_neg_integer(),
                                     app_largest_received :: integer(),
                                     app_largest_received_us :: integer() | undefined,
                                     loss_state :: nquic_loss:loss_state() | undefined,
                                     dispatch_table :: nquic_dispatch:t() | undefined,
                                     listener :: pid() | undefined,
                                     connect_waiters :: [gen_server:from()],
                                     local_params ::
                                         #transport_params{original_destination_connection_id ::
                                                               nquic:connection_id() | undefined,
                                                           max_idle_timeout :: non_neg_integer(),
                                                           stateless_reset_token :: binary() | undefined,
                                                           max_udp_payload_size :: pos_integer(),
                                                           initial_max_data :: non_neg_integer(),
                                                           initial_max_stream_data_bidi_local ::
                                                               non_neg_integer(),
                                                           initial_max_stream_data_bidi_remote ::
                                                               non_neg_integer(),
                                                           initial_max_stream_data_uni ::
                                                               non_neg_integer(),
                                                           initial_max_streams_bidi :: non_neg_integer(),
                                                           initial_max_streams_uni :: non_neg_integer(),
                                                           ack_delay_exponent :: 0..20,
                                                           max_ack_delay :: non_neg_integer(),
                                                           disable_active_migration :: boolean(),
                                                           preferred_address ::
                                                               nquic_transport:preferred_address() |
                                                               undefined,
                                                           active_connection_id_limit ::
                                                               non_neg_integer(),
                                                           initial_source_connection_id ::
                                                               nquic:connection_id() | undefined,
                                                           retry_source_connection_id ::
                                                               nquic:connection_id() | undefined,
                                                           version_information ::
                                                               nquic_transport:version_information() |
                                                               undefined,
                                                           max_datagram_frame_size ::
                                                               non_neg_integer() | undefined},
                                     remote_params ::
                                         #transport_params{original_destination_connection_id ::
                                                               nquic:connection_id() | undefined,
                                                           max_idle_timeout :: non_neg_integer(),
                                                           stateless_reset_token :: binary() | undefined,
                                                           max_udp_payload_size :: pos_integer(),
                                                           initial_max_data :: non_neg_integer(),
                                                           initial_max_stream_data_bidi_local ::
                                                               non_neg_integer(),
                                                           initial_max_stream_data_bidi_remote ::
                                                               non_neg_integer(),
                                                           initial_max_stream_data_uni ::
                                                               non_neg_integer(),
                                                           initial_max_streams_bidi :: non_neg_integer(),
                                                           initial_max_streams_uni :: non_neg_integer(),
                                                           ack_delay_exponent :: 0..20,
                                                           max_ack_delay :: non_neg_integer(),
                                                           disable_active_migration :: boolean(),
                                                           preferred_address ::
                                                               nquic_transport:preferred_address() |
                                                               undefined,
                                                           active_connection_id_limit ::
                                                               non_neg_integer(),
                                                           initial_source_connection_id ::
                                                               nquic:connection_id() | undefined,
                                                           retry_source_connection_id ::
                                                               nquic:connection_id() | undefined,
                                                           version_information ::
                                                               nquic_transport:version_information() |
                                                               undefined,
                                                           max_datagram_frame_size ::
                                                               non_neg_integer() | undefined} |
                                         undefined,
                                     server_packet_processed :: boolean(),
                                     owner :: pid() | undefined,
                                     owner_mon :: reference() | undefined,
                                     deferred_flush_pending :: boolean(),
                                     pending_ack_count :: non_neg_integer(),
                                     ack_immediate :: boolean(),
                                     last_idle_ms :: non_neg_integer() | infinity | undefined,
                                     last_pto_ms ::
                                         nquic_protocol_timer:loss_detection_timer() | undefined,
                                     recv_ecn :: nquic_socket:ecn_mark(),
                                     pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                     gso_size :: undefined | pos_integer(),
                                     max_payload_size :: pos_integer(),
                                     server_per_conn_fd :: boolean(),
                                     proactive_cids :: boolean(),
                                     socket_connected :: boolean(),
                                     self_migration_pending :: boolean(),
                                     metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                     spin_enabled :: boolean(),
                                     peer_spin :: 0..1,
                                     new_token_enabled :: boolean(),
                                     new_token_lifetime :: pos_integer(),
                                     qlog :: undefined | nquic_qlog:qlog_state(),
                                     close_kind ::
                                         undefined | local | peer | idle_timeout | protocol_error,
                                     crypto ::
                                         #conn_crypto{tls_state :: term(),
                                                      keys :: nquic_keys:key_map(),
                                                      app_send_keys :: map() | undefined,
                                                      app_recv_keys :: map() | undefined,
                                                      crypto_buffer ::
                                                          #{nquic_packet:space() =>
                                                                {non_neg_integer(), binary(), list()}},
                                                      cipher ::
                                                          aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                                      cipher_suites ::
                                                          [aes_128_gcm | aes_256_gcm | chacha20_poly1305] |
                                                          undefined,
                                                      key_phase :: boolean(),
                                                      key_update_pending :: boolean(),
                                                      client_app_secret :: binary() | undefined,
                                                      server_app_secret :: binary() | undefined,
                                                      old_read_keys ::
                                                          #{key := binary(), iv := binary()} | undefined,
                                                      zero_rtt_accepted :: boolean(),
                                                      replay_protection :: module() | undefined,
                                                      session_ticket :: map() | undefined,
                                                      resumption_secret :: binary() | undefined,
                                                      session_cache ::
                                                          atom() |
                                                          false |
                                                          {module, module()} |
                                                          undefined,
                                                      token_cache :: atom() | false | {module, module()},
                                                      alpn :: [binary()] | undefined,
                                                      hostname :: string() | binary() | undefined,
                                                      cert :: binary() | undefined,
                                                      cert_chain :: [binary()],
                                                      key :: any() | undefined,
                                                      verify :: verify_none | verify_peer,
                                                      cacerts :: [binary()],
                                                      peer_cert :: binary() | undefined,
                                                      static_key :: binary() | undefined},
                                     streams_state ::
                                         #conn_streams{streams ::
                                                           #{nquic:stream_id() =>
                                                                 #stream_state{stream_id ::
                                                                                   nquic:stream_id(),
                                                                               type :: bidi | uni,
                                                                               send_state ::
                                                                                   ready | send |
                                                                                   data_sent |
                                                                                   data_recvd |
                                                                                   reset_sent |
                                                                                   reset_recvd,
                                                                               send_offset ::
                                                                                   non_neg_integer(),
                                                                               send_max_data ::
                                                                                   non_neg_integer(),
                                                                               last_stream_data_blocked ::
                                                                                   non_neg_integer(),
                                                                               pending_send_data ::
                                                                                   [binary()],
                                                                               pending_send_size ::
                                                                                   non_neg_integer(),
                                                                               pending_send_fin ::
                                                                                   boolean(),
                                                                               recv_state ::
                                                                                   recv | size_known |
                                                                                   data_recvd |
                                                                                   reset_recvd |
                                                                                   data_read |
                                                                                   reset_read,
                                                                               recv_offset ::
                                                                                   non_neg_integer(),
                                                                               recv_max_offset ::
                                                                                   non_neg_integer(),
                                                                               recv_window ::
                                                                                   non_neg_integer(),
                                                                               recv_buffer ::
                                                                                   gb_trees:tree(non_neg_integer(),
                                                                                                 {binary(),
                                                                                                  boolean()}),
                                                                               app_buffer :: iodata(),
                                                                               app_buffer_size ::
                                                                                   non_neg_integer()}},
                                                       next_bidi_stream :: nquic:stream_id() | undefined,
                                                       next_uni_stream :: nquic:stream_id() | undefined,
                                                       peer_max_streams_bidi :: non_neg_integer(),
                                                       peer_max_streams_uni :: non_neg_integer(),
                                                       local_max_streams_bidi :: non_neg_integer(),
                                                       local_max_streams_uni :: non_neg_integer(),
                                                       last_sent_max_streams_bidi :: non_neg_integer(),
                                                       last_sent_max_streams_uni :: non_neg_integer(),
                                                       max_peer_bidi_stream_id ::
                                                           non_neg_integer() | undefined,
                                                       max_peer_uni_stream_id ::
                                                           non_neg_integer() | undefined,
                                                       opened_peer_bidi_count :: non_neg_integer(),
                                                       opened_peer_uni_count :: non_neg_integer(),
                                                       closed_peer_bidi_wm :: integer(),
                                                       closed_peer_uni_wm :: integer(),
                                                       closed_peer_streams ::
                                                           #{nquic:stream_id() => true},
                                                       recv_waiters ::
                                                           #{nquic:stream_id() => gen_statem:from()},
                                                       accept_stream_waiters ::
                                                           queue:queue(gen_statem:from()),
                                                       pending_streams :: queue:queue(nquic:stream_id()),
                                                       blocked_streams :: #{nquic:stream_id() => true},
                                                       pending_send_streams ::
                                                           #{nquic:stream_id() => true},
                                                       send_buffer_high_water :: pos_integer(),
                                                       send_timeout :: timeout(),
                                                       send_waiters ::
                                                           queue:queue(nquic_conn_send_waiters:t())},
                                     flow ::
                                         #conn_flow{local_max_data :: non_neg_integer(),
                                                    remote_max_data :: non_neg_integer(),
                                                    data_sent :: non_neg_integer(),
                                                    data_received :: non_neg_integer(),
                                                    last_data_blocked :: non_neg_integer(),
                                                    pending_initial_frames :: [nquic_frame:t()],
                                                    pending_handshake_frames :: [nquic_frame:t()],
                                                    pending_app_frames :: [nquic_frame:t()],
                                                    pending_app_pre_encoded ::
                                                        [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                                    queued_app_send_bytes :: non_neg_integer(),
                                                    cwnd_exempt :: boolean()},
                                     path ::
                                         #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                                         peer_cids ::
                                                             #{non_neg_integer() =>
                                                                   #{cid := nquic:connection_id(),
                                                                     token := binary()}},
                                                         local_cids ::
                                                             #{non_neg_integer() =>
                                                                   nquic:connection_id()},
                                                         local_cid_seq :: non_neg_integer(),
                                                         peer_retire_prior_to :: non_neg_integer(),
                                                         anti_amp_bytes_received :: non_neg_integer(),
                                                         anti_amp_bytes_sent :: non_neg_integer(),
                                                         address_validated :: boolean()}},
                         [nquic_protocol:timeout_action()]}.


      



  



  
    
      
    
    
      flush_pending_result/1



        
          
        

    

  


  

      

          -spec flush_pending_result(gen_statem:event_handler_result(dynamic())) ->
                              gen_statem:event_handler_result(dynamic()).


      



  



  
    
      
    
    
      handle_common/4



        
          
        

    

  


  

      

          -spec handle_common(gen_statem:event_type(),
                    dynamic(),
                    state_name(),
                    #conn_state{role :: client | server,
                                scid :: nquic:connection_id(),
                                dcid :: nquic:connection_id(),
                                odcid :: nquic:connection_id() | undefined,
                                retry_scid :: nquic:connection_id() | undefined,
                                retry_token :: binary(),
                                version :: non_neg_integer(),
                                version_preference :: [non_neg_integer()],
                                socket :: nquic_socket:t() | undefined,
                                peer :: nquic_socket:sockaddr() | undefined,
                                select_info :: nquic_socket:select_info() | undefined,
                                pn_spaces :: #{nquic_packet:space() => map()},
                                app_next_pn :: non_neg_integer(),
                                app_largest_received :: integer(),
                                app_largest_received_us :: integer() | undefined,
                                loss_state :: nquic_loss:loss_state() | undefined,
                                dispatch_table :: nquic_dispatch:t() | undefined,
                                listener :: pid() | undefined,
                                connect_waiters :: [gen_server:from()],
                                local_params ::
                                    #transport_params{original_destination_connection_id ::
                                                          nquic:connection_id() | undefined,
                                                      max_idle_timeout :: non_neg_integer(),
                                                      stateless_reset_token :: binary() | undefined,
                                                      max_udp_payload_size :: pos_integer(),
                                                      initial_max_data :: non_neg_integer(),
                                                      initial_max_stream_data_bidi_local ::
                                                          non_neg_integer(),
                                                      initial_max_stream_data_bidi_remote ::
                                                          non_neg_integer(),
                                                      initial_max_stream_data_uni :: non_neg_integer(),
                                                      initial_max_streams_bidi :: non_neg_integer(),
                                                      initial_max_streams_uni :: non_neg_integer(),
                                                      ack_delay_exponent :: 0..20,
                                                      max_ack_delay :: non_neg_integer(),
                                                      disable_active_migration :: boolean(),
                                                      preferred_address ::
                                                          nquic_transport:preferred_address() |
                                                          undefined,
                                                      active_connection_id_limit :: non_neg_integer(),
                                                      initial_source_connection_id ::
                                                          nquic:connection_id() | undefined,
                                                      retry_source_connection_id ::
                                                          nquic:connection_id() | undefined,
                                                      version_information ::
                                                          nquic_transport:version_information() |
                                                          undefined,
                                                      max_datagram_frame_size ::
                                                          non_neg_integer() | undefined},
                                remote_params ::
                                    #transport_params{original_destination_connection_id ::
                                                          nquic:connection_id() | undefined,
                                                      max_idle_timeout :: non_neg_integer(),
                                                      stateless_reset_token :: binary() | undefined,
                                                      max_udp_payload_size :: pos_integer(),
                                                      initial_max_data :: non_neg_integer(),
                                                      initial_max_stream_data_bidi_local ::
                                                          non_neg_integer(),
                                                      initial_max_stream_data_bidi_remote ::
                                                          non_neg_integer(),
                                                      initial_max_stream_data_uni :: non_neg_integer(),
                                                      initial_max_streams_bidi :: non_neg_integer(),
                                                      initial_max_streams_uni :: non_neg_integer(),
                                                      ack_delay_exponent :: 0..20,
                                                      max_ack_delay :: non_neg_integer(),
                                                      disable_active_migration :: boolean(),
                                                      preferred_address ::
                                                          nquic_transport:preferred_address() |
                                                          undefined,
                                                      active_connection_id_limit :: non_neg_integer(),
                                                      initial_source_connection_id ::
                                                          nquic:connection_id() | undefined,
                                                      retry_source_connection_id ::
                                                          nquic:connection_id() | undefined,
                                                      version_information ::
                                                          nquic_transport:version_information() |
                                                          undefined,
                                                      max_datagram_frame_size ::
                                                          non_neg_integer() | undefined} |
                                    undefined,
                                server_packet_processed :: boolean(),
                                owner :: pid() | undefined,
                                owner_mon :: reference() | undefined,
                                deferred_flush_pending :: boolean(),
                                pending_ack_count :: non_neg_integer(),
                                ack_immediate :: boolean(),
                                last_idle_ms :: non_neg_integer() | infinity | undefined,
                                last_pto_ms :: nquic_protocol_timer:loss_detection_timer() | undefined,
                                recv_ecn :: nquic_socket:ecn_mark(),
                                pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                gso_size :: undefined | pos_integer(),
                                max_payload_size :: pos_integer(),
                                server_per_conn_fd :: boolean(),
                                proactive_cids :: boolean(),
                                socket_connected :: boolean(),
                                self_migration_pending :: boolean(),
                                metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                spin_enabled :: boolean(),
                                peer_spin :: 0..1,
                                new_token_enabled :: boolean(),
                                new_token_lifetime :: pos_integer(),
                                qlog :: undefined | nquic_qlog:qlog_state(),
                                close_kind :: undefined | local | peer | idle_timeout | protocol_error,
                                crypto ::
                                    #conn_crypto{tls_state :: term(),
                                                 keys :: nquic_keys:key_map(),
                                                 app_send_keys :: map() | undefined,
                                                 app_recv_keys :: map() | undefined,
                                                 crypto_buffer ::
                                                     #{nquic_packet:space() =>
                                                           {non_neg_integer(), binary(), list()}},
                                                 cipher :: aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                                 cipher_suites ::
                                                     [aes_128_gcm | aes_256_gcm | chacha20_poly1305] |
                                                     undefined,
                                                 key_phase :: boolean(),
                                                 key_update_pending :: boolean(),
                                                 client_app_secret :: binary() | undefined,
                                                 server_app_secret :: binary() | undefined,
                                                 old_read_keys ::
                                                     #{key := binary(), iv := binary()} | undefined,
                                                 zero_rtt_accepted :: boolean(),
                                                 replay_protection :: module() | undefined,
                                                 session_ticket :: map() | undefined,
                                                 resumption_secret :: binary() | undefined,
                                                 session_cache ::
                                                     atom() | false | {module, module()} | undefined,
                                                 token_cache :: atom() | false | {module, module()},
                                                 alpn :: [binary()] | undefined,
                                                 hostname :: string() | binary() | undefined,
                                                 cert :: binary() | undefined,
                                                 cert_chain :: [binary()],
                                                 key :: any() | undefined,
                                                 verify :: verify_none | verify_peer,
                                                 cacerts :: [binary()],
                                                 peer_cert :: binary() | undefined,
                                                 static_key :: binary() | undefined},
                                streams_state ::
                                    #conn_streams{streams ::
                                                      #{nquic:stream_id() =>
                                                            #stream_state{stream_id :: nquic:stream_id(),
                                                                          type :: bidi | uni,
                                                                          send_state ::
                                                                              ready | send | data_sent |
                                                                              data_recvd | reset_sent |
                                                                              reset_recvd,
                                                                          send_offset ::
                                                                              non_neg_integer(),
                                                                          send_max_data ::
                                                                              non_neg_integer(),
                                                                          last_stream_data_blocked ::
                                                                              non_neg_integer(),
                                                                          pending_send_data ::
                                                                              [binary()],
                                                                          pending_send_size ::
                                                                              non_neg_integer(),
                                                                          pending_send_fin :: boolean(),
                                                                          recv_state ::
                                                                              recv | size_known |
                                                                              data_recvd | reset_recvd |
                                                                              data_read | reset_read,
                                                                          recv_offset ::
                                                                              non_neg_integer(),
                                                                          recv_max_offset ::
                                                                              non_neg_integer(),
                                                                          recv_window ::
                                                                              non_neg_integer(),
                                                                          recv_buffer ::
                                                                              gb_trees:tree(non_neg_integer(),
                                                                                            {binary(),
                                                                                             boolean()}),
                                                                          app_buffer :: iodata(),
                                                                          app_buffer_size ::
                                                                              non_neg_integer()}},
                                                  next_bidi_stream :: nquic:stream_id() | undefined,
                                                  next_uni_stream :: nquic:stream_id() | undefined,
                                                  peer_max_streams_bidi :: non_neg_integer(),
                                                  peer_max_streams_uni :: non_neg_integer(),
                                                  local_max_streams_bidi :: non_neg_integer(),
                                                  local_max_streams_uni :: non_neg_integer(),
                                                  last_sent_max_streams_bidi :: non_neg_integer(),
                                                  last_sent_max_streams_uni :: non_neg_integer(),
                                                  max_peer_bidi_stream_id ::
                                                      non_neg_integer() | undefined,
                                                  max_peer_uni_stream_id ::
                                                      non_neg_integer() | undefined,
                                                  opened_peer_bidi_count :: non_neg_integer(),
                                                  opened_peer_uni_count :: non_neg_integer(),
                                                  closed_peer_bidi_wm :: integer(),
                                                  closed_peer_uni_wm :: integer(),
                                                  closed_peer_streams :: #{nquic:stream_id() => true},
                                                  recv_waiters ::
                                                      #{nquic:stream_id() => gen_statem:from()},
                                                  accept_stream_waiters ::
                                                      queue:queue(gen_statem:from()),
                                                  pending_streams :: queue:queue(nquic:stream_id()),
                                                  blocked_streams :: #{nquic:stream_id() => true},
                                                  pending_send_streams :: #{nquic:stream_id() => true},
                                                  send_buffer_high_water :: pos_integer(),
                                                  send_timeout :: timeout(),
                                                  send_waiters ::
                                                      queue:queue(nquic_conn_send_waiters:t())},
                                flow ::
                                    #conn_flow{local_max_data :: non_neg_integer(),
                                               remote_max_data :: non_neg_integer(),
                                               data_sent :: non_neg_integer(),
                                               data_received :: non_neg_integer(),
                                               last_data_blocked :: non_neg_integer(),
                                               pending_initial_frames :: [nquic_frame:t()],
                                               pending_handshake_frames :: [nquic_frame:t()],
                                               pending_app_frames :: [nquic_frame:t()],
                                               pending_app_pre_encoded ::
                                                   [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                               queued_app_send_bytes :: non_neg_integer(),
                                               cwnd_exempt :: boolean()},
                                path ::
                                    #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                                    peer_cids ::
                                                        #{non_neg_integer() =>
                                                              #{cid := nquic:connection_id(),
                                                                token := binary()}},
                                                    local_cids ::
                                                        #{non_neg_integer() => nquic:connection_id()},
                                                    local_cid_seq :: non_neg_integer(),
                                                    peer_retire_prior_to :: non_neg_integer(),
                                                    anti_amp_bytes_received :: non_neg_integer(),
                                                    anti_amp_bytes_sent :: non_neg_integer(),
                                                    address_validated :: boolean()}}) ->
                       gen_statem:event_handler_result(state_name()).


      



  



  
    
      
    
    
      handle_packet_event(Pid, Event)



        
          
        

    

  


  

      

          -spec handle_packet_event(pid(), dynamic()) -> ok.


      


Deliver a received packet to a connection process.
A bare Pid ! Event send. Backpressure relies on the kernel UDP socket
buffer (overflow drops at the kernel level), QUIC retransmission (peer
recovers any dropped packet), and the receiver-side rate limit on the
slow path. A previous revision performed a per-packet
process_info(Pid, message_queue_len) check; on a 1M req/s pipelined
echo it cost ~26us per cross-process call and tanked throughput by ~3x.
The mailbox uses message_queue_data => off_heap, so unbounded growth
under sustained overload still drives the node to memory pressure
rather than OOMing the scheduler heap; if that becomes a problem in
production the right answer is sampled telemetry, not a per-packet
syscall.

  



  
    
      
    
    
      handle_preferred_address_migration(PA, Data)



        
          
        

    

  


  

      

          -spec handle_preferred_address_migration(nquic_transport:preferred_address(),
                                         #conn_state{role :: client | server,
                                                     scid :: nquic:connection_id(),
                                                     dcid :: nquic:connection_id(),
                                                     odcid :: nquic:connection_id() | undefined,
                                                     retry_scid :: nquic:connection_id() | undefined,
                                                     retry_token :: binary(),
                                                     version :: non_neg_integer(),
                                                     version_preference :: [non_neg_integer()],
                                                     socket :: nquic_socket:t() | undefined,
                                                     peer :: nquic_socket:sockaddr() | undefined,
                                                     select_info ::
                                                         nquic_socket:select_info() | undefined,
                                                     pn_spaces :: #{nquic_packet:space() => map()},
                                                     app_next_pn :: non_neg_integer(),
                                                     app_largest_received :: integer(),
                                                     app_largest_received_us :: integer() | undefined,
                                                     loss_state :: nquic_loss:loss_state() | undefined,
                                                     dispatch_table :: nquic_dispatch:t() | undefined,
                                                     listener :: pid() | undefined,
                                                     connect_waiters :: [gen_server:from()],
                                                     local_params ::
                                                         #transport_params{original_destination_connection_id ::
                                                                               nquic:connection_id() |
                                                                               undefined,
                                                                           max_idle_timeout ::
                                                                               non_neg_integer(),
                                                                           stateless_reset_token ::
                                                                               binary() | undefined,
                                                                           max_udp_payload_size ::
                                                                               pos_integer(),
                                                                           initial_max_data ::
                                                                               non_neg_integer(),
                                                                           initial_max_stream_data_bidi_local ::
                                                                               non_neg_integer(),
                                                                           initial_max_stream_data_bidi_remote ::
                                                                               non_neg_integer(),
                                                                           initial_max_stream_data_uni ::
                                                                               non_neg_integer(),
                                                                           initial_max_streams_bidi ::
                                                                               non_neg_integer(),
                                                                           initial_max_streams_uni ::
                                                                               non_neg_integer(),
                                                                           ack_delay_exponent :: 0..20,
                                                                           max_ack_delay ::
                                                                               non_neg_integer(),
                                                                           disable_active_migration ::
                                                                               boolean(),
                                                                           preferred_address ::
                                                                               nquic_transport:preferred_address() |
                                                                               undefined,
                                                                           active_connection_id_limit ::
                                                                               non_neg_integer(),
                                                                           initial_source_connection_id ::
                                                                               nquic:connection_id() |
                                                                               undefined,
                                                                           retry_source_connection_id ::
                                                                               nquic:connection_id() |
                                                                               undefined,
                                                                           version_information ::
                                                                               nquic_transport:version_information() |
                                                                               undefined,
                                                                           max_datagram_frame_size ::
                                                                               non_neg_integer() |
                                                                               undefined},
                                                     remote_params ::
                                                         #transport_params{original_destination_connection_id ::
                                                                               nquic:connection_id() |
                                                                               undefined,
                                                                           max_idle_timeout ::
                                                                               non_neg_integer(),
                                                                           stateless_reset_token ::
                                                                               binary() | undefined,
                                                                           max_udp_payload_size ::
                                                                               pos_integer(),
                                                                           initial_max_data ::
                                                                               non_neg_integer(),
                                                                           initial_max_stream_data_bidi_local ::
                                                                               non_neg_integer(),
                                                                           initial_max_stream_data_bidi_remote ::
                                                                               non_neg_integer(),
                                                                           initial_max_stream_data_uni ::
                                                                               non_neg_integer(),
                                                                           initial_max_streams_bidi ::
                                                                               non_neg_integer(),
                                                                           initial_max_streams_uni ::
                                                                               non_neg_integer(),
                                                                           ack_delay_exponent :: 0..20,
                                                                           max_ack_delay ::
                                                                               non_neg_integer(),
                                                                           disable_active_migration ::
                                                                               boolean(),
                                                                           preferred_address ::
                                                                               nquic_transport:preferred_address() |
                                                                               undefined,
                                                                           active_connection_id_limit ::
                                                                               non_neg_integer(),
                                                                           initial_source_connection_id ::
                                                                               nquic:connection_id() |
                                                                               undefined,
                                                                           retry_source_connection_id ::
                                                                               nquic:connection_id() |
                                                                               undefined,
                                                                           version_information ::
                                                                               nquic_transport:version_information() |
                                                                               undefined,
                                                                           max_datagram_frame_size ::
                                                                               non_neg_integer() |
                                                                               undefined} |
                                                         undefined,
                                                     server_packet_processed :: boolean(),
                                                     owner :: pid() | undefined,
                                                     owner_mon :: reference() | undefined,
                                                     deferred_flush_pending :: boolean(),
                                                     pending_ack_count :: non_neg_integer(),
                                                     ack_immediate :: boolean(),
                                                     last_idle_ms ::
                                                         non_neg_integer() | infinity | undefined,
                                                     last_pto_ms ::
                                                         nquic_protocol_timer:loss_detection_timer() |
                                                         undefined,
                                                     recv_ecn :: nquic_socket:ecn_mark(),
                                                     pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                                     gso_size :: undefined | pos_integer(),
                                                     max_payload_size :: pos_integer(),
                                                     server_per_conn_fd :: boolean(),
                                                     proactive_cids :: boolean(),
                                                     socket_connected :: boolean(),
                                                     self_migration_pending :: boolean(),
                                                     metrics_counters ::
                                                         nquic_metrics:conn_counters() | undefined,
                                                     spin_enabled :: boolean(),
                                                     peer_spin :: 0..1,
                                                     new_token_enabled :: boolean(),
                                                     new_token_lifetime :: pos_integer(),
                                                     qlog :: undefined | nquic_qlog:qlog_state(),
                                                     close_kind ::
                                                         undefined | local | peer | idle_timeout |
                                                         protocol_error,
                                                     crypto ::
                                                         #conn_crypto{tls_state :: term(),
                                                                      keys :: nquic_keys:key_map(),
                                                                      app_send_keys :: map() | undefined,
                                                                      app_recv_keys :: map() | undefined,
                                                                      crypto_buffer ::
                                                                          #{nquic_packet:space() =>
                                                                                {non_neg_integer(),
                                                                                 binary(),
                                                                                 list()}},
                                                                      cipher ::
                                                                          aes_128_gcm | aes_256_gcm |
                                                                          chacha20_poly1305,
                                                                      cipher_suites ::
                                                                          [aes_128_gcm | aes_256_gcm |
                                                                           chacha20_poly1305] |
                                                                          undefined,
                                                                      key_phase :: boolean(),
                                                                      key_update_pending :: boolean(),
                                                                      client_app_secret ::
                                                                          binary() | undefined,
                                                                      server_app_secret ::
                                                                          binary() | undefined,
                                                                      old_read_keys ::
                                                                          #{key := binary(),
                                                                            iv := binary()} |
                                                                          undefined,
                                                                      zero_rtt_accepted :: boolean(),
                                                                      replay_protection ::
                                                                          module() | undefined,
                                                                      session_ticket ::
                                                                          map() | undefined,
                                                                      resumption_secret ::
                                                                          binary() | undefined,
                                                                      session_cache ::
                                                                          atom() |
                                                                          false |
                                                                          {module, module()} |
                                                                          undefined,
                                                                      token_cache ::
                                                                          atom() |
                                                                          false |
                                                                          {module, module()},
                                                                      alpn :: [binary()] | undefined,
                                                                      hostname ::
                                                                          string() |
                                                                          binary() |
                                                                          undefined,
                                                                      cert :: binary() | undefined,
                                                                      cert_chain :: [binary()],
                                                                      key :: any() | undefined,
                                                                      verify ::
                                                                          verify_none | verify_peer,
                                                                      cacerts :: [binary()],
                                                                      peer_cert :: binary() | undefined,
                                                                      static_key :: binary() | undefined},
                                                     streams_state ::
                                                         #conn_streams{streams ::
                                                                           #{nquic:stream_id() =>
                                                                                 #stream_state{stream_id ::
                                                                                                   nquic:stream_id(),
                                                                                               type ::
                                                                                                   bidi |
                                                                                                   uni,
                                                                                               send_state ::
                                                                                                   ready |
                                                                                                   send |
                                                                                                   data_sent |
                                                                                                   data_recvd |
                                                                                                   reset_sent |
                                                                                                   reset_recvd,
                                                                                               send_offset ::
                                                                                                   non_neg_integer(),
                                                                                               send_max_data ::
                                                                                                   non_neg_integer(),
                                                                                               last_stream_data_blocked ::
                                                                                                   non_neg_integer(),
                                                                                               pending_send_data ::
                                                                                                   [binary()],
                                                                                               pending_send_size ::
                                                                                                   non_neg_integer(),
                                                                                               pending_send_fin ::
                                                                                                   boolean(),
                                                                                               recv_state ::
                                                                                                   recv |
                                                                                                   size_known |
                                                                                                   data_recvd |
                                                                                                   reset_recvd |
                                                                                                   data_read |
                                                                                                   reset_read,
                                                                                               recv_offset ::
                                                                                                   non_neg_integer(),
                                                                                               recv_max_offset ::
                                                                                                   non_neg_integer(),
                                                                                               recv_window ::
                                                                                                   non_neg_integer(),
                                                                                               recv_buffer ::
                                                                                                   gb_trees:tree(non_neg_integer(),
                                                                                                                 {binary(),
                                                                                                                  boolean()}),
                                                                                               app_buffer ::
                                                                                                   iodata(),
                                                                                               app_buffer_size ::
                                                                                                   non_neg_integer()}},
                                                                       next_bidi_stream ::
                                                                           nquic:stream_id() | undefined,
                                                                       next_uni_stream ::
                                                                           nquic:stream_id() | undefined,
                                                                       peer_max_streams_bidi ::
                                                                           non_neg_integer(),
                                                                       peer_max_streams_uni ::
                                                                           non_neg_integer(),
                                                                       local_max_streams_bidi ::
                                                                           non_neg_integer(),
                                                                       local_max_streams_uni ::
                                                                           non_neg_integer(),
                                                                       last_sent_max_streams_bidi ::
                                                                           non_neg_integer(),
                                                                       last_sent_max_streams_uni ::
                                                                           non_neg_integer(),
                                                                       max_peer_bidi_stream_id ::
                                                                           non_neg_integer() | undefined,
                                                                       max_peer_uni_stream_id ::
                                                                           non_neg_integer() | undefined,
                                                                       opened_peer_bidi_count ::
                                                                           non_neg_integer(),
                                                                       opened_peer_uni_count ::
                                                                           non_neg_integer(),
                                                                       closed_peer_bidi_wm :: integer(),
                                                                       closed_peer_uni_wm :: integer(),
                                                                       closed_peer_streams ::
                                                                           #{nquic:stream_id() => true},
                                                                       recv_waiters ::
                                                                           #{nquic:stream_id() =>
                                                                                 gen_statem:from()},
                                                                       accept_stream_waiters ::
                                                                           queue:queue(gen_statem:from()),
                                                                       pending_streams ::
                                                                           queue:queue(nquic:stream_id()),
                                                                       blocked_streams ::
                                                                           #{nquic:stream_id() => true},
                                                                       pending_send_streams ::
                                                                           #{nquic:stream_id() => true},
                                                                       send_buffer_high_water ::
                                                                           pos_integer(),
                                                                       send_timeout :: timeout(),
                                                                       send_waiters ::
                                                                           queue:queue(nquic_conn_send_waiters:t())},
                                                     flow ::
                                                         #conn_flow{local_max_data :: non_neg_integer(),
                                                                    remote_max_data :: non_neg_integer(),
                                                                    data_sent :: non_neg_integer(),
                                                                    data_received :: non_neg_integer(),
                                                                    last_data_blocked ::
                                                                        non_neg_integer(),
                                                                    pending_initial_frames ::
                                                                        [nquic_frame:t()],
                                                                    pending_handshake_frames ::
                                                                        [nquic_frame:t()],
                                                                    pending_app_frames ::
                                                                        [nquic_frame:t()],
                                                                    pending_app_pre_encoded ::
                                                                        [{non_neg_integer(),
                                                                          iodata(),
                                                                          nquic_frame:t()}],
                                                                    queued_app_send_bytes ::
                                                                        non_neg_integer(),
                                                                    cwnd_exempt :: boolean()},
                                                     path ::
                                                         #conn_path_mgmt{path_state ::
                                                                             nquic_path:state() |
                                                                             undefined,
                                                                         peer_cids ::
                                                                             #{non_neg_integer() =>
                                                                                   #{cid :=
                                                                                         nquic:connection_id(),
                                                                                     token := binary()}},
                                                                         local_cids ::
                                                                             #{non_neg_integer() =>
                                                                                   nquic:connection_id()},
                                                                         local_cid_seq ::
                                                                             non_neg_integer(),
                                                                         peer_retire_prior_to ::
                                                                             non_neg_integer(),
                                                                         anti_amp_bytes_received ::
                                                                             non_neg_integer(),
                                                                         anti_amp_bytes_sent ::
                                                                             non_neg_integer(),
                                                                         address_validated :: boolean()}}) ->
                                            gen_statem:event_handler_result(term()).
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          -spec handshake(gen_statem:event_type(),
                dynamic(),
                #conn_state{role :: client | server,
                            scid :: nquic:connection_id(),
                            dcid :: nquic:connection_id(),
                            odcid :: nquic:connection_id() | undefined,
                            retry_scid :: nquic:connection_id() | undefined,
                            retry_token :: binary(),
                            version :: non_neg_integer(),
                            version_preference :: [non_neg_integer()],
                            socket :: nquic_socket:t() | undefined,
                            peer :: nquic_socket:sockaddr() | undefined,
                            select_info :: nquic_socket:select_info() | undefined,
                            pn_spaces :: #{nquic_packet:space() => map()},
                            app_next_pn :: non_neg_integer(),
                            app_largest_received :: integer(),
                            app_largest_received_us :: integer() | undefined,
                            loss_state :: nquic_loss:loss_state() | undefined,
                            dispatch_table :: nquic_dispatch:t() | undefined,
                            listener :: pid() | undefined,
                            connect_waiters :: [gen_server:from()],
                            local_params ::
                                #transport_params{original_destination_connection_id ::
                                                      nquic:connection_id() | undefined,
                                                  max_idle_timeout :: non_neg_integer(),
                                                  stateless_reset_token :: binary() | undefined,
                                                  max_udp_payload_size :: pos_integer(),
                                                  initial_max_data :: non_neg_integer(),
                                                  initial_max_stream_data_bidi_local ::
                                                      non_neg_integer(),
                                                  initial_max_stream_data_bidi_remote ::
                                                      non_neg_integer(),
                                                  initial_max_stream_data_uni :: non_neg_integer(),
                                                  initial_max_streams_bidi :: non_neg_integer(),
                                                  initial_max_streams_uni :: non_neg_integer(),
                                                  ack_delay_exponent :: 0..20,
                                                  max_ack_delay :: non_neg_integer(),
                                                  disable_active_migration :: boolean(),
                                                  preferred_address ::
                                                      nquic_transport:preferred_address() | undefined,
                                                  active_connection_id_limit :: non_neg_integer(),
                                                  initial_source_connection_id ::
                                                      nquic:connection_id() | undefined,
                                                  retry_source_connection_id ::
                                                      nquic:connection_id() | undefined,
                                                  version_information ::
                                                      nquic_transport:version_information() | undefined,
                                                  max_datagram_frame_size ::
                                                      non_neg_integer() | undefined},
                            remote_params ::
                                #transport_params{original_destination_connection_id ::
                                                      nquic:connection_id() | undefined,
                                                  max_idle_timeout :: non_neg_integer(),
                                                  stateless_reset_token :: binary() | undefined,
                                                  max_udp_payload_size :: pos_integer(),
                                                  initial_max_data :: non_neg_integer(),
                                                  initial_max_stream_data_bidi_local ::
                                                      non_neg_integer(),
                                                  initial_max_stream_data_bidi_remote ::
                                                      non_neg_integer(),
                                                  initial_max_stream_data_uni :: non_neg_integer(),
                                                  initial_max_streams_bidi :: non_neg_integer(),
                                                  initial_max_streams_uni :: non_neg_integer(),
                                                  ack_delay_exponent :: 0..20,
                                                  max_ack_delay :: non_neg_integer(),
                                                  disable_active_migration :: boolean(),
                                                  preferred_address ::
                                                      nquic_transport:preferred_address() | undefined,
                                                  active_connection_id_limit :: non_neg_integer(),
                                                  initial_source_connection_id ::
                                                      nquic:connection_id() | undefined,
                                                  retry_source_connection_id ::
                                                      nquic:connection_id() | undefined,
                                                  version_information ::
                                                      nquic_transport:version_information() | undefined,
                                                  max_datagram_frame_size ::
                                                      non_neg_integer() | undefined} |
                                undefined,
                            server_packet_processed :: boolean(),
                            owner :: pid() | undefined,
                            owner_mon :: reference() | undefined,
                            deferred_flush_pending :: boolean(),
                            pending_ack_count :: non_neg_integer(),
                            ack_immediate :: boolean(),
                            last_idle_ms :: non_neg_integer() | infinity | undefined,
                            last_pto_ms :: nquic_protocol_timer:loss_detection_timer() | undefined,
                            recv_ecn :: nquic_socket:ecn_mark(),
                            pmtud :: nquic_pmtud:pmtud_state() | undefined,
                            gso_size :: undefined | pos_integer(),
                            max_payload_size :: pos_integer(),
                            server_per_conn_fd :: boolean(),
                            proactive_cids :: boolean(),
                            socket_connected :: boolean(),
                            self_migration_pending :: boolean(),
                            metrics_counters :: nquic_metrics:conn_counters() | undefined,
                            spin_enabled :: boolean(),
                            peer_spin :: 0..1,
                            new_token_enabled :: boolean(),
                            new_token_lifetime :: pos_integer(),
                            qlog :: undefined | nquic_qlog:qlog_state(),
                            close_kind :: undefined | local | peer | idle_timeout | protocol_error,
                            crypto ::
                                #conn_crypto{tls_state :: term(),
                                             keys :: nquic_keys:key_map(),
                                             app_send_keys :: map() | undefined,
                                             app_recv_keys :: map() | undefined,
                                             crypto_buffer ::
                                                 #{nquic_packet:space() =>
                                                       {non_neg_integer(), binary(), list()}},
                                             cipher :: aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                             cipher_suites ::
                                                 [aes_128_gcm | aes_256_gcm | chacha20_poly1305] |
                                                 undefined,
                                             key_phase :: boolean(),
                                             key_update_pending :: boolean(),
                                             client_app_secret :: binary() | undefined,
                                             server_app_secret :: binary() | undefined,
                                             old_read_keys ::
                                                 #{key := binary(), iv := binary()} | undefined,
                                             zero_rtt_accepted :: boolean(),
                                             replay_protection :: module() | undefined,
                                             session_ticket :: map() | undefined,
                                             resumption_secret :: binary() | undefined,
                                             session_cache ::
                                                 atom() | false | {module, module()} | undefined,
                                             token_cache :: atom() | false | {module, module()},
                                             alpn :: [binary()] | undefined,
                                             hostname :: string() | binary() | undefined,
                                             cert :: binary() | undefined,
                                             cert_chain :: [binary()],
                                             key :: any() | undefined,
                                             verify :: verify_none | verify_peer,
                                             cacerts :: [binary()],
                                             peer_cert :: binary() | undefined,
                                             static_key :: binary() | undefined},
                            streams_state ::
                                #conn_streams{streams ::
                                                  #{nquic:stream_id() =>
                                                        #stream_state{stream_id :: nquic:stream_id(),
                                                                      type :: bidi | uni,
                                                                      send_state ::
                                                                          ready | send | data_sent |
                                                                          data_recvd | reset_sent |
                                                                          reset_recvd,
                                                                      send_offset :: non_neg_integer(),
                                                                      send_max_data :: non_neg_integer(),
                                                                      last_stream_data_blocked ::
                                                                          non_neg_integer(),
                                                                      pending_send_data :: [binary()],
                                                                      pending_send_size ::
                                                                          non_neg_integer(),
                                                                      pending_send_fin :: boolean(),
                                                                      recv_state ::
                                                                          recv | size_known |
                                                                          data_recvd | reset_recvd |
                                                                          data_read | reset_read,
                                                                      recv_offset :: non_neg_integer(),
                                                                      recv_max_offset ::
                                                                          non_neg_integer(),
                                                                      recv_window :: non_neg_integer(),
                                                                      recv_buffer ::
                                                                          gb_trees:tree(non_neg_integer(),
                                                                                        {binary(),
                                                                                         boolean()}),
                                                                      app_buffer :: iodata(),
                                                                      app_buffer_size ::
                                                                          non_neg_integer()}},
                                              next_bidi_stream :: nquic:stream_id() | undefined,
                                              next_uni_stream :: nquic:stream_id() | undefined,
                                              peer_max_streams_bidi :: non_neg_integer(),
                                              peer_max_streams_uni :: non_neg_integer(),
                                              local_max_streams_bidi :: non_neg_integer(),
                                              local_max_streams_uni :: non_neg_integer(),
                                              last_sent_max_streams_bidi :: non_neg_integer(),
                                              last_sent_max_streams_uni :: non_neg_integer(),
                                              max_peer_bidi_stream_id :: non_neg_integer() | undefined,
                                              max_peer_uni_stream_id :: non_neg_integer() | undefined,
                                              opened_peer_bidi_count :: non_neg_integer(),
                                              opened_peer_uni_count :: non_neg_integer(),
                                              closed_peer_bidi_wm :: integer(),
                                              closed_peer_uni_wm :: integer(),
                                              closed_peer_streams :: #{nquic:stream_id() => true},
                                              recv_waiters :: #{nquic:stream_id() => gen_statem:from()},
                                              accept_stream_waiters :: queue:queue(gen_statem:from()),
                                              pending_streams :: queue:queue(nquic:stream_id()),
                                              blocked_streams :: #{nquic:stream_id() => true},
                                              pending_send_streams :: #{nquic:stream_id() => true},
                                              send_buffer_high_water :: pos_integer(),
                                              send_timeout :: timeout(),
                                              send_waiters :: queue:queue(nquic_conn_send_waiters:t())},
                            flow ::
                                #conn_flow{local_max_data :: non_neg_integer(),
                                           remote_max_data :: non_neg_integer(),
                                           data_sent :: non_neg_integer(),
                                           data_received :: non_neg_integer(),
                                           last_data_blocked :: non_neg_integer(),
                                           pending_initial_frames :: [nquic_frame:t()],
                                           pending_handshake_frames :: [nquic_frame:t()],
                                           pending_app_frames :: [nquic_frame:t()],
                                           pending_app_pre_encoded ::
                                               [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                           queued_app_send_bytes :: non_neg_integer(),
                                           cwnd_exempt :: boolean()},
                            path ::
                                #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                                peer_cids ::
                                                    #{non_neg_integer() =>
                                                          #{cid := nquic:connection_id(),
                                                            token := binary()}},
                                                local_cids ::
                                                    #{non_neg_integer() => nquic:connection_id()},
                                                local_cid_seq :: non_neg_integer(),
                                                peer_retire_prior_to :: non_neg_integer(),
                                                anti_amp_bytes_received :: non_neg_integer(),
                                                anti_amp_bytes_sent :: non_neg_integer(),
                                                address_validated :: boolean()}}) ->
                   gen_statem:event_handler_result(state_name()).


      



  



  
    
      
    
    
      info(Conn)



        
          
        

    

  


  

      

          -spec info(pid()) -> {ok, nquic_conn:conn_info()} | {error, nquic_error:any_reason()}.
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          -spec init(map()) ->
              {ok,
               state_name(),
               #conn_state{role :: client | server,
                           scid :: nquic:connection_id(),
                           dcid :: nquic:connection_id(),
                           odcid :: nquic:connection_id() | undefined,
                           retry_scid :: nquic:connection_id() | undefined,
                           retry_token :: binary(),
                           version :: non_neg_integer(),
                           version_preference :: [non_neg_integer()],
                           socket :: nquic_socket:t() | undefined,
                           peer :: nquic_socket:sockaddr() | undefined,
                           select_info :: nquic_socket:select_info() | undefined,
                           pn_spaces :: #{nquic_packet:space() => map()},
                           app_next_pn :: non_neg_integer(),
                           app_largest_received :: integer(),
                           app_largest_received_us :: integer() | undefined,
                           loss_state :: nquic_loss:loss_state() | undefined,
                           dispatch_table :: nquic_dispatch:t() | undefined,
                           listener :: pid() | undefined,
                           connect_waiters :: [gen_server:from()],
                           local_params ::
                               #transport_params{original_destination_connection_id ::
                                                     nquic:connection_id() | undefined,
                                                 max_idle_timeout :: non_neg_integer(),
                                                 stateless_reset_token :: binary() | undefined,
                                                 max_udp_payload_size :: pos_integer(),
                                                 initial_max_data :: non_neg_integer(),
                                                 initial_max_stream_data_bidi_local :: non_neg_integer(),
                                                 initial_max_stream_data_bidi_remote ::
                                                     non_neg_integer(),
                                                 initial_max_stream_data_uni :: non_neg_integer(),
                                                 initial_max_streams_bidi :: non_neg_integer(),
                                                 initial_max_streams_uni :: non_neg_integer(),
                                                 ack_delay_exponent :: 0..20,
                                                 max_ack_delay :: non_neg_integer(),
                                                 disable_active_migration :: boolean(),
                                                 preferred_address ::
                                                     nquic_transport:preferred_address() | undefined,
                                                 active_connection_id_limit :: non_neg_integer(),
                                                 initial_source_connection_id ::
                                                     nquic:connection_id() | undefined,
                                                 retry_source_connection_id ::
                                                     nquic:connection_id() | undefined,
                                                 version_information ::
                                                     nquic_transport:version_information() | undefined,
                                                 max_datagram_frame_size ::
                                                     non_neg_integer() | undefined},
                           remote_params ::
                               #transport_params{original_destination_connection_id ::
                                                     nquic:connection_id() | undefined,
                                                 max_idle_timeout :: non_neg_integer(),
                                                 stateless_reset_token :: binary() | undefined,
                                                 max_udp_payload_size :: pos_integer(),
                                                 initial_max_data :: non_neg_integer(),
                                                 initial_max_stream_data_bidi_local :: non_neg_integer(),
                                                 initial_max_stream_data_bidi_remote ::
                                                     non_neg_integer(),
                                                 initial_max_stream_data_uni :: non_neg_integer(),
                                                 initial_max_streams_bidi :: non_neg_integer(),
                                                 initial_max_streams_uni :: non_neg_integer(),
                                                 ack_delay_exponent :: 0..20,
                                                 max_ack_delay :: non_neg_integer(),
                                                 disable_active_migration :: boolean(),
                                                 preferred_address ::
                                                     nquic_transport:preferred_address() | undefined,
                                                 active_connection_id_limit :: non_neg_integer(),
                                                 initial_source_connection_id ::
                                                     nquic:connection_id() | undefined,
                                                 retry_source_connection_id ::
                                                     nquic:connection_id() | undefined,
                                                 version_information ::
                                                     nquic_transport:version_information() | undefined,
                                                 max_datagram_frame_size ::
                                                     non_neg_integer() | undefined} |
                               undefined,
                           server_packet_processed :: boolean(),
                           owner :: pid() | undefined,
                           owner_mon :: reference() | undefined,
                           deferred_flush_pending :: boolean(),
                           pending_ack_count :: non_neg_integer(),
                           ack_immediate :: boolean(),
                           last_idle_ms :: non_neg_integer() | infinity | undefined,
                           last_pto_ms :: nquic_protocol_timer:loss_detection_timer() | undefined,
                           recv_ecn :: nquic_socket:ecn_mark(),
                           pmtud :: nquic_pmtud:pmtud_state() | undefined,
                           gso_size :: undefined | pos_integer(),
                           max_payload_size :: pos_integer(),
                           server_per_conn_fd :: boolean(),
                           proactive_cids :: boolean(),
                           socket_connected :: boolean(),
                           self_migration_pending :: boolean(),
                           metrics_counters :: nquic_metrics:conn_counters() | undefined,
                           spin_enabled :: boolean(),
                           peer_spin :: 0..1,
                           new_token_enabled :: boolean(),
                           new_token_lifetime :: pos_integer(),
                           qlog :: undefined | nquic_qlog:qlog_state(),
                           close_kind :: undefined | local | peer | idle_timeout | protocol_error,
                           crypto ::
                               #conn_crypto{tls_state :: term(),
                                            keys :: nquic_keys:key_map(),
                                            app_send_keys :: map() | undefined,
                                            app_recv_keys :: map() | undefined,
                                            crypto_buffer ::
                                                #{nquic_packet:space() =>
                                                      {non_neg_integer(), binary(), list()}},
                                            cipher :: aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                            cipher_suites ::
                                                [aes_128_gcm | aes_256_gcm | chacha20_poly1305] |
                                                undefined,
                                            key_phase :: boolean(),
                                            key_update_pending :: boolean(),
                                            client_app_secret :: binary() | undefined,
                                            server_app_secret :: binary() | undefined,
                                            old_read_keys ::
                                                #{key := binary(), iv := binary()} | undefined,
                                            zero_rtt_accepted :: boolean(),
                                            replay_protection :: module() | undefined,
                                            session_ticket :: map() | undefined,
                                            resumption_secret :: binary() | undefined,
                                            session_cache ::
                                                atom() | false | {module, module()} | undefined,
                                            token_cache :: atom() | false | {module, module()},
                                            alpn :: [binary()] | undefined,
                                            hostname :: string() | binary() | undefined,
                                            cert :: binary() | undefined,
                                            cert_chain :: [binary()],
                                            key :: any() | undefined,
                                            verify :: verify_none | verify_peer,
                                            cacerts :: [binary()],
                                            peer_cert :: binary() | undefined,
                                            static_key :: binary() | undefined},
                           streams_state ::
                               #conn_streams{streams ::
                                                 #{nquic:stream_id() =>
                                                       #stream_state{stream_id :: nquic:stream_id(),
                                                                     type :: bidi | uni,
                                                                     send_state ::
                                                                         ready | send | data_sent |
                                                                         data_recvd | reset_sent |
                                                                         reset_recvd,
                                                                     send_offset :: non_neg_integer(),
                                                                     send_max_data :: non_neg_integer(),
                                                                     last_stream_data_blocked ::
                                                                         non_neg_integer(),
                                                                     pending_send_data :: [binary()],
                                                                     pending_send_size ::
                                                                         non_neg_integer(),
                                                                     pending_send_fin :: boolean(),
                                                                     recv_state ::
                                                                         recv | size_known |
                                                                         data_recvd | reset_recvd |
                                                                         data_read | reset_read,
                                                                     recv_offset :: non_neg_integer(),
                                                                     recv_max_offset ::
                                                                         non_neg_integer(),
                                                                     recv_window :: non_neg_integer(),
                                                                     recv_buffer ::
                                                                         gb_trees:tree(non_neg_integer(),
                                                                                       {binary(),
                                                                                        boolean()}),
                                                                     app_buffer :: iodata(),
                                                                     app_buffer_size ::
                                                                         non_neg_integer()}},
                                             next_bidi_stream :: nquic:stream_id() | undefined,
                                             next_uni_stream :: nquic:stream_id() | undefined,
                                             peer_max_streams_bidi :: non_neg_integer(),
                                             peer_max_streams_uni :: non_neg_integer(),
                                             local_max_streams_bidi :: non_neg_integer(),
                                             local_max_streams_uni :: non_neg_integer(),
                                             last_sent_max_streams_bidi :: non_neg_integer(),
                                             last_sent_max_streams_uni :: non_neg_integer(),
                                             max_peer_bidi_stream_id :: non_neg_integer() | undefined,
                                             max_peer_uni_stream_id :: non_neg_integer() | undefined,
                                             opened_peer_bidi_count :: non_neg_integer(),
                                             opened_peer_uni_count :: non_neg_integer(),
                                             closed_peer_bidi_wm :: integer(),
                                             closed_peer_uni_wm :: integer(),
                                             closed_peer_streams :: #{nquic:stream_id() => true},
                                             recv_waiters :: #{nquic:stream_id() => gen_statem:from()},
                                             accept_stream_waiters :: queue:queue(gen_statem:from()),
                                             pending_streams :: queue:queue(nquic:stream_id()),
                                             blocked_streams :: #{nquic:stream_id() => true},
                                             pending_send_streams :: #{nquic:stream_id() => true},
                                             send_buffer_high_water :: pos_integer(),
                                             send_timeout :: timeout(),
                                             send_waiters :: queue:queue(nquic_conn_send_waiters:t())},
                           flow ::
                               #conn_flow{local_max_data :: non_neg_integer(),
                                          remote_max_data :: non_neg_integer(),
                                          data_sent :: non_neg_integer(),
                                          data_received :: non_neg_integer(),
                                          last_data_blocked :: non_neg_integer(),
                                          pending_initial_frames :: [nquic_frame:t()],
                                          pending_handshake_frames :: [nquic_frame:t()],
                                          pending_app_frames :: [nquic_frame:t()],
                                          pending_app_pre_encoded ::
                                              [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                          queued_app_send_bytes :: non_neg_integer(),
                                          cwnd_exempt :: boolean()},
                           path ::
                               #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                               peer_cids ::
                                                   #{non_neg_integer() =>
                                                         #{cid := nquic:connection_id(),
                                                           token := binary()}},
                                               local_cids ::
                                                   #{non_neg_integer() => nquic:connection_id()},
                                               local_cid_seq :: non_neg_integer(),
                                               peer_retire_prior_to :: non_neg_integer(),
                                               anti_amp_bytes_received :: non_neg_integer(),
                                               anti_amp_bytes_sent :: non_neg_integer(),
                                               address_validated :: boolean()}},
               [gen_statem:action()]}.
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          -spec initial(gen_statem:event_type(),
              dynamic(),
              #conn_state{role :: client | server,
                          scid :: nquic:connection_id(),
                          dcid :: nquic:connection_id(),
                          odcid :: nquic:connection_id() | undefined,
                          retry_scid :: nquic:connection_id() | undefined,
                          retry_token :: binary(),
                          version :: non_neg_integer(),
                          version_preference :: [non_neg_integer()],
                          socket :: nquic_socket:t() | undefined,
                          peer :: nquic_socket:sockaddr() | undefined,
                          select_info :: nquic_socket:select_info() | undefined,
                          pn_spaces :: #{nquic_packet:space() => map()},
                          app_next_pn :: non_neg_integer(),
                          app_largest_received :: integer(),
                          app_largest_received_us :: integer() | undefined,
                          loss_state :: nquic_loss:loss_state() | undefined,
                          dispatch_table :: nquic_dispatch:t() | undefined,
                          listener :: pid() | undefined,
                          connect_waiters :: [gen_server:from()],
                          local_params ::
                              #transport_params{original_destination_connection_id ::
                                                    nquic:connection_id() | undefined,
                                                max_idle_timeout :: non_neg_integer(),
                                                stateless_reset_token :: binary() | undefined,
                                                max_udp_payload_size :: pos_integer(),
                                                initial_max_data :: non_neg_integer(),
                                                initial_max_stream_data_bidi_local :: non_neg_integer(),
                                                initial_max_stream_data_bidi_remote :: non_neg_integer(),
                                                initial_max_stream_data_uni :: non_neg_integer(),
                                                initial_max_streams_bidi :: non_neg_integer(),
                                                initial_max_streams_uni :: non_neg_integer(),
                                                ack_delay_exponent :: 0..20,
                                                max_ack_delay :: non_neg_integer(),
                                                disable_active_migration :: boolean(),
                                                preferred_address ::
                                                    nquic_transport:preferred_address() | undefined,
                                                active_connection_id_limit :: non_neg_integer(),
                                                initial_source_connection_id ::
                                                    nquic:connection_id() | undefined,
                                                retry_source_connection_id ::
                                                    nquic:connection_id() | undefined,
                                                version_information ::
                                                    nquic_transport:version_information() | undefined,
                                                max_datagram_frame_size :: non_neg_integer() | undefined},
                          remote_params ::
                              #transport_params{original_destination_connection_id ::
                                                    nquic:connection_id() | undefined,
                                                max_idle_timeout :: non_neg_integer(),
                                                stateless_reset_token :: binary() | undefined,
                                                max_udp_payload_size :: pos_integer(),
                                                initial_max_data :: non_neg_integer(),
                                                initial_max_stream_data_bidi_local :: non_neg_integer(),
                                                initial_max_stream_data_bidi_remote :: non_neg_integer(),
                                                initial_max_stream_data_uni :: non_neg_integer(),
                                                initial_max_streams_bidi :: non_neg_integer(),
                                                initial_max_streams_uni :: non_neg_integer(),
                                                ack_delay_exponent :: 0..20,
                                                max_ack_delay :: non_neg_integer(),
                                                disable_active_migration :: boolean(),
                                                preferred_address ::
                                                    nquic_transport:preferred_address() | undefined,
                                                active_connection_id_limit :: non_neg_integer(),
                                                initial_source_connection_id ::
                                                    nquic:connection_id() | undefined,
                                                retry_source_connection_id ::
                                                    nquic:connection_id() | undefined,
                                                version_information ::
                                                    nquic_transport:version_information() | undefined,
                                                max_datagram_frame_size :: non_neg_integer() | undefined} |
                              undefined,
                          server_packet_processed :: boolean(),
                          owner :: pid() | undefined,
                          owner_mon :: reference() | undefined,
                          deferred_flush_pending :: boolean(),
                          pending_ack_count :: non_neg_integer(),
                          ack_immediate :: boolean(),
                          last_idle_ms :: non_neg_integer() | infinity | undefined,
                          last_pto_ms :: nquic_protocol_timer:loss_detection_timer() | undefined,
                          recv_ecn :: nquic_socket:ecn_mark(),
                          pmtud :: nquic_pmtud:pmtud_state() | undefined,
                          gso_size :: undefined | pos_integer(),
                          max_payload_size :: pos_integer(),
                          server_per_conn_fd :: boolean(),
                          proactive_cids :: boolean(),
                          socket_connected :: boolean(),
                          self_migration_pending :: boolean(),
                          metrics_counters :: nquic_metrics:conn_counters() | undefined,
                          spin_enabled :: boolean(),
                          peer_spin :: 0..1,
                          new_token_enabled :: boolean(),
                          new_token_lifetime :: pos_integer(),
                          qlog :: undefined | nquic_qlog:qlog_state(),
                          close_kind :: undefined | local | peer | idle_timeout | protocol_error,
                          crypto ::
                              #conn_crypto{tls_state :: term(),
                                           keys :: nquic_keys:key_map(),
                                           app_send_keys :: map() | undefined,
                                           app_recv_keys :: map() | undefined,
                                           crypto_buffer ::
                                               #{nquic_packet:space() =>
                                                     {non_neg_integer(), binary(), list()}},
                                           cipher :: aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                           cipher_suites ::
                                               [aes_128_gcm | aes_256_gcm | chacha20_poly1305] |
                                               undefined,
                                           key_phase :: boolean(),
                                           key_update_pending :: boolean(),
                                           client_app_secret :: binary() | undefined,
                                           server_app_secret :: binary() | undefined,
                                           old_read_keys ::
                                               #{key := binary(), iv := binary()} | undefined,
                                           zero_rtt_accepted :: boolean(),
                                           replay_protection :: module() | undefined,
                                           session_ticket :: map() | undefined,
                                           resumption_secret :: binary() | undefined,
                                           session_cache ::
                                               atom() | false | {module, module()} | undefined,
                                           token_cache :: atom() | false | {module, module()},
                                           alpn :: [binary()] | undefined,
                                           hostname :: string() | binary() | undefined,
                                           cert :: binary() | undefined,
                                           cert_chain :: [binary()],
                                           key :: any() | undefined,
                                           verify :: verify_none | verify_peer,
                                           cacerts :: [binary()],
                                           peer_cert :: binary() | undefined,
                                           static_key :: binary() | undefined},
                          streams_state ::
                              #conn_streams{streams ::
                                                #{nquic:stream_id() =>
                                                      #stream_state{stream_id :: nquic:stream_id(),
                                                                    type :: bidi | uni,
                                                                    send_state ::
                                                                        ready | send | data_sent |
                                                                        data_recvd | reset_sent |
                                                                        reset_recvd,
                                                                    send_offset :: non_neg_integer(),
                                                                    send_max_data :: non_neg_integer(),
                                                                    last_stream_data_blocked ::
                                                                        non_neg_integer(),
                                                                    pending_send_data :: [binary()],
                                                                    pending_send_size ::
                                                                        non_neg_integer(),
                                                                    pending_send_fin :: boolean(),
                                                                    recv_state ::
                                                                        recv | size_known | data_recvd |
                                                                        reset_recvd | data_read |
                                                                        reset_read,
                                                                    recv_offset :: non_neg_integer(),
                                                                    recv_max_offset :: non_neg_integer(),
                                                                    recv_window :: non_neg_integer(),
                                                                    recv_buffer ::
                                                                        gb_trees:tree(non_neg_integer(),
                                                                                      {binary(),
                                                                                       boolean()}),
                                                                    app_buffer :: iodata(),
                                                                    app_buffer_size :: non_neg_integer()}},
                                            next_bidi_stream :: nquic:stream_id() | undefined,
                                            next_uni_stream :: nquic:stream_id() | undefined,
                                            peer_max_streams_bidi :: non_neg_integer(),
                                            peer_max_streams_uni :: non_neg_integer(),
                                            local_max_streams_bidi :: non_neg_integer(),
                                            local_max_streams_uni :: non_neg_integer(),
                                            last_sent_max_streams_bidi :: non_neg_integer(),
                                            last_sent_max_streams_uni :: non_neg_integer(),
                                            max_peer_bidi_stream_id :: non_neg_integer() | undefined,
                                            max_peer_uni_stream_id :: non_neg_integer() | undefined,
                                            opened_peer_bidi_count :: non_neg_integer(),
                                            opened_peer_uni_count :: non_neg_integer(),
                                            closed_peer_bidi_wm :: integer(),
                                            closed_peer_uni_wm :: integer(),
                                            closed_peer_streams :: #{nquic:stream_id() => true},
                                            recv_waiters :: #{nquic:stream_id() => gen_statem:from()},
                                            accept_stream_waiters :: queue:queue(gen_statem:from()),
                                            pending_streams :: queue:queue(nquic:stream_id()),
                                            blocked_streams :: #{nquic:stream_id() => true},
                                            pending_send_streams :: #{nquic:stream_id() => true},
                                            send_buffer_high_water :: pos_integer(),
                                            send_timeout :: timeout(),
                                            send_waiters :: queue:queue(nquic_conn_send_waiters:t())},
                          flow ::
                              #conn_flow{local_max_data :: non_neg_integer(),
                                         remote_max_data :: non_neg_integer(),
                                         data_sent :: non_neg_integer(),
                                         data_received :: non_neg_integer(),
                                         last_data_blocked :: non_neg_integer(),
                                         pending_initial_frames :: [nquic_frame:t()],
                                         pending_handshake_frames :: [nquic_frame:t()],
                                         pending_app_frames :: [nquic_frame:t()],
                                         pending_app_pre_encoded ::
                                             [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                         queued_app_send_bytes :: non_neg_integer(),
                                         cwnd_exempt :: boolean()},
                          path ::
                              #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                              peer_cids ::
                                                  #{non_neg_integer() =>
                                                        #{cid := nquic:connection_id(),
                                                          token := binary()}},
                                              local_cids ::
                                                  #{non_neg_integer() => nquic:connection_id()},
                                              local_cid_seq :: non_neg_integer(),
                                              peer_retire_prior_to :: non_neg_integer(),
                                              anti_amp_bytes_received :: non_neg_integer(),
                                              anti_amp_bytes_sent :: non_neg_integer(),
                                              address_validated :: boolean()}}) ->
                 gen_statem:event_handler_result(state_name()).


      



  



  
    
      
    
    
      migrate(Conn, NewLocalAddr)



        
          
        

    

  


  

      

          -spec migrate(pid(), nquic_socket:sockaddr()) -> ok | {error, nquic_error:any_reason()}.


      



  



  
    
      
    
    
      path_stats(Conn)



        
          
        

    

  


  

      

          -spec path_stats(pid()) -> {ok, nquic_loss:path_stats()} | {error, nquic_error:any_reason()}.


      



  



  
    
      
    
    
      peercert(Conn)



        
          
        

    

  


  

      

          -spec peercert(pid()) -> {ok, binary()} | {error, no_peercert | closed | timeout}.


      



  



  
    
      
    
    
      peername(Conn)



        
          
        

    

  


  

      

          -spec peername(pid()) ->
                  {ok, {inet:ip_address(), inet:port_number()}} | {error, nquic_error:any_reason()}.


      



  



  
    
      
    
    
      schedule_deferred_flush/1



        
          
        

    

  


  

      

          -spec schedule_deferred_flush(#conn_state{role :: client | server,
                                          scid :: nquic:connection_id(),
                                          dcid :: nquic:connection_id(),
                                          odcid :: nquic:connection_id() | undefined,
                                          retry_scid :: nquic:connection_id() | undefined,
                                          retry_token :: binary(),
                                          version :: non_neg_integer(),
                                          version_preference :: [non_neg_integer()],
                                          socket :: nquic_socket:t() | undefined,
                                          peer :: nquic_socket:sockaddr() | undefined,
                                          select_info :: nquic_socket:select_info() | undefined,
                                          pn_spaces :: #{nquic_packet:space() => map()},
                                          app_next_pn :: non_neg_integer(),
                                          app_largest_received :: integer(),
                                          app_largest_received_us :: integer() | undefined,
                                          loss_state :: nquic_loss:loss_state() | undefined,
                                          dispatch_table :: nquic_dispatch:t() | undefined,
                                          listener :: pid() | undefined,
                                          connect_waiters :: [gen_server:from()],
                                          local_params ::
                                              #transport_params{original_destination_connection_id ::
                                                                    nquic:connection_id() | undefined,
                                                                max_idle_timeout :: non_neg_integer(),
                                                                stateless_reset_token ::
                                                                    binary() | undefined,
                                                                max_udp_payload_size :: pos_integer(),
                                                                initial_max_data :: non_neg_integer(),
                                                                initial_max_stream_data_bidi_local ::
                                                                    non_neg_integer(),
                                                                initial_max_stream_data_bidi_remote ::
                                                                    non_neg_integer(),
                                                                initial_max_stream_data_uni ::
                                                                    non_neg_integer(),
                                                                initial_max_streams_bidi ::
                                                                    non_neg_integer(),
                                                                initial_max_streams_uni ::
                                                                    non_neg_integer(),
                                                                ack_delay_exponent :: 0..20,
                                                                max_ack_delay :: non_neg_integer(),
                                                                disable_active_migration :: boolean(),
                                                                preferred_address ::
                                                                    nquic_transport:preferred_address() |
                                                                    undefined,
                                                                active_connection_id_limit ::
                                                                    non_neg_integer(),
                                                                initial_source_connection_id ::
                                                                    nquic:connection_id() | undefined,
                                                                retry_source_connection_id ::
                                                                    nquic:connection_id() | undefined,
                                                                version_information ::
                                                                    nquic_transport:version_information() |
                                                                    undefined,
                                                                max_datagram_frame_size ::
                                                                    non_neg_integer() | undefined},
                                          remote_params ::
                                              #transport_params{original_destination_connection_id ::
                                                                    nquic:connection_id() | undefined,
                                                                max_idle_timeout :: non_neg_integer(),
                                                                stateless_reset_token ::
                                                                    binary() | undefined,
                                                                max_udp_payload_size :: pos_integer(),
                                                                initial_max_data :: non_neg_integer(),
                                                                initial_max_stream_data_bidi_local ::
                                                                    non_neg_integer(),
                                                                initial_max_stream_data_bidi_remote ::
                                                                    non_neg_integer(),
                                                                initial_max_stream_data_uni ::
                                                                    non_neg_integer(),
                                                                initial_max_streams_bidi ::
                                                                    non_neg_integer(),
                                                                initial_max_streams_uni ::
                                                                    non_neg_integer(),
                                                                ack_delay_exponent :: 0..20,
                                                                max_ack_delay :: non_neg_integer(),
                                                                disable_active_migration :: boolean(),
                                                                preferred_address ::
                                                                    nquic_transport:preferred_address() |
                                                                    undefined,
                                                                active_connection_id_limit ::
                                                                    non_neg_integer(),
                                                                initial_source_connection_id ::
                                                                    nquic:connection_id() | undefined,
                                                                retry_source_connection_id ::
                                                                    nquic:connection_id() | undefined,
                                                                version_information ::
                                                                    nquic_transport:version_information() |
                                                                    undefined,
                                                                max_datagram_frame_size ::
                                                                    non_neg_integer() | undefined} |
                                              undefined,
                                          server_packet_processed :: boolean(),
                                          owner :: pid() | undefined,
                                          owner_mon :: reference() | undefined,
                                          deferred_flush_pending :: boolean(),
                                          pending_ack_count :: non_neg_integer(),
                                          ack_immediate :: boolean(),
                                          last_idle_ms :: non_neg_integer() | infinity | undefined,
                                          last_pto_ms ::
                                              nquic_protocol_timer:loss_detection_timer() | undefined,
                                          recv_ecn :: nquic_socket:ecn_mark(),
                                          pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                          gso_size :: undefined | pos_integer(),
                                          max_payload_size :: pos_integer(),
                                          server_per_conn_fd :: boolean(),
                                          proactive_cids :: boolean(),
                                          socket_connected :: boolean(),
                                          self_migration_pending :: boolean(),
                                          metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                          spin_enabled :: boolean(),
                                          peer_spin :: 0..1,
                                          new_token_enabled :: boolean(),
                                          new_token_lifetime :: pos_integer(),
                                          qlog :: undefined | nquic_qlog:qlog_state(),
                                          close_kind ::
                                              undefined | local | peer | idle_timeout | protocol_error,
                                          crypto ::
                                              #conn_crypto{tls_state :: term(),
                                                           keys :: nquic_keys:key_map(),
                                                           app_send_keys :: map() | undefined,
                                                           app_recv_keys :: map() | undefined,
                                                           crypto_buffer ::
                                                               #{nquic_packet:space() =>
                                                                     {non_neg_integer(),
                                                                      binary(),
                                                                      list()}},
                                                           cipher ::
                                                               aes_128_gcm | aes_256_gcm |
                                                               chacha20_poly1305,
                                                           cipher_suites ::
                                                               [aes_128_gcm | aes_256_gcm |
                                                                chacha20_poly1305] |
                                                               undefined,
                                                           key_phase :: boolean(),
                                                           key_update_pending :: boolean(),
                                                           client_app_secret :: binary() | undefined,
                                                           server_app_secret :: binary() | undefined,
                                                           old_read_keys ::
                                                               #{key := binary(), iv := binary()} |
                                                               undefined,
                                                           zero_rtt_accepted :: boolean(),
                                                           replay_protection :: module() | undefined,
                                                           session_ticket :: map() | undefined,
                                                           resumption_secret :: binary() | undefined,
                                                           session_cache ::
                                                               atom() |
                                                               false |
                                                               {module, module()} |
                                                               undefined,
                                                           token_cache ::
                                                               atom() | false | {module, module()},
                                                           alpn :: [binary()] | undefined,
                                                           hostname :: string() | binary() | undefined,
                                                           cert :: binary() | undefined,
                                                           cert_chain :: [binary()],
                                                           key :: any() | undefined,
                                                           verify :: verify_none | verify_peer,
                                                           cacerts :: [binary()],
                                                           peer_cert :: binary() | undefined,
                                                           static_key :: binary() | undefined},
                                          streams_state ::
                                              #conn_streams{streams ::
                                                                #{nquic:stream_id() =>
                                                                      #stream_state{stream_id ::
                                                                                        nquic:stream_id(),
                                                                                    type :: bidi | uni,
                                                                                    send_state ::
                                                                                        ready | send |
                                                                                        data_sent |
                                                                                        data_recvd |
                                                                                        reset_sent |
                                                                                        reset_recvd,
                                                                                    send_offset ::
                                                                                        non_neg_integer(),
                                                                                    send_max_data ::
                                                                                        non_neg_integer(),
                                                                                    last_stream_data_blocked ::
                                                                                        non_neg_integer(),
                                                                                    pending_send_data ::
                                                                                        [binary()],
                                                                                    pending_send_size ::
                                                                                        non_neg_integer(),
                                                                                    pending_send_fin ::
                                                                                        boolean(),
                                                                                    recv_state ::
                                                                                        recv |
                                                                                        size_known |
                                                                                        data_recvd |
                                                                                        reset_recvd |
                                                                                        data_read |
                                                                                        reset_read,
                                                                                    recv_offset ::
                                                                                        non_neg_integer(),
                                                                                    recv_max_offset ::
                                                                                        non_neg_integer(),
                                                                                    recv_window ::
                                                                                        non_neg_integer(),
                                                                                    recv_buffer ::
                                                                                        gb_trees:tree(non_neg_integer(),
                                                                                                      {binary(),
                                                                                                       boolean()}),
                                                                                    app_buffer ::
                                                                                        iodata(),
                                                                                    app_buffer_size ::
                                                                                        non_neg_integer()}},
                                                            next_bidi_stream ::
                                                                nquic:stream_id() | undefined,
                                                            next_uni_stream ::
                                                                nquic:stream_id() | undefined,
                                                            peer_max_streams_bidi :: non_neg_integer(),
                                                            peer_max_streams_uni :: non_neg_integer(),
                                                            local_max_streams_bidi :: non_neg_integer(),
                                                            local_max_streams_uni :: non_neg_integer(),
                                                            last_sent_max_streams_bidi ::
                                                                non_neg_integer(),
                                                            last_sent_max_streams_uni ::
                                                                non_neg_integer(),
                                                            max_peer_bidi_stream_id ::
                                                                non_neg_integer() | undefined,
                                                            max_peer_uni_stream_id ::
                                                                non_neg_integer() | undefined,
                                                            opened_peer_bidi_count :: non_neg_integer(),
                                                            opened_peer_uni_count :: non_neg_integer(),
                                                            closed_peer_bidi_wm :: integer(),
                                                            closed_peer_uni_wm :: integer(),
                                                            closed_peer_streams ::
                                                                #{nquic:stream_id() => true},
                                                            recv_waiters ::
                                                                #{nquic:stream_id() => gen_statem:from()},
                                                            accept_stream_waiters ::
                                                                queue:queue(gen_statem:from()),
                                                            pending_streams ::
                                                                queue:queue(nquic:stream_id()),
                                                            blocked_streams ::
                                                                #{nquic:stream_id() => true},
                                                            pending_send_streams ::
                                                                #{nquic:stream_id() => true},
                                                            send_buffer_high_water :: pos_integer(),
                                                            send_timeout :: timeout(),
                                                            send_waiters ::
                                                                queue:queue(nquic_conn_send_waiters:t())},
                                          flow ::
                                              #conn_flow{local_max_data :: non_neg_integer(),
                                                         remote_max_data :: non_neg_integer(),
                                                         data_sent :: non_neg_integer(),
                                                         data_received :: non_neg_integer(),
                                                         last_data_blocked :: non_neg_integer(),
                                                         pending_initial_frames :: [nquic_frame:t()],
                                                         pending_handshake_frames :: [nquic_frame:t()],
                                                         pending_app_frames :: [nquic_frame:t()],
                                                         pending_app_pre_encoded ::
                                                             [{non_neg_integer(),
                                                               iodata(),
                                                               nquic_frame:t()}],
                                                         queued_app_send_bytes :: non_neg_integer(),
                                                         cwnd_exempt :: boolean()},
                                          path ::
                                              #conn_path_mgmt{path_state ::
                                                                  nquic_path:state() | undefined,
                                                              peer_cids ::
                                                                  #{non_neg_integer() =>
                                                                        #{cid := nquic:connection_id(),
                                                                          token := binary()}},
                                                              local_cids ::
                                                                  #{non_neg_integer() =>
                                                                        nquic:connection_id()},
                                                              local_cid_seq :: non_neg_integer(),
                                                              peer_retire_prior_to :: non_neg_integer(),
                                                              anti_amp_bytes_received ::
                                                                  non_neg_integer(),
                                                              anti_amp_bytes_sent :: non_neg_integer(),
                                                              address_validated :: boolean()}}) ->
                                 #conn_state{role :: client | server,
                                             scid :: nquic:connection_id(),
                                             dcid :: nquic:connection_id(),
                                             odcid :: nquic:connection_id() | undefined,
                                             retry_scid :: nquic:connection_id() | undefined,
                                             retry_token :: binary(),
                                             version :: non_neg_integer(),
                                             version_preference :: [non_neg_integer()],
                                             socket :: nquic_socket:t() | undefined,
                                             peer :: nquic_socket:sockaddr() | undefined,
                                             select_info :: nquic_socket:select_info() | undefined,
                                             pn_spaces :: #{nquic_packet:space() => map()},
                                             app_next_pn :: non_neg_integer(),
                                             app_largest_received :: integer(),
                                             app_largest_received_us :: integer() | undefined,
                                             loss_state :: nquic_loss:loss_state() | undefined,
                                             dispatch_table :: nquic_dispatch:t() | undefined,
                                             listener :: pid() | undefined,
                                             connect_waiters :: [gen_server:from()],
                                             local_params ::
                                                 #transport_params{original_destination_connection_id ::
                                                                       nquic:connection_id() | undefined,
                                                                   max_idle_timeout :: non_neg_integer(),
                                                                   stateless_reset_token ::
                                                                       binary() | undefined,
                                                                   max_udp_payload_size :: pos_integer(),
                                                                   initial_max_data :: non_neg_integer(),
                                                                   initial_max_stream_data_bidi_local ::
                                                                       non_neg_integer(),
                                                                   initial_max_stream_data_bidi_remote ::
                                                                       non_neg_integer(),
                                                                   initial_max_stream_data_uni ::
                                                                       non_neg_integer(),
                                                                   initial_max_streams_bidi ::
                                                                       non_neg_integer(),
                                                                   initial_max_streams_uni ::
                                                                       non_neg_integer(),
                                                                   ack_delay_exponent :: 0..20,
                                                                   max_ack_delay :: non_neg_integer(),
                                                                   disable_active_migration :: boolean(),
                                                                   preferred_address ::
                                                                       nquic_transport:preferred_address() |
                                                                       undefined,
                                                                   active_connection_id_limit ::
                                                                       non_neg_integer(),
                                                                   initial_source_connection_id ::
                                                                       nquic:connection_id() | undefined,
                                                                   retry_source_connection_id ::
                                                                       nquic:connection_id() | undefined,
                                                                   version_information ::
                                                                       nquic_transport:version_information() |
                                                                       undefined,
                                                                   max_datagram_frame_size ::
                                                                       non_neg_integer() | undefined},
                                             remote_params ::
                                                 #transport_params{original_destination_connection_id ::
                                                                       nquic:connection_id() | undefined,
                                                                   max_idle_timeout :: non_neg_integer(),
                                                                   stateless_reset_token ::
                                                                       binary() | undefined,
                                                                   max_udp_payload_size :: pos_integer(),
                                                                   initial_max_data :: non_neg_integer(),
                                                                   initial_max_stream_data_bidi_local ::
                                                                       non_neg_integer(),
                                                                   initial_max_stream_data_bidi_remote ::
                                                                       non_neg_integer(),
                                                                   initial_max_stream_data_uni ::
                                                                       non_neg_integer(),
                                                                   initial_max_streams_bidi ::
                                                                       non_neg_integer(),
                                                                   initial_max_streams_uni ::
                                                                       non_neg_integer(),
                                                                   ack_delay_exponent :: 0..20,
                                                                   max_ack_delay :: non_neg_integer(),
                                                                   disable_active_migration :: boolean(),
                                                                   preferred_address ::
                                                                       nquic_transport:preferred_address() |
                                                                       undefined,
                                                                   active_connection_id_limit ::
                                                                       non_neg_integer(),
                                                                   initial_source_connection_id ::
                                                                       nquic:connection_id() | undefined,
                                                                   retry_source_connection_id ::
                                                                       nquic:connection_id() | undefined,
                                                                   version_information ::
                                                                       nquic_transport:version_information() |
                                                                       undefined,
                                                                   max_datagram_frame_size ::
                                                                       non_neg_integer() | undefined} |
                                                 undefined,
                                             server_packet_processed :: boolean(),
                                             owner :: pid() | undefined,
                                             owner_mon :: reference() | undefined,
                                             deferred_flush_pending :: boolean(),
                                             pending_ack_count :: non_neg_integer(),
                                             ack_immediate :: boolean(),
                                             last_idle_ms :: non_neg_integer() | infinity | undefined,
                                             last_pto_ms ::
                                                 nquic_protocol_timer:loss_detection_timer() | undefined,
                                             recv_ecn :: nquic_socket:ecn_mark(),
                                             pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                             gso_size :: undefined | pos_integer(),
                                             max_payload_size :: pos_integer(),
                                             server_per_conn_fd :: boolean(),
                                             proactive_cids :: boolean(),
                                             socket_connected :: boolean(),
                                             self_migration_pending :: boolean(),
                                             metrics_counters ::
                                                 nquic_metrics:conn_counters() | undefined,
                                             spin_enabled :: boolean(),
                                             peer_spin :: 0..1,
                                             new_token_enabled :: boolean(),
                                             new_token_lifetime :: pos_integer(),
                                             qlog :: undefined | nquic_qlog:qlog_state(),
                                             close_kind ::
                                                 undefined | local | peer | idle_timeout |
                                                 protocol_error,
                                             crypto ::
                                                 #conn_crypto{tls_state :: term(),
                                                              keys :: nquic_keys:key_map(),
                                                              app_send_keys :: map() | undefined,
                                                              app_recv_keys :: map() | undefined,
                                                              crypto_buffer ::
                                                                  #{nquic_packet:space() =>
                                                                        {non_neg_integer(),
                                                                         binary(),
                                                                         list()}},
                                                              cipher ::
                                                                  aes_128_gcm | aes_256_gcm |
                                                                  chacha20_poly1305,
                                                              cipher_suites ::
                                                                  [aes_128_gcm | aes_256_gcm |
                                                                   chacha20_poly1305] |
                                                                  undefined,
                                                              key_phase :: boolean(),
                                                              key_update_pending :: boolean(),
                                                              client_app_secret :: binary() | undefined,
                                                              server_app_secret :: binary() | undefined,
                                                              old_read_keys ::
                                                                  #{key := binary(), iv := binary()} |
                                                                  undefined,
                                                              zero_rtt_accepted :: boolean(),
                                                              replay_protection :: module() | undefined,
                                                              session_ticket :: map() | undefined,
                                                              resumption_secret :: binary() | undefined,
                                                              session_cache ::
                                                                  atom() |
                                                                  false |
                                                                  {module, module()} |
                                                                  undefined,
                                                              token_cache ::
                                                                  atom() | false | {module, module()},
                                                              alpn :: [binary()] | undefined,
                                                              hostname ::
                                                                  string() | binary() | undefined,
                                                              cert :: binary() | undefined,
                                                              cert_chain :: [binary()],
                                                              key :: any() | undefined,
                                                              verify :: verify_none | verify_peer,
                                                              cacerts :: [binary()],
                                                              peer_cert :: binary() | undefined,
                                                              static_key :: binary() | undefined},
                                             streams_state ::
                                                 #conn_streams{streams ::
                                                                   #{nquic:stream_id() =>
                                                                         #stream_state{stream_id ::
                                                                                           nquic:stream_id(),
                                                                                       type ::
                                                                                           bidi | uni,
                                                                                       send_state ::
                                                                                           ready |
                                                                                           send |
                                                                                           data_sent |
                                                                                           data_recvd |
                                                                                           reset_sent |
                                                                                           reset_recvd,
                                                                                       send_offset ::
                                                                                           non_neg_integer(),
                                                                                       send_max_data ::
                                                                                           non_neg_integer(),
                                                                                       last_stream_data_blocked ::
                                                                                           non_neg_integer(),
                                                                                       pending_send_data ::
                                                                                           [binary()],
                                                                                       pending_send_size ::
                                                                                           non_neg_integer(),
                                                                                       pending_send_fin ::
                                                                                           boolean(),
                                                                                       recv_state ::
                                                                                           recv |
                                                                                           size_known |
                                                                                           data_recvd |
                                                                                           reset_recvd |
                                                                                           data_read |
                                                                                           reset_read,
                                                                                       recv_offset ::
                                                                                           non_neg_integer(),
                                                                                       recv_max_offset ::
                                                                                           non_neg_integer(),
                                                                                       recv_window ::
                                                                                           non_neg_integer(),
                                                                                       recv_buffer ::
                                                                                           gb_trees:tree(non_neg_integer(),
                                                                                                         {binary(),
                                                                                                          boolean()}),
                                                                                       app_buffer ::
                                                                                           iodata(),
                                                                                       app_buffer_size ::
                                                                                           non_neg_integer()}},
                                                               next_bidi_stream ::
                                                                   nquic:stream_id() | undefined,
                                                               next_uni_stream ::
                                                                   nquic:stream_id() | undefined,
                                                               peer_max_streams_bidi ::
                                                                   non_neg_integer(),
                                                               peer_max_streams_uni :: non_neg_integer(),
                                                               local_max_streams_bidi ::
                                                                   non_neg_integer(),
                                                               local_max_streams_uni ::
                                                                   non_neg_integer(),
                                                               last_sent_max_streams_bidi ::
                                                                   non_neg_integer(),
                                                               last_sent_max_streams_uni ::
                                                                   non_neg_integer(),
                                                               max_peer_bidi_stream_id ::
                                                                   non_neg_integer() | undefined,
                                                               max_peer_uni_stream_id ::
                                                                   non_neg_integer() | undefined,
                                                               opened_peer_bidi_count ::
                                                                   non_neg_integer(),
                                                               opened_peer_uni_count ::
                                                                   non_neg_integer(),
                                                               closed_peer_bidi_wm :: integer(),
                                                               closed_peer_uni_wm :: integer(),
                                                               closed_peer_streams ::
                                                                   #{nquic:stream_id() => true},
                                                               recv_waiters ::
                                                                   #{nquic:stream_id() =>
                                                                         gen_statem:from()},
                                                               accept_stream_waiters ::
                                                                   queue:queue(gen_statem:from()),
                                                               pending_streams ::
                                                                   queue:queue(nquic:stream_id()),
                                                               blocked_streams ::
                                                                   #{nquic:stream_id() => true},
                                                               pending_send_streams ::
                                                                   #{nquic:stream_id() => true},
                                                               send_buffer_high_water :: pos_integer(),
                                                               send_timeout :: timeout(),
                                                               send_waiters ::
                                                                   queue:queue(nquic_conn_send_waiters:t())},
                                             flow ::
                                                 #conn_flow{local_max_data :: non_neg_integer(),
                                                            remote_max_data :: non_neg_integer(),
                                                            data_sent :: non_neg_integer(),
                                                            data_received :: non_neg_integer(),
                                                            last_data_blocked :: non_neg_integer(),
                                                            pending_initial_frames :: [nquic_frame:t()],
                                                            pending_handshake_frames ::
                                                                [nquic_frame:t()],
                                                            pending_app_frames :: [nquic_frame:t()],
                                                            pending_app_pre_encoded ::
                                                                [{non_neg_integer(),
                                                                  iodata(),
                                                                  nquic_frame:t()}],
                                                            queued_app_send_bytes :: non_neg_integer(),
                                                            cwnd_exempt :: boolean()},
                                             path ::
                                                 #conn_path_mgmt{path_state ::
                                                                     nquic_path:state() | undefined,
                                                                 peer_cids ::
                                                                     #{non_neg_integer() =>
                                                                           #{cid :=
                                                                                 nquic:connection_id(),
                                                                             token := binary()}},
                                                                 local_cids ::
                                                                     #{non_neg_integer() =>
                                                                           nquic:connection_id()},
                                                                 local_cid_seq :: non_neg_integer(),
                                                                 peer_retire_prior_to ::
                                                                     non_neg_integer(),
                                                                 anti_amp_bytes_received ::
                                                                     non_neg_integer(),
                                                                 anti_amp_bytes_sent ::
                                                                     non_neg_integer(),
                                                                 address_validated :: boolean()}}.


      



  



  
    
      
    
    
      sockname(Conn)



        
          
        

    

  


  

      

          -spec sockname(pid()) ->
                  {ok, {inet:ip_address(), inet:port_number()}} | {error, nquic_error:any_reason()}.


      



  



  
    
      
    
    
      start_link(Opts)



        
          
        

    

  


  

      

          -spec start_link(map()) -> {ok, pid()} | ignore | {error, term()}.


      


Start a connection state machine with the given options.

  



  
    
      
    
    
      streams(Conn)



        
          
        

    

  


  

      

          -spec streams(pid()) -> {ok, [nquic:stream_id()]} | {error, nquic_error:any_reason()}.


      



  



  
    
      
    
    
      terminate/3



        
          
        

    

  


  

      

          -spec terminate(term(),
                state_name(),
                #conn_state{role :: client | server,
                            scid :: nquic:connection_id(),
                            dcid :: nquic:connection_id(),
                            odcid :: nquic:connection_id() | undefined,
                            retry_scid :: nquic:connection_id() | undefined,
                            retry_token :: binary(),
                            version :: non_neg_integer(),
                            version_preference :: [non_neg_integer()],
                            socket :: nquic_socket:t() | undefined,
                            peer :: nquic_socket:sockaddr() | undefined,
                            select_info :: nquic_socket:select_info() | undefined,
                            pn_spaces :: #{nquic_packet:space() => map()},
                            app_next_pn :: non_neg_integer(),
                            app_largest_received :: integer(),
                            app_largest_received_us :: integer() | undefined,
                            loss_state :: nquic_loss:loss_state() | undefined,
                            dispatch_table :: nquic_dispatch:t() | undefined,
                            listener :: pid() | undefined,
                            connect_waiters :: [gen_server:from()],
                            local_params ::
                                #transport_params{original_destination_connection_id ::
                                                      nquic:connection_id() | undefined,
                                                  max_idle_timeout :: non_neg_integer(),
                                                  stateless_reset_token :: binary() | undefined,
                                                  max_udp_payload_size :: pos_integer(),
                                                  initial_max_data :: non_neg_integer(),
                                                  initial_max_stream_data_bidi_local ::
                                                      non_neg_integer(),
                                                  initial_max_stream_data_bidi_remote ::
                                                      non_neg_integer(),
                                                  initial_max_stream_data_uni :: non_neg_integer(),
                                                  initial_max_streams_bidi :: non_neg_integer(),
                                                  initial_max_streams_uni :: non_neg_integer(),
                                                  ack_delay_exponent :: 0..20,
                                                  max_ack_delay :: non_neg_integer(),
                                                  disable_active_migration :: boolean(),
                                                  preferred_address ::
                                                      nquic_transport:preferred_address() | undefined,
                                                  active_connection_id_limit :: non_neg_integer(),
                                                  initial_source_connection_id ::
                                                      nquic:connection_id() | undefined,
                                                  retry_source_connection_id ::
                                                      nquic:connection_id() | undefined,
                                                  version_information ::
                                                      nquic_transport:version_information() | undefined,
                                                  max_datagram_frame_size ::
                                                      non_neg_integer() | undefined},
                            remote_params ::
                                #transport_params{original_destination_connection_id ::
                                                      nquic:connection_id() | undefined,
                                                  max_idle_timeout :: non_neg_integer(),
                                                  stateless_reset_token :: binary() | undefined,
                                                  max_udp_payload_size :: pos_integer(),
                                                  initial_max_data :: non_neg_integer(),
                                                  initial_max_stream_data_bidi_local ::
                                                      non_neg_integer(),
                                                  initial_max_stream_data_bidi_remote ::
                                                      non_neg_integer(),
                                                  initial_max_stream_data_uni :: non_neg_integer(),
                                                  initial_max_streams_bidi :: non_neg_integer(),
                                                  initial_max_streams_uni :: non_neg_integer(),
                                                  ack_delay_exponent :: 0..20,
                                                  max_ack_delay :: non_neg_integer(),
                                                  disable_active_migration :: boolean(),
                                                  preferred_address ::
                                                      nquic_transport:preferred_address() | undefined,
                                                  active_connection_id_limit :: non_neg_integer(),
                                                  initial_source_connection_id ::
                                                      nquic:connection_id() | undefined,
                                                  retry_source_connection_id ::
                                                      nquic:connection_id() | undefined,
                                                  version_information ::
                                                      nquic_transport:version_information() | undefined,
                                                  max_datagram_frame_size ::
                                                      non_neg_integer() | undefined} |
                                undefined,
                            server_packet_processed :: boolean(),
                            owner :: pid() | undefined,
                            owner_mon :: reference() | undefined,
                            deferred_flush_pending :: boolean(),
                            pending_ack_count :: non_neg_integer(),
                            ack_immediate :: boolean(),
                            last_idle_ms :: non_neg_integer() | infinity | undefined,
                            last_pto_ms :: nquic_protocol_timer:loss_detection_timer() | undefined,
                            recv_ecn :: nquic_socket:ecn_mark(),
                            pmtud :: nquic_pmtud:pmtud_state() | undefined,
                            gso_size :: undefined | pos_integer(),
                            max_payload_size :: pos_integer(),
                            server_per_conn_fd :: boolean(),
                            proactive_cids :: boolean(),
                            socket_connected :: boolean(),
                            self_migration_pending :: boolean(),
                            metrics_counters :: nquic_metrics:conn_counters() | undefined,
                            spin_enabled :: boolean(),
                            peer_spin :: 0..1,
                            new_token_enabled :: boolean(),
                            new_token_lifetime :: pos_integer(),
                            qlog :: undefined | nquic_qlog:qlog_state(),
                            close_kind :: undefined | local | peer | idle_timeout | protocol_error,
                            crypto ::
                                #conn_crypto{tls_state :: term(),
                                             keys :: nquic_keys:key_map(),
                                             app_send_keys :: map() | undefined,
                                             app_recv_keys :: map() | undefined,
                                             crypto_buffer ::
                                                 #{nquic_packet:space() =>
                                                       {non_neg_integer(), binary(), list()}},
                                             cipher :: aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                             cipher_suites ::
                                                 [aes_128_gcm | aes_256_gcm | chacha20_poly1305] |
                                                 undefined,
                                             key_phase :: boolean(),
                                             key_update_pending :: boolean(),
                                             client_app_secret :: binary() | undefined,
                                             server_app_secret :: binary() | undefined,
                                             old_read_keys ::
                                                 #{key := binary(), iv := binary()} | undefined,
                                             zero_rtt_accepted :: boolean(),
                                             replay_protection :: module() | undefined,
                                             session_ticket :: map() | undefined,
                                             resumption_secret :: binary() | undefined,
                                             session_cache ::
                                                 atom() | false | {module, module()} | undefined,
                                             token_cache :: atom() | false | {module, module()},
                                             alpn :: [binary()] | undefined,
                                             hostname :: string() | binary() | undefined,
                                             cert :: binary() | undefined,
                                             cert_chain :: [binary()],
                                             key :: any() | undefined,
                                             verify :: verify_none | verify_peer,
                                             cacerts :: [binary()],
                                             peer_cert :: binary() | undefined,
                                             static_key :: binary() | undefined},
                            streams_state ::
                                #conn_streams{streams ::
                                                  #{nquic:stream_id() =>
                                                        #stream_state{stream_id :: nquic:stream_id(),
                                                                      type :: bidi | uni,
                                                                      send_state ::
                                                                          ready | send | data_sent |
                                                                          data_recvd | reset_sent |
                                                                          reset_recvd,
                                                                      send_offset :: non_neg_integer(),
                                                                      send_max_data :: non_neg_integer(),
                                                                      last_stream_data_blocked ::
                                                                          non_neg_integer(),
                                                                      pending_send_data :: [binary()],
                                                                      pending_send_size ::
                                                                          non_neg_integer(),
                                                                      pending_send_fin :: boolean(),
                                                                      recv_state ::
                                                                          recv | size_known |
                                                                          data_recvd | reset_recvd |
                                                                          data_read | reset_read,
                                                                      recv_offset :: non_neg_integer(),
                                                                      recv_max_offset ::
                                                                          non_neg_integer(),
                                                                      recv_window :: non_neg_integer(),
                                                                      recv_buffer ::
                                                                          gb_trees:tree(non_neg_integer(),
                                                                                        {binary(),
                                                                                         boolean()}),
                                                                      app_buffer :: iodata(),
                                                                      app_buffer_size ::
                                                                          non_neg_integer()}},
                                              next_bidi_stream :: nquic:stream_id() | undefined,
                                              next_uni_stream :: nquic:stream_id() | undefined,
                                              peer_max_streams_bidi :: non_neg_integer(),
                                              peer_max_streams_uni :: non_neg_integer(),
                                              local_max_streams_bidi :: non_neg_integer(),
                                              local_max_streams_uni :: non_neg_integer(),
                                              last_sent_max_streams_bidi :: non_neg_integer(),
                                              last_sent_max_streams_uni :: non_neg_integer(),
                                              max_peer_bidi_stream_id :: non_neg_integer() | undefined,
                                              max_peer_uni_stream_id :: non_neg_integer() | undefined,
                                              opened_peer_bidi_count :: non_neg_integer(),
                                              opened_peer_uni_count :: non_neg_integer(),
                                              closed_peer_bidi_wm :: integer(),
                                              closed_peer_uni_wm :: integer(),
                                              closed_peer_streams :: #{nquic:stream_id() => true},
                                              recv_waiters :: #{nquic:stream_id() => gen_statem:from()},
                                              accept_stream_waiters :: queue:queue(gen_statem:from()),
                                              pending_streams :: queue:queue(nquic:stream_id()),
                                              blocked_streams :: #{nquic:stream_id() => true},
                                              pending_send_streams :: #{nquic:stream_id() => true},
                                              send_buffer_high_water :: pos_integer(),
                                              send_timeout :: timeout(),
                                              send_waiters :: queue:queue(nquic_conn_send_waiters:t())},
                            flow ::
                                #conn_flow{local_max_data :: non_neg_integer(),
                                           remote_max_data :: non_neg_integer(),
                                           data_sent :: non_neg_integer(),
                                           data_received :: non_neg_integer(),
                                           last_data_blocked :: non_neg_integer(),
                                           pending_initial_frames :: [nquic_frame:t()],
                                           pending_handshake_frames :: [nquic_frame:t()],
                                           pending_app_frames :: [nquic_frame:t()],
                                           pending_app_pre_encoded ::
                                               [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                           queued_app_send_bytes :: non_neg_integer(),
                                           cwnd_exempt :: boolean()},
                            path ::
                                #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                                peer_cids ::
                                                    #{non_neg_integer() =>
                                                          #{cid := nquic:connection_id(),
                                                            token := binary()}},
                                                local_cids ::
                                                    #{non_neg_integer() => nquic:connection_id()},
                                                local_cid_seq :: non_neg_integer(),
                                                peer_retire_prior_to :: non_neg_integer(),
                                                anti_amp_bytes_received :: non_neg_integer(),
                                                anti_amp_bytes_sent :: non_neg_integer(),
                                                address_validated :: boolean()}}) ->
                   ok.
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nquic_frame_handler 
    



      
QUIC frame handling helpers.
This module provides validation and processing helpers for QUIC frames,
including stream validation per RFC 9000 and TLS message validation per RFC 9001.

      


      
        Summary


  
    Functions
  


    
      
        check_handshake_crypto/1

      


        Check for invalid TLS message types in Handshake-level CRYPTO frames.
RFC 9001 Section 6: KeyUpdate (24) MUST NOT be sent in CRYPTO frames.
RFC 9001 Section 8.3: EndOfEarlyData (5) is not used in QUIC.



    


    
      
        check_post_handshake_crypto/1

      


        Check for invalid TLS message types in post-handshake CRYPTO frames.
RFC 9001 Section 6: KeyUpdate (24) MUST NOT be sent in CRYPTO frames.
RFC 9001 Section 8.3: EndOfEarlyData (5) is not used in QUIC.
NewSessionTicket (4) is allowed.



    


    
      
        decode_ack_ranges(Largest, FirstRange, Ranges)

      


        Decode ACK ranges into {Low, High} inclusive intervals. O(R) where R is the number of ranges.



    


    
      
        ensure_stream_limits(StreamState, ConnState)

      


        Ensure stream flow control limits are initialized.



    


    
      
        i_can_send(StreamID, MyRole)

      


        Returns true if we can send data on this stream.



    


    
      
        is_locally_initiated(StreamID, MyRole)

      


        Returns true if this stream was locally initiated.



    


    
      
        peer_can_send(StreamID, MyRole)

      


        Returns true if the peer can send data on this stream.
Bidirectional streams allow both sides to send.
Unidirectional streams only allow the initiator to send.



    


    
      
        stream_initiator(StreamID)

      


        Returns the initiator (client or server) of a stream based on its ID.



    


    
      
        stream_is_unidirectional(StreamID)

      


        Returns true if the stream is unidirectional.



    


    
      
        validate_stream_for_max_stream_data(StreamID, MyRole, Streams)

      


        Validate MAX_STREAM_DATA frame per RFC 9000 Section 19.10.
Can only receive for streams where we can send.
Stream must exist or be implicitly creatable.



    


    
      
        validate_stream_for_recv(StreamID, MyRole, Streams)

      


        Validate STREAM frame per RFC 9000 Section 19.8.
Can only receive on streams where peer can send.
For locally-initiated streams, we must have created it first.



    


    
      
        validate_stream_for_reset(StreamID, MyRole)

      


        Validate RESET_STREAM frame per RFC 9000 Section 19.4.
Can only receive RESET_STREAM on streams where peer can send.



    


    
      
        validate_stream_for_stop_sending(StreamID, MyRole, Streams)

      


        Validate STOP_SENDING frame per RFC 9000 Section 19.5.
Can only receive STOP_SENDING for streams where we can send.
Stream must exist or be implicitly creatable.



    





      


      
        Functions


        


  
    
      
    
    
      check_handshake_crypto/1



        
          
        

    

  


  

      

          -spec check_handshake_crypto(binary()) -> ok | {error, {tls_alert, unexpected_message}}.


      


Check for invalid TLS message types in Handshake-level CRYPTO frames.
RFC 9001 Section 6: KeyUpdate (24) MUST NOT be sent in CRYPTO frames.
RFC 9001 Section 8.3: EndOfEarlyData (5) is not used in QUIC.

  



  
    
      
    
    
      check_post_handshake_crypto/1



        
          
        

    

  


  

      

          -spec check_post_handshake_crypto(binary()) -> ok | {error, {tls_alert, unexpected_message}}.


      


Check for invalid TLS message types in post-handshake CRYPTO frames.
RFC 9001 Section 6: KeyUpdate (24) MUST NOT be sent in CRYPTO frames.
RFC 9001 Section 8.3: EndOfEarlyData (5) is not used in QUIC.
NewSessionTicket (4) is allowed.

  



  
    
      
    
    
      decode_ack_ranges(Largest, FirstRange, Ranges)



        
          
        

    

  


  

      

          -spec decode_ack_ranges(non_neg_integer(),
                        non_neg_integer(),
                        [#ack_range{gap :: non_neg_integer(), length :: non_neg_integer()}]) ->
                           [{non_neg_integer(), non_neg_integer()}].


      


Decode ACK ranges into {Low, High} inclusive intervals. O(R) where R is the number of ranges.

  



  
    
      
    
    
      ensure_stream_limits(StreamState, ConnState)



        
          
        

    

  


  

      

          -spec ensure_stream_limits(#stream_state{stream_id :: nquic:stream_id(),
                                         type :: bidi | uni,
                                         send_state ::
                                             ready | send | data_sent | data_recvd | reset_sent |
                                             reset_recvd,
                                         send_offset :: non_neg_integer(),
                                         send_max_data :: non_neg_integer(),
                                         last_stream_data_blocked :: non_neg_integer(),
                                         pending_send_data :: [binary()],
                                         pending_send_size :: non_neg_integer(),
                                         pending_send_fin :: boolean(),
                                         recv_state ::
                                             recv | size_known | data_recvd | reset_recvd | data_read |
                                             reset_read,
                                         recv_offset :: non_neg_integer(),
                                         recv_max_offset :: non_neg_integer(),
                                         recv_window :: non_neg_integer(),
                                         recv_buffer ::
                                             gb_trees:tree(non_neg_integer(), {binary(), boolean()}),
                                         app_buffer :: iodata(),
                                         app_buffer_size :: non_neg_integer()},
                           #conn_state{role :: client | server,
                                       scid :: nquic:connection_id(),
                                       dcid :: nquic:connection_id(),
                                       odcid :: nquic:connection_id() | undefined,
                                       retry_scid :: nquic:connection_id() | undefined,
                                       retry_token :: binary(),
                                       version :: non_neg_integer(),
                                       version_preference :: [non_neg_integer()],
                                       socket :: nquic_socket:t() | undefined,
                                       peer :: nquic_socket:sockaddr() | undefined,
                                       select_info :: nquic_socket:select_info() | undefined,
                                       pn_spaces :: #{nquic_packet:space() => map()},
                                       app_next_pn :: non_neg_integer(),
                                       app_largest_received :: integer(),
                                       app_largest_received_us :: integer() | undefined,
                                       loss_state :: nquic_loss:loss_state() | undefined,
                                       dispatch_table :: nquic_dispatch:t() | undefined,
                                       listener :: pid() | undefined,
                                       connect_waiters :: [gen_server:from()],
                                       local_params ::
                                           #transport_params{original_destination_connection_id ::
                                                                 nquic:connection_id() | undefined,
                                                             max_idle_timeout :: non_neg_integer(),
                                                             stateless_reset_token ::
                                                                 binary() | undefined,
                                                             max_udp_payload_size :: pos_integer(),
                                                             initial_max_data :: non_neg_integer(),
                                                             initial_max_stream_data_bidi_local ::
                                                                 non_neg_integer(),
                                                             initial_max_stream_data_bidi_remote ::
                                                                 non_neg_integer(),
                                                             initial_max_stream_data_uni ::
                                                                 non_neg_integer(),
                                                             initial_max_streams_bidi ::
                                                                 non_neg_integer(),
                                                             initial_max_streams_uni ::
                                                                 non_neg_integer(),
                                                             ack_delay_exponent :: 0..20,
                                                             max_ack_delay :: non_neg_integer(),
                                                             disable_active_migration :: boolean(),
                                                             preferred_address ::
                                                                 nquic_transport:preferred_address() |
                                                                 undefined,
                                                             active_connection_id_limit ::
                                                                 non_neg_integer(),
                                                             initial_source_connection_id ::
                                                                 nquic:connection_id() | undefined,
                                                             retry_source_connection_id ::
                                                                 nquic:connection_id() | undefined,
                                                             version_information ::
                                                                 nquic_transport:version_information() |
                                                                 undefined,
                                                             max_datagram_frame_size ::
                                                                 non_neg_integer() | undefined},
                                       remote_params ::
                                           #transport_params{original_destination_connection_id ::
                                                                 nquic:connection_id() | undefined,
                                                             max_idle_timeout :: non_neg_integer(),
                                                             stateless_reset_token ::
                                                                 binary() | undefined,
                                                             max_udp_payload_size :: pos_integer(),
                                                             initial_max_data :: non_neg_integer(),
                                                             initial_max_stream_data_bidi_local ::
                                                                 non_neg_integer(),
                                                             initial_max_stream_data_bidi_remote ::
                                                                 non_neg_integer(),
                                                             initial_max_stream_data_uni ::
                                                                 non_neg_integer(),
                                                             initial_max_streams_bidi ::
                                                                 non_neg_integer(),
                                                             initial_max_streams_uni ::
                                                                 non_neg_integer(),
                                                             ack_delay_exponent :: 0..20,
                                                             max_ack_delay :: non_neg_integer(),
                                                             disable_active_migration :: boolean(),
                                                             preferred_address ::
                                                                 nquic_transport:preferred_address() |
                                                                 undefined,
                                                             active_connection_id_limit ::
                                                                 non_neg_integer(),
                                                             initial_source_connection_id ::
                                                                 nquic:connection_id() | undefined,
                                                             retry_source_connection_id ::
                                                                 nquic:connection_id() | undefined,
                                                             version_information ::
                                                                 nquic_transport:version_information() |
                                                                 undefined,
                                                             max_datagram_frame_size ::
                                                                 non_neg_integer() | undefined} |
                                           undefined,
                                       server_packet_processed :: boolean(),
                                       owner :: pid() | undefined,
                                       owner_mon :: reference() | undefined,
                                       deferred_flush_pending :: boolean(),
                                       pending_ack_count :: non_neg_integer(),
                                       ack_immediate :: boolean(),
                                       last_idle_ms :: non_neg_integer() | infinity | undefined,
                                       last_pto_ms ::
                                           nquic_protocol_timer:loss_detection_timer() | undefined,
                                       recv_ecn :: nquic_socket:ecn_mark(),
                                       pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                       gso_size :: undefined | pos_integer(),
                                       max_payload_size :: pos_integer(),
                                       server_per_conn_fd :: boolean(),
                                       proactive_cids :: boolean(),
                                       socket_connected :: boolean(),
                                       self_migration_pending :: boolean(),
                                       metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                       spin_enabled :: boolean(),
                                       peer_spin :: 0..1,
                                       new_token_enabled :: boolean(),
                                       new_token_lifetime :: pos_integer(),
                                       qlog :: undefined | nquic_qlog:qlog_state(),
                                       close_kind ::
                                           undefined | local | peer | idle_timeout | protocol_error,
                                       crypto ::
                                           #conn_crypto{tls_state :: term(),
                                                        keys :: nquic_keys:key_map(),
                                                        app_send_keys :: map() | undefined,
                                                        app_recv_keys :: map() | undefined,
                                                        crypto_buffer ::
                                                            #{nquic_packet:space() =>
                                                                  {non_neg_integer(), binary(), list()}},
                                                        cipher ::
                                                            aes_128_gcm | aes_256_gcm |
                                                            chacha20_poly1305,
                                                        cipher_suites ::
                                                            [aes_128_gcm | aes_256_gcm |
                                                             chacha20_poly1305] |
                                                            undefined,
                                                        key_phase :: boolean(),
                                                        key_update_pending :: boolean(),
                                                        client_app_secret :: binary() | undefined,
                                                        server_app_secret :: binary() | undefined,
                                                        old_read_keys ::
                                                            #{key := binary(), iv := binary()} |
                                                            undefined,
                                                        zero_rtt_accepted :: boolean(),
                                                        replay_protection :: module() | undefined,
                                                        session_ticket :: map() | undefined,
                                                        resumption_secret :: binary() | undefined,
                                                        session_cache ::
                                                            atom() |
                                                            false |
                                                            {module, module()} |
                                                            undefined,
                                                        token_cache ::
                                                            atom() | false | {module, module()},
                                                        alpn :: [binary()] | undefined,
                                                        hostname :: string() | binary() | undefined,
                                                        cert :: binary() | undefined,
                                                        cert_chain :: [binary()],
                                                        key :: any() | undefined,
                                                        verify :: verify_none | verify_peer,
                                                        cacerts :: [binary()],
                                                        peer_cert :: binary() | undefined,
                                                        static_key :: binary() | undefined},
                                       streams_state ::
                                           #conn_streams{streams ::
                                                             #{nquic:stream_id() =>
                                                                   #stream_state{stream_id ::
                                                                                     nquic:stream_id(),
                                                                                 type :: bidi | uni,
                                                                                 send_state ::
                                                                                     ready | send |
                                                                                     data_sent |
                                                                                     data_recvd |
                                                                                     reset_sent |
                                                                                     reset_recvd,
                                                                                 send_offset ::
                                                                                     non_neg_integer(),
                                                                                 send_max_data ::
                                                                                     non_neg_integer(),
                                                                                 last_stream_data_blocked ::
                                                                                     non_neg_integer(),
                                                                                 pending_send_data ::
                                                                                     [binary()],
                                                                                 pending_send_size ::
                                                                                     non_neg_integer(),
                                                                                 pending_send_fin ::
                                                                                     boolean(),
                                                                                 recv_state ::
                                                                                     recv | size_known |
                                                                                     data_recvd |
                                                                                     reset_recvd |
                                                                                     data_read |
                                                                                     reset_read,
                                                                                 recv_offset ::
                                                                                     non_neg_integer(),
                                                                                 recv_max_offset ::
                                                                                     non_neg_integer(),
                                                                                 recv_window ::
                                                                                     non_neg_integer(),
                                                                                 recv_buffer ::
                                                                                     gb_trees:tree(non_neg_integer(),
                                                                                                   {binary(),
                                                                                                    boolean()}),
                                                                                 app_buffer :: iodata(),
                                                                                 app_buffer_size ::
                                                                                     non_neg_integer()}},
                                                         next_bidi_stream ::
                                                             nquic:stream_id() | undefined,
                                                         next_uni_stream ::
                                                             nquic:stream_id() | undefined,
                                                         peer_max_streams_bidi :: non_neg_integer(),
                                                         peer_max_streams_uni :: non_neg_integer(),
                                                         local_max_streams_bidi :: non_neg_integer(),
                                                         local_max_streams_uni :: non_neg_integer(),
                                                         last_sent_max_streams_bidi :: non_neg_integer(),
                                                         last_sent_max_streams_uni :: non_neg_integer(),
                                                         max_peer_bidi_stream_id ::
                                                             non_neg_integer() | undefined,
                                                         max_peer_uni_stream_id ::
                                                             non_neg_integer() | undefined,
                                                         opened_peer_bidi_count :: non_neg_integer(),
                                                         opened_peer_uni_count :: non_neg_integer(),
                                                         closed_peer_bidi_wm :: integer(),
                                                         closed_peer_uni_wm :: integer(),
                                                         closed_peer_streams ::
                                                             #{nquic:stream_id() => true},
                                                         recv_waiters ::
                                                             #{nquic:stream_id() => gen_statem:from()},
                                                         accept_stream_waiters ::
                                                             queue:queue(gen_statem:from()),
                                                         pending_streams ::
                                                             queue:queue(nquic:stream_id()),
                                                         blocked_streams :: #{nquic:stream_id() => true},
                                                         pending_send_streams ::
                                                             #{nquic:stream_id() => true},
                                                         send_buffer_high_water :: pos_integer(),
                                                         send_timeout :: timeout(),
                                                         send_waiters ::
                                                             queue:queue(nquic_conn_send_waiters:t())},
                                       flow ::
                                           #conn_flow{local_max_data :: non_neg_integer(),
                                                      remote_max_data :: non_neg_integer(),
                                                      data_sent :: non_neg_integer(),
                                                      data_received :: non_neg_integer(),
                                                      last_data_blocked :: non_neg_integer(),
                                                      pending_initial_frames :: [nquic_frame:t()],
                                                      pending_handshake_frames :: [nquic_frame:t()],
                                                      pending_app_frames :: [nquic_frame:t()],
                                                      pending_app_pre_encoded ::
                                                          [{non_neg_integer(),
                                                            iodata(),
                                                            nquic_frame:t()}],
                                                      queued_app_send_bytes :: non_neg_integer(),
                                                      cwnd_exempt :: boolean()},
                                       path ::
                                           #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                                           peer_cids ::
                                                               #{non_neg_integer() =>
                                                                     #{cid := nquic:connection_id(),
                                                                       token := binary()}},
                                                           local_cids ::
                                                               #{non_neg_integer() =>
                                                                     nquic:connection_id()},
                                                           local_cid_seq :: non_neg_integer(),
                                                           peer_retire_prior_to :: non_neg_integer(),
                                                           anti_amp_bytes_received :: non_neg_integer(),
                                                           anti_amp_bytes_sent :: non_neg_integer(),
                                                           address_validated :: boolean()}}) ->
                              #stream_state{stream_id :: nquic:stream_id(),
                                            type :: bidi | uni,
                                            send_state ::
                                                ready | send | data_sent | data_recvd | reset_sent |
                                                reset_recvd,
                                            send_offset :: non_neg_integer(),
                                            send_max_data :: non_neg_integer(),
                                            last_stream_data_blocked :: non_neg_integer(),
                                            pending_send_data :: [binary()],
                                            pending_send_size :: non_neg_integer(),
                                            pending_send_fin :: boolean(),
                                            recv_state ::
                                                recv | size_known | data_recvd | reset_recvd |
                                                data_read | reset_read,
                                            recv_offset :: non_neg_integer(),
                                            recv_max_offset :: non_neg_integer(),
                                            recv_window :: non_neg_integer(),
                                            recv_buffer ::
                                                gb_trees:tree(non_neg_integer(), {binary(), boolean()}),
                                            app_buffer :: iodata(),
                                            app_buffer_size :: non_neg_integer()}.


      


Ensure stream flow control limits are initialized.

  



  
    
      
    
    
      i_can_send(StreamID, MyRole)



        
          
        

    

  


  

      

          -spec i_can_send(nquic:stream_id(), client | server) -> boolean().


      


Returns true if we can send data on this stream.
Bidirectional streams allow both sides to send.
Unidirectional streams only allow the initiator to send.

  



  
    
      
    
    
      is_locally_initiated(StreamID, MyRole)



        
          
        

    

  


  

      

          -spec is_locally_initiated(nquic:stream_id(), client | server) -> boolean().


      


Returns true if this stream was locally initiated.

  



  
    
      
    
    
      peer_can_send(StreamID, MyRole)



        
          
        

    

  


  

      

          -spec peer_can_send(nquic:stream_id(), client | server) -> boolean().


      


Returns true if the peer can send data on this stream.
Bidirectional streams allow both sides to send.
Unidirectional streams only allow the initiator to send.

  



  
    
      
    
    
      stream_initiator(StreamID)



        
          
        

    

  


  

      

          -spec stream_initiator(nquic:stream_id()) -> client | server.


      


Returns the initiator (client or server) of a stream based on its ID.

  



  
    
      
    
    
      stream_is_unidirectional(StreamID)



        
          
        

    

  


  

      

          -spec stream_is_unidirectional(nquic:stream_id()) -> boolean().


      


Returns true if the stream is unidirectional.

  



  
    
      
    
    
      validate_stream_for_max_stream_data(StreamID, MyRole, Streams)



        
          
        

    

  


  

      

          -spec validate_stream_for_max_stream_data(nquic:stream_id(), client | server, map()) ->
                                             ok | {error, stream_state_error}.


      


Validate MAX_STREAM_DATA frame per RFC 9000 Section 19.10.
Can only receive for streams where we can send.
Stream must exist or be implicitly creatable.

  



  
    
      
    
    
      validate_stream_for_recv(StreamID, MyRole, Streams)



        
          
        

    

  


  

      

          -spec validate_stream_for_recv(nquic:stream_id(), client | server, map()) ->
                                  ok | {error, stream_state_error}.


      


Validate STREAM frame per RFC 9000 Section 19.8.
Can only receive on streams where peer can send.
For locally-initiated streams, we must have created it first.

  



  
    
      
    
    
      validate_stream_for_reset(StreamID, MyRole)



        
          
        

    

  


  

      

          -spec validate_stream_for_reset(nquic:stream_id(), client | server) -> ok | {error, stream_state_error}.


      


Validate RESET_STREAM frame per RFC 9000 Section 19.4.
Can only receive RESET_STREAM on streams where peer can send.

  



  
    
      
    
    
      validate_stream_for_stop_sending(StreamID, MyRole, Streams)



        
          
        

    

  


  

      

          -spec validate_stream_for_stop_sending(nquic:stream_id(), client | server, map()) ->
                                          ok | {error, stream_state_error}.


      


Validate STOP_SENDING frame per RFC 9000 Section 19.5.
Can only receive STOP_SENDING for streams where we can send.
Stream must exist or be implicitly creatable.
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nquic_handshake 
    



      
QUIC handshake management.
This module handles TLS 1.3 handshake integration, key derivation,
and handshake packet construction for QUIC connections.

      


      
        Summary


  
    Functions
  


    
      
        build_handshake_frames(CryptoData)

      


        Build frames for a Handshake packet with CRYPTO data.



    


    
      
        build_initial_frames(CryptoData)

      


        Build frames for an Initial packet with CRYPTO data.



    


    
      
        derive_initial_keys(DCID)

      


        Derive initial encryption keys from DCID per RFC 9001.



    


    
      
        derive_initial_keys(DCID, Version)

      


        Derive initial encryption keys from DCID for a specific QUIC version.



    


    
      
        format_keys(Keys)

      


        Convert TLS key material to packet protection format.



    


    
      
        format_keys(Keys, Cipher)

      


        Convert TLS key material to packet protection format with cached HP context.



    


    
      
        install_app_keys(Keys, ExistingKeys)

      


        Format and install application keys from TLS-derived secrets.



    


    
      
        install_handshake_keys(Keys, ExistingKeys)

      


        Format and install handshake keys from TLS-derived secrets.



    





      


      
        Functions


        


  
    
      
    
    
      build_handshake_frames(CryptoData)



        
          
        

    

  


  

      

          -spec build_handshake_frames(binary()) -> [nquic_frame:t()].


      


Build frames for a Handshake packet with CRYPTO data.

  



  
    
      
    
    
      build_initial_frames(CryptoData)



        
          
        

    

  


  

      

          -spec build_initial_frames(binary()) -> [nquic_frame:t()].


      


Build frames for an Initial packet with CRYPTO data.

  



  
    
      
    
    
      derive_initial_keys(DCID)



        
          
        

    

  


  

      

          -spec derive_initial_keys(nquic:connection_id()) -> nquic_keys:role_keys().


      


Derive initial encryption keys from DCID per RFC 9001.

  



  
    
      
    
    
      derive_initial_keys(DCID, Version)



        
          
        

    

  


  

      

          -spec derive_initial_keys(nquic:connection_id(), non_neg_integer()) -> nquic_keys:role_keys().


      


Derive initial encryption keys from DCID for a specific QUIC version.

  



  
    
      
    
    
      format_keys(Keys)



        
          
        

    

  


  

      

          -spec format_keys(map()) -> nquic_keys:role_keys().


      


Convert TLS key material to packet protection format.

  



  
    
      
    
    
      format_keys(Keys, Cipher)



        
          
        

    

  


  

      

          -spec format_keys(map(), nquic_keys:cipher()) -> nquic_keys:role_keys().


      


Convert TLS key material to packet protection format with cached HP context.

  



  
    
      
    
    
      install_app_keys(Keys, ExistingKeys)



        
          
        

    

  


  

      

          -spec install_app_keys(map(), nquic_keys:key_map()) -> nquic_keys:key_map().


      


Format and install application keys from TLS-derived secrets.

  



  
    
      
    
    
      install_handshake_keys(Keys, ExistingKeys)



        
          
        

    

  


  

      

          -spec install_handshake_keys(map(), nquic_keys:key_map()) -> nquic_keys:key_map().


      


Format and install handshake keys from TLS-derived secrets.
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nquic_packet_io 
    



      
Packet construction, encryption, and sending for QUIC connections.
This module handles the common logic for building and sending QUIC packets
across all packet types (Initial, Handshake, 1-RTT).

      


      
        Summary


  
    Functions
  


    
      
        find_highest_key_level(Keys)

      


    


    
      
        send_app_packet/5

      


        Send a 1-RTT packet with the specified frame.



    


    
      
        send_close_frame(Socket, Peer, Params)

      


        Send a CONNECTION_CLOSE frame.



    


    
      
        send_handshake_packet(Socket, Peer, DCID, SCID, Keys, PNFrames)

      


        Send a Handshake packet with the specified frames.



    


    
      
        send_handshake_packet/7

      


    


    
      
        send_initial_packet(Socket, Peer, DCID, SCID, Keys, PNFrames)

      


        Send an Initial packet with the specified frames.



    


    
      
        send_initial_packet/7

      


    





      


      
        Functions


        


  
    
      
    
    
      find_highest_key_level(Keys)



        
          
        

    

  


  

      

          -spec find_highest_key_level(map()) -> application | handshake | initial.


      



  



  
    
      
    
    
      send_app_packet/5



        
          
        

    

  


  

      

          -spec send_app_packet(nquic_socket:t(),
                      nquic_socket:sockaddr(),
                      nquic:connection_id(),
                      #{key := binary(), iv := binary(), hp := binary(), atom() => term()},
                      {nquic_packet_number:t(), nquic_frame:t()}) ->
                         {ok, iodata(), non_neg_integer()} | {error, term()}.


      


Send a 1-RTT packet with the specified frame.

  



  
    
      
    
    
      send_close_frame(Socket, Peer, Params)



        
          
        

    

  


  

      

          -spec send_close_frame(nquic_socket:t(),
                       nquic_socket:sockaddr(),
                       #{dcid := nquic:connection_id(),
                         scid := nquic:connection_id(),
                         keys := map(),
                         pn_spaces := map(),
                         role := client | server,
                         frame :=
                             #connection_close{error_code :: non_neg_integer(),
                                               frame_type :: non_neg_integer(),
                                               reason_phrase :: binary(),
                                               is_application :: boolean()}}) ->
                          ok | {error, term()}.


      


Send a CONNECTION_CLOSE frame.

  



  
    
      
    
    
      send_handshake_packet(Socket, Peer, DCID, SCID, Keys, PNFrames)



        
          
        

    

  


  

      

          -spec send_handshake_packet(nquic_socket:t(),
                            nquic_socket:sockaddr(),
                            nquic:connection_id(),
                            nquic:connection_id(),
                            #{key := binary(), iv := binary(), hp := binary(), atom() => term()},
                            {nquic_packet_number:t(), [nquic_frame:t()]}) ->
                               {ok, iodata(), non_neg_integer()} | {error, term()}.


      


Send a Handshake packet with the specified frames.

  



  
    
      
    
    
      send_handshake_packet/7



        
          
        

    

  


  

      

          -spec send_handshake_packet(nquic_socket:t(),
                            nquic_socket:sockaddr(),
                            nquic:connection_id(),
                            nquic:connection_id(),
                            #{key := binary(), iv := binary(), hp := binary(), atom() => term()},
                            {nquic_packet_number:t(), [nquic_frame:t()]},
                            non_neg_integer()) ->
                               {ok, iodata(), non_neg_integer()} | {error, term()}.


      



  



  
    
      
    
    
      send_initial_packet(Socket, Peer, DCID, SCID, Keys, PNFrames)



        
          
        

    

  


  

      

          -spec send_initial_packet(nquic_socket:t(),
                          nquic_socket:sockaddr(),
                          nquic:connection_id(),
                          nquic:connection_id(),
                          #{key := binary(), iv := binary(), hp := binary(), atom() => term()},
                          {nquic_packet_number:t(), [nquic_frame:t()]}) ->
                             {ok, iodata(), non_neg_integer()} | {error, term()}.


      


Send an Initial packet with the specified frames.

  



  
    
      
    
    
      send_initial_packet/7



        
          
        

    

  


  

      

          -spec send_initial_packet(nquic_socket:t(),
                          nquic_socket:sockaddr(),
                          nquic:connection_id(),
                          nquic:connection_id(),
                          #{key := binary(), iv := binary(), hp := binary(), atom() => term()},
                          {nquic_packet_number:t(), [nquic_frame:t()]},
                          non_neg_integer()) ->
                             {ok, iodata(), non_neg_integer()} | {error, term()}.
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nquic_path 
    



      
Path validation for QUIC connection migration (RFC 9000 Section 9).
Pure-functional module operating on #path_state{}. Handles peer address
change detection, PATH_CHALLENGE/PATH_RESPONSE tracking, and anti-amplification
limits on new paths. All state lives in the connection's #conn_state{} record;
this module provides the logic without owning any processes.

      


      
        Summary


  
    Types
  


    
      
        state()

      


    





  
    Functions
  


    
      
        detect_peer_change/2

      


        Detect if the source address of a received packet differs from the current peer.



    


    
      
        get_previous_peer/1

      


        Return the previous peer address (for fallback on validation failure).



    


    
      
        initiate_validation(PS, NewPeer)

      


        Initiate path validation by generating an 8-byte challenge.
Stores the challenge data and candidate address. Returns the updated path state
and a PATH_CHALLENGE frame to send to the new address.



    


    
      
        is_nat_rebinding/1

      


        True if the migration is a likely NAT rebinding: same IP, different port.
When true, callers should skip CC/RTT reset since the underlying network path
has not changed (RFC 9000 Section 9.3.1).



    


    
      
        is_validated/1

      


        True if the current path has been validated.



    


    
      
        is_validating/1

      


        True if a path validation is currently in progress.



    


    
      
        new(Peer)

      


        Create a new path state with the given initial peer address.



    


    
      
        on_response/2

      


        Process a PATH_RESPONSE. If the response data matches the pending challenge,
the path is validated. Otherwise the state is unchanged.



    


    
      
        on_timeout/1

      


        Handle path validation timeout. Retries up to 3 times with a fresh challenge.
After 3 retries, returns failed so the caller can revert to the previous peer.



    





      


      
        Types


        


  
    
      
    
    
      state()



        
          
        

    

  


  

      

          -type state() ::
          #path_state{peer :: nquic_socket:sockaddr() | undefined,
                      previous_peer :: nquic_socket:sockaddr() | undefined,
                      pending_challenge :: binary() | undefined,
                      challenge_sent_time :: non_neg_integer(),
                      challenge_retries :: non_neg_integer(),
                      path_validated :: boolean(),
                      new_path_bytes_sent :: non_neg_integer(),
                      new_path_bytes_received :: non_neg_integer()}.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      detect_peer_change/2



        
          
        

    

  


  

      

          -spec detect_peer_change(state(), nquic_socket:sockaddr()) -> unchanged | {changed, state()}.


      


Detect if the source address of a received packet differs from the current peer.
Returns unchanged when the addresses match or {changed, UpdatedPathState}
when the source differs. A previously-undefined peer is treated as a first-time
set rather than a change.

  



  
    
      
    
    
      get_previous_peer/1



        
          
        

    

  


  

      

          -spec get_previous_peer(state()) -> nquic_socket:sockaddr() | undefined.


      


Return the previous peer address (for fallback on validation failure).

  



  
    
      
    
    
      initiate_validation(PS, NewPeer)



        
          
        

    

  


  

      

          -spec initiate_validation(state(), nquic_socket:sockaddr()) ->
                             {state(), #path_challenge{data :: binary()}}.


      


Initiate path validation by generating an 8-byte challenge.
Stores the challenge data and candidate address. Returns the updated path state
and a PATH_CHALLENGE frame to send to the new address.

  



  
    
      
    
    
      is_nat_rebinding/1



        
          
        

    

  


  

      

          -spec is_nat_rebinding(state()) -> boolean().


      


True if the migration is a likely NAT rebinding: same IP, different port.
When true, callers should skip CC/RTT reset since the underlying network path
has not changed (RFC 9000 Section 9.3.1).

  



  
    
      
    
    
      is_validated/1



        
          
        

    

  


  

      

          -spec is_validated(state()) -> boolean().


      


True if the current path has been validated.

  



  
    
      
    
    
      is_validating/1



        
          
        

    

  


  

      

          -spec is_validating(state()) -> boolean().


      


True if a path validation is currently in progress.

  



  
    
      
    
    
      new(Peer)



        
          
        

    

  


  

      

          -spec new(nquic_socket:sockaddr() | undefined) -> state().


      


Create a new path state with the given initial peer address.

  



  
    
      
    
    
      on_response/2



        
          
        

    

  


  

      

          -spec on_response(state(), binary()) -> {validated, state()} | {mismatch, state()}.


      


Process a PATH_RESPONSE. If the response data matches the pending challenge,
the path is validated. Otherwise the state is unchanged.

  



  
    
      
    
    
      on_timeout/1



        
          
        

    

  


  

      

          -spec on_timeout(state()) -> {retry, state(), #path_challenge{data :: binary()}} | {failed, state()}.


      


Handle path validation timeout. Retries up to 3 times with a fresh challenge.
After 3 retries, returns failed so the caller can revert to the previous peer.
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nquic_stateless_reset 
    



      
Stateless reset token generation and detection per RFC 9000 Section 10.3.
Stateless reset allows an endpoint to terminate a connection when it has lost
state. The token is an HMAC-SHA256 of the connection ID, truncated to 16 bytes.
Reset packets look like short header packets to avoid identification.

      


      
        Summary


  
    Functions
  


    
      
        build_packet(Token)

      


        Build a stateless reset packet that looks like a short header packet.



    


    
      
        detect/2

      


        Check whether a packet is a stateless reset by comparing the last 16 bytes.
Comparison is constant-time (RFC 9000 Section 10.3.1: "An endpoint MUST
use a comparison that is constant-time with respect to the contents of
the token") to avoid timing side channels.



    


    
      
        generate_token(StaticKey, CID)

      


        Generate a stateless reset token from a static key and connection ID.



    





      


      
        Functions


        


  
    
      
    
    
      build_packet(Token)



        
          
        

    

  


  

      

          -spec build_packet(binary()) -> binary().


      


Build a stateless reset packet that looks like a short header packet.

  



  
    
      
    
    
      detect/2



        
          
        

    

  


  

      

          -spec detect(binary(), binary()) -> boolean().


      


Check whether a packet is a stateless reset by comparing the last 16 bytes.
Comparison is constant-time (RFC 9000 Section 10.3.1: "An endpoint MUST
use a comparison that is constant-time with respect to the contents of
the token") to avoid timing side channels.

  



  
    
      
    
    
      generate_token(StaticKey, CID)



        
          
        

    

  


  

      

          -spec generate_token(binary(), binary()) -> binary().


      


Generate a stateless reset token from a static key and connection ID.
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nquic_flow 
    



      
Connection and stream flow control per RFC 9000 Section 4.
Enforces data limits at both connection and stream levels. Tracks the highest
byte offset seen (recv_max_offset) separately from contiguous bytes delivered
to the application (recv_offset). Generates MAX_DATA and MAX_STREAM_DATA
frames when the available window drops below half the configured size.

      


      
        Summary


  
    Functions
  


    
      
        check_conn_send(ConnState, Length)

      


        Check if connection-level flow control allows sending the given number of bytes.



    


    
      
        check_stream_send(StreamState, Length)

      


        Check if stream-level flow control allows sending the given number of bytes.



    


    
      
        init_conn_limits(ConnState)

      


        Initialize connection-level send and receive limits from transport parameters.



    


    
      
        init_stream_limits(StreamState, ConnState, Type)

      


        Initialize stream-level send and receive limits based on stream type and transport parameters.



    


    
      
        maybe_update_conn_window(ConnState, WindowSize)

      


        Generate a MAX_DATA frame if the connection receive window is below half the target size.



    


    
      
        maybe_update_stream_window(StreamState, WindowSize)

      


        Generate a MAX_STREAM_DATA frame if the stream receive window is below half the target size.



    


    
      
        on_stream_data_received(ConnState, StreamState, Offset, Length)

      


        Update receive offsets after receiving data, returning an error if limits are exceeded.



    


    
      
        on_stream_data_sent(ConnState, StreamID, Length)

      


        Update connection and stream send offsets after sending data on a stream.



    





      


      
        Functions


        


  
    
      
    
    
      check_conn_send(ConnState, Length)



        
          
        

    

  


  

      

          -spec check_conn_send(#conn_state{role :: client | server,
                                  scid :: nquic:connection_id(),
                                  dcid :: nquic:connection_id(),
                                  odcid :: nquic:connection_id() | undefined,
                                  retry_scid :: nquic:connection_id() | undefined,
                                  retry_token :: binary(),
                                  version :: non_neg_integer(),
                                  version_preference :: [non_neg_integer()],
                                  socket :: nquic_socket:t() | undefined,
                                  peer :: nquic_socket:sockaddr() | undefined,
                                  select_info :: nquic_socket:select_info() | undefined,
                                  pn_spaces :: #{nquic_packet:space() => map()},
                                  app_next_pn :: non_neg_integer(),
                                  app_largest_received :: integer(),
                                  app_largest_received_us :: integer() | undefined,
                                  loss_state :: nquic_loss:loss_state() | undefined,
                                  dispatch_table :: nquic_dispatch:t() | undefined,
                                  listener :: pid() | undefined,
                                  connect_waiters :: [gen_server:from()],
                                  local_params ::
                                      #transport_params{original_destination_connection_id ::
                                                            nquic:connection_id() | undefined,
                                                        max_idle_timeout :: non_neg_integer(),
                                                        stateless_reset_token :: binary() | undefined,
                                                        max_udp_payload_size :: pos_integer(),
                                                        initial_max_data :: non_neg_integer(),
                                                        initial_max_stream_data_bidi_local ::
                                                            non_neg_integer(),
                                                        initial_max_stream_data_bidi_remote ::
                                                            non_neg_integer(),
                                                        initial_max_stream_data_uni :: non_neg_integer(),
                                                        initial_max_streams_bidi :: non_neg_integer(),
                                                        initial_max_streams_uni :: non_neg_integer(),
                                                        ack_delay_exponent :: 0..20,
                                                        max_ack_delay :: non_neg_integer(),
                                                        disable_active_migration :: boolean(),
                                                        preferred_address ::
                                                            nquic_transport:preferred_address() |
                                                            undefined,
                                                        active_connection_id_limit :: non_neg_integer(),
                                                        initial_source_connection_id ::
                                                            nquic:connection_id() | undefined,
                                                        retry_source_connection_id ::
                                                            nquic:connection_id() | undefined,
                                                        version_information ::
                                                            nquic_transport:version_information() |
                                                            undefined,
                                                        max_datagram_frame_size ::
                                                            non_neg_integer() | undefined},
                                  remote_params ::
                                      #transport_params{original_destination_connection_id ::
                                                            nquic:connection_id() | undefined,
                                                        max_idle_timeout :: non_neg_integer(),
                                                        stateless_reset_token :: binary() | undefined,
                                                        max_udp_payload_size :: pos_integer(),
                                                        initial_max_data :: non_neg_integer(),
                                                        initial_max_stream_data_bidi_local ::
                                                            non_neg_integer(),
                                                        initial_max_stream_data_bidi_remote ::
                                                            non_neg_integer(),
                                                        initial_max_stream_data_uni :: non_neg_integer(),
                                                        initial_max_streams_bidi :: non_neg_integer(),
                                                        initial_max_streams_uni :: non_neg_integer(),
                                                        ack_delay_exponent :: 0..20,
                                                        max_ack_delay :: non_neg_integer(),
                                                        disable_active_migration :: boolean(),
                                                        preferred_address ::
                                                            nquic_transport:preferred_address() |
                                                            undefined,
                                                        active_connection_id_limit :: non_neg_integer(),
                                                        initial_source_connection_id ::
                                                            nquic:connection_id() | undefined,
                                                        retry_source_connection_id ::
                                                            nquic:connection_id() | undefined,
                                                        version_information ::
                                                            nquic_transport:version_information() |
                                                            undefined,
                                                        max_datagram_frame_size ::
                                                            non_neg_integer() | undefined} |
                                      undefined,
                                  server_packet_processed :: boolean(),
                                  owner :: pid() | undefined,
                                  owner_mon :: reference() | undefined,
                                  deferred_flush_pending :: boolean(),
                                  pending_ack_count :: non_neg_integer(),
                                  ack_immediate :: boolean(),
                                  last_idle_ms :: non_neg_integer() | infinity | undefined,
                                  last_pto_ms :: nquic_protocol_timer:loss_detection_timer() | undefined,
                                  recv_ecn :: nquic_socket:ecn_mark(),
                                  pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                  gso_size :: undefined | pos_integer(),
                                  max_payload_size :: pos_integer(),
                                  server_per_conn_fd :: boolean(),
                                  proactive_cids :: boolean(),
                                  socket_connected :: boolean(),
                                  self_migration_pending :: boolean(),
                                  metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                  spin_enabled :: boolean(),
                                  peer_spin :: 0..1,
                                  new_token_enabled :: boolean(),
                                  new_token_lifetime :: pos_integer(),
                                  qlog :: undefined | nquic_qlog:qlog_state(),
                                  close_kind :: undefined | local | peer | idle_timeout | protocol_error,
                                  crypto ::
                                      #conn_crypto{tls_state :: term(),
                                                   keys :: nquic_keys:key_map(),
                                                   app_send_keys :: map() | undefined,
                                                   app_recv_keys :: map() | undefined,
                                                   crypto_buffer ::
                                                       #{nquic_packet:space() =>
                                                             {non_neg_integer(), binary(), list()}},
                                                   cipher ::
                                                       aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                                   cipher_suites ::
                                                       [aes_128_gcm | aes_256_gcm | chacha20_poly1305] |
                                                       undefined,
                                                   key_phase :: boolean(),
                                                   key_update_pending :: boolean(),
                                                   client_app_secret :: binary() | undefined,
                                                   server_app_secret :: binary() | undefined,
                                                   old_read_keys ::
                                                       #{key := binary(), iv := binary()} | undefined,
                                                   zero_rtt_accepted :: boolean(),
                                                   replay_protection :: module() | undefined,
                                                   session_ticket :: map() | undefined,
                                                   resumption_secret :: binary() | undefined,
                                                   session_cache ::
                                                       atom() | false | {module, module()} | undefined,
                                                   token_cache :: atom() | false | {module, module()},
                                                   alpn :: [binary()] | undefined,
                                                   hostname :: string() | binary() | undefined,
                                                   cert :: binary() | undefined,
                                                   cert_chain :: [binary()],
                                                   key :: any() | undefined,
                                                   verify :: verify_none | verify_peer,
                                                   cacerts :: [binary()],
                                                   peer_cert :: binary() | undefined,
                                                   static_key :: binary() | undefined},
                                  streams_state ::
                                      #conn_streams{streams ::
                                                        #{nquic:stream_id() =>
                                                              #stream_state{stream_id ::
                                                                                nquic:stream_id(),
                                                                            type :: bidi | uni,
                                                                            send_state ::
                                                                                ready | send |
                                                                                data_sent | data_recvd |
                                                                                reset_sent | reset_recvd,
                                                                            send_offset ::
                                                                                non_neg_integer(),
                                                                            send_max_data ::
                                                                                non_neg_integer(),
                                                                            last_stream_data_blocked ::
                                                                                non_neg_integer(),
                                                                            pending_send_data ::
                                                                                [binary()],
                                                                            pending_send_size ::
                                                                                non_neg_integer(),
                                                                            pending_send_fin ::
                                                                                boolean(),
                                                                            recv_state ::
                                                                                recv | size_known |
                                                                                data_recvd |
                                                                                reset_recvd |
                                                                                data_read | reset_read,
                                                                            recv_offset ::
                                                                                non_neg_integer(),
                                                                            recv_max_offset ::
                                                                                non_neg_integer(),
                                                                            recv_window ::
                                                                                non_neg_integer(),
                                                                            recv_buffer ::
                                                                                gb_trees:tree(non_neg_integer(),
                                                                                              {binary(),
                                                                                               boolean()}),
                                                                            app_buffer :: iodata(),
                                                                            app_buffer_size ::
                                                                                non_neg_integer()}},
                                                    next_bidi_stream :: nquic:stream_id() | undefined,
                                                    next_uni_stream :: nquic:stream_id() | undefined,
                                                    peer_max_streams_bidi :: non_neg_integer(),
                                                    peer_max_streams_uni :: non_neg_integer(),
                                                    local_max_streams_bidi :: non_neg_integer(),
                                                    local_max_streams_uni :: non_neg_integer(),
                                                    last_sent_max_streams_bidi :: non_neg_integer(),
                                                    last_sent_max_streams_uni :: non_neg_integer(),
                                                    max_peer_bidi_stream_id ::
                                                        non_neg_integer() | undefined,
                                                    max_peer_uni_stream_id ::
                                                        non_neg_integer() | undefined,
                                                    opened_peer_bidi_count :: non_neg_integer(),
                                                    opened_peer_uni_count :: non_neg_integer(),
                                                    closed_peer_bidi_wm :: integer(),
                                                    closed_peer_uni_wm :: integer(),
                                                    closed_peer_streams :: #{nquic:stream_id() => true},
                                                    recv_waiters ::
                                                        #{nquic:stream_id() => gen_statem:from()},
                                                    accept_stream_waiters ::
                                                        queue:queue(gen_statem:from()),
                                                    pending_streams :: queue:queue(nquic:stream_id()),
                                                    blocked_streams :: #{nquic:stream_id() => true},
                                                    pending_send_streams :: #{nquic:stream_id() => true},
                                                    send_buffer_high_water :: pos_integer(),
                                                    send_timeout :: timeout(),
                                                    send_waiters ::
                                                        queue:queue(nquic_conn_send_waiters:t())},
                                  flow ::
                                      #conn_flow{local_max_data :: non_neg_integer(),
                                                 remote_max_data :: non_neg_integer(),
                                                 data_sent :: non_neg_integer(),
                                                 data_received :: non_neg_integer(),
                                                 last_data_blocked :: non_neg_integer(),
                                                 pending_initial_frames :: [nquic_frame:t()],
                                                 pending_handshake_frames :: [nquic_frame:t()],
                                                 pending_app_frames :: [nquic_frame:t()],
                                                 pending_app_pre_encoded ::
                                                     [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                                 queued_app_send_bytes :: non_neg_integer(),
                                                 cwnd_exempt :: boolean()},
                                  path ::
                                      #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                                      peer_cids ::
                                                          #{non_neg_integer() =>
                                                                #{cid := nquic:connection_id(),
                                                                  token := binary()}},
                                                      local_cids ::
                                                          #{non_neg_integer() => nquic:connection_id()},
                                                      local_cid_seq :: non_neg_integer(),
                                                      peer_retire_prior_to :: non_neg_integer(),
                                                      anti_amp_bytes_received :: non_neg_integer(),
                                                      anti_amp_bytes_sent :: non_neg_integer(),
                                                      address_validated :: boolean()}},
                      non_neg_integer()) ->
                         ok | {blocked, non_neg_integer()}.


      


Check if connection-level flow control allows sending the given number of bytes.

  



  
    
      
    
    
      check_stream_send(StreamState, Length)



        
          
        

    

  


  

      

          -spec check_stream_send(#stream_state{stream_id :: nquic:stream_id(),
                                      type :: bidi | uni,
                                      send_state ::
                                          ready | send | data_sent | data_recvd | reset_sent |
                                          reset_recvd,
                                      send_offset :: non_neg_integer(),
                                      send_max_data :: non_neg_integer(),
                                      last_stream_data_blocked :: non_neg_integer(),
                                      pending_send_data :: [binary()],
                                      pending_send_size :: non_neg_integer(),
                                      pending_send_fin :: boolean(),
                                      recv_state ::
                                          recv | size_known | data_recvd | reset_recvd | data_read |
                                          reset_read,
                                      recv_offset :: non_neg_integer(),
                                      recv_max_offset :: non_neg_integer(),
                                      recv_window :: non_neg_integer(),
                                      recv_buffer ::
                                          gb_trees:tree(non_neg_integer(), {binary(), boolean()}),
                                      app_buffer :: iodata(),
                                      app_buffer_size :: non_neg_integer()},
                        non_neg_integer()) ->
                           ok | {blocked, non_neg_integer()}.


      


Check if stream-level flow control allows sending the given number of bytes.

  



  
    
      
    
    
      init_conn_limits(ConnState)



        
          
        

    

  


  

      

          -spec init_conn_limits(#conn_state{role :: client | server,
                                   scid :: nquic:connection_id(),
                                   dcid :: nquic:connection_id(),
                                   odcid :: nquic:connection_id() | undefined,
                                   retry_scid :: nquic:connection_id() | undefined,
                                   retry_token :: binary(),
                                   version :: non_neg_integer(),
                                   version_preference :: [non_neg_integer()],
                                   socket :: nquic_socket:t() | undefined,
                                   peer :: nquic_socket:sockaddr() | undefined,
                                   select_info :: nquic_socket:select_info() | undefined,
                                   pn_spaces :: #{nquic_packet:space() => map()},
                                   app_next_pn :: non_neg_integer(),
                                   app_largest_received :: integer(),
                                   app_largest_received_us :: integer() | undefined,
                                   loss_state :: nquic_loss:loss_state() | undefined,
                                   dispatch_table :: nquic_dispatch:t() | undefined,
                                   listener :: pid() | undefined,
                                   connect_waiters :: [gen_server:from()],
                                   local_params ::
                                       #transport_params{original_destination_connection_id ::
                                                             nquic:connection_id() | undefined,
                                                         max_idle_timeout :: non_neg_integer(),
                                                         stateless_reset_token :: binary() | undefined,
                                                         max_udp_payload_size :: pos_integer(),
                                                         initial_max_data :: non_neg_integer(),
                                                         initial_max_stream_data_bidi_local ::
                                                             non_neg_integer(),
                                                         initial_max_stream_data_bidi_remote ::
                                                             non_neg_integer(),
                                                         initial_max_stream_data_uni ::
                                                             non_neg_integer(),
                                                         initial_max_streams_bidi :: non_neg_integer(),
                                                         initial_max_streams_uni :: non_neg_integer(),
                                                         ack_delay_exponent :: 0..20,
                                                         max_ack_delay :: non_neg_integer(),
                                                         disable_active_migration :: boolean(),
                                                         preferred_address ::
                                                             nquic_transport:preferred_address() |
                                                             undefined,
                                                         active_connection_id_limit :: non_neg_integer(),
                                                         initial_source_connection_id ::
                                                             nquic:connection_id() | undefined,
                                                         retry_source_connection_id ::
                                                             nquic:connection_id() | undefined,
                                                         version_information ::
                                                             nquic_transport:version_information() |
                                                             undefined,
                                                         max_datagram_frame_size ::
                                                             non_neg_integer() | undefined},
                                   remote_params ::
                                       #transport_params{original_destination_connection_id ::
                                                             nquic:connection_id() | undefined,
                                                         max_idle_timeout :: non_neg_integer(),
                                                         stateless_reset_token :: binary() | undefined,
                                                         max_udp_payload_size :: pos_integer(),
                                                         initial_max_data :: non_neg_integer(),
                                                         initial_max_stream_data_bidi_local ::
                                                             non_neg_integer(),
                                                         initial_max_stream_data_bidi_remote ::
                                                             non_neg_integer(),
                                                         initial_max_stream_data_uni ::
                                                             non_neg_integer(),
                                                         initial_max_streams_bidi :: non_neg_integer(),
                                                         initial_max_streams_uni :: non_neg_integer(),
                                                         ack_delay_exponent :: 0..20,
                                                         max_ack_delay :: non_neg_integer(),
                                                         disable_active_migration :: boolean(),
                                                         preferred_address ::
                                                             nquic_transport:preferred_address() |
                                                             undefined,
                                                         active_connection_id_limit :: non_neg_integer(),
                                                         initial_source_connection_id ::
                                                             nquic:connection_id() | undefined,
                                                         retry_source_connection_id ::
                                                             nquic:connection_id() | undefined,
                                                         version_information ::
                                                             nquic_transport:version_information() |
                                                             undefined,
                                                         max_datagram_frame_size ::
                                                             non_neg_integer() | undefined} |
                                       undefined,
                                   server_packet_processed :: boolean(),
                                   owner :: pid() | undefined,
                                   owner_mon :: reference() | undefined,
                                   deferred_flush_pending :: boolean(),
                                   pending_ack_count :: non_neg_integer(),
                                   ack_immediate :: boolean(),
                                   last_idle_ms :: non_neg_integer() | infinity | undefined,
                                   last_pto_ms ::
                                       nquic_protocol_timer:loss_detection_timer() | undefined,
                                   recv_ecn :: nquic_socket:ecn_mark(),
                                   pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                   gso_size :: undefined | pos_integer(),
                                   max_payload_size :: pos_integer(),
                                   server_per_conn_fd :: boolean(),
                                   proactive_cids :: boolean(),
                                   socket_connected :: boolean(),
                                   self_migration_pending :: boolean(),
                                   metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                   spin_enabled :: boolean(),
                                   peer_spin :: 0..1,
                                   new_token_enabled :: boolean(),
                                   new_token_lifetime :: pos_integer(),
                                   qlog :: undefined | nquic_qlog:qlog_state(),
                                   close_kind ::
                                       undefined | local | peer | idle_timeout | protocol_error,
                                   crypto ::
                                       #conn_crypto{tls_state :: term(),
                                                    keys :: nquic_keys:key_map(),
                                                    app_send_keys :: map() | undefined,
                                                    app_recv_keys :: map() | undefined,
                                                    crypto_buffer ::
                                                        #{nquic_packet:space() =>
                                                              {non_neg_integer(), binary(), list()}},
                                                    cipher ::
                                                        aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                                    cipher_suites ::
                                                        [aes_128_gcm | aes_256_gcm | chacha20_poly1305] |
                                                        undefined,
                                                    key_phase :: boolean(),
                                                    key_update_pending :: boolean(),
                                                    client_app_secret :: binary() | undefined,
                                                    server_app_secret :: binary() | undefined,
                                                    old_read_keys ::
                                                        #{key := binary(), iv := binary()} | undefined,
                                                    zero_rtt_accepted :: boolean(),
                                                    replay_protection :: module() | undefined,
                                                    session_ticket :: map() | undefined,
                                                    resumption_secret :: binary() | undefined,
                                                    session_cache ::
                                                        atom() | false | {module, module()} | undefined,
                                                    token_cache :: atom() | false | {module, module()},
                                                    alpn :: [binary()] | undefined,
                                                    hostname :: string() | binary() | undefined,
                                                    cert :: binary() | undefined,
                                                    cert_chain :: [binary()],
                                                    key :: any() | undefined,
                                                    verify :: verify_none | verify_peer,
                                                    cacerts :: [binary()],
                                                    peer_cert :: binary() | undefined,
                                                    static_key :: binary() | undefined},
                                   streams_state ::
                                       #conn_streams{streams ::
                                                         #{nquic:stream_id() =>
                                                               #stream_state{stream_id ::
                                                                                 nquic:stream_id(),
                                                                             type :: bidi | uni,
                                                                             send_state ::
                                                                                 ready | send |
                                                                                 data_sent |
                                                                                 data_recvd |
                                                                                 reset_sent |
                                                                                 reset_recvd,
                                                                             send_offset ::
                                                                                 non_neg_integer(),
                                                                             send_max_data ::
                                                                                 non_neg_integer(),
                                                                             last_stream_data_blocked ::
                                                                                 non_neg_integer(),
                                                                             pending_send_data ::
                                                                                 [binary()],
                                                                             pending_send_size ::
                                                                                 non_neg_integer(),
                                                                             pending_send_fin ::
                                                                                 boolean(),
                                                                             recv_state ::
                                                                                 recv | size_known |
                                                                                 data_recvd |
                                                                                 reset_recvd |
                                                                                 data_read | reset_read,
                                                                             recv_offset ::
                                                                                 non_neg_integer(),
                                                                             recv_max_offset ::
                                                                                 non_neg_integer(),
                                                                             recv_window ::
                                                                                 non_neg_integer(),
                                                                             recv_buffer ::
                                                                                 gb_trees:tree(non_neg_integer(),
                                                                                               {binary(),
                                                                                                boolean()}),
                                                                             app_buffer :: iodata(),
                                                                             app_buffer_size ::
                                                                                 non_neg_integer()}},
                                                     next_bidi_stream :: nquic:stream_id() | undefined,
                                                     next_uni_stream :: nquic:stream_id() | undefined,
                                                     peer_max_streams_bidi :: non_neg_integer(),
                                                     peer_max_streams_uni :: non_neg_integer(),
                                                     local_max_streams_bidi :: non_neg_integer(),
                                                     local_max_streams_uni :: non_neg_integer(),
                                                     last_sent_max_streams_bidi :: non_neg_integer(),
                                                     last_sent_max_streams_uni :: non_neg_integer(),
                                                     max_peer_bidi_stream_id ::
                                                         non_neg_integer() | undefined,
                                                     max_peer_uni_stream_id ::
                                                         non_neg_integer() | undefined,
                                                     opened_peer_bidi_count :: non_neg_integer(),
                                                     opened_peer_uni_count :: non_neg_integer(),
                                                     closed_peer_bidi_wm :: integer(),
                                                     closed_peer_uni_wm :: integer(),
                                                     closed_peer_streams :: #{nquic:stream_id() => true},
                                                     recv_waiters ::
                                                         #{nquic:stream_id() => gen_statem:from()},
                                                     accept_stream_waiters ::
                                                         queue:queue(gen_statem:from()),
                                                     pending_streams :: queue:queue(nquic:stream_id()),
                                                     blocked_streams :: #{nquic:stream_id() => true},
                                                     pending_send_streams ::
                                                         #{nquic:stream_id() => true},
                                                     send_buffer_high_water :: pos_integer(),
                                                     send_timeout :: timeout(),
                                                     send_waiters ::
                                                         queue:queue(nquic_conn_send_waiters:t())},
                                   flow ::
                                       #conn_flow{local_max_data :: non_neg_integer(),
                                                  remote_max_data :: non_neg_integer(),
                                                  data_sent :: non_neg_integer(),
                                                  data_received :: non_neg_integer(),
                                                  last_data_blocked :: non_neg_integer(),
                                                  pending_initial_frames :: [nquic_frame:t()],
                                                  pending_handshake_frames :: [nquic_frame:t()],
                                                  pending_app_frames :: [nquic_frame:t()],
                                                  pending_app_pre_encoded ::
                                                      [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                                  queued_app_send_bytes :: non_neg_integer(),
                                                  cwnd_exempt :: boolean()},
                                   path ::
                                       #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                                       peer_cids ::
                                                           #{non_neg_integer() =>
                                                                 #{cid := nquic:connection_id(),
                                                                   token := binary()}},
                                                       local_cids ::
                                                           #{non_neg_integer() => nquic:connection_id()},
                                                       local_cid_seq :: non_neg_integer(),
                                                       peer_retire_prior_to :: non_neg_integer(),
                                                       anti_amp_bytes_received :: non_neg_integer(),
                                                       anti_amp_bytes_sent :: non_neg_integer(),
                                                       address_validated :: boolean()}}) ->
                          #conn_state{role :: client | server,
                                      scid :: nquic:connection_id(),
                                      dcid :: nquic:connection_id(),
                                      odcid :: nquic:connection_id() | undefined,
                                      retry_scid :: nquic:connection_id() | undefined,
                                      retry_token :: binary(),
                                      version :: non_neg_integer(),
                                      version_preference :: [non_neg_integer()],
                                      socket :: nquic_socket:t() | undefined,
                                      peer :: nquic_socket:sockaddr() | undefined,
                                      select_info :: nquic_socket:select_info() | undefined,
                                      pn_spaces :: #{nquic_packet:space() => map()},
                                      app_next_pn :: non_neg_integer(),
                                      app_largest_received :: integer(),
                                      app_largest_received_us :: integer() | undefined,
                                      loss_state :: nquic_loss:loss_state() | undefined,
                                      dispatch_table :: nquic_dispatch:t() | undefined,
                                      listener :: pid() | undefined,
                                      connect_waiters :: [gen_server:from()],
                                      local_params ::
                                          #transport_params{original_destination_connection_id ::
                                                                nquic:connection_id() | undefined,
                                                            max_idle_timeout :: non_neg_integer(),
                                                            stateless_reset_token ::
                                                                binary() | undefined,
                                                            max_udp_payload_size :: pos_integer(),
                                                            initial_max_data :: non_neg_integer(),
                                                            initial_max_stream_data_bidi_local ::
                                                                non_neg_integer(),
                                                            initial_max_stream_data_bidi_remote ::
                                                                non_neg_integer(),
                                                            initial_max_stream_data_uni ::
                                                                non_neg_integer(),
                                                            initial_max_streams_bidi ::
                                                                non_neg_integer(),
                                                            initial_max_streams_uni :: non_neg_integer(),
                                                            ack_delay_exponent :: 0..20,
                                                            max_ack_delay :: non_neg_integer(),
                                                            disable_active_migration :: boolean(),
                                                            preferred_address ::
                                                                nquic_transport:preferred_address() |
                                                                undefined,
                                                            active_connection_id_limit ::
                                                                non_neg_integer(),
                                                            initial_source_connection_id ::
                                                                nquic:connection_id() | undefined,
                                                            retry_source_connection_id ::
                                                                nquic:connection_id() | undefined,
                                                            version_information ::
                                                                nquic_transport:version_information() |
                                                                undefined,
                                                            max_datagram_frame_size ::
                                                                non_neg_integer() | undefined},
                                      remote_params ::
                                          #transport_params{original_destination_connection_id ::
                                                                nquic:connection_id() | undefined,
                                                            max_idle_timeout :: non_neg_integer(),
                                                            stateless_reset_token ::
                                                                binary() | undefined,
                                                            max_udp_payload_size :: pos_integer(),
                                                            initial_max_data :: non_neg_integer(),
                                                            initial_max_stream_data_bidi_local ::
                                                                non_neg_integer(),
                                                            initial_max_stream_data_bidi_remote ::
                                                                non_neg_integer(),
                                                            initial_max_stream_data_uni ::
                                                                non_neg_integer(),
                                                            initial_max_streams_bidi ::
                                                                non_neg_integer(),
                                                            initial_max_streams_uni :: non_neg_integer(),
                                                            ack_delay_exponent :: 0..20,
                                                            max_ack_delay :: non_neg_integer(),
                                                            disable_active_migration :: boolean(),
                                                            preferred_address ::
                                                                nquic_transport:preferred_address() |
                                                                undefined,
                                                            active_connection_id_limit ::
                                                                non_neg_integer(),
                                                            initial_source_connection_id ::
                                                                nquic:connection_id() | undefined,
                                                            retry_source_connection_id ::
                                                                nquic:connection_id() | undefined,
                                                            version_information ::
                                                                nquic_transport:version_information() |
                                                                undefined,
                                                            max_datagram_frame_size ::
                                                                non_neg_integer() | undefined} |
                                          undefined,
                                      server_packet_processed :: boolean(),
                                      owner :: pid() | undefined,
                                      owner_mon :: reference() | undefined,
                                      deferred_flush_pending :: boolean(),
                                      pending_ack_count :: non_neg_integer(),
                                      ack_immediate :: boolean(),
                                      last_idle_ms :: non_neg_integer() | infinity | undefined,
                                      last_pto_ms ::
                                          nquic_protocol_timer:loss_detection_timer() | undefined,
                                      recv_ecn :: nquic_socket:ecn_mark(),
                                      pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                      gso_size :: undefined | pos_integer(),
                                      max_payload_size :: pos_integer(),
                                      server_per_conn_fd :: boolean(),
                                      proactive_cids :: boolean(),
                                      socket_connected :: boolean(),
                                      self_migration_pending :: boolean(),
                                      metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                      spin_enabled :: boolean(),
                                      peer_spin :: 0..1,
                                      new_token_enabled :: boolean(),
                                      new_token_lifetime :: pos_integer(),
                                      qlog :: undefined | nquic_qlog:qlog_state(),
                                      close_kind ::
                                          undefined | local | peer | idle_timeout | protocol_error,
                                      crypto ::
                                          #conn_crypto{tls_state :: term(),
                                                       keys :: nquic_keys:key_map(),
                                                       app_send_keys :: map() | undefined,
                                                       app_recv_keys :: map() | undefined,
                                                       crypto_buffer ::
                                                           #{nquic_packet:space() =>
                                                                 {non_neg_integer(), binary(), list()}},
                                                       cipher ::
                                                           aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                                       cipher_suites ::
                                                           [aes_128_gcm | aes_256_gcm |
                                                            chacha20_poly1305] |
                                                           undefined,
                                                       key_phase :: boolean(),
                                                       key_update_pending :: boolean(),
                                                       client_app_secret :: binary() | undefined,
                                                       server_app_secret :: binary() | undefined,
                                                       old_read_keys ::
                                                           #{key := binary(), iv := binary()} |
                                                           undefined,
                                                       zero_rtt_accepted :: boolean(),
                                                       replay_protection :: module() | undefined,
                                                       session_ticket :: map() | undefined,
                                                       resumption_secret :: binary() | undefined,
                                                       session_cache ::
                                                           atom() |
                                                           false |
                                                           {module, module()} |
                                                           undefined,
                                                       token_cache ::
                                                           atom() | false | {module, module()},
                                                       alpn :: [binary()] | undefined,
                                                       hostname :: string() | binary() | undefined,
                                                       cert :: binary() | undefined,
                                                       cert_chain :: [binary()],
                                                       key :: any() | undefined,
                                                       verify :: verify_none | verify_peer,
                                                       cacerts :: [binary()],
                                                       peer_cert :: binary() | undefined,
                                                       static_key :: binary() | undefined},
                                      streams_state ::
                                          #conn_streams{streams ::
                                                            #{nquic:stream_id() =>
                                                                  #stream_state{stream_id ::
                                                                                    nquic:stream_id(),
                                                                                type :: bidi | uni,
                                                                                send_state ::
                                                                                    ready | send |
                                                                                    data_sent |
                                                                                    data_recvd |
                                                                                    reset_sent |
                                                                                    reset_recvd,
                                                                                send_offset ::
                                                                                    non_neg_integer(),
                                                                                send_max_data ::
                                                                                    non_neg_integer(),
                                                                                last_stream_data_blocked ::
                                                                                    non_neg_integer(),
                                                                                pending_send_data ::
                                                                                    [binary()],
                                                                                pending_send_size ::
                                                                                    non_neg_integer(),
                                                                                pending_send_fin ::
                                                                                    boolean(),
                                                                                recv_state ::
                                                                                    recv | size_known |
                                                                                    data_recvd |
                                                                                    reset_recvd |
                                                                                    data_read |
                                                                                    reset_read,
                                                                                recv_offset ::
                                                                                    non_neg_integer(),
                                                                                recv_max_offset ::
                                                                                    non_neg_integer(),
                                                                                recv_window ::
                                                                                    non_neg_integer(),
                                                                                recv_buffer ::
                                                                                    gb_trees:tree(non_neg_integer(),
                                                                                                  {binary(),
                                                                                                   boolean()}),
                                                                                app_buffer :: iodata(),
                                                                                app_buffer_size ::
                                                                                    non_neg_integer()}},
                                                        next_bidi_stream ::
                                                            nquic:stream_id() | undefined,
                                                        next_uni_stream :: nquic:stream_id() | undefined,
                                                        peer_max_streams_bidi :: non_neg_integer(),
                                                        peer_max_streams_uni :: non_neg_integer(),
                                                        local_max_streams_bidi :: non_neg_integer(),
                                                        local_max_streams_uni :: non_neg_integer(),
                                                        last_sent_max_streams_bidi :: non_neg_integer(),
                                                        last_sent_max_streams_uni :: non_neg_integer(),
                                                        max_peer_bidi_stream_id ::
                                                            non_neg_integer() | undefined,
                                                        max_peer_uni_stream_id ::
                                                            non_neg_integer() | undefined,
                                                        opened_peer_bidi_count :: non_neg_integer(),
                                                        opened_peer_uni_count :: non_neg_integer(),
                                                        closed_peer_bidi_wm :: integer(),
                                                        closed_peer_uni_wm :: integer(),
                                                        closed_peer_streams ::
                                                            #{nquic:stream_id() => true},
                                                        recv_waiters ::
                                                            #{nquic:stream_id() => gen_statem:from()},
                                                        accept_stream_waiters ::
                                                            queue:queue(gen_statem:from()),
                                                        pending_streams ::
                                                            queue:queue(nquic:stream_id()),
                                                        blocked_streams :: #{nquic:stream_id() => true},
                                                        pending_send_streams ::
                                                            #{nquic:stream_id() => true},
                                                        send_buffer_high_water :: pos_integer(),
                                                        send_timeout :: timeout(),
                                                        send_waiters ::
                                                            queue:queue(nquic_conn_send_waiters:t())},
                                      flow ::
                                          #conn_flow{local_max_data :: non_neg_integer(),
                                                     remote_max_data :: non_neg_integer(),
                                                     data_sent :: non_neg_integer(),
                                                     data_received :: non_neg_integer(),
                                                     last_data_blocked :: non_neg_integer(),
                                                     pending_initial_frames :: [nquic_frame:t()],
                                                     pending_handshake_frames :: [nquic_frame:t()],
                                                     pending_app_frames :: [nquic_frame:t()],
                                                     pending_app_pre_encoded ::
                                                         [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                                     queued_app_send_bytes :: non_neg_integer(),
                                                     cwnd_exempt :: boolean()},
                                      path ::
                                          #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                                          peer_cids ::
                                                              #{non_neg_integer() =>
                                                                    #{cid := nquic:connection_id(),
                                                                      token := binary()}},
                                                          local_cids ::
                                                              #{non_neg_integer() =>
                                                                    nquic:connection_id()},
                                                          local_cid_seq :: non_neg_integer(),
                                                          peer_retire_prior_to :: non_neg_integer(),
                                                          anti_amp_bytes_received :: non_neg_integer(),
                                                          anti_amp_bytes_sent :: non_neg_integer(),
                                                          address_validated :: boolean()}}.


      


Initialize connection-level send and receive limits from transport parameters.

  



  
    
      
    
    
      init_stream_limits(StreamState, ConnState, Type)



        
          
        

    

  


  

      

          -spec init_stream_limits(#stream_state{stream_id :: nquic:stream_id(),
                                       type :: bidi | uni,
                                       send_state ::
                                           ready | send | data_sent | data_recvd | reset_sent |
                                           reset_recvd,
                                       send_offset :: non_neg_integer(),
                                       send_max_data :: non_neg_integer(),
                                       last_stream_data_blocked :: non_neg_integer(),
                                       pending_send_data :: [binary()],
                                       pending_send_size :: non_neg_integer(),
                                       pending_send_fin :: boolean(),
                                       recv_state ::
                                           recv | size_known | data_recvd | reset_recvd | data_read |
                                           reset_read,
                                       recv_offset :: non_neg_integer(),
                                       recv_max_offset :: non_neg_integer(),
                                       recv_window :: non_neg_integer(),
                                       recv_buffer ::
                                           gb_trees:tree(non_neg_integer(), {binary(), boolean()}),
                                       app_buffer :: iodata(),
                                       app_buffer_size :: non_neg_integer()},
                         #conn_state{role :: client | server,
                                     scid :: nquic:connection_id(),
                                     dcid :: nquic:connection_id(),
                                     odcid :: nquic:connection_id() | undefined,
                                     retry_scid :: nquic:connection_id() | undefined,
                                     retry_token :: binary(),
                                     version :: non_neg_integer(),
                                     version_preference :: [non_neg_integer()],
                                     socket :: nquic_socket:t() | undefined,
                                     peer :: nquic_socket:sockaddr() | undefined,
                                     select_info :: nquic_socket:select_info() | undefined,
                                     pn_spaces :: #{nquic_packet:space() => map()},
                                     app_next_pn :: non_neg_integer(),
                                     app_largest_received :: integer(),
                                     app_largest_received_us :: integer() | undefined,
                                     loss_state :: nquic_loss:loss_state() | undefined,
                                     dispatch_table :: nquic_dispatch:t() | undefined,
                                     listener :: pid() | undefined,
                                     connect_waiters :: [gen_server:from()],
                                     local_params ::
                                         #transport_params{original_destination_connection_id ::
                                                               nquic:connection_id() | undefined,
                                                           max_idle_timeout :: non_neg_integer(),
                                                           stateless_reset_token :: binary() | undefined,
                                                           max_udp_payload_size :: pos_integer(),
                                                           initial_max_data :: non_neg_integer(),
                                                           initial_max_stream_data_bidi_local ::
                                                               non_neg_integer(),
                                                           initial_max_stream_data_bidi_remote ::
                                                               non_neg_integer(),
                                                           initial_max_stream_data_uni ::
                                                               non_neg_integer(),
                                                           initial_max_streams_bidi :: non_neg_integer(),
                                                           initial_max_streams_uni :: non_neg_integer(),
                                                           ack_delay_exponent :: 0..20,
                                                           max_ack_delay :: non_neg_integer(),
                                                           disable_active_migration :: boolean(),
                                                           preferred_address ::
                                                               nquic_transport:preferred_address() |
                                                               undefined,
                                                           active_connection_id_limit ::
                                                               non_neg_integer(),
                                                           initial_source_connection_id ::
                                                               nquic:connection_id() | undefined,
                                                           retry_source_connection_id ::
                                                               nquic:connection_id() | undefined,
                                                           version_information ::
                                                               nquic_transport:version_information() |
                                                               undefined,
                                                           max_datagram_frame_size ::
                                                               non_neg_integer() | undefined},
                                     remote_params ::
                                         #transport_params{original_destination_connection_id ::
                                                               nquic:connection_id() | undefined,
                                                           max_idle_timeout :: non_neg_integer(),
                                                           stateless_reset_token :: binary() | undefined,
                                                           max_udp_payload_size :: pos_integer(),
                                                           initial_max_data :: non_neg_integer(),
                                                           initial_max_stream_data_bidi_local ::
                                                               non_neg_integer(),
                                                           initial_max_stream_data_bidi_remote ::
                                                               non_neg_integer(),
                                                           initial_max_stream_data_uni ::
                                                               non_neg_integer(),
                                                           initial_max_streams_bidi :: non_neg_integer(),
                                                           initial_max_streams_uni :: non_neg_integer(),
                                                           ack_delay_exponent :: 0..20,
                                                           max_ack_delay :: non_neg_integer(),
                                                           disable_active_migration :: boolean(),
                                                           preferred_address ::
                                                               nquic_transport:preferred_address() |
                                                               undefined,
                                                           active_connection_id_limit ::
                                                               non_neg_integer(),
                                                           initial_source_connection_id ::
                                                               nquic:connection_id() | undefined,
                                                           retry_source_connection_id ::
                                                               nquic:connection_id() | undefined,
                                                           version_information ::
                                                               nquic_transport:version_information() |
                                                               undefined,
                                                           max_datagram_frame_size ::
                                                               non_neg_integer() | undefined} |
                                         undefined,
                                     server_packet_processed :: boolean(),
                                     owner :: pid() | undefined,
                                     owner_mon :: reference() | undefined,
                                     deferred_flush_pending :: boolean(),
                                     pending_ack_count :: non_neg_integer(),
                                     ack_immediate :: boolean(),
                                     last_idle_ms :: non_neg_integer() | infinity | undefined,
                                     last_pto_ms ::
                                         nquic_protocol_timer:loss_detection_timer() | undefined,
                                     recv_ecn :: nquic_socket:ecn_mark(),
                                     pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                     gso_size :: undefined | pos_integer(),
                                     max_payload_size :: pos_integer(),
                                     server_per_conn_fd :: boolean(),
                                     proactive_cids :: boolean(),
                                     socket_connected :: boolean(),
                                     self_migration_pending :: boolean(),
                                     metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                     spin_enabled :: boolean(),
                                     peer_spin :: 0..1,
                                     new_token_enabled :: boolean(),
                                     new_token_lifetime :: pos_integer(),
                                     qlog :: undefined | nquic_qlog:qlog_state(),
                                     close_kind ::
                                         undefined | local | peer | idle_timeout | protocol_error,
                                     crypto ::
                                         #conn_crypto{tls_state :: term(),
                                                      keys :: nquic_keys:key_map(),
                                                      app_send_keys :: map() | undefined,
                                                      app_recv_keys :: map() | undefined,
                                                      crypto_buffer ::
                                                          #{nquic_packet:space() =>
                                                                {non_neg_integer(), binary(), list()}},
                                                      cipher ::
                                                          aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                                      cipher_suites ::
                                                          [aes_128_gcm | aes_256_gcm | chacha20_poly1305] |
                                                          undefined,
                                                      key_phase :: boolean(),
                                                      key_update_pending :: boolean(),
                                                      client_app_secret :: binary() | undefined,
                                                      server_app_secret :: binary() | undefined,
                                                      old_read_keys ::
                                                          #{key := binary(), iv := binary()} | undefined,
                                                      zero_rtt_accepted :: boolean(),
                                                      replay_protection :: module() | undefined,
                                                      session_ticket :: map() | undefined,
                                                      resumption_secret :: binary() | undefined,
                                                      session_cache ::
                                                          atom() |
                                                          false |
                                                          {module, module()} |
                                                          undefined,
                                                      token_cache :: atom() | false | {module, module()},
                                                      alpn :: [binary()] | undefined,
                                                      hostname :: string() | binary() | undefined,
                                                      cert :: binary() | undefined,
                                                      cert_chain :: [binary()],
                                                      key :: any() | undefined,
                                                      verify :: verify_none | verify_peer,
                                                      cacerts :: [binary()],
                                                      peer_cert :: binary() | undefined,
                                                      static_key :: binary() | undefined},
                                     streams_state ::
                                         #conn_streams{streams ::
                                                           #{nquic:stream_id() =>
                                                                 #stream_state{stream_id ::
                                                                                   nquic:stream_id(),
                                                                               type :: bidi | uni,
                                                                               send_state ::
                                                                                   ready | send |
                                                                                   data_sent |
                                                                                   data_recvd |
                                                                                   reset_sent |
                                                                                   reset_recvd,
                                                                               send_offset ::
                                                                                   non_neg_integer(),
                                                                               send_max_data ::
                                                                                   non_neg_integer(),
                                                                               last_stream_data_blocked ::
                                                                                   non_neg_integer(),
                                                                               pending_send_data ::
                                                                                   [binary()],
                                                                               pending_send_size ::
                                                                                   non_neg_integer(),
                                                                               pending_send_fin ::
                                                                                   boolean(),
                                                                               recv_state ::
                                                                                   recv | size_known |
                                                                                   data_recvd |
                                                                                   reset_recvd |
                                                                                   data_read |
                                                                                   reset_read,
                                                                               recv_offset ::
                                                                                   non_neg_integer(),
                                                                               recv_max_offset ::
                                                                                   non_neg_integer(),
                                                                               recv_window ::
                                                                                   non_neg_integer(),
                                                                               recv_buffer ::
                                                                                   gb_trees:tree(non_neg_integer(),
                                                                                                 {binary(),
                                                                                                  boolean()}),
                                                                               app_buffer :: iodata(),
                                                                               app_buffer_size ::
                                                                                   non_neg_integer()}},
                                                       next_bidi_stream :: nquic:stream_id() | undefined,
                                                       next_uni_stream :: nquic:stream_id() | undefined,
                                                       peer_max_streams_bidi :: non_neg_integer(),
                                                       peer_max_streams_uni :: non_neg_integer(),
                                                       local_max_streams_bidi :: non_neg_integer(),
                                                       local_max_streams_uni :: non_neg_integer(),
                                                       last_sent_max_streams_bidi :: non_neg_integer(),
                                                       last_sent_max_streams_uni :: non_neg_integer(),
                                                       max_peer_bidi_stream_id ::
                                                           non_neg_integer() | undefined,
                                                       max_peer_uni_stream_id ::
                                                           non_neg_integer() | undefined,
                                                       opened_peer_bidi_count :: non_neg_integer(),
                                                       opened_peer_uni_count :: non_neg_integer(),
                                                       closed_peer_bidi_wm :: integer(),
                                                       closed_peer_uni_wm :: integer(),
                                                       closed_peer_streams ::
                                                           #{nquic:stream_id() => true},
                                                       recv_waiters ::
                                                           #{nquic:stream_id() => gen_statem:from()},
                                                       accept_stream_waiters ::
                                                           queue:queue(gen_statem:from()),
                                                       pending_streams :: queue:queue(nquic:stream_id()),
                                                       blocked_streams :: #{nquic:stream_id() => true},
                                                       pending_send_streams ::
                                                           #{nquic:stream_id() => true},
                                                       send_buffer_high_water :: pos_integer(),
                                                       send_timeout :: timeout(),
                                                       send_waiters ::
                                                           queue:queue(nquic_conn_send_waiters:t())},
                                     flow ::
                                         #conn_flow{local_max_data :: non_neg_integer(),
                                                    remote_max_data :: non_neg_integer(),
                                                    data_sent :: non_neg_integer(),
                                                    data_received :: non_neg_integer(),
                                                    last_data_blocked :: non_neg_integer(),
                                                    pending_initial_frames :: [nquic_frame:t()],
                                                    pending_handshake_frames :: [nquic_frame:t()],
                                                    pending_app_frames :: [nquic_frame:t()],
                                                    pending_app_pre_encoded ::
                                                        [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                                    queued_app_send_bytes :: non_neg_integer(),
                                                    cwnd_exempt :: boolean()},
                                     path ::
                                         #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                                         peer_cids ::
                                                             #{non_neg_integer() =>
                                                                   #{cid := nquic:connection_id(),
                                                                     token := binary()}},
                                                         local_cids ::
                                                             #{non_neg_integer() =>
                                                                   nquic:connection_id()},
                                                         local_cid_seq :: non_neg_integer(),
                                                         peer_retire_prior_to :: non_neg_integer(),
                                                         anti_amp_bytes_received :: non_neg_integer(),
                                                         anti_amp_bytes_sent :: non_neg_integer(),
                                                         address_validated :: boolean()}},
                         bidi | uni) ->
                            #stream_state{stream_id :: nquic:stream_id(),
                                          type :: bidi | uni,
                                          send_state ::
                                              ready | send | data_sent | data_recvd | reset_sent |
                                              reset_recvd,
                                          send_offset :: non_neg_integer(),
                                          send_max_data :: non_neg_integer(),
                                          last_stream_data_blocked :: non_neg_integer(),
                                          pending_send_data :: [binary()],
                                          pending_send_size :: non_neg_integer(),
                                          pending_send_fin :: boolean(),
                                          recv_state ::
                                              recv | size_known | data_recvd | reset_recvd | data_read |
                                              reset_read,
                                          recv_offset :: non_neg_integer(),
                                          recv_max_offset :: non_neg_integer(),
                                          recv_window :: non_neg_integer(),
                                          recv_buffer ::
                                              gb_trees:tree(non_neg_integer(), {binary(), boolean()}),
                                          app_buffer :: iodata(),
                                          app_buffer_size :: non_neg_integer()}.


      


Initialize stream-level send and receive limits based on stream type and transport parameters.

  



  
    
      
    
    
      maybe_update_conn_window(ConnState, WindowSize)



        
          
        

    

  


  

      

          -spec maybe_update_conn_window(#conn_state{role :: client | server,
                                           scid :: nquic:connection_id(),
                                           dcid :: nquic:connection_id(),
                                           odcid :: nquic:connection_id() | undefined,
                                           retry_scid :: nquic:connection_id() | undefined,
                                           retry_token :: binary(),
                                           version :: non_neg_integer(),
                                           version_preference :: [non_neg_integer()],
                                           socket :: nquic_socket:t() | undefined,
                                           peer :: nquic_socket:sockaddr() | undefined,
                                           select_info :: nquic_socket:select_info() | undefined,
                                           pn_spaces :: #{nquic_packet:space() => map()},
                                           app_next_pn :: non_neg_integer(),
                                           app_largest_received :: integer(),
                                           app_largest_received_us :: integer() | undefined,
                                           loss_state :: nquic_loss:loss_state() | undefined,
                                           dispatch_table :: nquic_dispatch:t() | undefined,
                                           listener :: pid() | undefined,
                                           connect_waiters :: [gen_server:from()],
                                           local_params ::
                                               #transport_params{original_destination_connection_id ::
                                                                     nquic:connection_id() | undefined,
                                                                 max_idle_timeout :: non_neg_integer(),
                                                                 stateless_reset_token ::
                                                                     binary() | undefined,
                                                                 max_udp_payload_size :: pos_integer(),
                                                                 initial_max_data :: non_neg_integer(),
                                                                 initial_max_stream_data_bidi_local ::
                                                                     non_neg_integer(),
                                                                 initial_max_stream_data_bidi_remote ::
                                                                     non_neg_integer(),
                                                                 initial_max_stream_data_uni ::
                                                                     non_neg_integer(),
                                                                 initial_max_streams_bidi ::
                                                                     non_neg_integer(),
                                                                 initial_max_streams_uni ::
                                                                     non_neg_integer(),
                                                                 ack_delay_exponent :: 0..20,
                                                                 max_ack_delay :: non_neg_integer(),
                                                                 disable_active_migration :: boolean(),
                                                                 preferred_address ::
                                                                     nquic_transport:preferred_address() |
                                                                     undefined,
                                                                 active_connection_id_limit ::
                                                                     non_neg_integer(),
                                                                 initial_source_connection_id ::
                                                                     nquic:connection_id() | undefined,
                                                                 retry_source_connection_id ::
                                                                     nquic:connection_id() | undefined,
                                                                 version_information ::
                                                                     nquic_transport:version_information() |
                                                                     undefined,
                                                                 max_datagram_frame_size ::
                                                                     non_neg_integer() | undefined},
                                           remote_params ::
                                               #transport_params{original_destination_connection_id ::
                                                                     nquic:connection_id() | undefined,
                                                                 max_idle_timeout :: non_neg_integer(),
                                                                 stateless_reset_token ::
                                                                     binary() | undefined,
                                                                 max_udp_payload_size :: pos_integer(),
                                                                 initial_max_data :: non_neg_integer(),
                                                                 initial_max_stream_data_bidi_local ::
                                                                     non_neg_integer(),
                                                                 initial_max_stream_data_bidi_remote ::
                                                                     non_neg_integer(),
                                                                 initial_max_stream_data_uni ::
                                                                     non_neg_integer(),
                                                                 initial_max_streams_bidi ::
                                                                     non_neg_integer(),
                                                                 initial_max_streams_uni ::
                                                                     non_neg_integer(),
                                                                 ack_delay_exponent :: 0..20,
                                                                 max_ack_delay :: non_neg_integer(),
                                                                 disable_active_migration :: boolean(),
                                                                 preferred_address ::
                                                                     nquic_transport:preferred_address() |
                                                                     undefined,
                                                                 active_connection_id_limit ::
                                                                     non_neg_integer(),
                                                                 initial_source_connection_id ::
                                                                     nquic:connection_id() | undefined,
                                                                 retry_source_connection_id ::
                                                                     nquic:connection_id() | undefined,
                                                                 version_information ::
                                                                     nquic_transport:version_information() |
                                                                     undefined,
                                                                 max_datagram_frame_size ::
                                                                     non_neg_integer() | undefined} |
                                               undefined,
                                           server_packet_processed :: boolean(),
                                           owner :: pid() | undefined,
                                           owner_mon :: reference() | undefined,
                                           deferred_flush_pending :: boolean(),
                                           pending_ack_count :: non_neg_integer(),
                                           ack_immediate :: boolean(),
                                           last_idle_ms :: non_neg_integer() | infinity | undefined,
                                           last_pto_ms ::
                                               nquic_protocol_timer:loss_detection_timer() | undefined,
                                           recv_ecn :: nquic_socket:ecn_mark(),
                                           pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                           gso_size :: undefined | pos_integer(),
                                           max_payload_size :: pos_integer(),
                                           server_per_conn_fd :: boolean(),
                                           proactive_cids :: boolean(),
                                           socket_connected :: boolean(),
                                           self_migration_pending :: boolean(),
                                           metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                           spin_enabled :: boolean(),
                                           peer_spin :: 0..1,
                                           new_token_enabled :: boolean(),
                                           new_token_lifetime :: pos_integer(),
                                           qlog :: undefined | nquic_qlog:qlog_state(),
                                           close_kind ::
                                               undefined | local | peer | idle_timeout | protocol_error,
                                           crypto ::
                                               #conn_crypto{tls_state :: term(),
                                                            keys :: nquic_keys:key_map(),
                                                            app_send_keys :: map() | undefined,
                                                            app_recv_keys :: map() | undefined,
                                                            crypto_buffer ::
                                                                #{nquic_packet:space() =>
                                                                      {non_neg_integer(),
                                                                       binary(),
                                                                       list()}},
                                                            cipher ::
                                                                aes_128_gcm | aes_256_gcm |
                                                                chacha20_poly1305,
                                                            cipher_suites ::
                                                                [aes_128_gcm | aes_256_gcm |
                                                                 chacha20_poly1305] |
                                                                undefined,
                                                            key_phase :: boolean(),
                                                            key_update_pending :: boolean(),
                                                            client_app_secret :: binary() | undefined,
                                                            server_app_secret :: binary() | undefined,
                                                            old_read_keys ::
                                                                #{key := binary(), iv := binary()} |
                                                                undefined,
                                                            zero_rtt_accepted :: boolean(),
                                                            replay_protection :: module() | undefined,
                                                            session_ticket :: map() | undefined,
                                                            resumption_secret :: binary() | undefined,
                                                            session_cache ::
                                                                atom() |
                                                                false |
                                                                {module, module()} |
                                                                undefined,
                                                            token_cache ::
                                                                atom() | false | {module, module()},
                                                            alpn :: [binary()] | undefined,
                                                            hostname :: string() | binary() | undefined,
                                                            cert :: binary() | undefined,
                                                            cert_chain :: [binary()],
                                                            key :: any() | undefined,
                                                            verify :: verify_none | verify_peer,
                                                            cacerts :: [binary()],
                                                            peer_cert :: binary() | undefined,
                                                            static_key :: binary() | undefined},
                                           streams_state ::
                                               #conn_streams{streams ::
                                                                 #{nquic:stream_id() =>
                                                                       #stream_state{stream_id ::
                                                                                         nquic:stream_id(),
                                                                                     type :: bidi | uni,
                                                                                     send_state ::
                                                                                         ready | send |
                                                                                         data_sent |
                                                                                         data_recvd |
                                                                                         reset_sent |
                                                                                         reset_recvd,
                                                                                     send_offset ::
                                                                                         non_neg_integer(),
                                                                                     send_max_data ::
                                                                                         non_neg_integer(),
                                                                                     last_stream_data_blocked ::
                                                                                         non_neg_integer(),
                                                                                     pending_send_data ::
                                                                                         [binary()],
                                                                                     pending_send_size ::
                                                                                         non_neg_integer(),
                                                                                     pending_send_fin ::
                                                                                         boolean(),
                                                                                     recv_state ::
                                                                                         recv |
                                                                                         size_known |
                                                                                         data_recvd |
                                                                                         reset_recvd |
                                                                                         data_read |
                                                                                         reset_read,
                                                                                     recv_offset ::
                                                                                         non_neg_integer(),
                                                                                     recv_max_offset ::
                                                                                         non_neg_integer(),
                                                                                     recv_window ::
                                                                                         non_neg_integer(),
                                                                                     recv_buffer ::
                                                                                         gb_trees:tree(non_neg_integer(),
                                                                                                       {binary(),
                                                                                                        boolean()}),
                                                                                     app_buffer ::
                                                                                         iodata(),
                                                                                     app_buffer_size ::
                                                                                         non_neg_integer()}},
                                                             next_bidi_stream ::
                                                                 nquic:stream_id() | undefined,
                                                             next_uni_stream ::
                                                                 nquic:stream_id() | undefined,
                                                             peer_max_streams_bidi :: non_neg_integer(),
                                                             peer_max_streams_uni :: non_neg_integer(),
                                                             local_max_streams_bidi :: non_neg_integer(),
                                                             local_max_streams_uni :: non_neg_integer(),
                                                             last_sent_max_streams_bidi ::
                                                                 non_neg_integer(),
                                                             last_sent_max_streams_uni ::
                                                                 non_neg_integer(),
                                                             max_peer_bidi_stream_id ::
                                                                 non_neg_integer() | undefined,
                                                             max_peer_uni_stream_id ::
                                                                 non_neg_integer() | undefined,
                                                             opened_peer_bidi_count :: non_neg_integer(),
                                                             opened_peer_uni_count :: non_neg_integer(),
                                                             closed_peer_bidi_wm :: integer(),
                                                             closed_peer_uni_wm :: integer(),
                                                             closed_peer_streams ::
                                                                 #{nquic:stream_id() => true},
                                                             recv_waiters ::
                                                                 #{nquic:stream_id() =>
                                                                       gen_statem:from()},
                                                             accept_stream_waiters ::
                                                                 queue:queue(gen_statem:from()),
                                                             pending_streams ::
                                                                 queue:queue(nquic:stream_id()),
                                                             blocked_streams ::
                                                                 #{nquic:stream_id() => true},
                                                             pending_send_streams ::
                                                                 #{nquic:stream_id() => true},
                                                             send_buffer_high_water :: pos_integer(),
                                                             send_timeout :: timeout(),
                                                             send_waiters ::
                                                                 queue:queue(nquic_conn_send_waiters:t())},
                                           flow ::
                                               #conn_flow{local_max_data :: non_neg_integer(),
                                                          remote_max_data :: non_neg_integer(),
                                                          data_sent :: non_neg_integer(),
                                                          data_received :: non_neg_integer(),
                                                          last_data_blocked :: non_neg_integer(),
                                                          pending_initial_frames :: [nquic_frame:t()],
                                                          pending_handshake_frames :: [nquic_frame:t()],
                                                          pending_app_frames :: [nquic_frame:t()],
                                                          pending_app_pre_encoded ::
                                                              [{non_neg_integer(),
                                                                iodata(),
                                                                nquic_frame:t()}],
                                                          queued_app_send_bytes :: non_neg_integer(),
                                                          cwnd_exempt :: boolean()},
                                           path ::
                                               #conn_path_mgmt{path_state ::
                                                                   nquic_path:state() | undefined,
                                                               peer_cids ::
                                                                   #{non_neg_integer() =>
                                                                         #{cid := nquic:connection_id(),
                                                                           token := binary()}},
                                                               local_cids ::
                                                                   #{non_neg_integer() =>
                                                                         nquic:connection_id()},
                                                               local_cid_seq :: non_neg_integer(),
                                                               peer_retire_prior_to :: non_neg_integer(),
                                                               anti_amp_bytes_received ::
                                                                   non_neg_integer(),
                                                               anti_amp_bytes_sent :: non_neg_integer(),
                                                               address_validated :: boolean()}},
                               pos_integer()) ->
                                  {ok,
                                   #conn_state{role :: client | server,
                                               scid :: nquic:connection_id(),
                                               dcid :: nquic:connection_id(),
                                               odcid :: nquic:connection_id() | undefined,
                                               retry_scid :: nquic:connection_id() | undefined,
                                               retry_token :: binary(),
                                               version :: non_neg_integer(),
                                               version_preference :: [non_neg_integer()],
                                               socket :: nquic_socket:t() | undefined,
                                               peer :: nquic_socket:sockaddr() | undefined,
                                               select_info :: nquic_socket:select_info() | undefined,
                                               pn_spaces :: #{nquic_packet:space() => map()},
                                               app_next_pn :: non_neg_integer(),
                                               app_largest_received :: integer(),
                                               app_largest_received_us :: integer() | undefined,
                                               loss_state :: nquic_loss:loss_state() | undefined,
                                               dispatch_table :: nquic_dispatch:t() | undefined,
                                               listener :: pid() | undefined,
                                               connect_waiters :: [gen_server:from()],
                                               local_params ::
                                                   #transport_params{original_destination_connection_id ::
                                                                         nquic:connection_id() |
                                                                         undefined,
                                                                     max_idle_timeout ::
                                                                         non_neg_integer(),
                                                                     stateless_reset_token ::
                                                                         binary() | undefined,
                                                                     max_udp_payload_size ::
                                                                         pos_integer(),
                                                                     initial_max_data ::
                                                                         non_neg_integer(),
                                                                     initial_max_stream_data_bidi_local ::
                                                                         non_neg_integer(),
                                                                     initial_max_stream_data_bidi_remote ::
                                                                         non_neg_integer(),
                                                                     initial_max_stream_data_uni ::
                                                                         non_neg_integer(),
                                                                     initial_max_streams_bidi ::
                                                                         non_neg_integer(),
                                                                     initial_max_streams_uni ::
                                                                         non_neg_integer(),
                                                                     ack_delay_exponent :: 0..20,
                                                                     max_ack_delay :: non_neg_integer(),
                                                                     disable_active_migration ::
                                                                         boolean(),
                                                                     preferred_address ::
                                                                         nquic_transport:preferred_address() |
                                                                         undefined,
                                                                     active_connection_id_limit ::
                                                                         non_neg_integer(),
                                                                     initial_source_connection_id ::
                                                                         nquic:connection_id() |
                                                                         undefined,
                                                                     retry_source_connection_id ::
                                                                         nquic:connection_id() |
                                                                         undefined,
                                                                     version_information ::
                                                                         nquic_transport:version_information() |
                                                                         undefined,
                                                                     max_datagram_frame_size ::
                                                                         non_neg_integer() | undefined},
                                               remote_params ::
                                                   #transport_params{original_destination_connection_id ::
                                                                         nquic:connection_id() |
                                                                         undefined,
                                                                     max_idle_timeout ::
                                                                         non_neg_integer(),
                                                                     stateless_reset_token ::
                                                                         binary() | undefined,
                                                                     max_udp_payload_size ::
                                                                         pos_integer(),
                                                                     initial_max_data ::
                                                                         non_neg_integer(),
                                                                     initial_max_stream_data_bidi_local ::
                                                                         non_neg_integer(),
                                                                     initial_max_stream_data_bidi_remote ::
                                                                         non_neg_integer(),
                                                                     initial_max_stream_data_uni ::
                                                                         non_neg_integer(),
                                                                     initial_max_streams_bidi ::
                                                                         non_neg_integer(),
                                                                     initial_max_streams_uni ::
                                                                         non_neg_integer(),
                                                                     ack_delay_exponent :: 0..20,
                                                                     max_ack_delay :: non_neg_integer(),
                                                                     disable_active_migration ::
                                                                         boolean(),
                                                                     preferred_address ::
                                                                         nquic_transport:preferred_address() |
                                                                         undefined,
                                                                     active_connection_id_limit ::
                                                                         non_neg_integer(),
                                                                     initial_source_connection_id ::
                                                                         nquic:connection_id() |
                                                                         undefined,
                                                                     retry_source_connection_id ::
                                                                         nquic:connection_id() |
                                                                         undefined,
                                                                     version_information ::
                                                                         nquic_transport:version_information() |
                                                                         undefined,
                                                                     max_datagram_frame_size ::
                                                                         non_neg_integer() | undefined} |
                                                   undefined,
                                               server_packet_processed :: boolean(),
                                               owner :: pid() | undefined,
                                               owner_mon :: reference() | undefined,
                                               deferred_flush_pending :: boolean(),
                                               pending_ack_count :: non_neg_integer(),
                                               ack_immediate :: boolean(),
                                               last_idle_ms :: non_neg_integer() | infinity | undefined,
                                               last_pto_ms ::
                                                   nquic_protocol_timer:loss_detection_timer() |
                                                   undefined,
                                               recv_ecn :: nquic_socket:ecn_mark(),
                                               pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                               gso_size :: undefined | pos_integer(),
                                               max_payload_size :: pos_integer(),
                                               server_per_conn_fd :: boolean(),
                                               proactive_cids :: boolean(),
                                               socket_connected :: boolean(),
                                               self_migration_pending :: boolean(),
                                               metrics_counters ::
                                                   nquic_metrics:conn_counters() | undefined,
                                               spin_enabled :: boolean(),
                                               peer_spin :: 0..1,
                                               new_token_enabled :: boolean(),
                                               new_token_lifetime :: pos_integer(),
                                               qlog :: undefined | nquic_qlog:qlog_state(),
                                               close_kind ::
                                                   undefined | local | peer | idle_timeout |
                                                   protocol_error,
                                               crypto ::
                                                   #conn_crypto{tls_state :: term(),
                                                                keys :: nquic_keys:key_map(),
                                                                app_send_keys :: map() | undefined,
                                                                app_recv_keys :: map() | undefined,
                                                                crypto_buffer ::
                                                                    #{nquic_packet:space() =>
                                                                          {non_neg_integer(),
                                                                           binary(),
                                                                           list()}},
                                                                cipher ::
                                                                    aes_128_gcm | aes_256_gcm |
                                                                    chacha20_poly1305,
                                                                cipher_suites ::
                                                                    [aes_128_gcm | aes_256_gcm |
                                                                     chacha20_poly1305] |
                                                                    undefined,
                                                                key_phase :: boolean(),
                                                                key_update_pending :: boolean(),
                                                                client_app_secret ::
                                                                    binary() | undefined,
                                                                server_app_secret ::
                                                                    binary() | undefined,
                                                                old_read_keys ::
                                                                    #{key := binary(), iv := binary()} |
                                                                    undefined,
                                                                zero_rtt_accepted :: boolean(),
                                                                replay_protection ::
                                                                    module() | undefined,
                                                                session_ticket :: map() | undefined,
                                                                resumption_secret ::
                                                                    binary() | undefined,
                                                                session_cache ::
                                                                    atom() |
                                                                    false |
                                                                    {module, module()} |
                                                                    undefined,
                                                                token_cache ::
                                                                    atom() | false | {module, module()},
                                                                alpn :: [binary()] | undefined,
                                                                hostname ::
                                                                    string() | binary() | undefined,
                                                                cert :: binary() | undefined,
                                                                cert_chain :: [binary()],
                                                                key :: any() | undefined,
                                                                verify :: verify_none | verify_peer,
                                                                cacerts :: [binary()],
                                                                peer_cert :: binary() | undefined,
                                                                static_key :: binary() | undefined},
                                               streams_state ::
                                                   #conn_streams{streams ::
                                                                     #{nquic:stream_id() =>
                                                                           #stream_state{stream_id ::
                                                                                             nquic:stream_id(),
                                                                                         type ::
                                                                                             bidi | uni,
                                                                                         send_state ::
                                                                                             ready |
                                                                                             send |
                                                                                             data_sent |
                                                                                             data_recvd |
                                                                                             reset_sent |
                                                                                             reset_recvd,
                                                                                         send_offset ::
                                                                                             non_neg_integer(),
                                                                                         send_max_data ::
                                                                                             non_neg_integer(),
                                                                                         last_stream_data_blocked ::
                                                                                             non_neg_integer(),
                                                                                         pending_send_data ::
                                                                                             [binary()],
                                                                                         pending_send_size ::
                                                                                             non_neg_integer(),
                                                                                         pending_send_fin ::
                                                                                             boolean(),
                                                                                         recv_state ::
                                                                                             recv |
                                                                                             size_known |
                                                                                             data_recvd |
                                                                                             reset_recvd |
                                                                                             data_read |
                                                                                             reset_read,
                                                                                         recv_offset ::
                                                                                             non_neg_integer(),
                                                                                         recv_max_offset ::
                                                                                             non_neg_integer(),
                                                                                         recv_window ::
                                                                                             non_neg_integer(),
                                                                                         recv_buffer ::
                                                                                             gb_trees:tree(non_neg_integer(),
                                                                                                           {binary(),
                                                                                                            boolean()}),
                                                                                         app_buffer ::
                                                                                             iodata(),
                                                                                         app_buffer_size ::
                                                                                             non_neg_integer()}},
                                                                 next_bidi_stream ::
                                                                     nquic:stream_id() | undefined,
                                                                 next_uni_stream ::
                                                                     nquic:stream_id() | undefined,
                                                                 peer_max_streams_bidi ::
                                                                     non_neg_integer(),
                                                                 peer_max_streams_uni ::
                                                                     non_neg_integer(),
                                                                 local_max_streams_bidi ::
                                                                     non_neg_integer(),
                                                                 local_max_streams_uni ::
                                                                     non_neg_integer(),
                                                                 last_sent_max_streams_bidi ::
                                                                     non_neg_integer(),
                                                                 last_sent_max_streams_uni ::
                                                                     non_neg_integer(),
                                                                 max_peer_bidi_stream_id ::
                                                                     non_neg_integer() | undefined,
                                                                 max_peer_uni_stream_id ::
                                                                     non_neg_integer() | undefined,
                                                                 opened_peer_bidi_count ::
                                                                     non_neg_integer(),
                                                                 opened_peer_uni_count ::
                                                                     non_neg_integer(),
                                                                 closed_peer_bidi_wm :: integer(),
                                                                 closed_peer_uni_wm :: integer(),
                                                                 closed_peer_streams ::
                                                                     #{nquic:stream_id() => true},
                                                                 recv_waiters ::
                                                                     #{nquic:stream_id() =>
                                                                           gen_statem:from()},
                                                                 accept_stream_waiters ::
                                                                     queue:queue(gen_statem:from()),
                                                                 pending_streams ::
                                                                     queue:queue(nquic:stream_id()),
                                                                 blocked_streams ::
                                                                     #{nquic:stream_id() => true},
                                                                 pending_send_streams ::
                                                                     #{nquic:stream_id() => true},
                                                                 send_buffer_high_water :: pos_integer(),
                                                                 send_timeout :: timeout(),
                                                                 send_waiters ::
                                                                     queue:queue(nquic_conn_send_waiters:t())},
                                               flow ::
                                                   #conn_flow{local_max_data :: non_neg_integer(),
                                                              remote_max_data :: non_neg_integer(),
                                                              data_sent :: non_neg_integer(),
                                                              data_received :: non_neg_integer(),
                                                              last_data_blocked :: non_neg_integer(),
                                                              pending_initial_frames ::
                                                                  [nquic_frame:t()],
                                                              pending_handshake_frames ::
                                                                  [nquic_frame:t()],
                                                              pending_app_frames :: [nquic_frame:t()],
                                                              pending_app_pre_encoded ::
                                                                  [{non_neg_integer(),
                                                                    iodata(),
                                                                    nquic_frame:t()}],
                                                              queued_app_send_bytes :: non_neg_integer(),
                                                              cwnd_exempt :: boolean()},
                                               path ::
                                                   #conn_path_mgmt{path_state ::
                                                                       nquic_path:state() | undefined,
                                                                   peer_cids ::
                                                                       #{non_neg_integer() =>
                                                                             #{cid :=
                                                                                   nquic:connection_id(),
                                                                               token := binary()}},
                                                                   local_cids ::
                                                                       #{non_neg_integer() =>
                                                                             nquic:connection_id()},
                                                                   local_cid_seq :: non_neg_integer(),
                                                                   peer_retire_prior_to ::
                                                                       non_neg_integer(),
                                                                   anti_amp_bytes_received ::
                                                                       non_neg_integer(),
                                                                   anti_amp_bytes_sent ::
                                                                       non_neg_integer(),
                                                                   address_validated :: boolean()}},
                                   nquic_frame:t()} |
                                  false.


      


Generate a MAX_DATA frame if the connection receive window is below half the target size.

  



  
    
      
    
    
      maybe_update_stream_window(StreamState, WindowSize)



        
          
        

    

  


  

      

          -spec maybe_update_stream_window(#stream_state{stream_id :: nquic:stream_id(),
                                               type :: bidi | uni,
                                               send_state ::
                                                   ready | send | data_sent | data_recvd | reset_sent |
                                                   reset_recvd,
                                               send_offset :: non_neg_integer(),
                                               send_max_data :: non_neg_integer(),
                                               last_stream_data_blocked :: non_neg_integer(),
                                               pending_send_data :: [binary()],
                                               pending_send_size :: non_neg_integer(),
                                               pending_send_fin :: boolean(),
                                               recv_state ::
                                                   recv | size_known | data_recvd | reset_recvd |
                                                   data_read | reset_read,
                                               recv_offset :: non_neg_integer(),
                                               recv_max_offset :: non_neg_integer(),
                                               recv_window :: non_neg_integer(),
                                               recv_buffer ::
                                                   gb_trees:tree(non_neg_integer(),
                                                                 {binary(), boolean()}),
                                               app_buffer :: iodata(),
                                               app_buffer_size :: non_neg_integer()},
                                 pos_integer()) ->
                                    {ok,
                                     #stream_state{stream_id :: nquic:stream_id(),
                                                   type :: bidi | uni,
                                                   send_state ::
                                                       ready | send | data_sent | data_recvd |
                                                       reset_sent | reset_recvd,
                                                   send_offset :: non_neg_integer(),
                                                   send_max_data :: non_neg_integer(),
                                                   last_stream_data_blocked :: non_neg_integer(),
                                                   pending_send_data :: [binary()],
                                                   pending_send_size :: non_neg_integer(),
                                                   pending_send_fin :: boolean(),
                                                   recv_state ::
                                                       recv | size_known | data_recvd | reset_recvd |
                                                       data_read | reset_read,
                                                   recv_offset :: non_neg_integer(),
                                                   recv_max_offset :: non_neg_integer(),
                                                   recv_window :: non_neg_integer(),
                                                   recv_buffer ::
                                                       gb_trees:tree(non_neg_integer(),
                                                                     {binary(), boolean()}),
                                                   app_buffer :: iodata(),
                                                   app_buffer_size :: non_neg_integer()},
                                     nquic_frame:t()} |
                                    false.


      


Generate a MAX_STREAM_DATA frame if the stream receive window is below half the target size.

  



  
    
      
    
    
      on_stream_data_received(ConnState, StreamState, Offset, Length)



        
          
        

    

  


  

      

          -spec on_stream_data_received(#conn_state{role :: client | server,
                                          scid :: nquic:connection_id(),
                                          dcid :: nquic:connection_id(),
                                          odcid :: nquic:connection_id() | undefined,
                                          retry_scid :: nquic:connection_id() | undefined,
                                          retry_token :: binary(),
                                          version :: non_neg_integer(),
                                          version_preference :: [non_neg_integer()],
                                          socket :: nquic_socket:t() | undefined,
                                          peer :: nquic_socket:sockaddr() | undefined,
                                          select_info :: nquic_socket:select_info() | undefined,
                                          pn_spaces :: #{nquic_packet:space() => map()},
                                          app_next_pn :: non_neg_integer(),
                                          app_largest_received :: integer(),
                                          app_largest_received_us :: integer() | undefined,
                                          loss_state :: nquic_loss:loss_state() | undefined,
                                          dispatch_table :: nquic_dispatch:t() | undefined,
                                          listener :: pid() | undefined,
                                          connect_waiters :: [gen_server:from()],
                                          local_params ::
                                              #transport_params{original_destination_connection_id ::
                                                                    nquic:connection_id() | undefined,
                                                                max_idle_timeout :: non_neg_integer(),
                                                                stateless_reset_token ::
                                                                    binary() | undefined,
                                                                max_udp_payload_size :: pos_integer(),
                                                                initial_max_data :: non_neg_integer(),
                                                                initial_max_stream_data_bidi_local ::
                                                                    non_neg_integer(),
                                                                initial_max_stream_data_bidi_remote ::
                                                                    non_neg_integer(),
                                                                initial_max_stream_data_uni ::
                                                                    non_neg_integer(),
                                                                initial_max_streams_bidi ::
                                                                    non_neg_integer(),
                                                                initial_max_streams_uni ::
                                                                    non_neg_integer(),
                                                                ack_delay_exponent :: 0..20,
                                                                max_ack_delay :: non_neg_integer(),
                                                                disable_active_migration :: boolean(),
                                                                preferred_address ::
                                                                    nquic_transport:preferred_address() |
                                                                    undefined,
                                                                active_connection_id_limit ::
                                                                    non_neg_integer(),
                                                                initial_source_connection_id ::
                                                                    nquic:connection_id() | undefined,
                                                                retry_source_connection_id ::
                                                                    nquic:connection_id() | undefined,
                                                                version_information ::
                                                                    nquic_transport:version_information() |
                                                                    undefined,
                                                                max_datagram_frame_size ::
                                                                    non_neg_integer() | undefined},
                                          remote_params ::
                                              #transport_params{original_destination_connection_id ::
                                                                    nquic:connection_id() | undefined,
                                                                max_idle_timeout :: non_neg_integer(),
                                                                stateless_reset_token ::
                                                                    binary() | undefined,
                                                                max_udp_payload_size :: pos_integer(),
                                                                initial_max_data :: non_neg_integer(),
                                                                initial_max_stream_data_bidi_local ::
                                                                    non_neg_integer(),
                                                                initial_max_stream_data_bidi_remote ::
                                                                    non_neg_integer(),
                                                                initial_max_stream_data_uni ::
                                                                    non_neg_integer(),
                                                                initial_max_streams_bidi ::
                                                                    non_neg_integer(),
                                                                initial_max_streams_uni ::
                                                                    non_neg_integer(),
                                                                ack_delay_exponent :: 0..20,
                                                                max_ack_delay :: non_neg_integer(),
                                                                disable_active_migration :: boolean(),
                                                                preferred_address ::
                                                                    nquic_transport:preferred_address() |
                                                                    undefined,
                                                                active_connection_id_limit ::
                                                                    non_neg_integer(),
                                                                initial_source_connection_id ::
                                                                    nquic:connection_id() | undefined,
                                                                retry_source_connection_id ::
                                                                    nquic:connection_id() | undefined,
                                                                version_information ::
                                                                    nquic_transport:version_information() |
                                                                    undefined,
                                                                max_datagram_frame_size ::
                                                                    non_neg_integer() | undefined} |
                                              undefined,
                                          server_packet_processed :: boolean(),
                                          owner :: pid() | undefined,
                                          owner_mon :: reference() | undefined,
                                          deferred_flush_pending :: boolean(),
                                          pending_ack_count :: non_neg_integer(),
                                          ack_immediate :: boolean(),
                                          last_idle_ms :: non_neg_integer() | infinity | undefined,
                                          last_pto_ms ::
                                              nquic_protocol_timer:loss_detection_timer() | undefined,
                                          recv_ecn :: nquic_socket:ecn_mark(),
                                          pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                          gso_size :: undefined | pos_integer(),
                                          max_payload_size :: pos_integer(),
                                          server_per_conn_fd :: boolean(),
                                          proactive_cids :: boolean(),
                                          socket_connected :: boolean(),
                                          self_migration_pending :: boolean(),
                                          metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                          spin_enabled :: boolean(),
                                          peer_spin :: 0..1,
                                          new_token_enabled :: boolean(),
                                          new_token_lifetime :: pos_integer(),
                                          qlog :: undefined | nquic_qlog:qlog_state(),
                                          close_kind ::
                                              undefined | local | peer | idle_timeout | protocol_error,
                                          crypto ::
                                              #conn_crypto{tls_state :: term(),
                                                           keys :: nquic_keys:key_map(),
                                                           app_send_keys :: map() | undefined,
                                                           app_recv_keys :: map() | undefined,
                                                           crypto_buffer ::
                                                               #{nquic_packet:space() =>
                                                                     {non_neg_integer(),
                                                                      binary(),
                                                                      list()}},
                                                           cipher ::
                                                               aes_128_gcm | aes_256_gcm |
                                                               chacha20_poly1305,
                                                           cipher_suites ::
                                                               [aes_128_gcm | aes_256_gcm |
                                                                chacha20_poly1305] |
                                                               undefined,
                                                           key_phase :: boolean(),
                                                           key_update_pending :: boolean(),
                                                           client_app_secret :: binary() | undefined,
                                                           server_app_secret :: binary() | undefined,
                                                           old_read_keys ::
                                                               #{key := binary(), iv := binary()} |
                                                               undefined,
                                                           zero_rtt_accepted :: boolean(),
                                                           replay_protection :: module() | undefined,
                                                           session_ticket :: map() | undefined,
                                                           resumption_secret :: binary() | undefined,
                                                           session_cache ::
                                                               atom() |
                                                               false |
                                                               {module, module()} |
                                                               undefined,
                                                           token_cache ::
                                                               atom() | false | {module, module()},
                                                           alpn :: [binary()] | undefined,
                                                           hostname :: string() | binary() | undefined,
                                                           cert :: binary() | undefined,
                                                           cert_chain :: [binary()],
                                                           key :: any() | undefined,
                                                           verify :: verify_none | verify_peer,
                                                           cacerts :: [binary()],
                                                           peer_cert :: binary() | undefined,
                                                           static_key :: binary() | undefined},
                                          streams_state ::
                                              #conn_streams{streams ::
                                                                #{nquic:stream_id() =>
                                                                      #stream_state{stream_id ::
                                                                                        nquic:stream_id(),
                                                                                    type :: bidi | uni,
                                                                                    send_state ::
                                                                                        ready | send |
                                                                                        data_sent |
                                                                                        data_recvd |
                                                                                        reset_sent |
                                                                                        reset_recvd,
                                                                                    send_offset ::
                                                                                        non_neg_integer(),
                                                                                    send_max_data ::
                                                                                        non_neg_integer(),
                                                                                    last_stream_data_blocked ::
                                                                                        non_neg_integer(),
                                                                                    pending_send_data ::
                                                                                        [binary()],
                                                                                    pending_send_size ::
                                                                                        non_neg_integer(),
                                                                                    pending_send_fin ::
                                                                                        boolean(),
                                                                                    recv_state ::
                                                                                        recv |
                                                                                        size_known |
                                                                                        data_recvd |
                                                                                        reset_recvd |
                                                                                        data_read |
                                                                                        reset_read,
                                                                                    recv_offset ::
                                                                                        non_neg_integer(),
                                                                                    recv_max_offset ::
                                                                                        non_neg_integer(),
                                                                                    recv_window ::
                                                                                        non_neg_integer(),
                                                                                    recv_buffer ::
                                                                                        gb_trees:tree(non_neg_integer(),
                                                                                                      {binary(),
                                                                                                       boolean()}),
                                                                                    app_buffer ::
                                                                                        iodata(),
                                                                                    app_buffer_size ::
                                                                                        non_neg_integer()}},
                                                            next_bidi_stream ::
                                                                nquic:stream_id() | undefined,
                                                            next_uni_stream ::
                                                                nquic:stream_id() | undefined,
                                                            peer_max_streams_bidi :: non_neg_integer(),
                                                            peer_max_streams_uni :: non_neg_integer(),
                                                            local_max_streams_bidi :: non_neg_integer(),
                                                            local_max_streams_uni :: non_neg_integer(),
                                                            last_sent_max_streams_bidi ::
                                                                non_neg_integer(),
                                                            last_sent_max_streams_uni ::
                                                                non_neg_integer(),
                                                            max_peer_bidi_stream_id ::
                                                                non_neg_integer() | undefined,
                                                            max_peer_uni_stream_id ::
                                                                non_neg_integer() | undefined,
                                                            opened_peer_bidi_count :: non_neg_integer(),
                                                            opened_peer_uni_count :: non_neg_integer(),
                                                            closed_peer_bidi_wm :: integer(),
                                                            closed_peer_uni_wm :: integer(),
                                                            closed_peer_streams ::
                                                                #{nquic:stream_id() => true},
                                                            recv_waiters ::
                                                                #{nquic:stream_id() => gen_statem:from()},
                                                            accept_stream_waiters ::
                                                                queue:queue(gen_statem:from()),
                                                            pending_streams ::
                                                                queue:queue(nquic:stream_id()),
                                                            blocked_streams ::
                                                                #{nquic:stream_id() => true},
                                                            pending_send_streams ::
                                                                #{nquic:stream_id() => true},
                                                            send_buffer_high_water :: pos_integer(),
                                                            send_timeout :: timeout(),
                                                            send_waiters ::
                                                                queue:queue(nquic_conn_send_waiters:t())},
                                          flow ::
                                              #conn_flow{local_max_data :: non_neg_integer(),
                                                         remote_max_data :: non_neg_integer(),
                                                         data_sent :: non_neg_integer(),
                                                         data_received :: non_neg_integer(),
                                                         last_data_blocked :: non_neg_integer(),
                                                         pending_initial_frames :: [nquic_frame:t()],
                                                         pending_handshake_frames :: [nquic_frame:t()],
                                                         pending_app_frames :: [nquic_frame:t()],
                                                         pending_app_pre_encoded ::
                                                             [{non_neg_integer(),
                                                               iodata(),
                                                               nquic_frame:t()}],
                                                         queued_app_send_bytes :: non_neg_integer(),
                                                         cwnd_exempt :: boolean()},
                                          path ::
                                              #conn_path_mgmt{path_state ::
                                                                  nquic_path:state() | undefined,
                                                              peer_cids ::
                                                                  #{non_neg_integer() =>
                                                                        #{cid := nquic:connection_id(),
                                                                          token := binary()}},
                                                              local_cids ::
                                                                  #{non_neg_integer() =>
                                                                        nquic:connection_id()},
                                                              local_cid_seq :: non_neg_integer(),
                                                              peer_retire_prior_to :: non_neg_integer(),
                                                              anti_amp_bytes_received ::
                                                                  non_neg_integer(),
                                                              anti_amp_bytes_sent :: non_neg_integer(),
                                                              address_validated :: boolean()}},
                              #stream_state{stream_id :: nquic:stream_id(),
                                            type :: bidi | uni,
                                            send_state ::
                                                ready | send | data_sent | data_recvd | reset_sent |
                                                reset_recvd,
                                            send_offset :: non_neg_integer(),
                                            send_max_data :: non_neg_integer(),
                                            last_stream_data_blocked :: non_neg_integer(),
                                            pending_send_data :: [binary()],
                                            pending_send_size :: non_neg_integer(),
                                            pending_send_fin :: boolean(),
                                            recv_state ::
                                                recv | size_known | data_recvd | reset_recvd |
                                                data_read | reset_read,
                                            recv_offset :: non_neg_integer(),
                                            recv_max_offset :: non_neg_integer(),
                                            recv_window :: non_neg_integer(),
                                            recv_buffer ::
                                                gb_trees:tree(non_neg_integer(), {binary(), boolean()}),
                                            app_buffer :: iodata(),
                                            app_buffer_size :: non_neg_integer()},
                              non_neg_integer(),
                              non_neg_integer()) ->
                                 {ok,
                                  #conn_state{role :: client | server,
                                              scid :: nquic:connection_id(),
                                              dcid :: nquic:connection_id(),
                                              odcid :: nquic:connection_id() | undefined,
                                              retry_scid :: nquic:connection_id() | undefined,
                                              retry_token :: binary(),
                                              version :: non_neg_integer(),
                                              version_preference :: [non_neg_integer()],
                                              socket :: nquic_socket:t() | undefined,
                                              peer :: nquic_socket:sockaddr() | undefined,
                                              select_info :: nquic_socket:select_info() | undefined,
                                              pn_spaces :: #{nquic_packet:space() => map()},
                                              app_next_pn :: non_neg_integer(),
                                              app_largest_received :: integer(),
                                              app_largest_received_us :: integer() | undefined,
                                              loss_state :: nquic_loss:loss_state() | undefined,
                                              dispatch_table :: nquic_dispatch:t() | undefined,
                                              listener :: pid() | undefined,
                                              connect_waiters :: [gen_server:from()],
                                              local_params ::
                                                  #transport_params{original_destination_connection_id ::
                                                                        nquic:connection_id() |
                                                                        undefined,
                                                                    max_idle_timeout ::
                                                                        non_neg_integer(),
                                                                    stateless_reset_token ::
                                                                        binary() | undefined,
                                                                    max_udp_payload_size ::
                                                                        pos_integer(),
                                                                    initial_max_data ::
                                                                        non_neg_integer(),
                                                                    initial_max_stream_data_bidi_local ::
                                                                        non_neg_integer(),
                                                                    initial_max_stream_data_bidi_remote ::
                                                                        non_neg_integer(),
                                                                    initial_max_stream_data_uni ::
                                                                        non_neg_integer(),
                                                                    initial_max_streams_bidi ::
                                                                        non_neg_integer(),
                                                                    initial_max_streams_uni ::
                                                                        non_neg_integer(),
                                                                    ack_delay_exponent :: 0..20,
                                                                    max_ack_delay :: non_neg_integer(),
                                                                    disable_active_migration ::
                                                                        boolean(),
                                                                    preferred_address ::
                                                                        nquic_transport:preferred_address() |
                                                                        undefined,
                                                                    active_connection_id_limit ::
                                                                        non_neg_integer(),
                                                                    initial_source_connection_id ::
                                                                        nquic:connection_id() |
                                                                        undefined,
                                                                    retry_source_connection_id ::
                                                                        nquic:connection_id() |
                                                                        undefined,
                                                                    version_information ::
                                                                        nquic_transport:version_information() |
                                                                        undefined,
                                                                    max_datagram_frame_size ::
                                                                        non_neg_integer() | undefined},
                                              remote_params ::
                                                  #transport_params{original_destination_connection_id ::
                                                                        nquic:connection_id() |
                                                                        undefined,
                                                                    max_idle_timeout ::
                                                                        non_neg_integer(),
                                                                    stateless_reset_token ::
                                                                        binary() | undefined,
                                                                    max_udp_payload_size ::
                                                                        pos_integer(),
                                                                    initial_max_data ::
                                                                        non_neg_integer(),
                                                                    initial_max_stream_data_bidi_local ::
                                                                        non_neg_integer(),
                                                                    initial_max_stream_data_bidi_remote ::
                                                                        non_neg_integer(),
                                                                    initial_max_stream_data_uni ::
                                                                        non_neg_integer(),
                                                                    initial_max_streams_bidi ::
                                                                        non_neg_integer(),
                                                                    initial_max_streams_uni ::
                                                                        non_neg_integer(),
                                                                    ack_delay_exponent :: 0..20,
                                                                    max_ack_delay :: non_neg_integer(),
                                                                    disable_active_migration ::
                                                                        boolean(),
                                                                    preferred_address ::
                                                                        nquic_transport:preferred_address() |
                                                                        undefined,
                                                                    active_connection_id_limit ::
                                                                        non_neg_integer(),
                                                                    initial_source_connection_id ::
                                                                        nquic:connection_id() |
                                                                        undefined,
                                                                    retry_source_connection_id ::
                                                                        nquic:connection_id() |
                                                                        undefined,
                                                                    version_information ::
                                                                        nquic_transport:version_information() |
                                                                        undefined,
                                                                    max_datagram_frame_size ::
                                                                        non_neg_integer() | undefined} |
                                                  undefined,
                                              server_packet_processed :: boolean(),
                                              owner :: pid() | undefined,
                                              owner_mon :: reference() | undefined,
                                              deferred_flush_pending :: boolean(),
                                              pending_ack_count :: non_neg_integer(),
                                              ack_immediate :: boolean(),
                                              last_idle_ms :: non_neg_integer() | infinity | undefined,
                                              last_pto_ms ::
                                                  nquic_protocol_timer:loss_detection_timer() |
                                                  undefined,
                                              recv_ecn :: nquic_socket:ecn_mark(),
                                              pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                              gso_size :: undefined | pos_integer(),
                                              max_payload_size :: pos_integer(),
                                              server_per_conn_fd :: boolean(),
                                              proactive_cids :: boolean(),
                                              socket_connected :: boolean(),
                                              self_migration_pending :: boolean(),
                                              metrics_counters ::
                                                  nquic_metrics:conn_counters() | undefined,
                                              spin_enabled :: boolean(),
                                              peer_spin :: 0..1,
                                              new_token_enabled :: boolean(),
                                              new_token_lifetime :: pos_integer(),
                                              qlog :: undefined | nquic_qlog:qlog_state(),
                                              close_kind ::
                                                  undefined | local | peer | idle_timeout |
                                                  protocol_error,
                                              crypto ::
                                                  #conn_crypto{tls_state :: term(),
                                                               keys :: nquic_keys:key_map(),
                                                               app_send_keys :: map() | undefined,
                                                               app_recv_keys :: map() | undefined,
                                                               crypto_buffer ::
                                                                   #{nquic_packet:space() =>
                                                                         {non_neg_integer(),
                                                                          binary(),
                                                                          list()}},
                                                               cipher ::
                                                                   aes_128_gcm | aes_256_gcm |
                                                                   chacha20_poly1305,
                                                               cipher_suites ::
                                                                   [aes_128_gcm | aes_256_gcm |
                                                                    chacha20_poly1305] |
                                                                   undefined,
                                                               key_phase :: boolean(),
                                                               key_update_pending :: boolean(),
                                                               client_app_secret :: binary() | undefined,
                                                               server_app_secret :: binary() | undefined,
                                                               old_read_keys ::
                                                                   #{key := binary(), iv := binary()} |
                                                                   undefined,
                                                               zero_rtt_accepted :: boolean(),
                                                               replay_protection :: module() | undefined,
                                                               session_ticket :: map() | undefined,
                                                               resumption_secret :: binary() | undefined,
                                                               session_cache ::
                                                                   atom() |
                                                                   false |
                                                                   {module, module()} |
                                                                   undefined,
                                                               token_cache ::
                                                                   atom() | false | {module, module()},
                                                               alpn :: [binary()] | undefined,
                                                               hostname ::
                                                                   string() | binary() | undefined,
                                                               cert :: binary() | undefined,
                                                               cert_chain :: [binary()],
                                                               key :: any() | undefined,
                                                               verify :: verify_none | verify_peer,
                                                               cacerts :: [binary()],
                                                               peer_cert :: binary() | undefined,
                                                               static_key :: binary() | undefined},
                                              streams_state ::
                                                  #conn_streams{streams ::
                                                                    #{nquic:stream_id() =>
                                                                          #stream_state{stream_id ::
                                                                                            nquic:stream_id(),
                                                                                        type ::
                                                                                            bidi | uni,
                                                                                        send_state ::
                                                                                            ready |
                                                                                            send |
                                                                                            data_sent |
                                                                                            data_recvd |
                                                                                            reset_sent |
                                                                                            reset_recvd,
                                                                                        send_offset ::
                                                                                            non_neg_integer(),
                                                                                        send_max_data ::
                                                                                            non_neg_integer(),
                                                                                        last_stream_data_blocked ::
                                                                                            non_neg_integer(),
                                                                                        pending_send_data ::
                                                                                            [binary()],
                                                                                        pending_send_size ::
                                                                                            non_neg_integer(),
                                                                                        pending_send_fin ::
                                                                                            boolean(),
                                                                                        recv_state ::
                                                                                            recv |
                                                                                            size_known |
                                                                                            data_recvd |
                                                                                            reset_recvd |
                                                                                            data_read |
                                                                                            reset_read,
                                                                                        recv_offset ::
                                                                                            non_neg_integer(),
                                                                                        recv_max_offset ::
                                                                                            non_neg_integer(),
                                                                                        recv_window ::
                                                                                            non_neg_integer(),
                                                                                        recv_buffer ::
                                                                                            gb_trees:tree(non_neg_integer(),
                                                                                                          {binary(),
                                                                                                           boolean()}),
                                                                                        app_buffer ::
                                                                                            iodata(),
                                                                                        app_buffer_size ::
                                                                                            non_neg_integer()}},
                                                                next_bidi_stream ::
                                                                    nquic:stream_id() | undefined,
                                                                next_uni_stream ::
                                                                    nquic:stream_id() | undefined,
                                                                peer_max_streams_bidi ::
                                                                    non_neg_integer(),
                                                                peer_max_streams_uni ::
                                                                    non_neg_integer(),
                                                                local_max_streams_bidi ::
                                                                    non_neg_integer(),
                                                                local_max_streams_uni ::
                                                                    non_neg_integer(),
                                                                last_sent_max_streams_bidi ::
                                                                    non_neg_integer(),
                                                                last_sent_max_streams_uni ::
                                                                    non_neg_integer(),
                                                                max_peer_bidi_stream_id ::
                                                                    non_neg_integer() | undefined,
                                                                max_peer_uni_stream_id ::
                                                                    non_neg_integer() | undefined,
                                                                opened_peer_bidi_count ::
                                                                    non_neg_integer(),
                                                                opened_peer_uni_count ::
                                                                    non_neg_integer(),
                                                                closed_peer_bidi_wm :: integer(),
                                                                closed_peer_uni_wm :: integer(),
                                                                closed_peer_streams ::
                                                                    #{nquic:stream_id() => true},
                                                                recv_waiters ::
                                                                    #{nquic:stream_id() =>
                                                                          gen_statem:from()},
                                                                accept_stream_waiters ::
                                                                    queue:queue(gen_statem:from()),
                                                                pending_streams ::
                                                                    queue:queue(nquic:stream_id()),
                                                                blocked_streams ::
                                                                    #{nquic:stream_id() => true},
                                                                pending_send_streams ::
                                                                    #{nquic:stream_id() => true},
                                                                send_buffer_high_water :: pos_integer(),
                                                                send_timeout :: timeout(),
                                                                send_waiters ::
                                                                    queue:queue(nquic_conn_send_waiters:t())},
                                              flow ::
                                                  #conn_flow{local_max_data :: non_neg_integer(),
                                                             remote_max_data :: non_neg_integer(),
                                                             data_sent :: non_neg_integer(),
                                                             data_received :: non_neg_integer(),
                                                             last_data_blocked :: non_neg_integer(),
                                                             pending_initial_frames :: [nquic_frame:t()],
                                                             pending_handshake_frames ::
                                                                 [nquic_frame:t()],
                                                             pending_app_frames :: [nquic_frame:t()],
                                                             pending_app_pre_encoded ::
                                                                 [{non_neg_integer(),
                                                                   iodata(),
                                                                   nquic_frame:t()}],
                                                             queued_app_send_bytes :: non_neg_integer(),
                                                             cwnd_exempt :: boolean()},
                                              path ::
                                                  #conn_path_mgmt{path_state ::
                                                                      nquic_path:state() | undefined,
                                                                  peer_cids ::
                                                                      #{non_neg_integer() =>
                                                                            #{cid :=
                                                                                  nquic:connection_id(),
                                                                              token := binary()}},
                                                                  local_cids ::
                                                                      #{non_neg_integer() =>
                                                                            nquic:connection_id()},
                                                                  local_cid_seq :: non_neg_integer(),
                                                                  peer_retire_prior_to ::
                                                                      non_neg_integer(),
                                                                  anti_amp_bytes_received ::
                                                                      non_neg_integer(),
                                                                  anti_amp_bytes_sent ::
                                                                      non_neg_integer(),
                                                                  address_validated :: boolean()}},
                                  #stream_state{stream_id :: nquic:stream_id(),
                                                type :: bidi | uni,
                                                send_state ::
                                                    ready | send | data_sent | data_recvd | reset_sent |
                                                    reset_recvd,
                                                send_offset :: non_neg_integer(),
                                                send_max_data :: non_neg_integer(),
                                                last_stream_data_blocked :: non_neg_integer(),
                                                pending_send_data :: [binary()],
                                                pending_send_size :: non_neg_integer(),
                                                pending_send_fin :: boolean(),
                                                recv_state ::
                                                    recv | size_known | data_recvd | reset_recvd |
                                                    data_read | reset_read,
                                                recv_offset :: non_neg_integer(),
                                                recv_max_offset :: non_neg_integer(),
                                                recv_window :: non_neg_integer(),
                                                recv_buffer ::
                                                    gb_trees:tree(non_neg_integer(),
                                                                  {binary(), boolean()}),
                                                app_buffer :: iodata(),
                                                app_buffer_size :: non_neg_integer()}} |
                                 {error, flow_control_error}.


      


Update receive offsets after receiving data, returning an error if limits are exceeded.

  



  
    
      
    
    
      on_stream_data_sent(ConnState, StreamID, Length)



        
          
        

    

  


  

      

          -spec on_stream_data_sent(#conn_state{role :: client | server,
                                      scid :: nquic:connection_id(),
                                      dcid :: nquic:connection_id(),
                                      odcid :: nquic:connection_id() | undefined,
                                      retry_scid :: nquic:connection_id() | undefined,
                                      retry_token :: binary(),
                                      version :: non_neg_integer(),
                                      version_preference :: [non_neg_integer()],
                                      socket :: nquic_socket:t() | undefined,
                                      peer :: nquic_socket:sockaddr() | undefined,
                                      select_info :: nquic_socket:select_info() | undefined,
                                      pn_spaces :: #{nquic_packet:space() => map()},
                                      app_next_pn :: non_neg_integer(),
                                      app_largest_received :: integer(),
                                      app_largest_received_us :: integer() | undefined,
                                      loss_state :: nquic_loss:loss_state() | undefined,
                                      dispatch_table :: nquic_dispatch:t() | undefined,
                                      listener :: pid() | undefined,
                                      connect_waiters :: [gen_server:from()],
                                      local_params ::
                                          #transport_params{original_destination_connection_id ::
                                                                nquic:connection_id() | undefined,
                                                            max_idle_timeout :: non_neg_integer(),
                                                            stateless_reset_token ::
                                                                binary() | undefined,
                                                            max_udp_payload_size :: pos_integer(),
                                                            initial_max_data :: non_neg_integer(),
                                                            initial_max_stream_data_bidi_local ::
                                                                non_neg_integer(),
                                                            initial_max_stream_data_bidi_remote ::
                                                                non_neg_integer(),
                                                            initial_max_stream_data_uni ::
                                                                non_neg_integer(),
                                                            initial_max_streams_bidi ::
                                                                non_neg_integer(),
                                                            initial_max_streams_uni :: non_neg_integer(),
                                                            ack_delay_exponent :: 0..20,
                                                            max_ack_delay :: non_neg_integer(),
                                                            disable_active_migration :: boolean(),
                                                            preferred_address ::
                                                                nquic_transport:preferred_address() |
                                                                undefined,
                                                            active_connection_id_limit ::
                                                                non_neg_integer(),
                                                            initial_source_connection_id ::
                                                                nquic:connection_id() | undefined,
                                                            retry_source_connection_id ::
                                                                nquic:connection_id() | undefined,
                                                            version_information ::
                                                                nquic_transport:version_information() |
                                                                undefined,
                                                            max_datagram_frame_size ::
                                                                non_neg_integer() | undefined},
                                      remote_params ::
                                          #transport_params{original_destination_connection_id ::
                                                                nquic:connection_id() | undefined,
                                                            max_idle_timeout :: non_neg_integer(),
                                                            stateless_reset_token ::
                                                                binary() | undefined,
                                                            max_udp_payload_size :: pos_integer(),
                                                            initial_max_data :: non_neg_integer(),
                                                            initial_max_stream_data_bidi_local ::
                                                                non_neg_integer(),
                                                            initial_max_stream_data_bidi_remote ::
                                                                non_neg_integer(),
                                                            initial_max_stream_data_uni ::
                                                                non_neg_integer(),
                                                            initial_max_streams_bidi ::
                                                                non_neg_integer(),
                                                            initial_max_streams_uni :: non_neg_integer(),
                                                            ack_delay_exponent :: 0..20,
                                                            max_ack_delay :: non_neg_integer(),
                                                            disable_active_migration :: boolean(),
                                                            preferred_address ::
                                                                nquic_transport:preferred_address() |
                                                                undefined,
                                                            active_connection_id_limit ::
                                                                non_neg_integer(),
                                                            initial_source_connection_id ::
                                                                nquic:connection_id() | undefined,
                                                            retry_source_connection_id ::
                                                                nquic:connection_id() | undefined,
                                                            version_information ::
                                                                nquic_transport:version_information() |
                                                                undefined,
                                                            max_datagram_frame_size ::
                                                                non_neg_integer() | undefined} |
                                          undefined,
                                      server_packet_processed :: boolean(),
                                      owner :: pid() | undefined,
                                      owner_mon :: reference() | undefined,
                                      deferred_flush_pending :: boolean(),
                                      pending_ack_count :: non_neg_integer(),
                                      ack_immediate :: boolean(),
                                      last_idle_ms :: non_neg_integer() | infinity | undefined,
                                      last_pto_ms ::
                                          nquic_protocol_timer:loss_detection_timer() | undefined,
                                      recv_ecn :: nquic_socket:ecn_mark(),
                                      pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                      gso_size :: undefined | pos_integer(),
                                      max_payload_size :: pos_integer(),
                                      server_per_conn_fd :: boolean(),
                                      proactive_cids :: boolean(),
                                      socket_connected :: boolean(),
                                      self_migration_pending :: boolean(),
                                      metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                      spin_enabled :: boolean(),
                                      peer_spin :: 0..1,
                                      new_token_enabled :: boolean(),
                                      new_token_lifetime :: pos_integer(),
                                      qlog :: undefined | nquic_qlog:qlog_state(),
                                      close_kind ::
                                          undefined | local | peer | idle_timeout | protocol_error,
                                      crypto ::
                                          #conn_crypto{tls_state :: term(),
                                                       keys :: nquic_keys:key_map(),
                                                       app_send_keys :: map() | undefined,
                                                       app_recv_keys :: map() | undefined,
                                                       crypto_buffer ::
                                                           #{nquic_packet:space() =>
                                                                 {non_neg_integer(), binary(), list()}},
                                                       cipher ::
                                                           aes_128_gcm | aes_256_gcm | chacha20_poly1305,
                                                       cipher_suites ::
                                                           [aes_128_gcm | aes_256_gcm |
                                                            chacha20_poly1305] |
                                                           undefined,
                                                       key_phase :: boolean(),
                                                       key_update_pending :: boolean(),
                                                       client_app_secret :: binary() | undefined,
                                                       server_app_secret :: binary() | undefined,
                                                       old_read_keys ::
                                                           #{key := binary(), iv := binary()} |
                                                           undefined,
                                                       zero_rtt_accepted :: boolean(),
                                                       replay_protection :: module() | undefined,
                                                       session_ticket :: map() | undefined,
                                                       resumption_secret :: binary() | undefined,
                                                       session_cache ::
                                                           atom() |
                                                           false |
                                                           {module, module()} |
                                                           undefined,
                                                       token_cache ::
                                                           atom() | false | {module, module()},
                                                       alpn :: [binary()] | undefined,
                                                       hostname :: string() | binary() | undefined,
                                                       cert :: binary() | undefined,
                                                       cert_chain :: [binary()],
                                                       key :: any() | undefined,
                                                       verify :: verify_none | verify_peer,
                                                       cacerts :: [binary()],
                                                       peer_cert :: binary() | undefined,
                                                       static_key :: binary() | undefined},
                                      streams_state ::
                                          #conn_streams{streams ::
                                                            #{nquic:stream_id() =>
                                                                  #stream_state{stream_id ::
                                                                                    nquic:stream_id(),
                                                                                type :: bidi | uni,
                                                                                send_state ::
                                                                                    ready | send |
                                                                                    data_sent |
                                                                                    data_recvd |
                                                                                    reset_sent |
                                                                                    reset_recvd,
                                                                                send_offset ::
                                                                                    non_neg_integer(),
                                                                                send_max_data ::
                                                                                    non_neg_integer(),
                                                                                last_stream_data_blocked ::
                                                                                    non_neg_integer(),
                                                                                pending_send_data ::
                                                                                    [binary()],
                                                                                pending_send_size ::
                                                                                    non_neg_integer(),
                                                                                pending_send_fin ::
                                                                                    boolean(),
                                                                                recv_state ::
                                                                                    recv | size_known |
                                                                                    data_recvd |
                                                                                    reset_recvd |
                                                                                    data_read |
                                                                                    reset_read,
                                                                                recv_offset ::
                                                                                    non_neg_integer(),
                                                                                recv_max_offset ::
                                                                                    non_neg_integer(),
                                                                                recv_window ::
                                                                                    non_neg_integer(),
                                                                                recv_buffer ::
                                                                                    gb_trees:tree(non_neg_integer(),
                                                                                                  {binary(),
                                                                                                   boolean()}),
                                                                                app_buffer :: iodata(),
                                                                                app_buffer_size ::
                                                                                    non_neg_integer()}},
                                                        next_bidi_stream ::
                                                            nquic:stream_id() | undefined,
                                                        next_uni_stream :: nquic:stream_id() | undefined,
                                                        peer_max_streams_bidi :: non_neg_integer(),
                                                        peer_max_streams_uni :: non_neg_integer(),
                                                        local_max_streams_bidi :: non_neg_integer(),
                                                        local_max_streams_uni :: non_neg_integer(),
                                                        last_sent_max_streams_bidi :: non_neg_integer(),
                                                        last_sent_max_streams_uni :: non_neg_integer(),
                                                        max_peer_bidi_stream_id ::
                                                            non_neg_integer() | undefined,
                                                        max_peer_uni_stream_id ::
                                                            non_neg_integer() | undefined,
                                                        opened_peer_bidi_count :: non_neg_integer(),
                                                        opened_peer_uni_count :: non_neg_integer(),
                                                        closed_peer_bidi_wm :: integer(),
                                                        closed_peer_uni_wm :: integer(),
                                                        closed_peer_streams ::
                                                            #{nquic:stream_id() => true},
                                                        recv_waiters ::
                                                            #{nquic:stream_id() => gen_statem:from()},
                                                        accept_stream_waiters ::
                                                            queue:queue(gen_statem:from()),
                                                        pending_streams ::
                                                            queue:queue(nquic:stream_id()),
                                                        blocked_streams :: #{nquic:stream_id() => true},
                                                        pending_send_streams ::
                                                            #{nquic:stream_id() => true},
                                                        send_buffer_high_water :: pos_integer(),
                                                        send_timeout :: timeout(),
                                                        send_waiters ::
                                                            queue:queue(nquic_conn_send_waiters:t())},
                                      flow ::
                                          #conn_flow{local_max_data :: non_neg_integer(),
                                                     remote_max_data :: non_neg_integer(),
                                                     data_sent :: non_neg_integer(),
                                                     data_received :: non_neg_integer(),
                                                     last_data_blocked :: non_neg_integer(),
                                                     pending_initial_frames :: [nquic_frame:t()],
                                                     pending_handshake_frames :: [nquic_frame:t()],
                                                     pending_app_frames :: [nquic_frame:t()],
                                                     pending_app_pre_encoded ::
                                                         [{non_neg_integer(), iodata(), nquic_frame:t()}],
                                                     queued_app_send_bytes :: non_neg_integer(),
                                                     cwnd_exempt :: boolean()},
                                      path ::
                                          #conn_path_mgmt{path_state :: nquic_path:state() | undefined,
                                                          peer_cids ::
                                                              #{non_neg_integer() =>
                                                                    #{cid := nquic:connection_id(),
                                                                      token := binary()}},
                                                          local_cids ::
                                                              #{non_neg_integer() =>
                                                                    nquic:connection_id()},
                                                          local_cid_seq :: non_neg_integer(),
                                                          peer_retire_prior_to :: non_neg_integer(),
                                                          anti_amp_bytes_received :: non_neg_integer(),
                                                          anti_amp_bytes_sent :: non_neg_integer(),
                                                          address_validated :: boolean()}},
                          nquic:stream_id(),
                          non_neg_integer()) ->
                             #conn_state{role :: client | server,
                                         scid :: nquic:connection_id(),
                                         dcid :: nquic:connection_id(),
                                         odcid :: nquic:connection_id() | undefined,
                                         retry_scid :: nquic:connection_id() | undefined,
                                         retry_token :: binary(),
                                         version :: non_neg_integer(),
                                         version_preference :: [non_neg_integer()],
                                         socket :: nquic_socket:t() | undefined,
                                         peer :: nquic_socket:sockaddr() | undefined,
                                         select_info :: nquic_socket:select_info() | undefined,
                                         pn_spaces :: #{nquic_packet:space() => map()},
                                         app_next_pn :: non_neg_integer(),
                                         app_largest_received :: integer(),
                                         app_largest_received_us :: integer() | undefined,
                                         loss_state :: nquic_loss:loss_state() | undefined,
                                         dispatch_table :: nquic_dispatch:t() | undefined,
                                         listener :: pid() | undefined,
                                         connect_waiters :: [gen_server:from()],
                                         local_params ::
                                             #transport_params{original_destination_connection_id ::
                                                                   nquic:connection_id() | undefined,
                                                               max_idle_timeout :: non_neg_integer(),
                                                               stateless_reset_token ::
                                                                   binary() | undefined,
                                                               max_udp_payload_size :: pos_integer(),
                                                               initial_max_data :: non_neg_integer(),
                                                               initial_max_stream_data_bidi_local ::
                                                                   non_neg_integer(),
                                                               initial_max_stream_data_bidi_remote ::
                                                                   non_neg_integer(),
                                                               initial_max_stream_data_uni ::
                                                                   non_neg_integer(),
                                                               initial_max_streams_bidi ::
                                                                   non_neg_integer(),
                                                               initial_max_streams_uni ::
                                                                   non_neg_integer(),
                                                               ack_delay_exponent :: 0..20,
                                                               max_ack_delay :: non_neg_integer(),
                                                               disable_active_migration :: boolean(),
                                                               preferred_address ::
                                                                   nquic_transport:preferred_address() |
                                                                   undefined,
                                                               active_connection_id_limit ::
                                                                   non_neg_integer(),
                                                               initial_source_connection_id ::
                                                                   nquic:connection_id() | undefined,
                                                               retry_source_connection_id ::
                                                                   nquic:connection_id() | undefined,
                                                               version_information ::
                                                                   nquic_transport:version_information() |
                                                                   undefined,
                                                               max_datagram_frame_size ::
                                                                   non_neg_integer() | undefined},
                                         remote_params ::
                                             #transport_params{original_destination_connection_id ::
                                                                   nquic:connection_id() | undefined,
                                                               max_idle_timeout :: non_neg_integer(),
                                                               stateless_reset_token ::
                                                                   binary() | undefined,
                                                               max_udp_payload_size :: pos_integer(),
                                                               initial_max_data :: non_neg_integer(),
                                                               initial_max_stream_data_bidi_local ::
                                                                   non_neg_integer(),
                                                               initial_max_stream_data_bidi_remote ::
                                                                   non_neg_integer(),
                                                               initial_max_stream_data_uni ::
                                                                   non_neg_integer(),
                                                               initial_max_streams_bidi ::
                                                                   non_neg_integer(),
                                                               initial_max_streams_uni ::
                                                                   non_neg_integer(),
                                                               ack_delay_exponent :: 0..20,
                                                               max_ack_delay :: non_neg_integer(),
                                                               disable_active_migration :: boolean(),
                                                               preferred_address ::
                                                                   nquic_transport:preferred_address() |
                                                                   undefined,
                                                               active_connection_id_limit ::
                                                                   non_neg_integer(),
                                                               initial_source_connection_id ::
                                                                   nquic:connection_id() | undefined,
                                                               retry_source_connection_id ::
                                                                   nquic:connection_id() | undefined,
                                                               version_information ::
                                                                   nquic_transport:version_information() |
                                                                   undefined,
                                                               max_datagram_frame_size ::
                                                                   non_neg_integer() | undefined} |
                                             undefined,
                                         server_packet_processed :: boolean(),
                                         owner :: pid() | undefined,
                                         owner_mon :: reference() | undefined,
                                         deferred_flush_pending :: boolean(),
                                         pending_ack_count :: non_neg_integer(),
                                         ack_immediate :: boolean(),
                                         last_idle_ms :: non_neg_integer() | infinity | undefined,
                                         last_pto_ms ::
                                             nquic_protocol_timer:loss_detection_timer() | undefined,
                                         recv_ecn :: nquic_socket:ecn_mark(),
                                         pmtud :: nquic_pmtud:pmtud_state() | undefined,
                                         gso_size :: undefined | pos_integer(),
                                         max_payload_size :: pos_integer(),
                                         server_per_conn_fd :: boolean(),
                                         proactive_cids :: boolean(),
                                         socket_connected :: boolean(),
                                         self_migration_pending :: boolean(),
                                         metrics_counters :: nquic_metrics:conn_counters() | undefined,
                                         spin_enabled :: boolean(),
                                         peer_spin :: 0..1,
                                         new_token_enabled :: boolean(),
                                         new_token_lifetime :: pos_integer(),
                                         qlog :: undefined | nquic_qlog:qlog_state(),
                                         close_kind ::
                                             undefined | local | peer | idle_timeout | protocol_error,
                                         crypto ::
                                             #conn_crypto{tls_state :: term(),
                                                          keys :: nquic_keys:key_map(),
                                                          app_send_keys :: map() | undefined,
                                                          app_recv_keys :: map() | undefined,
                                                          crypto_buffer ::
                                                              #{nquic_packet:space() =>
                                                                    {non_neg_integer(),
                                                                     binary(),
                                                                     list()}},
                                                          cipher ::
                                                              aes_128_gcm | aes_256_gcm |
                                                              chacha20_poly1305,
                                                          cipher_suites ::
                                                              [aes_128_gcm | aes_256_gcm |
                                                               chacha20_poly1305] |
                                                              undefined,
                                                          key_phase :: boolean(),
                                                          key_update_pending :: boolean(),
                                                          client_app_secret :: binary() | undefined,
                                                          server_app_secret :: binary() | undefined,
                                                          old_read_keys ::
                                                              #{key := binary(), iv := binary()} |
                                                              undefined,
                                                          zero_rtt_accepted :: boolean(),
                                                          replay_protection :: module() | undefined,
                                                          session_ticket :: map() | undefined,
                                                          resumption_secret :: binary() | undefined,
                                                          session_cache ::
                                                              atom() |
                                                              false |
                                                              {module, module()} |
                                                              undefined,
                                                          token_cache ::
                                                              atom() | false | {module, module()},
                                                          alpn :: [binary()] | undefined,
                                                          hostname :: string() | binary() | undefined,
                                                          cert :: binary() | undefined,
                                                          cert_chain :: [binary()],
                                                          key :: any() | undefined,
                                                          verify :: verify_none | verify_peer,
                                                          cacerts :: [binary()],
                                                          peer_cert :: binary() | undefined,
                                                          static_key :: binary() | undefined},
                                         streams_state ::
                                             #conn_streams{streams ::
                                                               #{nquic:stream_id() =>
                                                                     #stream_state{stream_id ::
                                                                                       nquic:stream_id(),
                                                                                   type :: bidi | uni,
                                                                                   send_state ::
                                                                                       ready | send |
                                                                                       data_sent |
                                                                                       data_recvd |
                                                                                       reset_sent |
                                                                                       reset_recvd,
                                                                                   send_offset ::
                                                                                       non_neg_integer(),
                                                                                   send_max_data ::
                                                                                       non_neg_integer(),
                                                                                   last_stream_data_blocked ::
                                                                                       non_neg_integer(),
                                                                                   pending_send_data ::
                                                                                       [binary()],
                                                                                   pending_send_size ::
                                                                                       non_neg_integer(),
                                                                                   pending_send_fin ::
                                                                                       boolean(),
                                                                                   recv_state ::
                                                                                       recv |
                                                                                       size_known |
                                                                                       data_recvd |
                                                                                       reset_recvd |
                                                                                       data_read |
                                                                                       reset_read,
                                                                                   recv_offset ::
                                                                                       non_neg_integer(),
                                                                                   recv_max_offset ::
                                                                                       non_neg_integer(),
                                                                                   recv_window ::
                                                                                       non_neg_integer(),
                                                                                   recv_buffer ::
                                                                                       gb_trees:tree(non_neg_integer(),
                                                                                                     {binary(),
                                                                                                      boolean()}),
                                                                                   app_buffer ::
                                                                                       iodata(),
                                                                                   app_buffer_size ::
                                                                                       non_neg_integer()}},
                                                           next_bidi_stream ::
                                                               nquic:stream_id() | undefined,
                                                           next_uni_stream ::
                                                               nquic:stream_id() | undefined,
                                                           peer_max_streams_bidi :: non_neg_integer(),
                                                           peer_max_streams_uni :: non_neg_integer(),
                                                           local_max_streams_bidi :: non_neg_integer(),
                                                           local_max_streams_uni :: non_neg_integer(),
                                                           last_sent_max_streams_bidi ::
                                                               non_neg_integer(),
                                                           last_sent_max_streams_uni ::
                                                               non_neg_integer(),
                                                           max_peer_bidi_stream_id ::
                                                               non_neg_integer() | undefined,
                                                           max_peer_uni_stream_id ::
                                                               non_neg_integer() | undefined,
                                                           opened_peer_bidi_count :: non_neg_integer(),
                                                           opened_peer_uni_count :: non_neg_integer(),
                                                           closed_peer_bidi_wm :: integer(),
                                                           closed_peer_uni_wm :: integer(),
                                                           closed_peer_streams ::
                                                               #{nquic:stream_id() => true},
                                                           recv_waiters ::
                                                               #{nquic:stream_id() => gen_statem:from()},
                                                           accept_stream_waiters ::
                                                               queue:queue(gen_statem:from()),
                                                           pending_streams ::
                                                               queue:queue(nquic:stream_id()),
                                                           blocked_streams ::
                                                               #{nquic:stream_id() => true},
                                                           pending_send_streams ::
                                                               #{nquic:stream_id() => true},
                                                           send_buffer_high_water :: pos_integer(),
                                                           send_timeout :: timeout(),
                                                           send_waiters ::
                                                               queue:queue(nquic_conn_send_waiters:t())},
                                         flow ::
                                             #conn_flow{local_max_data :: non_neg_integer(),
                                                        remote_max_data :: non_neg_integer(),
                                                        data_sent :: non_neg_integer(),
                                                        data_received :: non_neg_integer(),
                                                        last_data_blocked :: non_neg_integer(),
                                                        pending_initial_frames :: [nquic_frame:t()],
                                                        pending_handshake_frames :: [nquic_frame:t()],
                                                        pending_app_frames :: [nquic_frame:t()],
                                                        pending_app_pre_encoded ::
                                                            [{non_neg_integer(),
                                                              iodata(),
                                                              nquic_frame:t()}],
                                                        queued_app_send_bytes :: non_neg_integer(),
                                                        cwnd_exempt :: boolean()},
                                         path ::
                                             #conn_path_mgmt{path_state ::
                                                                 nquic_path:state() | undefined,
                                                             peer_cids ::
                                                                 #{non_neg_integer() =>
                                                                       #{cid := nquic:connection_id(),
                                                                         token := binary()}},
                                                             local_cids ::
                                                                 #{non_neg_integer() =>
                                                                       nquic:connection_id()},
                                                             local_cid_seq :: non_neg_integer(),
                                                             peer_retire_prior_to :: non_neg_integer(),
                                                             anti_amp_bytes_received ::
                                                                 non_neg_integer(),
                                                             anti_amp_bytes_sent :: non_neg_integer(),
                                                             address_validated :: boolean()}}.


      


Update connection and stream send offsets after sending data on a stream.

  


        

      


  

  
    
    nquic_stream_manager - nquic v1.2.0
    
    

    


  
  

    
nquic_stream_manager 
    



      
Stream ID allocation and validation per RFC 9000 Section 2.
Manages stream creation with limit checking. Stream IDs encode the
initiator (client/server) and type (bidi/uni) in the low 2 bits, and
increment by 4 for each new stream of the same type.

      


      
        Summary


  
    Functions
  


    
      
        first_peer_stream_id/2

      


        Return the first stream ID initiated by the peer for the given type.



    


    
      
        get_or_create(StreamID, Streams, Role)

      


        Retrieve an existing stream or create a new one with no limit checking.



    


    
      
        get_or_create(StreamID, Streams, Role, Limits)

      


        Retrieve an existing stream or create a new one, validating against concurrency limits.



    


    
      
        type(StreamID)

      


        Return the stream type (bidi or uni) based on the low 2 bits of the stream ID.



    





      


      
        Functions


        


  
    
      
    
    
      first_peer_stream_id/2



        
          
        

    

  


  

      

          -spec first_peer_stream_id(client | server, bidi | uni) -> nquic:stream_id().


      


Return the first stream ID initiated by the peer for the given type.

  



  
    
      
    
    
      get_or_create(StreamID, Streams, Role)



        
          
        

    

  


  

      

          -spec get_or_create(nquic:stream_id(), map(), client | server) ->
                       {ok,
                        #stream_state{stream_id :: nquic:stream_id(),
                                      type :: bidi | uni,
                                      send_state ::
                                          ready | send | data_sent | data_recvd | reset_sent |
                                          reset_recvd,
                                      send_offset :: non_neg_integer(),
                                      send_max_data :: non_neg_integer(),
                                      last_stream_data_blocked :: non_neg_integer(),
                                      pending_send_data :: [binary()],
                                      pending_send_size :: non_neg_integer(),
                                      pending_send_fin :: boolean(),
                                      recv_state ::
                                          recv | size_known | data_recvd | reset_recvd | data_read |
                                          reset_read,
                                      recv_offset :: non_neg_integer(),
                                      recv_max_offset :: non_neg_integer(),
                                      recv_window :: non_neg_integer(),
                                      recv_buffer ::
                                          gb_trees:tree(non_neg_integer(), {binary(), boolean()}),
                                      app_buffer :: iodata(),
                                      app_buffer_size :: non_neg_integer()},
                        map()} |
                       {error, term()}.


      


Retrieve an existing stream or create a new one with no limit checking.

  



  
    
      
    
    
      get_or_create(StreamID, Streams, Role, Limits)



        
          
        

    

  


  

      

          -spec get_or_create(nquic:stream_id(), map(), client | server, map()) ->
                       {ok,
                        #stream_state{stream_id :: nquic:stream_id(),
                                      type :: bidi | uni,
                                      send_state ::
                                          ready | send | data_sent | data_recvd | reset_sent |
                                          reset_recvd,
                                      send_offset :: non_neg_integer(),
                                      send_max_data :: non_neg_integer(),
                                      last_stream_data_blocked :: non_neg_integer(),
                                      pending_send_data :: [binary()],
                                      pending_send_size :: non_neg_integer(),
                                      pending_send_fin :: boolean(),
                                      recv_state ::
                                          recv | size_known | data_recvd | reset_recvd | data_read |
                                          reset_read,
                                      recv_offset :: non_neg_integer(),
                                      recv_max_offset :: non_neg_integer(),
                                      recv_window :: non_neg_integer(),
                                      recv_buffer ::
                                          gb_trees:tree(non_neg_integer(), {binary(), boolean()}),
                                      app_buffer :: iodata(),
                                      app_buffer_size :: non_neg_integer()},
                        map()} |
                       {error, term()}.


      


Retrieve an existing stream or create a new one, validating against concurrency limits.

  



  
    
      
    
    
      type(StreamID)



        
          
        

    

  


  

      

          -spec type(nquic:stream_id()) -> bidi | uni.


      


Return the stream type (bidi or uni) based on the low 2 bits of the stream ID.
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nquic_stream_statem 
    



      
Stream state machine per RFC 9000 Section 3.
Manages per-stream send/receive state, data buffering, and reassembly.
Handles contiguous delivery, out-of-order buffering, FIN processing,
and the send state transitions (ready -> send -> data_sent).

      


      
        Summary


  
    Functions
  


    
      
        handle_recv/2

      


        Process an incoming STREAM frame, buffering and reassembling data.



    


    
      
        handle_send(State, Data, Fin)

      


        Buffer outgoing data on a stream.
Appends Data to the stream's pending_send_data and latches Fin.
The actual STREAM frame(s) are produced later by
nquic_protocol_streams_send:drain_pending_sends/1 at flush time, where they
can be split to fit the path MTU and the congestion window. Advancing
send_offset here (rather than at drain time) keeps the existing
flow-control checks honest: they already treat send_offset as
"bytes committed to the stream", which is what we want.
Returns {error, stream_closed} when the send-side is already terminal
(data_sent, data_recvd, reset_sent, reset_recvd).



    


    
      
        new(StreamID, Type)

      


        Create a new stream state for the given stream ID and type.



    





      


      
        Functions


        


  
    
      
    
    
      handle_recv/2



        
          
        

    

  


  

      

          -spec handle_recv(#stream_state{stream_id :: nquic:stream_id(),
                                type :: bidi | uni,
                                send_state ::
                                    ready | send | data_sent | data_recvd | reset_sent | reset_recvd,
                                send_offset :: non_neg_integer(),
                                send_max_data :: non_neg_integer(),
                                last_stream_data_blocked :: non_neg_integer(),
                                pending_send_data :: [binary()],
                                pending_send_size :: non_neg_integer(),
                                pending_send_fin :: boolean(),
                                recv_state ::
                                    recv | size_known | data_recvd | reset_recvd | data_read |
                                    reset_read,
                                recv_offset :: non_neg_integer(),
                                recv_max_offset :: non_neg_integer(),
                                recv_window :: non_neg_integer(),
                                recv_buffer :: gb_trees:tree(non_neg_integer(), {binary(), boolean()}),
                                app_buffer :: iodata(),
                                app_buffer_size :: non_neg_integer()},
                  nquic_frame:t()) ->
                     {ok,
                      #stream_state{stream_id :: nquic:stream_id(),
                                    type :: bidi | uni,
                                    send_state ::
                                        ready | send | data_sent | data_recvd | reset_sent | reset_recvd,
                                    send_offset :: non_neg_integer(),
                                    send_max_data :: non_neg_integer(),
                                    last_stream_data_blocked :: non_neg_integer(),
                                    pending_send_data :: [binary()],
                                    pending_send_size :: non_neg_integer(),
                                    pending_send_fin :: boolean(),
                                    recv_state ::
                                        recv | size_known | data_recvd | reset_recvd | data_read |
                                        reset_read,
                                    recv_offset :: non_neg_integer(),
                                    recv_max_offset :: non_neg_integer(),
                                    recv_window :: non_neg_integer(),
                                    recv_buffer ::
                                        gb_trees:tree(non_neg_integer(), {binary(), boolean()}),
                                    app_buffer :: iodata(),
                                    app_buffer_size :: non_neg_integer()}} |
                     {error, nquic_error:any_reason()}.


      


Process an incoming STREAM frame, buffering and reassembling data.

  



  
    
      
    
    
      handle_send(State, Data, Fin)



        
          
        

    

  


  

      

          -spec handle_send(#stream_state{stream_id :: nquic:stream_id(),
                                type :: bidi | uni,
                                send_state ::
                                    ready | send | data_sent | data_recvd | reset_sent | reset_recvd,
                                send_offset :: non_neg_integer(),
                                send_max_data :: non_neg_integer(),
                                last_stream_data_blocked :: non_neg_integer(),
                                pending_send_data :: [binary()],
                                pending_send_size :: non_neg_integer(),
                                pending_send_fin :: boolean(),
                                recv_state ::
                                    recv | size_known | data_recvd | reset_recvd | data_read |
                                    reset_read,
                                recv_offset :: non_neg_integer(),
                                recv_max_offset :: non_neg_integer(),
                                recv_window :: non_neg_integer(),
                                recv_buffer :: gb_trees:tree(non_neg_integer(), {binary(), boolean()}),
                                app_buffer :: iodata(),
                                app_buffer_size :: non_neg_integer()},
                  iodata(),
                  boolean()) ->
                     {ok,
                      #stream_state{stream_id :: nquic:stream_id(),
                                    type :: bidi | uni,
                                    send_state ::
                                        ready | send | data_sent | data_recvd | reset_sent | reset_recvd,
                                    send_offset :: non_neg_integer(),
                                    send_max_data :: non_neg_integer(),
                                    last_stream_data_blocked :: non_neg_integer(),
                                    pending_send_data :: [binary()],
                                    pending_send_size :: non_neg_integer(),
                                    pending_send_fin :: boolean(),
                                    recv_state ::
                                        recv | size_known | data_recvd | reset_recvd | data_read |
                                        reset_read,
                                    recv_offset :: non_neg_integer(),
                                    recv_max_offset :: non_neg_integer(),
                                    recv_window :: non_neg_integer(),
                                    recv_buffer ::
                                        gb_trees:tree(non_neg_integer(), {binary(), boolean()}),
                                    app_buffer :: iodata(),
                                    app_buffer_size :: non_neg_integer()}} |
                     {error, term()}.


      


Buffer outgoing data on a stream.
Appends Data to the stream's pending_send_data and latches Fin.
The actual STREAM frame(s) are produced later by
nquic_protocol_streams_send:drain_pending_sends/1 at flush time, where they
can be split to fit the path MTU and the congestion window. Advancing
send_offset here (rather than at drain time) keeps the existing
flow-control checks honest: they already treat send_offset as
"bytes committed to the stream", which is what we want.
Returns {error, stream_closed} when the send-side is already terminal
(data_sent, data_recvd, reset_sent, reset_recvd).

  



  
    
      
    
    
      new(StreamID, Type)



        
          
        

    

  


  

      

          -spec new(nquic:stream_id(), bidi | uni) ->
             #stream_state{stream_id :: nquic:stream_id(),
                           type :: bidi | uni,
                           send_state ::
                               ready | send | data_sent | data_recvd | reset_sent | reset_recvd,
                           send_offset :: non_neg_integer(),
                           send_max_data :: non_neg_integer(),
                           last_stream_data_blocked :: non_neg_integer(),
                           pending_send_data :: [binary()],
                           pending_send_size :: non_neg_integer(),
                           pending_send_fin :: boolean(),
                           recv_state ::
                               recv | size_known | data_recvd | reset_recvd | data_read | reset_read,
                           recv_offset :: non_neg_integer(),
                           recv_max_offset :: non_neg_integer(),
                           recv_window :: non_neg_integer(),
                           recv_buffer :: gb_trees:tree(non_neg_integer(), {binary(), boolean()}),
                           app_buffer :: iodata(),
                           app_buffer_size :: non_neg_integer()}.


      


Create a new stream state for the given stream ID and type.

  


        

      


  

  
    
    nquic_cc - nquic v1.2.0
    
    

    


  
  

    
nquic_cc behaviour
    



      
Congestion control behaviour and dispatch per RFC 9002 Section 7.
Defines the nquic_cc behaviour that congestion control algorithms must implement.
Provides a dispatch layer that wraps the algorithm module and its opaque state.
Currently ships with nquic_cc_newreno.

      


      
        Summary


  
    Types
  


    
      
        algorithm()

      


    


    
      
        cc_state()

      


    





  
    Callbacks
  


    
      
        get_cwnd/1

      


    


    
      
        get_ssthresh/1

      


    


    
      
        init()

      


    


    
      
        on_congestion_event/4

      


    


    
      
        on_idle_reset/1

      


    


    
      
        on_packet_acked/4

      


    


    
      
        on_packet_sent/3

      


    


    
      
        on_persistent_congestion/1

      


    


    
      
        on_spurious_congestion/2

      


    





  
    Functions
  


    
      
        get_cwnd/1

      


        Get the current congestion window size in bytes.



    


    
      
        get_max_datagram_size/1

      


        Get the current maximum datagram size.



    


    
      
        get_ssthresh/1

      


        Get the current slow start threshold.



    


    
      
        new(Algorithm)

      


        Create a new congestion control state for the given algorithm.



    


    
      
        new(Algorithm, Opts)

      


        Create a new congestion control state with options.
CUBIC understands slow_start => standard | hystart_plus_plus
(RFC 9406). Other algorithms ignore unknown keys.



    


    
      
        on_congestion_event/4

      


        Notify the congestion controller of a loss event.



    


    
      
        on_idle_reset/1

      


        Restart the congestion controller after one restart timeout of idle
time (RFC 9002 §7.8, RFC 5681 §4.1). The window halves, but not below
the initial window, and ssthresh becomes at least 3/4 of the old
window. nquic_loss calls it once for each restart timeout of the idle
period.



    


    
      
        on_packet_acked/4

      


        Notify the congestion controller that a packet was acknowledged.
BytesInFlight is the number of bytes in flight before the ACK frame, the
same for every packet that the frame acknowledges.



    


    
      
        on_packet_sent/3

      


        Notify the congestion controller that a packet was sent.



    


    
      
        on_persistent_congestion/1

      


        Notify the congestion controller that persistent congestion has been
detected (RFC 9002 Section 7.6). The congestion window must collapse to
the minimum window (2 * max_datagram_size).



    


    
      
        on_spurious_congestion/2

      


        Notify the congestion controller that SpuriousBytes of in-flight
packets declared lost were acknowledged later (RFC 9438 §4.9.2). The
controller decides whether the most recent reduction was spurious and
restores its snapshot. Without a snapshot, the call has no effect.



    


    
      
        set_max_datagram_size/2

      


        Set the maximum datagram size for congestion window calculations.



    





      


      
        Types


        


  
    
      
    
    
      algorithm()



        
          
        

    

  


  

      

          -type algorithm() :: newreno | cubic.


      



  



  
    
      
    
    
      cc_state()



        
          
        

    

  


  

      

          -type cc_state() :: {module(), dynamic()}.


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      get_cwnd/1



        
          
        

    

  


  

      

          -callback get_cwnd(dynamic()) -> non_neg_integer().


      



  



  
    
      
    
    
      get_ssthresh/1



        
          
        

    

  


  

      

          -callback get_ssthresh(dynamic()) -> non_neg_integer() | undefined.


      



  



  
    
      
    
    
      init()



        
          
        

    

  


  

      

          -callback init() -> dynamic().


      



  



  
    
      
    
    
      on_congestion_event/4



        
          
        

    

  


  

      

          -callback on_congestion_event(dynamic(), non_neg_integer(), non_neg_integer(), non_neg_integer()) ->
                                 dynamic().


      



  



  
    
      
    
    
      on_idle_reset/1



        
          
        

    

  


  

      

          -callback on_idle_reset(dynamic()) -> dynamic().


      



  



  
    
      
    
    
      on_packet_acked/4



        
          
        

    

  


  

      

          -callback on_packet_acked(dynamic(),
                          #sent_packet{packet_number :: nquic_packet_number:t(),
                                       time_sent :: non_neg_integer(),
                                       size :: non_neg_integer(),
                                       ack_eliciting :: boolean(),
                                       in_flight :: boolean(),
                                       frames :: [nquic_frame:t()]},
                          non_neg_integer(),
                          map()) ->
                             dynamic().


      



  



  
    
      
    
    
      on_packet_sent/3



        
          
        

    

  


  

      

          -callback on_packet_sent(dynamic(), non_neg_integer(), non_neg_integer()) -> dynamic().


      



  



  
    
      
    
    
      on_persistent_congestion/1



        
          
        

    

  


  

      

          -callback on_persistent_congestion(dynamic()) -> dynamic().


      



  



  
    
      
    
    
      on_spurious_congestion/2



        
          
        

    

  


  

      

          -callback on_spurious_congestion(dynamic(), non_neg_integer()) -> dynamic().


      



  


        

      

      
        Functions


        


  
    
      
    
    
      get_cwnd/1



        
          
        

    

  


  

      

          -spec get_cwnd(cc_state()) -> non_neg_integer().


      


Get the current congestion window size in bytes.

  



  
    
      
    
    
      get_max_datagram_size/1



        
          
        

    

  


  

      

          -spec get_max_datagram_size({module(), dynamic()}) -> pos_integer().


      


Get the current maximum datagram size.

  



  
    
      
    
    
      get_ssthresh/1



        
          
        

    

  


  

      

          -spec get_ssthresh(cc_state()) -> non_neg_integer() | undefined.


      


Get the current slow start threshold.

  



  
    
      
    
    
      new(Algorithm)



        
          
        

    

  


  

      

          -spec new(algorithm() | dynamic()) -> cc_state().


      


Create a new congestion control state for the given algorithm.

  



  
    
      
    
    
      new(Algorithm, Opts)



        
          
        

    

  


  

      

          -spec new(algorithm() | dynamic(), map()) -> cc_state().


      


Create a new congestion control state with options.
CUBIC understands slow_start => standard | hystart_plus_plus
(RFC 9406). Other algorithms ignore unknown keys.

  



  
    
      
    
    
      on_congestion_event/4



        
          
        

    

  


  

      

          -spec on_congestion_event(cc_state(), non_neg_integer(), non_neg_integer(), non_neg_integer()) ->
                             cc_state().


      


Notify the congestion controller of a loss event.

  



  
    
      
    
    
      on_idle_reset/1



        
          
        

    

  


  

      

          -spec on_idle_reset(cc_state()) -> cc_state().


      


Restart the congestion controller after one restart timeout of idle
time (RFC 9002 §7.8, RFC 5681 §4.1). The window halves, but not below
the initial window, and ssthresh becomes at least 3/4 of the old
window. nquic_loss calls it once for each restart timeout of the idle
period.

  



  
    
      
    
    
      on_packet_acked/4



        
          
        

    

  


  

      

          -spec on_packet_acked(cc_state(),
                      #sent_packet{packet_number :: nquic_packet_number:t(),
                                   time_sent :: non_neg_integer(),
                                   size :: non_neg_integer(),
                                   ack_eliciting :: boolean(),
                                   in_flight :: boolean(),
                                   frames :: [nquic_frame:t()]},
                      non_neg_integer(),
                      map()) ->
                         cc_state().


      


Notify the congestion controller that a packet was acknowledged.
BytesInFlight is the number of bytes in flight before the ACK frame, the
same for every packet that the frame acknowledges.

  



  
    
      
    
    
      on_packet_sent/3



        
          
        

    

  


  

      

          -spec on_packet_sent(cc_state(), non_neg_integer(), non_neg_integer()) -> cc_state().


      


Notify the congestion controller that a packet was sent.

  



  
    
      
    
    
      on_persistent_congestion/1



        
          
        

    

  


  

      

          -spec on_persistent_congestion(cc_state()) -> cc_state().


      


Notify the congestion controller that persistent congestion has been
detected (RFC 9002 Section 7.6). The congestion window must collapse to
the minimum window (2 * max_datagram_size).

  



  
    
      
    
    
      on_spurious_congestion/2



        
          
        

    

  


  

      

          -spec on_spurious_congestion(cc_state(), non_neg_integer()) -> cc_state().


      


Notify the congestion controller that SpuriousBytes of in-flight
packets declared lost were acknowledged later (RFC 9438 §4.9.2). The
controller decides whether the most recent reduction was spurious and
restores its snapshot. Without a snapshot, the call has no effect.

  



  
    
      
    
    
      set_max_datagram_size/2



        
          
        

    

  


  

      

          -spec set_max_datagram_size({module(), dynamic()}, pos_integer()) -> {module(), dynamic()}.


      


Set the maximum datagram size for congestion window calculations.

  


        

      


  

  
    
    nquic_cc_cubic - nquic v1.2.0
    
    

    


  
  

    
nquic_cc_cubic 
    



      
CUBIC congestion control per RFC 9438.
CUBIC uses a cubic function for window growth during congestion avoidance,
achieving better bandwidth utilization on high-BDP paths than NewReno while
remaining TCP-friendly. Includes fast convergence (Section 4.7) and a
Reno-friendly region (Section 4.3) where W_est tracks standard TCP growth.
The window does not grow while the sender is application limited
(Section 5.8, RFC 9002 §7.8), and the elapsed time of the cubic curve
excludes those periods (Section 4.2).

      


      
        Summary


  
    Types
  


    
      
        snapshot()

      


    





  
    Functions
  


    
      
        cbrt/1

      


    


    
      
        cubic_epoch/3

      


        The cubic curve of a congestion avoidance stage that starts at a window of
CwndEpoch bytes: K in seconds and the origin point in bytes, where the
curve is flat (RFC 9438 §4.2). When WMax is at or below CwndEpoch,
K is 0 and the origin point is CwndEpoch (RFC 9438 §4.10). The curve
starts at CwndEpoch in both cases.



    


    
      
        cubic_window(T_us, WMax, MSS)

      


        The cubic window in bytes T_us microseconds into a congestion avoidance
stage that starts after a reduction from WMax, that is at
cwnd_epoch = beta_cubic * WMax (RFC 9438 §4.2).



    


    
      
        get_cwnd/1

      


        Get the current congestion window size in bytes.



    


    
      
        get_max_datagram_size/1

      


        Get the current maximum datagram size in bytes.



    


    
      
        get_ssthresh/1

      


        Get the current slow start threshold.



    


    
      
        hystart_phase/1

      


        Return the HyStart++ phase. standard means HyStart++ is disabled,
slow_start / css / done track the ladder. Used by tests and
diagnostic accessors; production code does not need to inspect it.



    


    
      
        init()

      


        Initialize CUBIC state with default 1200-byte MSS.



    


    
      
        init(Opts)

      


        Initialize CUBIC state with options.
Recognises



    


    
      
        on_congestion_event(State, LostBytes, BytesInFlight, SentTime)

      


        Reduce the congestion window on a loss event. A loss of packets sent
before the start of the recovery period does not reduce the window again.
Its bytes count toward the rollback of the current reduction
(on_spurious_congestion/2).



    


    
      
        on_idle_reset/1

      


        Restart the window after one restart timeout of idle time (RFC 9002
§7.8, RFC 5681 §4.1). The window halves, but not below the initial
window. ssthresh becomes at least 3/4 of the old window, so the
slow start after the idle period ends near the old operating point.
w_max stays. The epoch, the recovery period and the rollback snapshot
are cleared.



    


    
      
        on_packet_acked/4

      


        Grow the congestion window when a packet is acknowledged.



    


    
      
        on_packet_sent(State, BytesSent, BytesInFlight)

      


        Record the bytes in flight after a send. An ACK uses the larger of this
value and its own bytes in flight to decide whether the sender is
congestion window limited.



    


    
      
        on_persistent_congestion(State)

      


        Collapse the congestion window to the minimum (2 * max_datagram_size)
on persistent congestion (RFC 9002 Section 7.6.2).
The CUBIC epoch is also reset (epoch_start, origin_point, tcp_cwnd,
w_max) so the next ACK after recovery starts a fresh growth phase from
the collapsed window. recovery_start_time is reset so subsequent ACKs
for newly sent packets are not filtered by the previous recovery period.
Any pending spurious-loss snapshot is discarded.



    


    
      
        on_spurious_congestion/2

      


        Roll back the most recent congestion-event reduction when the bytes
declared lost since the reduction were all acknowledged later (RFC 9438
§4.9.2). SpuriousBytes is the size of the packets acknowledged after
they were declared lost. No-op when no rollback snapshot is available.



    


    
      
        set_max_datagram_size/2

      


        Set the maximum datagram size. Before the first congestion event a
window still at the initial window follows the new size.



    





      


      
        Types


        


  
    
      
    
    
      snapshot()



        
          
        

    

  


  

      

          -type snapshot() ::
          {non_neg_integer(),
           non_neg_integer(),
           integer(),
           non_neg_integer(),
           non_neg_integer(),
           non_neg_integer(),
           non_neg_integer(),
           non_neg_integer(),
           undefined | float(),
           boolean()}.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      cbrt/1



        
          
        

    

  


  

      

          -spec cbrt(float()) -> float().


      



  



  
    
      
    
    
      cubic_epoch/3



        
          
        

    

  


  

      

          -spec cubic_epoch(non_neg_integer(), non_neg_integer(), pos_integer()) -> {float(), non_neg_integer()}.


      


The cubic curve of a congestion avoidance stage that starts at a window of
CwndEpoch bytes: K in seconds and the origin point in bytes, where the
curve is flat (RFC 9438 §4.2). When WMax is at or below CwndEpoch,
K is 0 and the origin point is CwndEpoch (RFC 9438 §4.10). The curve
starts at CwndEpoch in both cases.

  



  
    
      
    
    
      cubic_window(T_us, WMax, MSS)



        
          
        

    

  


  

      

          -spec cubic_window(non_neg_integer(), non_neg_integer(), pos_integer()) -> non_neg_integer().


      


The cubic window in bytes T_us microseconds into a congestion avoidance
stage that starts after a reduction from WMax, that is at
cwnd_epoch = beta_cubic * WMax (RFC 9438 §4.2).

  



  
    
      
    
    
      get_cwnd/1



        
          
        

    

  


  

      

          -spec get_cwnd(#state{cwnd :: non_neg_integer(),
                      ssthresh :: non_neg_integer(),
                      max_datagram_size :: pos_integer(),
                      recovery_start_time :: integer(),
                      w_max :: non_neg_integer(),
                      w_last_max :: non_neg_integer(),
                      epoch_start :: non_neg_integer(),
                      origin_point :: non_neg_integer(),
                      tcp_cwnd :: non_neg_integer(),
                      cubic_k :: undefined | float(),
                      congestion_occurred :: boolean(),
                      prev_state :: undefined | snapshot(),
                      hystart_phase :: standard | slow_start | css | done,
                      last_round_min_rtt :: non_neg_integer(),
                      current_round_min_rtt :: non_neg_integer(),
                      rtt_sample_count :: non_neg_integer(),
                      last_round_largest_pn :: non_neg_integer(),
                      css_baseline_min_rtt :: non_neg_integer(),
                      css_round_count :: non_neg_integer(),
                      undo_bytes :: non_neg_integer(),
                      app_limited_since :: integer() | undefined,
                      sent_in_flight :: non_neg_integer()}) ->
                  non_neg_integer().


      


Get the current congestion window size in bytes.

  



  
    
      
    
    
      get_max_datagram_size/1



        
          
        

    

  


  

      

          -spec get_max_datagram_size(#state{cwnd :: non_neg_integer(),
                                   ssthresh :: non_neg_integer(),
                                   max_datagram_size :: pos_integer(),
                                   recovery_start_time :: integer(),
                                   w_max :: non_neg_integer(),
                                   w_last_max :: non_neg_integer(),
                                   epoch_start :: non_neg_integer(),
                                   origin_point :: non_neg_integer(),
                                   tcp_cwnd :: non_neg_integer(),
                                   cubic_k :: undefined | float(),
                                   congestion_occurred :: boolean(),
                                   prev_state :: undefined | snapshot(),
                                   hystart_phase :: standard | slow_start | css | done,
                                   last_round_min_rtt :: non_neg_integer(),
                                   current_round_min_rtt :: non_neg_integer(),
                                   rtt_sample_count :: non_neg_integer(),
                                   last_round_largest_pn :: non_neg_integer(),
                                   css_baseline_min_rtt :: non_neg_integer(),
                                   css_round_count :: non_neg_integer(),
                                   undo_bytes :: non_neg_integer(),
                                   app_limited_since :: integer() | undefined,
                                   sent_in_flight :: non_neg_integer()}) ->
                               pos_integer().


      


Get the current maximum datagram size in bytes.

  



  
    
      
    
    
      get_ssthresh/1



        
          
        

    

  


  

      

          -spec get_ssthresh(#state{cwnd :: non_neg_integer(),
                          ssthresh :: non_neg_integer(),
                          max_datagram_size :: pos_integer(),
                          recovery_start_time :: integer(),
                          w_max :: non_neg_integer(),
                          w_last_max :: non_neg_integer(),
                          epoch_start :: non_neg_integer(),
                          origin_point :: non_neg_integer(),
                          tcp_cwnd :: non_neg_integer(),
                          cubic_k :: undefined | float(),
                          congestion_occurred :: boolean(),
                          prev_state :: undefined | snapshot(),
                          hystart_phase :: standard | slow_start | css | done,
                          last_round_min_rtt :: non_neg_integer(),
                          current_round_min_rtt :: non_neg_integer(),
                          rtt_sample_count :: non_neg_integer(),
                          last_round_largest_pn :: non_neg_integer(),
                          css_baseline_min_rtt :: non_neg_integer(),
                          css_round_count :: non_neg_integer(),
                          undo_bytes :: non_neg_integer(),
                          app_limited_since :: integer() | undefined,
                          sent_in_flight :: non_neg_integer()}) ->
                      non_neg_integer().


      


Get the current slow start threshold.

  



  
    
      
    
    
      hystart_phase/1



        
          
        

    

  


  

      

          -spec hystart_phase(#state{cwnd :: non_neg_integer(),
                           ssthresh :: non_neg_integer(),
                           max_datagram_size :: pos_integer(),
                           recovery_start_time :: integer(),
                           w_max :: non_neg_integer(),
                           w_last_max :: non_neg_integer(),
                           epoch_start :: non_neg_integer(),
                           origin_point :: non_neg_integer(),
                           tcp_cwnd :: non_neg_integer(),
                           cubic_k :: undefined | float(),
                           congestion_occurred :: boolean(),
                           prev_state :: undefined | snapshot(),
                           hystart_phase :: standard | slow_start | css | done,
                           last_round_min_rtt :: non_neg_integer(),
                           current_round_min_rtt :: non_neg_integer(),
                           rtt_sample_count :: non_neg_integer(),
                           last_round_largest_pn :: non_neg_integer(),
                           css_baseline_min_rtt :: non_neg_integer(),
                           css_round_count :: non_neg_integer(),
                           undo_bytes :: non_neg_integer(),
                           app_limited_since :: integer() | undefined,
                           sent_in_flight :: non_neg_integer()}) ->
                       standard | slow_start | css | done.


      


Return the HyStart++ phase. standard means HyStart++ is disabled,
slow_start / css / done track the ladder. Used by tests and
diagnostic accessors; production code does not need to inspect it.

  



  
    
      
    
    
      init()



        
          
        

    

  


  

      

          -spec init() ->
              #state{cwnd :: non_neg_integer(),
                     ssthresh :: non_neg_integer(),
                     max_datagram_size :: pos_integer(),
                     recovery_start_time :: integer(),
                     w_max :: non_neg_integer(),
                     w_last_max :: non_neg_integer(),
                     epoch_start :: non_neg_integer(),
                     origin_point :: non_neg_integer(),
                     tcp_cwnd :: non_neg_integer(),
                     cubic_k :: undefined | float(),
                     congestion_occurred :: boolean(),
                     prev_state :: undefined | snapshot(),
                     hystart_phase :: standard | slow_start | css | done,
                     last_round_min_rtt :: non_neg_integer(),
                     current_round_min_rtt :: non_neg_integer(),
                     rtt_sample_count :: non_neg_integer(),
                     last_round_largest_pn :: non_neg_integer(),
                     css_baseline_min_rtt :: non_neg_integer(),
                     css_round_count :: non_neg_integer(),
                     undo_bytes :: non_neg_integer(),
                     app_limited_since :: integer() | undefined,
                     sent_in_flight :: non_neg_integer()}.


      


Initialize CUBIC state with default 1200-byte MSS.

  



  
    
      
    
    
      init(Opts)



        
          
        

    

  


  

      

          -spec init(map()) ->
              #state{cwnd :: non_neg_integer(),
                     ssthresh :: non_neg_integer(),
                     max_datagram_size :: pos_integer(),
                     recovery_start_time :: integer(),
                     w_max :: non_neg_integer(),
                     w_last_max :: non_neg_integer(),
                     epoch_start :: non_neg_integer(),
                     origin_point :: non_neg_integer(),
                     tcp_cwnd :: non_neg_integer(),
                     cubic_k :: undefined | float(),
                     congestion_occurred :: boolean(),
                     prev_state :: undefined | snapshot(),
                     hystart_phase :: standard | slow_start | css | done,
                     last_round_min_rtt :: non_neg_integer(),
                     current_round_min_rtt :: non_neg_integer(),
                     rtt_sample_count :: non_neg_integer(),
                     last_round_largest_pn :: non_neg_integer(),
                     css_baseline_min_rtt :: non_neg_integer(),
                     css_round_count :: non_neg_integer(),
                     undo_bytes :: non_neg_integer(),
                     app_limited_since :: integer() | undefined,
                     sent_in_flight :: non_neg_integer()}.


      


Initialize CUBIC state with options.
Recognises:
	mss: pos_integer override of the 1200-byte default.
	slow_start: standard (classic Reno-style slow start, the
default) or hystart_plus_plus (RFC 9406, exits slow start on
RTT inflation rather than waiting for loss).


  



  
    
      
    
    
      on_congestion_event(State, LostBytes, BytesInFlight, SentTime)



        
          
        

    

  


  

      

          -spec on_congestion_event(#state{cwnd :: non_neg_integer(),
                                 ssthresh :: non_neg_integer(),
                                 max_datagram_size :: pos_integer(),
                                 recovery_start_time :: integer(),
                                 w_max :: non_neg_integer(),
                                 w_last_max :: non_neg_integer(),
                                 epoch_start :: non_neg_integer(),
                                 origin_point :: non_neg_integer(),
                                 tcp_cwnd :: non_neg_integer(),
                                 cubic_k :: undefined | float(),
                                 congestion_occurred :: boolean(),
                                 prev_state :: undefined | snapshot(),
                                 hystart_phase :: standard | slow_start | css | done,
                                 last_round_min_rtt :: non_neg_integer(),
                                 current_round_min_rtt :: non_neg_integer(),
                                 rtt_sample_count :: non_neg_integer(),
                                 last_round_largest_pn :: non_neg_integer(),
                                 css_baseline_min_rtt :: non_neg_integer(),
                                 css_round_count :: non_neg_integer(),
                                 undo_bytes :: non_neg_integer(),
                                 app_limited_since :: integer() | undefined,
                                 sent_in_flight :: non_neg_integer()},
                          non_neg_integer(),
                          non_neg_integer(),
                          non_neg_integer()) ->
                             #state{cwnd :: non_neg_integer(),
                                    ssthresh :: non_neg_integer(),
                                    max_datagram_size :: pos_integer(),
                                    recovery_start_time :: integer(),
                                    w_max :: non_neg_integer(),
                                    w_last_max :: non_neg_integer(),
                                    epoch_start :: non_neg_integer(),
                                    origin_point :: non_neg_integer(),
                                    tcp_cwnd :: non_neg_integer(),
                                    cubic_k :: undefined | float(),
                                    congestion_occurred :: boolean(),
                                    prev_state :: undefined | snapshot(),
                                    hystart_phase :: standard | slow_start | css | done,
                                    last_round_min_rtt :: non_neg_integer(),
                                    current_round_min_rtt :: non_neg_integer(),
                                    rtt_sample_count :: non_neg_integer(),
                                    last_round_largest_pn :: non_neg_integer(),
                                    css_baseline_min_rtt :: non_neg_integer(),
                                    css_round_count :: non_neg_integer(),
                                    undo_bytes :: non_neg_integer(),
                                    app_limited_since :: integer() | undefined,
                                    sent_in_flight :: non_neg_integer()}.


      


Reduce the congestion window on a loss event. A loss of packets sent
before the start of the recovery period does not reduce the window again.
Its bytes count toward the rollback of the current reduction
(on_spurious_congestion/2).

  



  
    
      
    
    
      on_idle_reset/1



        
          
        

    

  


  

      

          -spec on_idle_reset(#state{cwnd :: non_neg_integer(),
                           ssthresh :: non_neg_integer(),
                           max_datagram_size :: pos_integer(),
                           recovery_start_time :: integer(),
                           w_max :: non_neg_integer(),
                           w_last_max :: non_neg_integer(),
                           epoch_start :: non_neg_integer(),
                           origin_point :: non_neg_integer(),
                           tcp_cwnd :: non_neg_integer(),
                           cubic_k :: undefined | float(),
                           congestion_occurred :: boolean(),
                           prev_state :: undefined | snapshot(),
                           hystart_phase :: standard | slow_start | css | done,
                           last_round_min_rtt :: non_neg_integer(),
                           current_round_min_rtt :: non_neg_integer(),
                           rtt_sample_count :: non_neg_integer(),
                           last_round_largest_pn :: non_neg_integer(),
                           css_baseline_min_rtt :: non_neg_integer(),
                           css_round_count :: non_neg_integer(),
                           undo_bytes :: non_neg_integer(),
                           app_limited_since :: integer() | undefined,
                           sent_in_flight :: non_neg_integer()}) ->
                       #state{cwnd :: non_neg_integer(),
                              ssthresh :: non_neg_integer(),
                              max_datagram_size :: pos_integer(),
                              recovery_start_time :: integer(),
                              w_max :: non_neg_integer(),
                              w_last_max :: non_neg_integer(),
                              epoch_start :: non_neg_integer(),
                              origin_point :: non_neg_integer(),
                              tcp_cwnd :: non_neg_integer(),
                              cubic_k :: undefined | float(),
                              congestion_occurred :: boolean(),
                              prev_state :: undefined | snapshot(),
                              hystart_phase :: standard | slow_start | css | done,
                              last_round_min_rtt :: non_neg_integer(),
                              current_round_min_rtt :: non_neg_integer(),
                              rtt_sample_count :: non_neg_integer(),
                              last_round_largest_pn :: non_neg_integer(),
                              css_baseline_min_rtt :: non_neg_integer(),
                              css_round_count :: non_neg_integer(),
                              undo_bytes :: non_neg_integer(),
                              app_limited_since :: integer() | undefined,
                              sent_in_flight :: non_neg_integer()}.


      


Restart the window after one restart timeout of idle time (RFC 9002
§7.8, RFC 5681 §4.1). The window halves, but not below the initial
window. ssthresh becomes at least 3/4 of the old window, so the
slow start after the idle period ends near the old operating point.
w_max stays. The epoch, the recovery period and the rollback snapshot
are cleared.

  



  
    
      
    
    
      on_packet_acked/4



        
          
        

    

  


  

      

          -spec on_packet_acked(#state{cwnd :: non_neg_integer(),
                             ssthresh :: non_neg_integer(),
                             max_datagram_size :: pos_integer(),
                             recovery_start_time :: integer(),
                             w_max :: non_neg_integer(),
                             w_last_max :: non_neg_integer(),
                             epoch_start :: non_neg_integer(),
                             origin_point :: non_neg_integer(),
                             tcp_cwnd :: non_neg_integer(),
                             cubic_k :: undefined | float(),
                             congestion_occurred :: boolean(),
                             prev_state :: undefined | snapshot(),
                             hystart_phase :: standard | slow_start | css | done,
                             last_round_min_rtt :: non_neg_integer(),
                             current_round_min_rtt :: non_neg_integer(),
                             rtt_sample_count :: non_neg_integer(),
                             last_round_largest_pn :: non_neg_integer(),
                             css_baseline_min_rtt :: non_neg_integer(),
                             css_round_count :: non_neg_integer(),
                             undo_bytes :: non_neg_integer(),
                             app_limited_since :: integer() | undefined,
                             sent_in_flight :: non_neg_integer()},
                      #sent_packet{packet_number :: nquic_packet_number:t(),
                                   time_sent :: non_neg_integer(),
                                   size :: non_neg_integer(),
                                   ack_eliciting :: boolean(),
                                   in_flight :: boolean(),
                                   frames :: [nquic_frame:t()]},
                      non_neg_integer(),
                      map()) ->
                         #state{cwnd :: non_neg_integer(),
                                ssthresh :: non_neg_integer(),
                                max_datagram_size :: pos_integer(),
                                recovery_start_time :: integer(),
                                w_max :: non_neg_integer(),
                                w_last_max :: non_neg_integer(),
                                epoch_start :: non_neg_integer(),
                                origin_point :: non_neg_integer(),
                                tcp_cwnd :: non_neg_integer(),
                                cubic_k :: undefined | float(),
                                congestion_occurred :: boolean(),
                                prev_state :: undefined | snapshot(),
                                hystart_phase :: standard | slow_start | css | done,
                                last_round_min_rtt :: non_neg_integer(),
                                current_round_min_rtt :: non_neg_integer(),
                                rtt_sample_count :: non_neg_integer(),
                                last_round_largest_pn :: non_neg_integer(),
                                css_baseline_min_rtt :: non_neg_integer(),
                                css_round_count :: non_neg_integer(),
                                undo_bytes :: non_neg_integer(),
                                app_limited_since :: integer() | undefined,
                                sent_in_flight :: non_neg_integer()}.


      


Grow the congestion window when a packet is acknowledged.
BytesInFlight is the number of bytes in flight before the ACK. The
window grows only when the sender is congestion window limited: the
larger of BytesInFlight and the bytes in flight after the last send is
within three segments of the window, or above half the window in slow
start. The owner processes a batch of ACK frames before it sends again,
so the value after the last send keeps the later frames of a batch
cwnd-limited. Otherwise the sender is application limited and the window
stays (RFC 9438 §5.8, RFC 9002 §7.8).

  



  
    
      
    
    
      on_packet_sent(State, BytesSent, BytesInFlight)



        
          
        

    

  


  

      

          -spec on_packet_sent(#state{cwnd :: non_neg_integer(),
                            ssthresh :: non_neg_integer(),
                            max_datagram_size :: pos_integer(),
                            recovery_start_time :: integer(),
                            w_max :: non_neg_integer(),
                            w_last_max :: non_neg_integer(),
                            epoch_start :: non_neg_integer(),
                            origin_point :: non_neg_integer(),
                            tcp_cwnd :: non_neg_integer(),
                            cubic_k :: undefined | float(),
                            congestion_occurred :: boolean(),
                            prev_state :: undefined | snapshot(),
                            hystart_phase :: standard | slow_start | css | done,
                            last_round_min_rtt :: non_neg_integer(),
                            current_round_min_rtt :: non_neg_integer(),
                            rtt_sample_count :: non_neg_integer(),
                            last_round_largest_pn :: non_neg_integer(),
                            css_baseline_min_rtt :: non_neg_integer(),
                            css_round_count :: non_neg_integer(),
                            undo_bytes :: non_neg_integer(),
                            app_limited_since :: integer() | undefined,
                            sent_in_flight :: non_neg_integer()},
                     non_neg_integer(),
                     non_neg_integer()) ->
                        #state{cwnd :: non_neg_integer(),
                               ssthresh :: non_neg_integer(),
                               max_datagram_size :: pos_integer(),
                               recovery_start_time :: integer(),
                               w_max :: non_neg_integer(),
                               w_last_max :: non_neg_integer(),
                               epoch_start :: non_neg_integer(),
                               origin_point :: non_neg_integer(),
                               tcp_cwnd :: non_neg_integer(),
                               cubic_k :: undefined | float(),
                               congestion_occurred :: boolean(),
                               prev_state :: undefined | snapshot(),
                               hystart_phase :: standard | slow_start | css | done,
                               last_round_min_rtt :: non_neg_integer(),
                               current_round_min_rtt :: non_neg_integer(),
                               rtt_sample_count :: non_neg_integer(),
                               last_round_largest_pn :: non_neg_integer(),
                               css_baseline_min_rtt :: non_neg_integer(),
                               css_round_count :: non_neg_integer(),
                               undo_bytes :: non_neg_integer(),
                               app_limited_since :: integer() | undefined,
                               sent_in_flight :: non_neg_integer()}.


      


Record the bytes in flight after a send. An ACK uses the larger of this
value and its own bytes in flight to decide whether the sender is
congestion window limited.

  



  
    
      
    
    
      on_persistent_congestion(State)



        
          
        

    

  


  

      

          -spec on_persistent_congestion(#state{cwnd :: non_neg_integer(),
                                      ssthresh :: non_neg_integer(),
                                      max_datagram_size :: pos_integer(),
                                      recovery_start_time :: integer(),
                                      w_max :: non_neg_integer(),
                                      w_last_max :: non_neg_integer(),
                                      epoch_start :: non_neg_integer(),
                                      origin_point :: non_neg_integer(),
                                      tcp_cwnd :: non_neg_integer(),
                                      cubic_k :: undefined | float(),
                                      congestion_occurred :: boolean(),
                                      prev_state :: undefined | snapshot(),
                                      hystart_phase :: standard | slow_start | css | done,
                                      last_round_min_rtt :: non_neg_integer(),
                                      current_round_min_rtt :: non_neg_integer(),
                                      rtt_sample_count :: non_neg_integer(),
                                      last_round_largest_pn :: non_neg_integer(),
                                      css_baseline_min_rtt :: non_neg_integer(),
                                      css_round_count :: non_neg_integer(),
                                      undo_bytes :: non_neg_integer(),
                                      app_limited_since :: integer() | undefined,
                                      sent_in_flight :: non_neg_integer()}) ->
                                  #state{cwnd :: non_neg_integer(),
                                         ssthresh :: non_neg_integer(),
                                         max_datagram_size :: pos_integer(),
                                         recovery_start_time :: integer(),
                                         w_max :: non_neg_integer(),
                                         w_last_max :: non_neg_integer(),
                                         epoch_start :: non_neg_integer(),
                                         origin_point :: non_neg_integer(),
                                         tcp_cwnd :: non_neg_integer(),
                                         cubic_k :: undefined | float(),
                                         congestion_occurred :: boolean(),
                                         prev_state :: undefined | snapshot(),
                                         hystart_phase :: standard | slow_start | css | done,
                                         last_round_min_rtt :: non_neg_integer(),
                                         current_round_min_rtt :: non_neg_integer(),
                                         rtt_sample_count :: non_neg_integer(),
                                         last_round_largest_pn :: non_neg_integer(),
                                         css_baseline_min_rtt :: non_neg_integer(),
                                         css_round_count :: non_neg_integer(),
                                         undo_bytes :: non_neg_integer(),
                                         app_limited_since :: integer() | undefined,
                                         sent_in_flight :: non_neg_integer()}.


      


Collapse the congestion window to the minimum (2 * max_datagram_size)
on persistent congestion (RFC 9002 Section 7.6.2).
The CUBIC epoch is also reset (epoch_start, origin_point, tcp_cwnd,
w_max) so the next ACK after recovery starts a fresh growth phase from
the collapsed window. recovery_start_time is reset so subsequent ACKs
for newly sent packets are not filtered by the previous recovery period.
Any pending spurious-loss snapshot is discarded.

  



  
    
      
    
    
      on_spurious_congestion/2



        
          
        

    

  


  

      

          -spec on_spurious_congestion(#state{cwnd :: non_neg_integer(),
                                    ssthresh :: non_neg_integer(),
                                    max_datagram_size :: pos_integer(),
                                    recovery_start_time :: integer(),
                                    w_max :: non_neg_integer(),
                                    w_last_max :: non_neg_integer(),
                                    epoch_start :: non_neg_integer(),
                                    origin_point :: non_neg_integer(),
                                    tcp_cwnd :: non_neg_integer(),
                                    cubic_k :: undefined | float(),
                                    congestion_occurred :: boolean(),
                                    prev_state :: undefined | snapshot(),
                                    hystart_phase :: standard | slow_start | css | done,
                                    last_round_min_rtt :: non_neg_integer(),
                                    current_round_min_rtt :: non_neg_integer(),
                                    rtt_sample_count :: non_neg_integer(),
                                    last_round_largest_pn :: non_neg_integer(),
                                    css_baseline_min_rtt :: non_neg_integer(),
                                    css_round_count :: non_neg_integer(),
                                    undo_bytes :: non_neg_integer(),
                                    app_limited_since :: integer() | undefined,
                                    sent_in_flight :: non_neg_integer()},
                             non_neg_integer()) ->
                                #state{cwnd :: non_neg_integer(),
                                       ssthresh :: non_neg_integer(),
                                       max_datagram_size :: pos_integer(),
                                       recovery_start_time :: integer(),
                                       w_max :: non_neg_integer(),
                                       w_last_max :: non_neg_integer(),
                                       epoch_start :: non_neg_integer(),
                                       origin_point :: non_neg_integer(),
                                       tcp_cwnd :: non_neg_integer(),
                                       cubic_k :: undefined | float(),
                                       congestion_occurred :: boolean(),
                                       prev_state :: undefined | snapshot(),
                                       hystart_phase :: standard | slow_start | css | done,
                                       last_round_min_rtt :: non_neg_integer(),
                                       current_round_min_rtt :: non_neg_integer(),
                                       rtt_sample_count :: non_neg_integer(),
                                       last_round_largest_pn :: non_neg_integer(),
                                       css_baseline_min_rtt :: non_neg_integer(),
                                       css_round_count :: non_neg_integer(),
                                       undo_bytes :: non_neg_integer(),
                                       app_limited_since :: integer() | undefined,
                                       sent_in_flight :: non_neg_integer()}.


      


Roll back the most recent congestion-event reduction when the bytes
declared lost since the reduction were all acknowledged later (RFC 9438
§4.9.2). SpuriousBytes is the size of the packets acknowledged after
they were declared lost. No-op when no rollback snapshot is available.

  



  
    
      
    
    
      set_max_datagram_size/2



        
          
        

    

  


  

      

          -spec set_max_datagram_size(#state{cwnd :: non_neg_integer(),
                                   ssthresh :: non_neg_integer(),
                                   max_datagram_size :: pos_integer(),
                                   recovery_start_time :: integer(),
                                   w_max :: non_neg_integer(),
                                   w_last_max :: non_neg_integer(),
                                   epoch_start :: non_neg_integer(),
                                   origin_point :: non_neg_integer(),
                                   tcp_cwnd :: non_neg_integer(),
                                   cubic_k :: undefined | float(),
                                   congestion_occurred :: boolean(),
                                   prev_state :: undefined | snapshot(),
                                   hystart_phase :: standard | slow_start | css | done,
                                   last_round_min_rtt :: non_neg_integer(),
                                   current_round_min_rtt :: non_neg_integer(),
                                   rtt_sample_count :: non_neg_integer(),
                                   last_round_largest_pn :: non_neg_integer(),
                                   css_baseline_min_rtt :: non_neg_integer(),
                                   css_round_count :: non_neg_integer(),
                                   undo_bytes :: non_neg_integer(),
                                   app_limited_since :: integer() | undefined,
                                   sent_in_flight :: non_neg_integer()},
                            pos_integer()) ->
                               #state{cwnd :: non_neg_integer(),
                                      ssthresh :: non_neg_integer(),
                                      max_datagram_size :: pos_integer(),
                                      recovery_start_time :: integer(),
                                      w_max :: non_neg_integer(),
                                      w_last_max :: non_neg_integer(),
                                      epoch_start :: non_neg_integer(),
                                      origin_point :: non_neg_integer(),
                                      tcp_cwnd :: non_neg_integer(),
                                      cubic_k :: undefined | float(),
                                      congestion_occurred :: boolean(),
                                      prev_state :: undefined | snapshot(),
                                      hystart_phase :: standard | slow_start | css | done,
                                      last_round_min_rtt :: non_neg_integer(),
                                      current_round_min_rtt :: non_neg_integer(),
                                      rtt_sample_count :: non_neg_integer(),
                                      last_round_largest_pn :: non_neg_integer(),
                                      css_baseline_min_rtt :: non_neg_integer(),
                                      css_round_count :: non_neg_integer(),
                                      undo_bytes :: non_neg_integer(),
                                      app_limited_since :: integer() | undefined,
                                      sent_in_flight :: non_neg_integer()}.


      


Set the maximum datagram size. Before the first congestion event a
window still at the initial window follows the new size.
A change of size ends the current CUBIC epoch, also in the spurious-loss
snapshot. The next ACK in congestion avoidance starts a new epoch and
computes K from w_max and the new size.

  


        

      


  

  
    
    nquic_cc_newreno - nquic v1.2.0
    
    

    


  
  

    
nquic_cc_newreno 
    



      
NewReno congestion control per RFC 9002 Section 7.3.
Implements slow start, congestion avoidance, and loss recovery with a
loss reduction factor of 0.5. Initial window follows RFC 9002 Section 7.2:
min(10 * MSS, max(14720, 2 * MSS)).

      


      
        Summary


  
    Functions
  


    
      
        get_cwnd/1

      


        Get the current congestion window size in bytes.



    


    
      
        get_max_datagram_size/1

      


        Get the current maximum datagram size in bytes.



    


    
      
        get_ssthresh/1

      


        Get the current slow start threshold.



    


    
      
        init()

      


        Initialize NewReno state with default 1200-byte MSS and computed initial window.



    


    
      
        initial_window(MSS)

      


    


    
      
        on_congestion_event(State, LostBytes, BytesInFlight, SentTime)

      


        Halve the congestion window on a loss event, entering a new recovery period.



    


    
      
        on_idle_reset/1

      


        Restart the window after one restart timeout of idle time (RFC 9002
§7.8, RFC 5681 §4.1). The window halves, but not below the initial
window. ssthresh becomes at least 3/4 of the old window. The recovery
period and the rollback snapshot are cleared.



    


    
      
        on_packet_acked/4

      


        Increase the congestion window on packet acknowledgement (slow start or congestion avoidance).



    


    
      
        on_packet_sent(State, BytesSent, BytesInFlight)

      


        Handle a sent packet (no-op for NewReno).



    


    
      
        on_persistent_congestion(State)

      


        Collapse the congestion window to the minimum (2 * max_datagram_size)
on persistent congestion (RFC 9002 Section 7.6.2).
The recovery period is also reset so that subsequent ACKs for newly sent
packets can grow the window again. Any pending spurious-loss snapshot is
discarded; by definition the loss was real.



    


    
      
        on_spurious_congestion/2

      


        Roll back the most recent congestion-event reduction (RFC 9002 Appendix
A.10) when a packet that was previously declared lost is later
acknowledged. No-op when no rollback snapshot is available (e.g. the
window has already grown past the saved value or the snapshot was
consumed).



    


    
      
        set_max_datagram_size(State, Size)

      


        Set the maximum datagram size, recalculating cwnd if still at the initial window.



    





      


      
        Functions


        


  
    
      
    
    
      get_cwnd/1



        
          
        

    

  


  

      

          -spec get_cwnd(#state{cwnd :: non_neg_integer(),
                      ssthresh :: non_neg_integer(),
                      recovery_start_time :: integer(),
                      max_datagram_size :: pos_integer(),
                      congestion_occurred :: boolean(),
                      prev_state ::
                          undefined | {non_neg_integer(), non_neg_integer(), integer(), boolean()}}) ->
                  non_neg_integer().


      


Get the current congestion window size in bytes.

  



  
    
      
    
    
      get_max_datagram_size/1



        
          
        

    

  


  

      

          -spec get_max_datagram_size(#state{cwnd :: non_neg_integer(),
                                   ssthresh :: non_neg_integer(),
                                   recovery_start_time :: integer(),
                                   max_datagram_size :: pos_integer(),
                                   congestion_occurred :: boolean(),
                                   prev_state ::
                                       undefined |
                                       {non_neg_integer(), non_neg_integer(), integer(), boolean()}}) ->
                               pos_integer().


      


Get the current maximum datagram size in bytes.

  



  
    
      
    
    
      get_ssthresh/1



        
          
        

    

  


  

      

          -spec get_ssthresh(#state{cwnd :: non_neg_integer(),
                          ssthresh :: non_neg_integer(),
                          recovery_start_time :: integer(),
                          max_datagram_size :: pos_integer(),
                          congestion_occurred :: boolean(),
                          prev_state ::
                              undefined | {non_neg_integer(), non_neg_integer(), integer(), boolean()}}) ->
                      non_neg_integer().


      


Get the current slow start threshold.

  



  
    
      
    
    
      init()



        
          
        

    

  


  

      

          -spec init() ->
              #state{cwnd :: non_neg_integer(),
                     ssthresh :: non_neg_integer(),
                     recovery_start_time :: integer(),
                     max_datagram_size :: pos_integer(),
                     congestion_occurred :: boolean(),
                     prev_state ::
                         undefined | {non_neg_integer(), non_neg_integer(), integer(), boolean()}}.


      


Initialize NewReno state with default 1200-byte MSS and computed initial window.

  



  
    
      
    
    
      initial_window(MSS)



        
          
        

    

  


  

      

          -spec initial_window(pos_integer()) -> non_neg_integer().


      



  



  
    
      
    
    
      on_congestion_event(State, LostBytes, BytesInFlight, SentTime)



        
          
        

    

  


  

      

          -spec on_congestion_event(#state{cwnd :: non_neg_integer(),
                                 ssthresh :: non_neg_integer(),
                                 recovery_start_time :: integer(),
                                 max_datagram_size :: pos_integer(),
                                 congestion_occurred :: boolean(),
                                 prev_state ::
                                     undefined |
                                     {non_neg_integer(), non_neg_integer(), integer(), boolean()}},
                          non_neg_integer(),
                          non_neg_integer(),
                          non_neg_integer()) ->
                             #state{cwnd :: non_neg_integer(),
                                    ssthresh :: non_neg_integer(),
                                    recovery_start_time :: integer(),
                                    max_datagram_size :: pos_integer(),
                                    congestion_occurred :: boolean(),
                                    prev_state ::
                                        undefined |
                                        {non_neg_integer(), non_neg_integer(), integer(), boolean()}}.


      


Halve the congestion window on a loss event, entering a new recovery period.

  



  
    
      
    
    
      on_idle_reset/1



        
          
        

    

  


  

      

          -spec on_idle_reset(#state{cwnd :: non_neg_integer(),
                           ssthresh :: non_neg_integer(),
                           recovery_start_time :: integer(),
                           max_datagram_size :: pos_integer(),
                           congestion_occurred :: boolean(),
                           prev_state ::
                               undefined | {non_neg_integer(), non_neg_integer(), integer(), boolean()}}) ->
                       #state{cwnd :: non_neg_integer(),
                              ssthresh :: non_neg_integer(),
                              recovery_start_time :: integer(),
                              max_datagram_size :: pos_integer(),
                              congestion_occurred :: boolean(),
                              prev_state ::
                                  undefined |
                                  {non_neg_integer(), non_neg_integer(), integer(), boolean()}}.


      


Restart the window after one restart timeout of idle time (RFC 9002
§7.8, RFC 5681 §4.1). The window halves, but not below the initial
window. ssthresh becomes at least 3/4 of the old window. The recovery
period and the rollback snapshot are cleared.

  



  
    
      
    
    
      on_packet_acked/4



        
          
        

    

  


  

      

          -spec on_packet_acked(#state{cwnd :: non_neg_integer(),
                             ssthresh :: non_neg_integer(),
                             recovery_start_time :: integer(),
                             max_datagram_size :: pos_integer(),
                             congestion_occurred :: boolean(),
                             prev_state ::
                                 undefined |
                                 {non_neg_integer(), non_neg_integer(), integer(), boolean()}},
                      #sent_packet{packet_number :: nquic_packet_number:t(),
                                   time_sent :: non_neg_integer(),
                                   size :: non_neg_integer(),
                                   ack_eliciting :: boolean(),
                                   in_flight :: boolean(),
                                   frames :: [nquic_frame:t()]},
                      non_neg_integer(),
                      map()) ->
                         #state{cwnd :: non_neg_integer(),
                                ssthresh :: non_neg_integer(),
                                recovery_start_time :: integer(),
                                max_datagram_size :: pos_integer(),
                                congestion_occurred :: boolean(),
                                prev_state ::
                                    undefined |
                                    {non_neg_integer(), non_neg_integer(), integer(), boolean()}}.


      


Increase the congestion window on packet acknowledgement (slow start or congestion avoidance).

  



  
    
      
    
    
      on_packet_sent(State, BytesSent, BytesInFlight)



        
          
        

    

  


  

      

          -spec on_packet_sent(#state{cwnd :: non_neg_integer(),
                            ssthresh :: non_neg_integer(),
                            recovery_start_time :: integer(),
                            max_datagram_size :: pos_integer(),
                            congestion_occurred :: boolean(),
                            prev_state ::
                                undefined | {non_neg_integer(), non_neg_integer(), integer(), boolean()}},
                     non_neg_integer(),
                     non_neg_integer()) ->
                        #state{cwnd :: non_neg_integer(),
                               ssthresh :: non_neg_integer(),
                               recovery_start_time :: integer(),
                               max_datagram_size :: pos_integer(),
                               congestion_occurred :: boolean(),
                               prev_state ::
                                   undefined |
                                   {non_neg_integer(), non_neg_integer(), integer(), boolean()}}.


      


Handle a sent packet (no-op for NewReno).

  



  
    
      
    
    
      on_persistent_congestion(State)



        
          
        

    

  


  

      

          -spec on_persistent_congestion(#state{cwnd :: non_neg_integer(),
                                      ssthresh :: non_neg_integer(),
                                      recovery_start_time :: integer(),
                                      max_datagram_size :: pos_integer(),
                                      congestion_occurred :: boolean(),
                                      prev_state ::
                                          undefined |
                                          {non_neg_integer(), non_neg_integer(), integer(), boolean()}}) ->
                                  #state{cwnd :: non_neg_integer(),
                                         ssthresh :: non_neg_integer(),
                                         recovery_start_time :: integer(),
                                         max_datagram_size :: pos_integer(),
                                         congestion_occurred :: boolean(),
                                         prev_state ::
                                             undefined |
                                             {non_neg_integer(),
                                              non_neg_integer(),
                                              integer(),
                                              boolean()}}.


      


Collapse the congestion window to the minimum (2 * max_datagram_size)
on persistent congestion (RFC 9002 Section 7.6.2).
The recovery period is also reset so that subsequent ACKs for newly sent
packets can grow the window again. Any pending spurious-loss snapshot is
discarded; by definition the loss was real.

  



  
    
      
    
    
      on_spurious_congestion/2



        
          
        

    

  


  

      

          -spec on_spurious_congestion(#state{cwnd :: non_neg_integer(),
                                    ssthresh :: non_neg_integer(),
                                    recovery_start_time :: integer(),
                                    max_datagram_size :: pos_integer(),
                                    congestion_occurred :: boolean(),
                                    prev_state ::
                                        undefined |
                                        {non_neg_integer(), non_neg_integer(), integer(), boolean()}},
                             non_neg_integer()) ->
                                #state{cwnd :: non_neg_integer(),
                                       ssthresh :: non_neg_integer(),
                                       recovery_start_time :: integer(),
                                       max_datagram_size :: pos_integer(),
                                       congestion_occurred :: boolean(),
                                       prev_state ::
                                           undefined |
                                           {non_neg_integer(), non_neg_integer(), integer(), boolean()}}.


      


Roll back the most recent congestion-event reduction (RFC 9002 Appendix
A.10) when a packet that was previously declared lost is later
acknowledged. No-op when no rollback snapshot is available (e.g. the
window has already grown past the saved value or the snapshot was
consumed).

  



  
    
      
    
    
      set_max_datagram_size(State, Size)



        
          
        

    

  


  

      

          -spec set_max_datagram_size(#state{cwnd :: non_neg_integer(),
                                   ssthresh :: non_neg_integer(),
                                   recovery_start_time :: integer(),
                                   max_datagram_size :: pos_integer(),
                                   congestion_occurred :: boolean(),
                                   prev_state ::
                                       undefined |
                                       {non_neg_integer(), non_neg_integer(), integer(), boolean()}},
                            pos_integer()) ->
                               #state{cwnd :: non_neg_integer(),
                                      ssthresh :: non_neg_integer(),
                                      recovery_start_time :: integer(),
                                      max_datagram_size :: pos_integer(),
                                      congestion_occurred :: boolean(),
                                      prev_state ::
                                          undefined |
                                          {non_neg_integer(), non_neg_integer(), integer(), boolean()}}.


      


Set the maximum datagram size, recalculating cwnd if still at the initial window.

  


        

      


  

  
    
    nquic_loss - nquic v1.2.0
    
    

    


  
  

    
nquic_loss 
    



      
Loss detection per RFC 9002.
Tracks sent packets per packet number space with shared RTT estimation and
congestion control. Uses both packet threshold (3 packets) and time threshold
(9/8 of max(smoothed_rtt, latest_rtt)) for loss detection. PTO with exponential
backoff triggers probes when no ACKs arrive.
Persistent congestion (RFC 9002 Section 7.6) is declared when a contiguous
run of ack-eliciting packets is lost spanning at least
(SRTT + max(4 * RTTvar, kGranularity) + max_ack_delay) * 3 and both
endpoints were sent after the first RTT sample. On detection the congestion
controller's window collapses to 2 * max_datagram_size.

      


      
        Summary


  
    Types
  


    
      
        cc_opts()

      


    


    
      
        ecn_counts()

      


    


    
      
        loss_state()

      


    


    
      
        pacer_opts()

      


    


    
      
        pacer_state()

      


    


    
      
        path_stats()

      


    


    
      
        sent_packet()

      


    





  
    Functions
  


    
      
        clear_ecn_socket_dirty(S)

      


        Clear the ecn_socket_dirty flag after the caller has applied the transition.



    


    
      
        clear_handshake_spaces(State)

      


        Discard the Initial and Handshake spaces once the handshake is confirmed.
Same as clear_initial_space/1 for each space.



    


    
      
        clear_initial_space(State)

      


        Discard the Initial space after the key discard of RFC 9001 §4.9.1.
The packets of the space leave bytes_in_flight and the ack-eliciting
count, its loss time is cleared, and the PTO backoff resets
(RFC 9002 §6.4, Appendix A.10).



    


    
      
        detect_loss(State, Space, Now, MaxAckDelayUs)

      


        Run loss detection for Space at Now, as the loss timer of
RFC 9002 Appendix A.10 does. The lost packets leave bytes_in_flight
and go to the congestion controller, with the persistent congestion
check of RFC 9002 §7.6. MaxAckDelayUs is as in on_ack_received/7.
Returns the frames of the lost packets.



    


    
      
        get_ack_eliciting_frames/2

      


        Get the frames of the ack-eliciting packets in flight in Space, in packet number order.



    


    
      
        get_ack_eliciting_frames_by_packet/2

      


        Get the frames of each ack-eliciting packet in flight in Space, one list
per packet, oldest packet first.



    


    
      
        get_ack_eliciting_in_flight/1

      


        Get the cached count of ack-eliciting packets currently in flight.



    


    
      
        get_bytes_in_flight/1

      


        Get the total bytes currently in flight across all packet number spaces.



    


    
      
        get_cc_algorithm/1

      


        Get the congestion control algorithm from the current loss state.



    


    
      
        get_cwnd/1

      


        Get the current congestion window size in bytes.



    


    
      
        get_largest_acked/2

      


        Get the largest acknowledged packet number for a given space, or 0 if none.



    


    
      
        get_loss_timer/1

      


        Get the earliest loss time and its packet number space, or undefined
when no space has one (RFC 9002 Appendix A.8, GetLossTimeAndSpace).
On a tie the earlier space wins, in the order Initial, Handshake,
Application.



    


    
      
        get_pto_base_time/1

      


        Get the base time of the PTO timer (RFC 9002 Appendix A.8), or undefined
when no ack-eliciting packet is in flight. For each space with
ack-eliciting packets in flight, the candidate is the send time of the
newest such packet. The base time is the earliest candidate.



    


    
      
        get_pto_count/1

      


        Get the current PTO count.



    


    
      
        get_pto_timeout/2

      


        Calculate the probe timeout (microseconds) with exponential backoff.
MaxAckDelayUs must be in microseconds. Callers that hold the peer's
advertised max_ack_delay (milliseconds, per RFC 9000 S18.2) must
convert: MaxAckDelayMs * 1000.



    


    
      
        get_rtt_stats/1

      


        Get the current RTT statistics as a map.



    


    
      
        get_sent_packet_numbers/1

      


        Get all outstanding sent packet numbers across every packet number space.



    


    
      
        get_sent_packets/1

      


        Get all currently tracked #sent_packet{} records across every packet
number space. Intended for tests and diagnostics; production code should
prefer the dedicated counters (get_bytes_in_flight/1,
has_ack_eliciting_in_flight/1).



    


    
      
        has_ack_eliciting_in_flight/1

      


        Return true if any ack-eliciting packets are currently in flight.



    


    
      
        has_received_ack/2

      


        Return true once an ACK acknowledged a packet sent in Space.



    


    
      
        init()

      


        Initialize loss detection state with default RTT and NewReno congestion control.



    


    
      
        init(Algorithm)

      


        Initialize loss detection state with the given congestion control algorithm.



    


    
      
        init(Algorithm, Opts)

      


        Initialize loss detection state.
Opts is a single map carrying both pacer (enabled, factor,
burst_packets) and congestion-control (slow_start) knobs. Callers
that only have pacer config can keep passing a pacer_opts/0 shape;
init/2 deduplicates the two via the structural key set.



    


    
      
        is_ack_eliciting/1

      


        Whether Frames holds a frame other than ACK, PADDING or
CONNECTION_CLOSE (RFC 9002 §2).



    


    
      
        is_ecn_enabled/1

      


        Check whether ECN is enabled for this connection.



    


    
      
        is_ecn_socket_dirty/1

      


        Cheap predicate for the ecn_socket_dirty flag.
Pure record-field read, no allocation. The flush hot path uses this to
short-circuit out of the rare validation-failure transition without
paying for a tuple return.



    


    
      
        on_ack_received(State, Space, AckedRanges, AckDelay, Now, MaxAckDelayUs)

      


        Process an ACK frame without ECN counts. Same as on_ack_received/7
with undefined counts.



    


    
      
        on_ack_received(State, Space, AckedRanges, AckDelay, Now, MaxAckDelayUs, ECNCounts)

      


        Process an ACK frame, returning updated state plus acked and lost frames.
MaxAckDelayUs is the peer's advertised max_ack_delay in microseconds.
It is used to compute the persistent congestion window (RFC 9002 Section
7.6.1). Pass 0 if it is not yet known.



    


    
      
        on_packet_sent(State, Space, PN, Frames, TimeSent, Size)

      


        Record a sent packet in the given packet number space.



    


    
      
        on_pto/1

      


        Increment the PTO count after a probe timeout fires.



    


    
      
        pacer_check/2

      


        Decide whether the pacer admits a send at Now (microsecond
monotonic). Returns pass to send immediately or {block, NextUs}
when the caller must hold off until NextUs. Disabled or in-slow-
start pacers always pass.



    


    
      
        pacer_config/1

      


        Project the pacer + CC configuration as a map suitable for re-passing
to init/2. Used by code paths that re-initialise loss state on path
/ retry transitions and want to preserve pacing and HyStart++ settings.



    


    
      
        pacer_disable/1

      


        Disable the pacer. Used by the caller to opt out at runtime.



    


    
      
        pacer_is_enabled/1

      


        Whether the pacer is configured on this connection. The pacer may be
present-and-disengaged if cwnd =< ssthresh (still in slow start) or
if the pacing budget has not been built up yet.



    


    
      
        pacer_next_send_time/1

      


        Earliest microsecond (monotonic, may be negative on Erlang's
monotonic clock) at which the pacer permits the next send.
undefined if the pacer has never engaged on this connection.



    


    
      
        path_stats/1

      


        Project a flat path-stats map for nquic_conn:path_stats/1.
Sums per-PN-space ECN counts (peer-reported CE and total) into single
integers so the consumer does not have to know about packet-number
spaces.



    


    
      
        process_ecn_counts/4

      


        Process ECN counts from a received ACK frame (RFC 9002 §7.1).
Compares the CE count of the peer against the last known baseline. When
the CE count increased, the congestion controller gets a congestion
event for a packet sent at SentTime, the send time of the largest
acknowledged packet (RFC 9002 Appendix B.7). A CE increase for a packet
sent before the current recovery period does not reduce the window
again. When the total of the ECN counts decreased (validation failure),
ECN is disabled for the path.



    


    
      
        reset_pto_count(State)

      


        Reset the PTO count to zero after receiving an ACK.



    


    
      
        set_ecn_enabled(State, E)

      


        Enable or disable ECN for this connection.



    


    
      
        set_max_datagram_size(State, MaxSize)

      


        Set the maximum datagram size used by the congestion controller.



    


    
      
        set_pto_count(State, Count)

      


        Set the PTO count, the exponent of the PTO backoff.



    





      


      
        Types


        


  
    
      
    
    
      cc_opts()



        
          
        

    

  


  

      

          -type cc_opts() :: #{slow_start => standard | hystart_plus_plus, _ => _}.


      



  



  
    
      
    
    
      ecn_counts()



        
          
        

    

  


  

      

          -type ecn_counts() :: {non_neg_integer(), non_neg_integer(), non_neg_integer()}.


      



  



  
    
      
    
    
      loss_state()



        
          
        

    

  


  

      

          -type loss_state() ::
          #loss_state{sent_packets :: #{nquic_packet:space() => nquic_pn_buf:buf()},
                      largest_acked_packet :: #{nquic_packet:space() => nquic_packet_number:t()},
                      loss_time :: #{nquic_packet:space() => non_neg_integer()},
                      rtt_state :: nquic_rtt:rtt_state(),
                      cc_state :: dynamic(),
                      bytes_in_flight :: non_neg_integer(),
                      pto_count :: non_neg_integer(),
                      ack_eliciting_in_flight :: non_neg_integer(),
                      first_rtt_sample :: non_neg_integer() | undefined,
                      last_send_time :: non_neg_integer() | undefined,
                      recently_lost :: #{nquic_packet:space() => nquic_pn_buf:buf()},
                      peer_ecn_ce :: #{nquic_packet:space() => non_neg_integer()},
                      peer_ecn_total :: #{nquic_packet:space() => non_neg_integer()},
                      ecn_enabled :: boolean(),
                      ecn_socket_dirty :: boolean(),
                      pacer :: pacer_state()}.


      



  



  
    
      
    
    
      pacer_opts()



        
          
        

    

  


  

      

          -type pacer_opts() :: #{enabled => boolean(), factor => number(), burst_packets => pos_integer()}.


      



  



  
    
      
    
    
      pacer_state()



        
          
        

    

  


  

      

          -type pacer_state() ::
          #pacer_state{enabled :: boolean(),
                       factor :: number(),
                       burst_packets :: pos_integer(),
                       next_send_time :: undefined | integer()}.


      



  



  
    
      
    
    
      path_stats()



        
          
        

    

  


  

      

          -type path_stats() ::
          #{srtt_us := non_neg_integer(),
            rttvar_us := non_neg_integer(),
            min_rtt_us := non_neg_integer(),
            latest_rtt_us := non_neg_integer(),
            cwnd := non_neg_integer(),
            bytes_in_flight := non_neg_integer(),
            ssthresh := non_neg_integer() | undefined,
            mss := pos_integer(),
            ecn_enabled := boolean(),
            peer_ecn_ce := non_neg_integer(),
            peer_ecn_total := non_neg_integer(),
            pto_count := non_neg_integer()}.


      



  



  
    
      
    
    
      sent_packet()



        
          
        

    

  


  

      

          -type sent_packet() ::
          #sent_packet{packet_number :: nquic_packet_number:t(),
                       time_sent :: non_neg_integer(),
                       size :: non_neg_integer(),
                       ack_eliciting :: boolean(),
                       in_flight :: boolean(),
                       frames :: [nquic_frame:t()]}.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      clear_ecn_socket_dirty(S)



        
          
        

    

  


  

      

          -spec clear_ecn_socket_dirty(loss_state()) -> loss_state().


      


Clear the ecn_socket_dirty flag after the caller has applied the transition.

  



  
    
      
    
    
      clear_handshake_spaces(State)



        
          
        

    

  


  

      

          -spec clear_handshake_spaces(loss_state()) -> loss_state().


      


Discard the Initial and Handshake spaces once the handshake is confirmed.
Same as clear_initial_space/1 for each space.

  



  
    
      
    
    
      clear_initial_space(State)



        
          
        

    

  


  

      

          -spec clear_initial_space(loss_state()) -> loss_state().


      


Discard the Initial space after the key discard of RFC 9001 §4.9.1.
The packets of the space leave bytes_in_flight and the ack-eliciting
count, its loss time is cleared, and the PTO backoff resets
(RFC 9002 §6.4, Appendix A.10).

  



  
    
      
    
    
      detect_loss(State, Space, Now, MaxAckDelayUs)



        
          
        

    

  


  

      

          -spec detect_loss(loss_state(), nquic_packet:space(), non_neg_integer(), non_neg_integer()) ->
                     {ok, loss_state(), [nquic_frame:t()]}.


      


Run loss detection for Space at Now, as the loss timer of
RFC 9002 Appendix A.10 does. The lost packets leave bytes_in_flight
and go to the congestion controller, with the persistent congestion
check of RFC 9002 §7.6. MaxAckDelayUs is as in on_ack_received/7.
Returns the frames of the lost packets.

  



  
    
      
    
    
      get_ack_eliciting_frames/2



        
          
        

    

  


  

      

          -spec get_ack_eliciting_frames(loss_state(), nquic_packet:space()) -> [nquic_frame:t()].


      


Get the frames of the ack-eliciting packets in flight in Space, in packet number order.

  



  
    
      
    
    
      get_ack_eliciting_frames_by_packet/2



        
          
        

    

  


  

      

          -spec get_ack_eliciting_frames_by_packet(loss_state(), nquic_packet:space()) -> [[nquic_frame:t()]].


      


Get the frames of each ack-eliciting packet in flight in Space, one list
per packet, oldest packet first.

  



  
    
      
    
    
      get_ack_eliciting_in_flight/1



        
          
        

    

  


  

      

          -spec get_ack_eliciting_in_flight(loss_state()) -> non_neg_integer().


      


Get the cached count of ack-eliciting packets currently in flight.

  



  
    
      
    
    
      get_bytes_in_flight/1



        
          
        

    

  


  

      

          -spec get_bytes_in_flight(loss_state()) -> non_neg_integer().


      


Get the total bytes currently in flight across all packet number spaces.

  



  
    
      
    
    
      get_cc_algorithm/1



        
          
        

    

  


  

      

          -spec get_cc_algorithm(loss_state()) -> atom().


      


Get the congestion control algorithm from the current loss state.

  



  
    
      
    
    
      get_cwnd/1



        
          
        

    

  


  

      

          -spec get_cwnd(loss_state()) -> non_neg_integer().


      


Get the current congestion window size in bytes.

  



  
    
      
    
    
      get_largest_acked/2



        
          
        

    

  


  

      

          -spec get_largest_acked(loss_state(), nquic_packet:space()) -> non_neg_integer().


      


Get the largest acknowledged packet number for a given space, or 0 if none.

  



  
    
      
    
    
      get_loss_timer/1



        
          
        

    

  


  

      

          -spec get_loss_timer(loss_state()) -> {non_neg_integer(), nquic_packet:space()} | undefined.


      


Get the earliest loss time and its packet number space, or undefined
when no space has one (RFC 9002 Appendix A.8, GetLossTimeAndSpace).
On a tie the earlier space wins, in the order Initial, Handshake,
Application.

  



  
    
      
    
    
      get_pto_base_time/1



        
          
        

    

  


  

      

          -spec get_pto_base_time(loss_state()) -> non_neg_integer() | undefined.


      


Get the base time of the PTO timer (RFC 9002 Appendix A.8), or undefined
when no ack-eliciting packet is in flight. For each space with
ack-eliciting packets in flight, the candidate is the send time of the
newest such packet. The base time is the earliest candidate.

  



  
    
      
    
    
      get_pto_count/1



        
          
        

    

  


  

      

          -spec get_pto_count(loss_state()) -> non_neg_integer().


      


Get the current PTO count.

  



  
    
      
    
    
      get_pto_timeout/2



        
          
        

    

  


  

      

          -spec get_pto_timeout(loss_state(), non_neg_integer()) -> non_neg_integer().


      


Calculate the probe timeout (microseconds) with exponential backoff.
MaxAckDelayUs must be in microseconds. Callers that hold the peer's
advertised max_ack_delay (milliseconds, per RFC 9000 S18.2) must
convert: MaxAckDelayMs * 1000.

  



  
    
      
    
    
      get_rtt_stats/1



        
          
        

    

  


  

      

          -spec get_rtt_stats(loss_state()) -> map().


      


Get the current RTT statistics as a map.

  



  
    
      
    
    
      get_sent_packet_numbers/1



        
          
        

    

  


  

      

          -spec get_sent_packet_numbers(loss_state()) -> [nquic_packet_number:t()].


      


Get all outstanding sent packet numbers across every packet number space.

  



  
    
      
    
    
      get_sent_packets/1



        
          
        

    

  


  

      

          -spec get_sent_packets(loss_state()) -> [sent_packet()].


      


Get all currently tracked #sent_packet{} records across every packet
number space. Intended for tests and diagnostics; production code should
prefer the dedicated counters (get_bytes_in_flight/1,
has_ack_eliciting_in_flight/1).

  



  
    
      
    
    
      has_ack_eliciting_in_flight/1



        
          
        

    

  


  

      

          -spec has_ack_eliciting_in_flight(loss_state()) -> boolean().


      


Return true if any ack-eliciting packets are currently in flight.

  



  
    
      
    
    
      has_received_ack/2



        
          
        

    

  


  

      

          -spec has_received_ack(loss_state(), nquic_packet:space()) -> boolean().


      


Return true once an ACK acknowledged a packet sent in Space.

  



  
    
      
    
    
      init()



        
          
        

    

  


  

      

          -spec init() -> loss_state().


      


Initialize loss detection state with default RTT and NewReno congestion control.

  



  
    
      
    
    
      init(Algorithm)



        
          
        

    

  


  

      

          -spec init(atom()) -> loss_state().


      


Initialize loss detection state with the given congestion control algorithm.

  



  
    
      
    
    
      init(Algorithm, Opts)



        
          
        

    

  


  

      

          -spec init(atom(), pacer_opts() | cc_opts()) -> loss_state().


      


Initialize loss detection state.
Opts is a single map carrying both pacer (enabled, factor,
burst_packets) and congestion-control (slow_start) knobs. Callers
that only have pacer config can keep passing a pacer_opts/0 shape;
init/2 deduplicates the two via the structural key set.

  



  
    
      
    
    
      is_ack_eliciting/1



        
          
        

    

  


  

      

          -spec is_ack_eliciting([nquic_frame:t()]) -> boolean().


      


Whether Frames holds a frame other than ACK, PADDING or
CONNECTION_CLOSE (RFC 9002 §2).

  



  
    
      
    
    
      is_ecn_enabled/1



        
          
        

    

  


  

      

          -spec is_ecn_enabled(loss_state()) -> boolean().


      


Check whether ECN is enabled for this connection.

  



  
    
      
    
    
      is_ecn_socket_dirty/1



        
          
        

    

  


  

      

          -spec is_ecn_socket_dirty(loss_state()) -> boolean().


      


Cheap predicate for the ecn_socket_dirty flag.
Pure record-field read, no allocation. The flush hot path uses this to
short-circuit out of the rare validation-failure transition without
paying for a tuple return.

  



  
    
      
    
    
      on_ack_received(State, Space, AckedRanges, AckDelay, Now, MaxAckDelayUs)



        
          
        

    

  


  

      

          -spec on_ack_received(loss_state(),
                      nquic_packet:space(),
                      [{non_neg_integer(), non_neg_integer()}],
                      non_neg_integer(),
                      non_neg_integer(),
                      non_neg_integer()) ->
                         {ok, loss_state(), [nquic_frame:t()], [nquic_frame:t()]}.


      


Process an ACK frame without ECN counts. Same as on_ack_received/7
with undefined counts.

  



  
    
      
    
    
      on_ack_received(State, Space, AckedRanges, AckDelay, Now, MaxAckDelayUs, ECNCounts)



        
          
        

    

  


  

      

          -spec on_ack_received(loss_state(),
                      nquic_packet:space(),
                      [{non_neg_integer(), non_neg_integer()}],
                      non_neg_integer(),
                      non_neg_integer(),
                      non_neg_integer(),
                      ecn_counts() | undefined) ->
                         {ok, loss_state(), [nquic_frame:t()], [nquic_frame:t()]}.


      


Process an ACK frame, returning updated state plus acked and lost frames.
MaxAckDelayUs is the peer's advertised max_ack_delay in microseconds.
It is used to compute the persistent congestion window (RFC 9002 Section
7.6.1). Pass 0 if it is not yet known.
An RTT sample is taken when the largest acknowledged packet is newly
acknowledged and at least one newly acknowledged packet is ack-eliciting
(RFC 9002 §5.1). When the ACK newly acknowledges a packet, ECNCounts
go to process_ecn_counts/4 with the send time of the largest newly
acknowledged packet, before loss detection (RFC 9002 Appendix B.7).

  



  
    
      
    
    
      on_packet_sent(State, Space, PN, Frames, TimeSent, Size)



        
          
        

    

  


  

      

          -spec on_packet_sent(loss_state(),
                     nquic_packet:space(),
                     nquic_packet_number:t(),
                     [nquic_frame:t()],
                     non_neg_integer(),
                     non_neg_integer()) ->
                        loss_state().


      


Record a sent packet in the given packet number space.

  



  
    
      
    
    
      on_pto/1



        
          
        

    

  


  

      

          -spec on_pto(loss_state()) -> loss_state().


      


Increment the PTO count after a probe timeout fires.

  



  
    
      
    
    
      pacer_check/2



        
          
        

    

  


  

      

          -spec pacer_check(loss_state() | undefined, integer()) -> pass | {block, integer()}.


      


Decide whether the pacer admits a send at Now (microsecond
monotonic). Returns pass to send immediately or {block, NextUs}
when the caller must hold off until NextUs. Disabled or in-slow-
start pacers always pass.

  



  
    
      
    
    
      pacer_config/1



        
          
        

    

  


  

      

          -spec pacer_config(loss_state()) -> map().


      


Project the pacer + CC configuration as a map suitable for re-passing
to init/2. Used by code paths that re-initialise loss state on path
/ retry transitions and want to preserve pacing and HyStart++ settings.

  



  
    
      
    
    
      pacer_disable/1



        
          
        

    

  


  

      

          -spec pacer_disable(loss_state()) -> loss_state().


      


Disable the pacer. Used by the caller to opt out at runtime.

  



  
    
      
    
    
      pacer_is_enabled/1



        
          
        

    

  


  

      

          -spec pacer_is_enabled(loss_state()) -> boolean().


      


Whether the pacer is configured on this connection. The pacer may be
present-and-disengaged if cwnd =< ssthresh (still in slow start) or
if the pacing budget has not been built up yet.

  



  
    
      
    
    
      pacer_next_send_time/1



        
          
        

    

  


  

      

          -spec pacer_next_send_time(loss_state()) -> undefined | integer().


      


Earliest microsecond (monotonic, may be negative on Erlang's
monotonic clock) at which the pacer permits the next send.
undefined if the pacer has never engaged on this connection.

  



  
    
      
    
    
      path_stats/1



        
          
        

    

  


  

      

          -spec path_stats(loss_state()) -> path_stats().


      


Project a flat path-stats map for nquic_conn:path_stats/1.
Sums per-PN-space ECN counts (peer-reported CE and total) into single
integers so the consumer does not have to know about packet-number
spaces.

  



  
    
      
    
    
      process_ecn_counts/4



        
          
        

    

  


  

      

          -spec process_ecn_counts(loss_state(),
                         nquic_packet:space(),
                         ecn_counts() | undefined,
                         non_neg_integer()) ->
                            loss_state().


      


Process ECN counts from a received ACK frame (RFC 9002 §7.1).
Compares the CE count of the peer against the last known baseline. When
the CE count increased, the congestion controller gets a congestion
event for a packet sent at SentTime, the send time of the largest
acknowledged packet (RFC 9002 Appendix B.7). A CE increase for a packet
sent before the current recovery period does not reduce the window
again. When the total of the ECN counts decreased (validation failure),
ECN is disabled for the path.

  



  
    
      
    
    
      reset_pto_count(State)



        
          
        

    

  


  

      

          -spec reset_pto_count(loss_state()) -> loss_state().


      


Reset the PTO count to zero after receiving an ACK.

  



  
    
      
    
    
      set_ecn_enabled(State, E)



        
          
        

    

  


  

      

          -spec set_ecn_enabled(loss_state(), boolean()) -> loss_state().


      


Enable or disable ECN for this connection.

  



  
    
      
    
    
      set_max_datagram_size(State, MaxSize)



        
          
        

    

  


  

      

          -spec set_max_datagram_size(loss_state(), pos_integer()) -> loss_state().


      


Set the maximum datagram size used by the congestion controller.

  



  
    
      
    
    
      set_pto_count(State, Count)



        
          
        

    

  


  

      

          -spec set_pto_count(loss_state(), non_neg_integer()) -> loss_state().


      


Set the PTO count, the exponent of the PTO backoff.

  


        

      


  

  
    
    nquic_rtt - nquic v1.2.0
    
    

    


  
  

    
nquic_rtt 
    



      
RTT estimation per RFC 9002 Section 5.
Maintains smoothed RTT, RTT variance, minimum RTT, and latest RTT.
All values are kept in microseconds to match the rest of the loss /
congestion-control plumbing (which measures elapsed time with
erlang:monotonic_time(microsecond)). Initial values are 333 ms
(smoothed) and 166 ms (variance) per RFC 9002 5.3, expressed in
microseconds.

      


      
        Summary


  
    Types
  


    
      
        rtt_state()

      


    





  
    Functions
  


    
      
        get(State)

      


        Return a map of current RTT statistics: latest, min, smoothed, and variance.



    


    
      
        new()

      


        Initialize RTT state with a 333 ms smoothed RTT and 166 ms variance,
in microseconds.



    


    
      
        smoothed_rtt(State)

      


    


    
      
        update(State, Sample, AckDelay)

      


        Update RTT with a new sample and the peer-reported ACK delay.



    





      


      
        Types


        


  
    
      
    
    
      rtt_state()



        
          
        

    

  


  

      

          -type rtt_state() ::
          #rtt_state{latest_rtt :: non_neg_integer(),
                     min_rtt :: non_neg_integer(),
                     smoothed_rtt :: non_neg_integer(),
                     rttvar :: non_neg_integer(),
                     first_sample_time :: non_neg_integer()}.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      get(State)



        
          
        

    

  


  

      

          -spec get(rtt_state()) ->
             #{latest_rtt := non_neg_integer(),
               min_rtt := non_neg_integer(),
               smoothed_rtt := non_neg_integer(),
               rttvar := non_neg_integer()}.


      


Return a map of current RTT statistics: latest, min, smoothed, and variance.

  



  
    
      
    
    
      new()



        
          
        

    

  


  

      

          -spec new() -> rtt_state().


      


Initialize RTT state with a 333 ms smoothed RTT and 166 ms variance,
in microseconds.

  



  
    
      
    
    
      smoothed_rtt(State)



        
          
        

    

  


  

      

          -spec smoothed_rtt(rtt_state()) -> non_neg_integer().


      



  



  
    
      
    
    
      update(State, Sample, AckDelay)



        
          
        

    

  


  

      

          -spec update(rtt_state(), non_neg_integer(), non_neg_integer()) -> rtt_state().


      


Update RTT with a new sample and the peer-reported ACK delay.

  


        

      


  

  
    
    nquic_listener - nquic v1.2.0
    
    

    


  
  

    
nquic_listener 
    



      
Public listener API shim.
Forwards user-facing calls to nquic_listener_mgr, the gen_server child
of nquic_listener_sup that holds the accept queue and the resolved
listen port. The handle returned by start_link/1 (and by nquic:listen/2)
is the supervisor pid; the mgr child is resolved on demand via
supervisor:which_children/1. Hot-path dispatch helpers
(dispatch_lookup/2, dispatch_register/3, dispatch_unregister/2)
operate directly on the dispatch handle and never go through the mgr.

      


      
        Summary


  
    Functions
  


    
      
        accept(Listener, Timeout)

      


        Accept a new connection, blocking until one is available or timeout expires.



    


    
      
        connection_established(Listener, Entry)

      


        Hand a proactively exported, freshly handshaked connection to the listener manager.



    


    
      
        dispatch_lookup(Dispatch, DCID)

      


        Look up the process for a connection ID, or return undefined.



    


    
      
        dispatch_register(Dispatch, DCID, Pid)

      


        Register a connection ID to a process in the dispatch table.



    


    
      
        dispatch_unregister(Dispatch, DCID)

      


        Remove a connection ID from the dispatch table.



    


    
      
        get_dispatch(Listener)

      


        Return the dispatch table for external use (e.g., library-mode export).



    


    
      
        get_metrics(Listener)

      


        Return the metrics handle for this listener. Cheap snapshot; looks up
the dispatch table once and reads the attached nquic_metrics handle.



    


    
      
        get_port(Listener)

      


        Return the port number this listener is bound to.



    


    
      
        opt(Listener, Key)

      


        Return a single listener option (e.g. idle_timeout, receivers) as
seen at startup.



    


    
      
        start_conn_child(Listener, DCID, ChildOpts)

      


        Start a new connection statem child under the partition supervisor
selected by hashing the DCID. Reads the partition pid directly from the
dispatch table, no gen_server:call required.



    


    
      
        start_link(Opts)

      


        Start a listener supervision tree with the given options. Returns the
supervisor pid; that pid is the public listener handle threaded through
all nquic:* calls.



    


    
      
        stop/3

      


        Stop a running listener.
cascade (the default behind nquic:stop_listener/1) stops accepting,
broadcasts {quic_drain, Listener} to every owner-held established
connection over the dispatch pid-index, then tears the supervision tree
down: the listen sockets are closed, the port is released, and the
handshake-phase nquic_conn_statem processes are terminated under the
supervisor shutdown budget. Owner-held connections close gracefully in
their own loop on the drain signal. No connection of either class
survives a cascade.
detach stops accepting and frees the port (terminates the receiver
sub-tree and the accept manager) but sends no drain signal: owner-held
established connections keep running until their own idle timeout, and
handshake-phase processes, now packet-starved, idle out. Use it to let
in-flight work finish.
The listener supervisor is started with supervisor:start_link/2, so
it is linked to whoever called nquic:listen/2. The stop is
synchronous and exits the supervisor with reason normal, so that
link never kills the owner. cascade also unlinks the calling
process first, so a caller that itself opened the listener is fully
detached once this returns. Timeout bounds the graceful cascade
shutdown before the supervisor is brutally killed. Calling stop on an
already-stopped listener is a no-op.



    





      


      
        Functions


        


  
    
      
    
    
      accept(Listener, Timeout)



        
          
        

    

  


  

      

          -spec accept(pid(), timeout()) ->
                {ok, nquic_listener_mgr:accept_entry()} | {error, nquic_error:any_reason()}.


      


Accept a new connection, blocking until one is available or timeout expires.

  



  
    
      
    
    
      connection_established(Listener, Entry)



        
          
        

    

  


  

      

          -spec connection_established(pid(), nquic_listener_mgr:accept_entry()) -> ok.


      


Hand a proactively exported, freshly handshaked connection to the listener manager.

  



  
    
      
    
    
      dispatch_lookup(Dispatch, DCID)



        
          
        

    

  


  

      

          -spec dispatch_lookup(nquic_dispatch:t(), binary()) -> pid() | undefined.


      


Look up the process for a connection ID, or return undefined.

  



  
    
      
    
    
      dispatch_register(Dispatch, DCID, Pid)



        
          
        

    

  


  

      

          -spec dispatch_register(nquic_dispatch:t(), binary(), pid()) -> true.


      


Register a connection ID to a process in the dispatch table.

  



  
    
      
    
    
      dispatch_unregister(Dispatch, DCID)



        
          
        

    

  


  

      

          -spec dispatch_unregister(nquic_dispatch:t(), binary()) -> true.


      


Remove a connection ID from the dispatch table.

  



  
    
      
    
    
      get_dispatch(Listener)



        
          
        

    

  


  

      

          -spec get_dispatch(pid()) -> {ok, nquic_dispatch:t()} | {error, nquic_error:any_reason()}.


      


Return the dispatch table for external use (e.g., library-mode export).

  



  
    
      
    
    
      get_metrics(Listener)



        
          
        

    

  


  

      

          -spec get_metrics(pid()) -> {ok, nquic_metrics:t()} | {error, nquic_error:any_reason()}.


      


Return the metrics handle for this listener. Cheap snapshot; looks up
the dispatch table once and reads the attached nquic_metrics handle.

  



  
    
      
    
    
      get_port(Listener)



        
          
        

    

  


  

      

          -spec get_port(pid()) -> {ok, inet:port_number()} | {error, nquic_error:any_reason()}.


      


Return the port number this listener is bound to.

  



  
    
      
    
    
      opt(Listener, Key)



        
          
        

    

  


  

      

          -spec opt(pid(), atom()) -> {ok, term()} | {error, nquic_error:any_reason()}.


      


Return a single listener option (e.g. idle_timeout, receivers) as
seen at startup.

  



  
    
      
    
    
      start_conn_child(Listener, DCID, ChildOpts)



        
          
        

    

  


  

      

          -spec start_conn_child(pid(), binary(), map()) -> {ok, pid()} | {ok, pid(), term()} | {error, term()}.


      


Start a new connection statem child under the partition supervisor
selected by hashing the DCID. Reads the partition pid directly from the
dispatch table, no gen_server:call required.

  



  
    
      
    
    
      start_link(Opts)



        
          
        

    

  


  

      

          -spec start_link(map()) -> {ok, pid()} | ignore | {error, term()}.


      


Start a listener supervision tree with the given options. Returns the
supervisor pid; that pid is the public listener handle threaded through
all nquic:* calls.

  



  
    
      
    
    
      stop/3



        
          
        

    

  


  

      

          -spec stop(pid(), cascade | detach, timeout()) -> ok.


      


Stop a running listener.
cascade (the default behind nquic:stop_listener/1) stops accepting,
broadcasts {quic_drain, Listener} to every owner-held established
connection over the dispatch pid-index, then tears the supervision tree
down: the listen sockets are closed, the port is released, and the
handshake-phase nquic_conn_statem processes are terminated under the
supervisor shutdown budget. Owner-held connections close gracefully in
their own loop on the drain signal. No connection of either class
survives a cascade.
detach stops accepting and frees the port (terminates the receiver
sub-tree and the accept manager) but sends no drain signal: owner-held
established connections keep running until their own idle timeout, and
handshake-phase processes, now packet-starved, idle out. Use it to let
in-flight work finish.
The listener supervisor is started with supervisor:start_link/2, so
it is linked to whoever called nquic:listen/2. The stop is
synchronous and exits the supervisor with reason normal, so that
link never kills the owner. cascade also unlinks the calling
process first, so a caller that itself opened the listener is fully
detached once this returns. Timeout bounds the graceful cascade
shutdown before the supervisor is brutally killed. Calling stop on an
already-stopped listener is a no-op.

  


        

      


  

  
    
    nquic_receiver - nquic v1.2.0
    
    

    


  
  

    
nquic_receiver 
    



      
QUIC packet receiver process.
Each receiver owns one UDP socket and runs an async recv loop using
completion-based I/O. Multiple receivers can share the same port via
SO_REUSEPORT. Incoming packets are dispatched via ETS lookup: existing
connections get a direct message (fast path), new connections are
spawned in a separate process (slow path).

      


      
        Summary


  
    Functions
  


    
      
        bump_rate/1

      


    


    
      
        check_rate_limit/1

      


    


    
      
        dispatch_packet/3

      


    


    
      
        fast_dispatch/2

      


    


    
      
        get_dcid/1

      


    


    
      
        get_port(Pid)

      


        Return the port number this receiver's socket is bound to.



    


    
      
        handle_call/3

      


    


    
      
        handle_cast(Msg, State)

      


    


    
      
        handle_info/2

      


    


    
      
        init(Opts)

      


    


    
      
        maybe_retry/3

      


    


    
      
        slow_dispatch(Source, Bin, Table, State)

      


    


    
      
        start_link(Opts)

      


        Start a receiver process with the given options.



    


    
      
        terminate/2

      


    





      


      
        Functions


        


  
    
      
    
    
      bump_rate/1



        
          
        

    

  


  

      

          -spec bump_rate(#state{socket :: nquic_socket:t(),
                       select_info :: nquic_socket:select_info() | undefined,
                       dispatch_table :: nquic_dispatch:t(),
                       listener :: pid(),
                       opts :: map(),
                       static_key :: binary(),
                       max_new_conns_per_sec :: non_neg_integer(),
                       rate_count :: non_neg_integer(),
                       rate_window_start :: integer(),
                       retry :: boolean(),
                       retry_token_lifetime :: pos_integer(),
                       ecn :: boolean(),
                       gro :: boolean()}) ->
                   #state{socket :: nquic_socket:t(),
                          select_info :: nquic_socket:select_info() | undefined,
                          dispatch_table :: nquic_dispatch:t(),
                          listener :: pid(),
                          opts :: map(),
                          static_key :: binary(),
                          max_new_conns_per_sec :: non_neg_integer(),
                          rate_count :: non_neg_integer(),
                          rate_window_start :: integer(),
                          retry :: boolean(),
                          retry_token_lifetime :: pos_integer(),
                          ecn :: boolean(),
                          gro :: boolean()}.


      



  



  
    
      
    
    
      check_rate_limit/1



        
          
        

    

  


  

      

          -spec check_rate_limit(#state{socket :: nquic_socket:t(),
                              select_info :: nquic_socket:select_info() | undefined,
                              dispatch_table :: nquic_dispatch:t(),
                              listener :: pid(),
                              opts :: map(),
                              static_key :: binary(),
                              max_new_conns_per_sec :: non_neg_integer(),
                              rate_count :: non_neg_integer(),
                              rate_window_start :: integer(),
                              retry :: boolean(),
                              retry_token_lifetime :: pos_integer(),
                              ecn :: boolean(),
                              gro :: boolean()}) ->
                          {boolean(),
                           #state{socket :: nquic_socket:t(),
                                  select_info :: nquic_socket:select_info() | undefined,
                                  dispatch_table :: nquic_dispatch:t(),
                                  listener :: pid(),
                                  opts :: map(),
                                  static_key :: binary(),
                                  max_new_conns_per_sec :: non_neg_integer(),
                                  rate_count :: non_neg_integer(),
                                  rate_window_start :: integer(),
                                  retry :: boolean(),
                                  retry_token_lifetime :: pos_integer(),
                                  ecn :: boolean(),
                                  gro :: boolean()}}.


      



  



  
    
      
    
    
      dispatch_packet/3



        
          
        

    

  


  

      

          -spec dispatch_packet(nquic_socket:sockaddr(),
                      binary(),
                      #state{socket :: nquic_socket:t(),
                             select_info :: nquic_socket:select_info() | undefined,
                             dispatch_table :: nquic_dispatch:t(),
                             listener :: pid(),
                             opts :: map(),
                             static_key :: binary(),
                             max_new_conns_per_sec :: non_neg_integer(),
                             rate_count :: non_neg_integer(),
                             rate_window_start :: integer(),
                             retry :: boolean(),
                             retry_token_lifetime :: pos_integer(),
                             ecn :: boolean(),
                             gro :: boolean()}) ->
                         #state{socket :: nquic_socket:t(),
                                select_info :: nquic_socket:select_info() | undefined,
                                dispatch_table :: nquic_dispatch:t(),
                                listener :: pid(),
                                opts :: map(),
                                static_key :: binary(),
                                max_new_conns_per_sec :: non_neg_integer(),
                                rate_count :: non_neg_integer(),
                                rate_window_start :: integer(),
                                retry :: boolean(),
                                retry_token_lifetime :: pos_integer(),
                                ecn :: boolean(),
                                gro :: boolean()}.


      



  



  
    
      
    
    
      fast_dispatch/2



        
          
        

    

  


  

      

          -spec fast_dispatch(binary(), nquic_dispatch:t()) -> {ok, pid()} | slow.


      



  



  
    
      
    
    
      get_dcid/1



        
          
        

    

  


  

      

          -spec get_dcid(#long_header{type :: initial | handshake | rtt0 | retry | version_negotiation,
                            version :: 0..4294967295,
                            dcid :: nquic:connection_id(),
                            scid :: nquic:connection_id(),
                            token :: binary() | undefined,
                            payload_len :: non_neg_integer() | undefined,
                            packet_number :: nquic_packet_number:t() | undefined,
                            pn_len :: 1..4 | undefined} |
               #short_header{dcid :: nquic:connection_id(),
                             packet_number :: nquic_packet_number:t() | undefined,
                             key_phase :: boolean(),
                             spin :: 0..1,
                             pn_len :: 1..4 | undefined}) ->
                  binary().


      



  



  
    
      
    
    
      get_port(Pid)



        
          
        

    

  


  

      

          -spec get_port(pid()) -> {ok, inet:port_number()} | {error, nquic_error:any_reason()}.


      


Return the port number this receiver's socket is bound to.

  



  
    
      
    
    
      handle_call/3



        
          
        

    

  


  

      

          -spec handle_call(get_port | term(),
                  gen_server:from(),
                  #state{socket :: nquic_socket:t(),
                         select_info :: nquic_socket:select_info() | undefined,
                         dispatch_table :: nquic_dispatch:t(),
                         listener :: pid(),
                         opts :: map(),
                         static_key :: binary(),
                         max_new_conns_per_sec :: non_neg_integer(),
                         rate_count :: non_neg_integer(),
                         rate_window_start :: integer(),
                         retry :: boolean(),
                         retry_token_lifetime :: pos_integer(),
                         ecn :: boolean(),
                         gro :: boolean()}) ->
                     {reply,
                      term(),
                      #state{socket :: nquic_socket:t(),
                             select_info :: nquic_socket:select_info() | undefined,
                             dispatch_table :: nquic_dispatch:t(),
                             listener :: pid(),
                             opts :: map(),
                             static_key :: binary(),
                             max_new_conns_per_sec :: non_neg_integer(),
                             rate_count :: non_neg_integer(),
                             rate_window_start :: integer(),
                             retry :: boolean(),
                             retry_token_lifetime :: pos_integer(),
                             ecn :: boolean(),
                             gro :: boolean()}}.


      



  



  
    
      
    
    
      handle_cast(Msg, State)



        
          
        

    

  


  

      

          -spec handle_cast(term(),
                  #state{socket :: nquic_socket:t(),
                         select_info :: nquic_socket:select_info() | undefined,
                         dispatch_table :: nquic_dispatch:t(),
                         listener :: pid(),
                         opts :: map(),
                         static_key :: binary(),
                         max_new_conns_per_sec :: non_neg_integer(),
                         rate_count :: non_neg_integer(),
                         rate_window_start :: integer(),
                         retry :: boolean(),
                         retry_token_lifetime :: pos_integer(),
                         ecn :: boolean(),
                         gro :: boolean()}) ->
                     {noreply,
                      #state{socket :: nquic_socket:t(),
                             select_info :: nquic_socket:select_info() | undefined,
                             dispatch_table :: nquic_dispatch:t(),
                             listener :: pid(),
                             opts :: map(),
                             static_key :: binary(),
                             max_new_conns_per_sec :: non_neg_integer(),
                             rate_count :: non_neg_integer(),
                             rate_window_start :: integer(),
                             retry :: boolean(),
                             retry_token_lifetime :: pos_integer(),
                             ecn :: boolean(),
                             gro :: boolean()}}.


      



  



  
    
      
    
    
      handle_info/2



        
          
        

    

  


  

      

          -spec handle_info(term(),
                  #state{socket :: nquic_socket:t(),
                         select_info :: nquic_socket:select_info() | undefined,
                         dispatch_table :: nquic_dispatch:t(),
                         listener :: pid(),
                         opts :: map(),
                         static_key :: binary(),
                         max_new_conns_per_sec :: non_neg_integer(),
                         rate_count :: non_neg_integer(),
                         rate_window_start :: integer(),
                         retry :: boolean(),
                         retry_token_lifetime :: pos_integer(),
                         ecn :: boolean(),
                         gro :: boolean()}) ->
                     {noreply,
                      #state{socket :: nquic_socket:t(),
                             select_info :: nquic_socket:select_info() | undefined,
                             dispatch_table :: nquic_dispatch:t(),
                             listener :: pid(),
                             opts :: map(),
                             static_key :: binary(),
                             max_new_conns_per_sec :: non_neg_integer(),
                             rate_count :: non_neg_integer(),
                             rate_window_start :: integer(),
                             retry :: boolean(),
                             retry_token_lifetime :: pos_integer(),
                             ecn :: boolean(),
                             gro :: boolean()}}.


      



  



  
    
      
    
    
      init(Opts)



        
          
        

    

  


  

      

          -spec init(map()) ->
              {ok,
               #state{socket :: nquic_socket:t(),
                      select_info :: nquic_socket:select_info() | undefined,
                      dispatch_table :: nquic_dispatch:t(),
                      listener :: pid(),
                      opts :: map(),
                      static_key :: binary(),
                      max_new_conns_per_sec :: non_neg_integer(),
                      rate_count :: non_neg_integer(),
                      rate_window_start :: integer(),
                      retry :: boolean(),
                      retry_token_lifetime :: pos_integer(),
                      ecn :: boolean(),
                      gro :: boolean()}} |
              {stop, term()}.


      



  



  
    
      
    
    
      maybe_retry/3



        
          
        

    

  


  

      

          -spec maybe_retry(binary() | undefined,
                  nquic_socket:sockaddr(),
                  #state{socket :: nquic_socket:t(),
                         select_info :: nquic_socket:select_info() | undefined,
                         dispatch_table :: nquic_dispatch:t(),
                         listener :: pid(),
                         opts :: map(),
                         static_key :: binary(),
                         max_new_conns_per_sec :: non_neg_integer(),
                         rate_count :: non_neg_integer(),
                         rate_window_start :: integer(),
                         retry :: boolean(),
                         retry_token_lifetime :: pos_integer(),
                         ecn :: boolean(),
                         gro :: boolean()}) ->
                     proceed | {retry, nquic:connection_id()} | send_retry.


      



  



  
    
      
    
    
      slow_dispatch(Source, Bin, Table, State)



        
          
        

    

  


  

      

          -spec slow_dispatch(nquic_socket:sockaddr(),
                    binary(),
                    nquic_dispatch:t(),
                    #state{socket :: nquic_socket:t(),
                           select_info :: nquic_socket:select_info() | undefined,
                           dispatch_table :: nquic_dispatch:t(),
                           listener :: pid(),
                           opts :: map(),
                           static_key :: binary(),
                           max_new_conns_per_sec :: non_neg_integer(),
                           rate_count :: non_neg_integer(),
                           rate_window_start :: integer(),
                           retry :: boolean(),
                           retry_token_lifetime :: pos_integer(),
                           ecn :: boolean(),
                           gro :: boolean()}) ->
                       #state{socket :: nquic_socket:t(),
                              select_info :: nquic_socket:select_info() | undefined,
                              dispatch_table :: nquic_dispatch:t(),
                              listener :: pid(),
                              opts :: map(),
                              static_key :: binary(),
                              max_new_conns_per_sec :: non_neg_integer(),
                              rate_count :: non_neg_integer(),
                              rate_window_start :: integer(),
                              retry :: boolean(),
                              retry_token_lifetime :: pos_integer(),
                              ecn :: boolean(),
                              gro :: boolean()}.


      



  



  
    
      
    
    
      start_link(Opts)



        
          
        

    

  


  

      

          -spec start_link(map()) -> {ok, pid()} | ignore | {error, term()}.


      


Start a receiver process with the given options.

  



  
    
      
    
    
      terminate/2



        
          
        

    

  


  

      

          -spec terminate(term(),
                #state{socket :: nquic_socket:t(),
                       select_info :: nquic_socket:select_info() | undefined,
                       dispatch_table :: nquic_dispatch:t(),
                       listener :: pid(),
                       opts :: map(),
                       static_key :: binary(),
                       max_new_conns_per_sec :: non_neg_integer(),
                       rate_count :: non_neg_integer(),
                       rate_window_start :: integer(),
                       retry :: boolean(),
                       retry_token_lifetime :: pos_integer(),
                       ecn :: boolean(),
                       gro :: boolean()}) ->
                   ok.


      



  


        

      


  

  
    
    nquic_recv - nquic v1.2.0
    
    

    


  
  

    
nquic_recv 
    



      
Optimized UDP receive handling for QUIC.
This module provides utilities for configuring socket buffers.

      


      
        Summary


  
    Functions
  


    
      
        bind_options(Opts)

      


        The ip and ipv6_v6only entries of listener options, for nquic_socket:open/2.



    


    
      
        socket_options()

      


        Get default socket options for nquic_socket.



    


    
      
        socket_options(Opts)

      


        Get socket options for nquic_socket with custom configuration.
Options



    





      


      
        Functions


        


  
    
      
    
    
      bind_options(Opts)



        
          
        

    

  


  

      

          -spec bind_options(map()) -> nquic_socket:open_opts().


      


The ip and ipv6_v6only entries of listener options, for nquic_socket:open/2.

  



  
    
      
    
    
      socket_options()



        
          
        

    

  


  

      

          -spec socket_options() -> nquic_socket:open_opts().


      


Get default socket options for nquic_socket.

  



  
    
      
    
    
      socket_options(Opts)



        
          
        

    

  


  

      

          -spec socket_options(map()) -> nquic_socket:open_opts().


      


Get socket options for nquic_socket with custom configuration.
Options:
	recbuf: Receive buffer size (default: 4MB)
	sndbuf: Send buffer size (default: 2MB)
	reuseaddr: Reuse address (default: true)
Returns a map suitable for nquic_socket:open/2.


  


        

      


  

  
    
    nquic_server_sup - nquic v1.2.0
    
    

    


  
  

    
nquic_server_sup 
    



      
Per-partition connection supervisor (simple_one_for_one).
One instance per scheduler is started under nquic_partitions_sup.
Connections are routed to a partition by hashing the DCID, distributing
supervision load across schedulers. Each partition publishes its pid to
the listener's dispatch table on init so nquic_dispatch:start_conn_child/3
can find it without going through a republish step on partition restart.

      


      
        Summary


  
    Functions
  


    
      
        init/1

      


    


    
      
        start_link(Dispatch, Idx)

      


        Start one partition supervisor with its dispatch handle and 1-based index.



    





      


      
        Functions


        


  
    
      
    
    
      init/1



        
          
        

    

  


  

      

          -spec init({nquic_dispatch:t(), pos_integer()}) ->
              {ok, {supervisor:sup_flags(), [supervisor:child_spec()]}}.


      



  



  
    
      
    
    
      start_link(Dispatch, Idx)



        
          
        

    

  


  

      

          -spec start_link(nquic_dispatch:t(), pos_integer()) -> {ok, pid()} | ignore | {error, term()}.


      


Start one partition supervisor with its dispatch handle and 1-based index.
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